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such disclosures by U.S. persons in con-
nection with visits to foreign diplo-
matic missions and consular offices. 

[58 FR 39310, July 22, 1993, as amended at 71 
FR 20544, Apr. 21, 2006; 81 FR 54737, Aug. 17, 
2016] 

§ 125.3 Exports of classified technical 
data and classified defense articles. 

(a) A request for authority to export 
defense articles, including technical 
data, classified by a foreign govern-
ment or pursuant to Executive Order 
12356, successor orders, or other legal 
authority must be submitted to the Di-
rectorate of Defense Trade Controls for 
approval. The application must contain 
full details of the proposed transaction. 
It should also list the facility security 
clearance code of all U.S. parties on 
the license and include the Defense Se-
curity Service cognizant security office 
of the party responsible for packaging 
the commodity for shipment. A non-
transfer and use certificate (Form 
DSP–83) executed by the applicant, for-
eign consignee, end-user and an author-
ized representative of the foreign gov-
ernment involved will be required. 

(b) Classified technical data which is 
approved by the Directorate of Defense 
Trade Controls either for export or re-
export after a temporary import will be 
transferred or disclosed only in accord-
ance with the requirements in the De-
partment of Defense National Indus-
trial Security Program Operating Man-
ual (unless such requirements are in di-
rect conflict with guidance provided by 
the Directorate of Defense Trade Con-
trols, in which case the latter guidance 
must be followed). Any other require-
ments imposed by cognizant U.S. de-
partments and agencies must also be 
satisfied. 

(c) The approval of the Directorate of 
Defense Trade Controls must be ob-
tained for the export of technical data 
by a U.S. person to a foreign person in 
the U.S. or in a foreign country unless 
the proposed export is exempt under 
the provisions of this subchapter. 

(d) All communications relating to a 
patent application covered by an inven-
tion secrecy order are to be addressed 
to the U.S. Patent and Trademark Of-
fice (see 37 CFR 5.11). 

[58 FR 39310, July 22, 1993, as amended at 71 
FR 20544, Apr. 21, 2006] 

§ 125.4 Exemptions of general applica-
bility. 

(a) The following exemptions apply 
to exports of technical data for which 
approval is not needed from the Direc-
torate of Defense Trade Controls. The 
exemptions, except for paragraph 
(b)(13) of this section, do not apply to 
exports to proscribed destinations 
under § 126.1 of this subchapter or for 
persons considered generally ineligible 
under § 120.1(c) of this subchapter. The 
exemptions are also not applicable for 
purposes of establishing offshore pro-
curement arrangements or producing 
defense articles offshore (see § 124.13), 
except as authorized under § 125.4(c). 
Transmission of classified information 
must comply with the requirements of 
the Department of Defense National In-
dustrial Security Program Operating 
Manual (unless such requirements are 
in direct conflict with guidance pro-
vided by the Directorate of Defense 
Trade controls, in which case the latter 
guidance must be followed) and the ex-
porter must certify to the transmittal 
authority that the technical data does 
not exceed the technical limitation of 
the authorized export. 

(b) The following exports are exempt 
from the licensing requirements of this 
subchapter. 

(1) Technical data, including classi-
fied information, to be disclosed pursu-
ant to an official written request or di-
rective from the U.S. Department of 
Defense; 

(2) Technical data, including classi-
fied information, in furtherance of a 
manufacturing license or technical as-
sistance agreement approved by the 
Department of State under part 124 of 
this subchapter and which meet the re-
quirements of § 124.3 of this subchapter; 

(3) Technical data, including classi-
fied information, in furtherance of a 
contract between the exporter and an 
agency of the U.S. Government, if the 
contract provides for the export of the 
data and such data does not disclose 
the details of design, development, pro-
duction, or manufacture of any defense 
article; 

(4) Copies of technical data, including 
classified information, previously au-
thorized for export to the same recipi-
ent. Revised copies of such technical 
data are also exempt if they pertain to 
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the identical defense article, and if the 
revisions are solely editorial and do 
not add to the content of technology 
previously exported or authorized for 
export to the same recipient; 

(5) Technical data, including classi-
fied information, in the form of basic 
operations, maintenance, and training 
information relating to a defense arti-
cle lawfully exported or authorized for 
export to the same recipient. Inter-
mediate or depot-level repair and 
maintenance information may be ex-
ported only under a license or agree-
ment approved specifically for that 
purpose; 

(6) Technical data, including classi-
fied information, related to firearms 
not in excess of caliber .50 and ammu-
nition for such weapons, except de-
tailed design, development, production 
or manufacturing information; 

(7) Technical data, including classi-
fied information, being returned to the 
original source of import; 

(8) Technical data directly related to 
classified information which has been 
previously exported or authorized for 
export in accordance with this part to 
the same recipient, and which does not 
disclose the details of the design, de-
velopment, production, or manufacture 
of any defense article; 

(9) Technical data, including classi-
fied information, regardless of media 
or format, exported, reexported, or re-
transferred by or to a U.S. person, or a 
foreign person employee of a U.S. per-
son travelling or on temporary assign-
ment abroad, subject to the following 
restrictions: 

(i) Foreign persons may only export, 
reexport, retransfer, or receive such 
technical data as they are authorized 
to receive through a separate license or 
other approval. 

(ii) The technical data exported, re-
exported, or retransferred under this 
authorization may only be possessed or 
used by a U.S. person or authorized for-
eign person. Sufficient security pre-
cautions must be taken to prevent the 
unauthorized release of the technical 
data. Such security precautions may 
include encryption of the technical 
data; the use of secure network connec-
tions, such as virtual private networks; 
the use of passwords or other access re-
strictions on the electronic device or 

media on which the technical data is 
stored; and the use of firewalls and 
other network security measures to 
prevent unauthorized access. 

(iii) The individual is an employee of 
the U.S. government or is directly em-
ployed by a U.S. person and not by a 
foreign subsidiary. 

(iv) Technical data authorized under 
this exception may not be used for for-
eign production purposes or for defense 
services unless authorized through a li-
cense or other separate approval. 

(v) Classified information is sent or 
taken outside the United States in ac-
cordance with the requirements of the 
Department of Defense National Indus-
trial Security Program Operating Man-
ual (unless such requirements are in di-
rect conflict with guidance provided by 
the Directorate of Defense Trade Con-
trols, in which case such guidance 
must be followed). 

(10) Disclosures of unclassified tech-
nical data in the U.S. by U.S. institu-
tions of higher learning to foreign per-
sons who are their bona fide and full 
time regular employees. This exemp-
tion is available only if: 

(i) The employee’s permanent abode 
throughout the period of employment 
is in the United States; 

(ii) The employee is not a national of 
a country to which exports are prohib-
ited pursuant to § 126.1 of this sub-
chapter; and 

(iii) The institution informs the indi-
vidual in writing that the technical 
data may not be transferred to other 
foreign persons without the prior writ-
ten approval of the Directorate of De-
fense Trade Controls; 

(11) Technical data, including classi-
fied information, for which the ex-
porter, pursuant to an arrangement 
with the Department of Defense, De-
partment of Energy or NASA which re-
quires such exports, has been granted 
an exemption in writing from the li-
censing provisions of this part by the 
Directorate of Defense Trade Controls. 
Such an exemption will normally be 
granted only if the arrangement di-
rectly implements an international 
agreement to which the United States 
is a party and if multiple exports are 
contemplated. The Directorate of De-
fense Trade Controls, in consultation 
with the relevant U.S. Government 
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agencies, will determine whether the 
interests of the United States Govern-
ment are best served by expediting ex-
ports under an arrangement through an 
exemption (see also paragraph (b)(3) of 
this section for a related exemption); 

(12) Technical data which is specifi-
cally exempt under part 126 of this sub-
chapter; or 

(13) Technical data approved for pub-
lic release (i.e., unlimited distribution) 
by the cognizant U.S. Government de-
partment or agency or Office of Free-
dom of Information and Security Re-
view. This exemption is applicable to 
information approved by the cognizant 
U.S. Government department or agen-
cy for public release in any form. It 
does not require that the information 
be published in order to qualify for the 
exemption. 

(c) Defense services and related un-
classified technical data are exempt 
from the licensing requirements of this 
subchapter, to nationals of NATO 
countries, Australia, Japan, and Swe-
den, for the purposes of responding to a 
written request from the Department 
of Defense for a quote or bid proposal. 
Such exports must be pursuant to an 
official written request or directive 
from an authorized official of the U.S. 
Department of Defense. The defense 
services and technical data are limited 
to paragraphs (c)(1), (c)(2), and (c)(3) of 
this section and must not include para-
graphs (c)(4), (c)(5), and (c)(6) of this 
section which follow: 

(1) Build-to-Print. ‘‘Build-to-Print’’ 
means that a foreign consignee can 
produce a defense article from engi-
neering drawings without any tech-
nical assistance from a U.S. exporter. 
This transaction is based strictly on a 
‘‘hands-off’’ approach since the foreign 
consignee is understood to have the in-
herent capability to produce the de-
fense article and only lacks the nec-
essary drawings. Supporting docu-
mentation such as acceptance criteria, 
and specifications, may be released on 
an as-required basis (i.e. ‘‘must have’’) 
such that the foreign consignee would 
not be able to produce an acceptable 
defense article without this additional 
supporting documentation. Docu-
mentation which is not absolutely nec-
essary to permit manufacture of an ac-
ceptable defense article (i.e. ‘‘nice to 

have’’) is not considered within the 
boundaries of a ‘‘Build-to-Print’’ data 
package; 

(2) Build/Design-to-Specification. 
‘‘Build/Design-to-Specification’’ means 
that a foreign consignee can design and 
produce a defense article from require-
ment specifications without any tech-
nical assistance from the U.S. exporter. 
This transaction is based strictly on a 
‘‘hands-off’’ approach since the foreign 
consignee is understood to have the in-
herent capability to both design and 
produce the defense article and only 
lacks the necessary requirement infor-
mation; 

(3) Basic Research. ‘‘Basic Research’’ 
means a systemic study directed to-
ward greater knowledge or under-
standing of the fundamental aspects of 
phenomena and observable facts with-
out specific applications towards proc-
esses or products in mind. It does not 
include ‘‘Applied Research’’ (i.e. a sys-
temic study to gain knowledge or un-
derstanding necessary to determine the 
means by which a recognized and spe-
cific need may be met. It is a system-
atic application of knowledge toward 
the production of useful materials, de-
vices, and systems or methods, includ-
ing design, development, and improve-
ment of prototypes and new processes 
to meet specific requirements.); 

(4) Design Methodology, such as: The 
underlying engineering methods and 
design philosophy utilized (i.e., the 
‘‘why’’ or information that explains 
the rationale for particular design de-
cision, engineering feature, or perform-
ance requirement); engineering experi-
ence (e.g., lessons learned); and the ra-
tionale and associated databases (e.g., 
design allowables, factors of safety, 
component life predictions, failure 
analysis criteria) that establish the 
operational requirements (e.g., per-
formance, mechanical, electrical, elec-
tronic, reliability and maintainability) 
of a defense article. (Final analytical 
results and the initial conditions and 
parameters may be provided.) 

(5) Engineering Analysis, such as: Ana-
lytical methods and tools used to de-
sign or evaluate a defense article’s per-
formance against the operational re-
quirements. Analytical methods and 
tools include the development and/or 
use of mockups, computer models and 
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simulations, and test facilities. (Final 
analytical results and the initial condi-
tions and parameters may be provided.) 

(6) Manufacturing Know-how, such as: 
information that provides detailed 
manufacturing processes and tech-
niques needed to translate a detailed 
design into a qualified, finished defense 
article. (Information may be provided 
in a build-to-print package that is nec-
essary in order to produce an accept-
able defense article.) 

(d) [Reserved] 

[58 FR 39310, July 22, 1993, as amended at 65 
FR 45284, July 21, 2000; 66 FR 35900, July 10, 
2001; 67 FR 15101, Mar. 29, 2002; 71 FR 20545, 
Apr. 21, 2006; 75 FR 52624, 52626, Aug. 27, 2010; 
79 FR 66609, Nov. 10, 2014; 81 FR 35617, June 3, 
2016] 

§ 125.5 Exemptions for plant visits. 
(a) A license is not required for the 

oral and visual disclosure of unclassi-
fied technical data during the course of 
a classified plant visit by a foreign per-
son, provided: The classified visit has 
itself been authorized pursuant to a li-
cense issued by the Directorate of De-
fense Trade Controls; or the classified 
visit was approved in connection with 
an actual or potential government-to- 
government program or project by a 
U.S. Government agency having classi-
fication jurisdiction over the classified 
defense article or classified technical 
data involved under Executive Order 
12356 or other applicable Executive 
Order; and the unclassified information 
to be released is directly related to the 
classified defense article or technical 
data for which approval was obtained 
and does not disclose the details of the 
design, development, production or 
manufacture of any other defense arti-
cles. In the case of visits involving 
classified information, the require-
ments of the Department of Defense 
National Industrial Security Program 
Operating Manual must be met (unless 
such requirements are in direct con-
flict with guidance provided by the Di-
rectorate of Defense Trade Controls, in 
which case the latter guidance must be 
followed). 

(b) The approval of the Directorate of 
Defense Trade Controls is not required 
for the disclosure of oral and visual 
classified information to a foreign per-
son during the course of a plant visit 

approved by the appropriate U.S. Gov-
ernment agency if: The requirements of 
the Department of Defense National In-
dustrial Security Program Operating 
Manual have been met (unless such re-
quirements are in direct conflict with 
guidance provided by the Directorate 
of Defense Trade Controls, in which 
case the latter guidance must be fol-
lowed); the classified information is di-
rectly related to that which was ap-
proved by the U.S. Government agency; 
it does not exceed that for which ap-
proval was obtained; and it does not 
disclose the details of the design, de-
velopment, production or manufacture 
of any defense articles. 

(c) A license is not required for the 
disclosure to a foreign person of un-
classified technical data during the 
course of a plant visit (either classified 
or unclassified) approved by the Direc-
torate of Defense Trade Controls or a 
cognizant U.S. Government agency 
provided the technical data does not 
contain information in excess of that 
approved for disclosure. This exemp-
tion does not apply to technical data 
which could be used for design, devel-
opment, production or manufacture of 
a defense article. 

[71 FR 20545, Apr. 21, 2006] 

§ 125.6 Certification requirements for 
exemptions. 

(a) To claim an exemption for the ex-
port of technical data under the provi-
sions of this subchapter (e.g., §§ 125.4 
and 125.5), the exporter must certify 
that the proposed export is covered by 
a relevant section of this subchapter, 
to include the paragraph and applicable 
subparagraph. Certifications consist of 
clearly marking the package or letter 
containing the technical data ‘‘22 CFR 
[insert ITAR exemption] applicable.’’ 
This certification must be made in 
written form and retained in the ex-
porter’s files for a period of 5 years (see 
§ 123.22 of this subchapter). 

(b) For exports that are oral, visual, 
or electronic the exporter must also 
complete a written certification as in-
dicated in paragraph (a) of this section 
and retain it for a period of 5 years. 

[68 FR 61102, Oct. 27, 2003] 
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