AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

Commodity Futures Trading Commission

162.5 Contents of opt-out notice; consoli-
dated and equivalent notices.

162.6 Reasonable opportunity to opt out.

162.7 Reasonable and simple methods of opt-
ing out.

162.8 Acceptable delivery of opt-out notices

162.9 Renewal of opt out.

162.10-162.20 [Reserved]

Subpart B—Disposal Rules

162.21 Proper disposal of consumer informa-
tion.

Subpart C—lIdentity Theft Red Flags

162.30 Duties regarding the detection, pre-
vention, and mitigation of identity theft.

162.31 [Reserved]

162.32 Duties of card issuers regarding
changes of address.

APPENDIX A TO PART 162—SAMPLE CLAUSES

APPENDIX B TO PART 162—INTERAGENCY
GUIDELINES ON IDENTITY THEFT DETEC-
TION, PREVENTION, AND MITIGATION

AUTHORITY: Sec. 1088, Pub. L. 111-203; 124
Stat. 1376 (2010).

SOURCE: 76 FR 43884, July 22, 2011, unless
otherwise noted.

§162.1 Purpose and scope.

(a) Purpose. The purpose of this part
is to implement various provisions in
the Fair Credit Reporting Act, 15
U.S.C. 1681, et seq. (“FCRA’), which
provide certain protections to con-
sumer information.

(b) Scope. This part applies to certain
consumer information held by the enti-
ties listed below. This part shall apply
to futures commission merchants, re-
tail foreign exchange dealers, com-
modity trading advisors, commodity
pool operators, introducing brokers,
major swap participants and swap deal-
ers, regardless of whether they are re-
quired to register with the Commis-
sion. This part does not apply to for-
eign futures commission merchants,
foreign retail foreign exchange dealers,
commodity trading advisors, com-
modity pool operators, introducing
brokers, major swap participants and
swap dealers unless such entity reg-
isters with the Commission. Nothing in
this part modifies limits or supersedes
the requirements set forth in part 160
of this title.

(c) Eramples. The examples in this
part are not exclusive. Compliance
with an example, to the extent applica-
ble, constitutes compliance with this

§162.2

part. Examples in a section illustrate
only the issue described in the section
and do not illustrate any other issue
that may arise in this part.

§162.2 Definitions.

(a) Affiliate. The term ‘‘affiliate” for
the purposes of this part means any
person that is related by common own-
ership or common corporate control
with a covered affiliate.

(b) Clear and conspicuous. The term
‘‘clear and conspicuous’ means reason-
ably understandable and designed to
call attention to the nature and signifi-
cance of the information presented in
the notice.

(c) Common ownership or common cor-
porate control. The term ‘‘common own-
ership or common corporate control”
for the purposes of this part means the
power to exercise a controlling influ-
ence over the management or policies
of a company whether through owner-
ship of securities, by contract, or oth-
erwise. Any person who owns bene-
ficially, either directly or through one
or more controlled companies, more
than 25 percent of the voting securities
of any company is presumed to control
the company. Any person who does not
own more than 25 percent of the voting
securities of a company will be pre-
sumed not to control the company.

(d) Company. The term ‘‘company’’
means any corporation, limited liabil-
ity company, business trust, general or
limited partnership, association, or
similar organization.

(e) Concise.—

(1) In general. The term ‘‘concise”
means a reasonably brief expression or
statement.

(2) Combination with other required dis-
closures. A notice required by this part
may be concise even if it is combined
with other disclosures required or au-
thorized by Federal or state law.

(f) Consumer. Except as otherwise
provided, the term ‘‘consumer’ means
an individual person. The term con-
sumer does not include market makers,
floor brokers, locals, or individual per-
sons whose information is not collected
to determine eligibility for personal,
family, or household purposes.

(g) Consumer information. The term
“‘consumer information” means any
record about an individual, whether in
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paper, electronic, or other form, that is
a consumer report or is derived from a
consumer report (as defined in section
603(d)(2) of the FCRA). Consumer infor-
mation also means a compilation of
such records. Consumer information
does not include information that does
not identify individuals, such as aggre-
gate information or blind data.

(h) Covered affiliate. The term ‘‘cov-
ered affiliate’” means a futures com-
mission merchant, retail foreign ex-
change dealer, commodity trading ad-
visor, commodity pool operator, intro-
ducing broker, major swap participant
or swap dealer, which is subject to the
jurisdiction of the Commission.

(1) Dispose or Disposal.—

(1) In general. The terms ‘‘dispose’ or
‘“‘disposal’”’ means:

(i) The discarding or abandonment of
consumer information; or

(ii) The sale, donation, or transfer of
any medium, including computer
equipment, upon which consumer infor-
mation is stored.

(2) Sale, donation, or transfer of con-
sumer information. The sale, donation,
or transfer of consumer information is
not considered disposal for the pur-
poses of subpart B.

(j) Dodd-Frank Act. The term ‘‘Dodd-
Frank Act” means the Dodd-Frank
Wall Street Reform and Consumer Pro-
tection Act (Pub. L. 111-203, 124 Stat.
1376 (2010)).

(k) Eligibility information. The term
“‘eligibility information’® means any
information that would be a consumer
report if the exclusions from the defini-
tion of ‘‘consumer report’” in section
603(d)(2)(A) of the FCRA did not apply.
Examples of the type of information
that would fall within the definition of
eligibility information include an af-
filiate’s own transaction or experience
information, such as information about
a consumer’s account history with that
affiliate, and other information, such
as information from credit bureau re-
ports or applications. Eligibility infor-
mation does not include aggregate or
blind data that does not contain per-
sonal identifiers such as account num-
bers, names, or addresses.

(1) FCRA. The term “FCRA” means
the Fair Credit Reporting Act (15
U.S.C. 1681 et seq.).
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(m) Financial product or service. The
term ‘‘financial product or service”
means any product or service that a fu-
tures commission merchant, retail for-
eign exchange dealer, commodity trad-
ing advisor, commodity pool operator,
introducing broker, major swap partic-
ipant or swap dealer could offer that is
subject to the Commission’s jurisdic-
tion.

(n) GLB Act. The term ‘“GLB Act”
means the Gramm-Leach-Bliley Act
(Pub. L. 106-102, 113 Stat. 1338 (1999)).

(0) Major swap participant. The term
“major swap participant’ has the same
meaning as in section 1a(33) of the
Commodity Exchange Act, 7 U.S.C. 1 et
seq., as may be further defined by this
title, and includes any person reg-
istered as such thereunder.

(p) Person. The term ‘‘person’ means
any individual, partnership, corpora-
tion, trust, estate, cooperative, asso-
ciation, or other entity.

(a) Pre-existing business relationship.
The term ‘‘pre-existing business rela-
tionship”” means a relationship be-
tween a person, or a person’s licensed
agent, and a consumer based on—

(1) A financial contract between the
person and the consumer which is in
force on the date on which the con-
sumer is sent a solicitation by this
part;

(2) The purchase, rental, or lease by
the consumer of a persons’ services or
a financial transaction (including hold-
ing an active account or policy in force
or having another continuing relation-
ship) between the consumer and the
person, during the 18-month period im-
mediately preceding the date on which
the consumer is sent a solicitation cov-
ered by this part; or

(3) An inquiry or application by the
consumer regarding a financial product
or service offered by that person during
the three-month period immediately
preceding the date on which the con-
sumer is sent a solicitation covered by

this part.
(r) Solicitation—(1) In general. The
term ‘‘solicitation” means the mar-

keting of a financial product or service
initiated by an affiliate to a particular
consumer that is—

(i) Based on eligibility information
communicated to that covered affiliate
by an affiliate that has or previously
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had the pre-existing business relation-
ship with a consumer as described in
this part; and

(ii) Intended to encourage the con-
sumer to purchase or obtain such fi-
nancial product or service. A solicita-
tion does not include marketing com-
munications that are directed at the
general public.

(2) Examples. Examples of what com-
munications constitute solicitations
include communications such as a tele-
marketing solicitation, direct mail, or
e-mail, when those communications
are directed to a specific consumer
based on eligibility information. A so-
licitation does not include communica-
tions that are directed at the general
public without regard to eligibility in-
formation, even if those communica-
tions are intended to encourage con-
sumers to purchase financial products
and services from the affiliate initi-
ating the communications.

(s) Swap dealer. The term ‘‘swap deal-
er’”’ has the same meaning as in section
1a(49) of the Commodity Exchange Act,
7 U.S.C. 1 et seq., as may be further de-
fined by this title, and includes any
person registered as such thereunder.

Subpart A—Business Affiliate
Marketing Rules

§162.3 Affiliate marketing opt out and
exceptions.

(a) Initial notice and opt out. A cov-
ered affiliate may not use eligibility
information about a consumer that the
covered affiliate receives from an affil-
iate with the consumer to make a so-
licitation for marketing purposes to
such consumer unless—

(1) It is clearly and conspicuously
disclosed to the consumer in writing or
if the consumer agrees, electronically,
in a concise notice that the person may
use shared eligibility information
about that consumer received from an
affiliate to make solicitations for mar-
keting purposes to such consumer;

(2) The consumer is provided a rea-
sonable opportunity and a reasonable
and simple method to opt out, or pro-
hibit the covered affiliate from using
eligibility information to make solici-
tations for marketing purposes to the
consumer; and

(3) The consumer has not opted out.

§162.3

(b) Persons responsible for satisfying
the notice requirement. The notice re-
quired by this section must be pro-
vided:

(1) By an affiliate that has or pre-
viously had a pre-existing business re-
lationship with a consumer; or

(2) As part of a joint notice from two
or more members of an affiliated group
of companies, provided that at least
one of the affiliates on the joint notice
has or previously had a pre-existing
business relationship with the con-
sumer.

(c) Exceptions. These proposed regula-
tions would not apply to the following
covered affiliate:

(1) A covered affiliate that has a pre-
existing business relationship with a
consumer;

(2) Communications between an em-
ployer and employee-consumer (or his
or her beneficiary) in connection with
an employee benefit plan;

(3) A covered affiliate that is cur-
rently providing services to the con-
sumer;

(4) If the consumer initiated the com-
munication with the covered affiliate
by oral, electronic, or written means;

(5) If the consumer authorized or re-
quested the covered affiliate’s solicita-
tion; or

(6) If compliance by a person with
these regulations would prevent that
person’s compliance with state insur-
ance laws pertaining to unfair dis-
crimination.

(d) Making solicitations—(1) When a so-
licitation occurs. A covered affiliate
makes a solicitation for marketing
purposes if the person—

(i) Receives eligibility information
from an affiliate;

(ii) Uses that eligibility information
to do one or more of the following:

(A) Identify the consumer or type of
consumer to receive a solicitation;

(B) Hstablish criteria used to select
the consumer to receive a solicitation
about the covered affiliate’s financial
products or services; or

(C) Decide which of the services or
contracts to market to the consumer
or tailor the solicitation to that con-
sumer; and

(iii) As a result of the covered affili-
ate’s use of the eligibility information,
the consumer is provided a solicitation.
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