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(1) Production or utilization facili-
ties;

(2) High-level waste storage or dis-
posal facilities and independent spent
fuel storage installations;

(3) Uranium enrichment, uranium
conversion, or nuclear fuel fabrication
facilities.

(b)(1) Licensees or certificate holders
operating facilities described in para-
graph (a) of this section that have a
protected area shall conspicuously post
notices at every vehicle and pedestrian
entrance to the protected area.

(2) Licensees or certificate holders
operating facilities described in para-
graph (a) of this section that include
buildings not within a protected area
that nonetheless contain special nu-
clear material, byproduct material, or
source material shall conspicuously
post notices at the personnel and vehi-
cle entrances to each such building, ex-
cept with respect to buildings for
which no security plan is required
under this part.

(3) The required notices must state:
“The willful unauthorized introduction
of any dangerous weapon, explosive, or
other dangerous instrument or mate-
rial likely to produce substantial in-
jury or damage to persons or property
into or upon these premises is a Fed-
eral crime. (42 U.S.C. 2278a.)”

(4) Every notice posted under this
section must be easily readable day
and night by both pedestrian and ve-
hicular traffic entering the facility or
installation.

(6) These notices may be combined
with other notices.

(c) This section does not apply to fa-
cilities that, in addition to being regu-
lated by the NRC under a license or
certificate of compliance issued by the
Commission, are also covered by U.S.
Department of Energy regulations im-
posing criminal penalties, and associ-
ated posting requirements, under sec-
tion 229 of the Atomic Energy Act with
respect to unauthorized introduction of
dangerous weapons, explosives, or
other dangerous instruments or mate-
rials likely to produce substantial in-
jury or damage to persons or property.

[74 FR 52674, Oct. 14, 2009]
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§73.77 Cyber security event notifica-
tions.

(a) Each licensee subject to the pro-
visions of §73.564 shall notify the NRC
Headquarters Operations Center via
the Emergency Notification System
(ENS), in accordance with paragraph
(c) of this section:

(1) Within one hour after discovery of
a cyber attack that adversely impacted
safety-related or important-to-safety
functions, security functions, or emer-
gency preparedness functions (includ-
ing offsite communications); or that
compromised support systems and
equipment resulting in adverse impacts
to safety, security, or emergency pre-
paredness functions within the scope of
§73.54.

(2) Within four hours:

(i) After discovery of a cyber attack
that could have caused an adverse im-
pact to safety-related or important-to-
safety functions, security functions, or
emergency preparedness functions (in-
cluding offsite communications); or
that could have compromised support
systems and equipment, which if com-
promised, could have adversely im-
pacted safety, security, or emergency
preparedness functions within the
scope of §73.54.

(ii) After discovery of a suspected or
actual cyber attack initiated by per-
sonnel with physical or electronic ac-
cess to digital computer and commu-
nication systems and networks within
the scope of §73.54.

(iii) After notification of a local,
State, or other Federal agency (e.g.,
law enforcement, FBI, etc.) of an event
related to the licensee’s implementa-
tion of their cyber security program
for digital computer and communica-
tion systems and networks within the
scope of §73.54 that does not otherwise
require a notification under paragraph
(a) of this section.

(3) Within eight hours after receipt or
collection of information regarding ob-
served behavior, activities, or state-
ments that may indicate intelligence
gathering or pre-operational planning
related to a cyber attack against dig-
ital computer and communication sys-
tems and networks within the scope of
§73.54.
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(b) Twenty-four hour recordable events.
(1) The licensee shall use the site cor-
rective action program to record
vulnerabilities, weaknesses, failures
and deficiencies in their §73.564 cyber
security program within twenty-four
hours of their discovery.

(2) The licensee shall use the site cor-
rective action program to record noti-
fications made under paragraph (a) of
this section within twenty-four hours
of their discovery.

(c) Notification process. (1) Each 1li-
censee shall make telephonic notifica-
tions required by paragraph (a) of this
section to the NRC Headquarters Oper-
ations Center via the ENS. If the ENS
is inoperative or unavailable, the li-
censee shall make the notification via
a commercial telephone service or
other dedicated telephonic system or
any other methods that will ensure a
report is received by the NRC Head-
quarters Operations Center within the
timeframe. Commercial telephone
numbers for the NRC Headquarters Op-
erations Center are specified in appen-
dix A to this part.

(2) Notifications required by this sec-
tion that contain Safeguards Informa-
tion may be made to the NRC Head-
quarters Operations Center without
using secure communications systems
under the exception in §73.22(f)(3) for
emergency or extraordinary condi-
tions.

(3) Notifications required by this sec-
tion that contain Safeguards Informa-
tion and/or classified national security
information and/or restricted data
must be made to the NRC Headquarters
Operations Center using secure com-
munications systems appropriate to
the sensitivity/classification level of
the message. Licensees making these
types of telephonic notifications must
contact the NRC Headquarters Oper-
ations Center at the commercial num-
bers specified in appendix A to this
part and request a transfer to a secure
telephone.

(i) If the licensee’s secure commu-
nications capability is unavailable
(e.g., due to the nature of the security
event), the licensee must provide as
much information to the NRC as is re-
quired by this section, without reveal-
ing or discussing any Safeguards Infor-
mation and/or Classified Information,
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in order to meet the timeliness re-
quirements of this section. The li-
censee must also indicate to the NRC
that its secure communications capa-
bility is unavailable.

(ii) Licensees using a non-secure
communications capability may be di-
rected by the NRC Emergency Re-
sponse management to provide classi-
fied information to the NRC over the
non-secure system, due to the signifi-
cance of the ongoing security event. In
such circumstances, the licensee must
document this direction and any infor-
mation provided to the NRC over a
non-secure communications capability
in the written security follow-up report
required in accordance with paragraph
(d) of this section.

(4) For events reported under para-
graph (a)(1) of this section, the NRC
may request that the licensee maintain
an open and continuous communica-
tion channel with the NRC Head-
quarters Operations Center.

() Licensees desiring to retract a
previous security event report that has
been determined to not meet the
threshold of a reportable event must
telephonically notify the NRC Head-
quarters Operations Center and indi-
cate the report being retracted and
basis for the retraction.

(6) Declaration of emergencies. Notifi-
cations made to the NRC for the dec-
laration of an emergency class shall be
performed in accordance with §50.72 of
this chapter, as applicable.

(7T) Elimination of duplication. Sepa-
rate notifications and reports are not
required for events that are also re-
portable in accordance with §§50.72 and
50.73 of this chapter. However, these
notifications should also indicate the
applicable §73.77 reporting criteria.

(d) Written security follow-up reports.
Each licensee making an initial tele-
phonic notification of security events
to the NRC according to the provisions
of paragraphs (a)1), (a)2)(i), and
(a)(2)(ii) of this section must also sub-
mit a written security follow-up report
to the NRC within 60 days of the tele-
phonic notification in accordance with
§73.4.

(1) Licensees are not required to sub-
mit a written security follow-up report
following a telephonic notification
made under §73.77(a)(2)(iii) or (a)(3).
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(2) Each licensee shall submit to the
NRC written security follow-up reports
that are of a quality that will permit
legible reproduction and processing.

(3) Licensees shall prepare the writ-
ten security follow-up report on NRC
Form 366.

(4) In addition to the addressees spec-
ified in §73.4, the licensee shall also
provide one copy of the written secu-
rity follow-up report addressed to the
Director, Office of Nuclear Security
and Incident Response, or the Direc-
tor’s designee. Any written security
follow-up reports containing classified
information shall be transmitted to the
NRC Headquarters’ classified mailing
address as specified in appendix A to
this part.

(5) The written security follow-up re-
port must include sufficient informa-
tion for NRC analysis and evaluation.

(6) Significant supplemental informa-
tion which becomes available after the
initial telephonic notification to the
NRC Headquarters Operations Center
or after the submission of the written
security follow-up report must be tele-
phonically reported to the NRC Head-
quarters Operations Center under para-
graph (c) of this section and also sub-
mitted in a revised written security
follow-up report (with the revisions in-
dicated) as required under this section.

(7T) Errors discovered in a written se-
curity follow-up report must be cor-
rected in a revised written security fol-
low-up report with the revision(s) indi-
cated.

(8) The revised written security fol-
low-up report must replace the pre-
vious written security follow-up report;
the update must be complete and not
be limited to only supplementary or re-
vised information.

(9) If the licensee subsequently re-
tracts a telephonic notification made
under this section as not meeting the
threshold of a reportable event, and
has not yet submitted a written secu-
rity follow-up report then submission
of a written security follow-up report
is not required.

(10) If the licensee subsequently re-
tracts a telephonic notification made
under this section as not meeting the
threshold of a reportable event after it
has submitted a written security fol-
low-up report required by this para-

§73.80

graph, then the licensee shall submit a
revised written security follow-up re-
port in accordance with this paragraph.
(11) Each written security follow-up
report submitted containing Safe-
guards Information or Classified Infor-
mation must be created, stored,
marked, labeled, handled, and trans-
mitted to the NRC according to the re-
quirements of §§73.21 and 73.22 or with
part 95 of this chapter, as applicable.
(12) Each licensee shall maintain a
copy of the written security follow-up
report of an event submitted under this
section as a record for a period of three
years from the date of the report or
until the Commission terminates the
license for which the records were de-
veloped, whichever comes first.

[80 FR 67275, Nov. 2, 2015]
ENFORCEMENT

§73.80 Violations.

(a) The Commission may obtain an
injunction or other court order to pre-
vent a violation of the provisions of—

(1) The Atomic Energy Act of 1954, as
amended;

(2) Title II of the Energy Reorganiza-
tion Act of 1974, as amended; or

(3) A regulation or order issued pur-
suant to those Acts.

(b) The Commission may obtain a
court order for the payment of a civil
penalty imposed under section 234 of
the Atomic Energy Act:

(1) For violations of—

(i) Sections 53, 57, 62, 63, 81, 82, 101,
103, 104, 107, or 109 of the Atomic En-
ergy Act of 1954, as amended:

(ii) Section 206 of the Energy Reorga-
nization Act;

(iii) Any rule, regulation, or order
issued pursuant to the sections speci-
fied in paragraph (b)(1)(i) of this sec-
tion;

(iv) Any term, condition, or limita-
tion of any license issued under the
sections specified in paragraph (b)(1)()
of this section.

(2) For any violation for which a 1li-
cense may be revoked under Section
186 of the Atomic Energy Act of 1954, as
amended.

[67 FR 55078, Nov. 24, 1992]
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