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Executive Order 13757 of December 28, 2016

Taking Additional Steps to Address the National Emergency
With Respect to Significant Malicious Cyber-Enabled
Activities

By the authority vested in me as President by the Constitution and the laws
of the United States of America, including the International Emergency
Economic Powers Act (50 U.S.C. 1701 et seq.) (IEEPA), the National Emer-
gencies Act (50 U.S.C. 1601 et seq.) (NEA), and section 301 of title 3,
United States Code,

I, BARACK OBAMA, President of the United States of America, in order
to take additional steps to deal with the national emergency with respect
to significant malicious cyber-enabled activities declared in Executive
Order 13694 of April 1, 2015, and in view of the increasing use of such
activities to undermine democratic processes or institutions, hereby order:

Section 1. Section 1(a) of Executive Order 13694 is hereby amended to read
as follows:

“Section 1. (a) All property and interests in property that are in the
United States, that hereafter come within the United States, or that are or
hereafter come within the possession or control of any United States person
of the following persons are blocked and may not be transferred, paid, ex-
ported, withdrawn, or otherwise dealt in:

(i) the persons listed in the Annex to this order;

(ii) any person determined by the Secretary of the Treasury, in consulta-
tion with the Attorney General and the Secretary of State, to be respon-
sible for or complicit in, or to have engaged in, directly or indirectly,
cyber-enabled activities originating from, or directed by persons located,
in whole or in substantial part, outside the United States that are reason-
ably likely to result in, or have materially contributed to, a significant
threat to the national security, foreign policy, or economic health or fi-
nancial stability of the United States and that have the purpose or effect
of:

(A) harming, or otherwise significantly compromising the provision of
services by, a computer or network of computers that support one or
more entities in a critical infrastructure sector;

(B) significantly compromising the provision of services by one or
more entities in a critical infrastructure sector;

(C) causing a significant disruption to the availability of a computer or
network of computers;

(D) causing a significant misappropriation of funds or economic re-
sources, trade secrets, personal identifiers, or financial information for
commercial or competitive advantage or private financial gain; or

(E) tampering with, altering, or causing a misappropriation of informa-
tion with the purpose or effect of interfering with or undermining elec-
tion processes or institutions; and

(iii) any person determined by the Secretary of the Treasury, in consulta-
tion with the Attorney General and the Secretary of State:
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(A) to be responsible for or complicit in, or to have engaged in, the
receipt or use for commercial or competitive advantage or private finan-
cial gain, or by a commercial entity, outside the United States of trade
secrets misappropriated through cyber-enabled means, knowing they
have been misappropriated, where the misappropriation of such trade se-
crets is reasonably likely to result in, or has materially contributed to,
a significant threat to the national security, foreign policy, or economy
of the United States;

(B) to have materially assisted, sponsored, or provided financial, mate-
rial, or technological support for, or goods or services to or in support
of, any activity described in subsections (a)(ii) or (a)(iii)(A) of this section
or any person whose property and interests in property are blocked pur-
suant to this order;

(C) to be owned or controlled by, or to have acted or purported to act
for or on behalf of, directly or indirectly, any person whose property and
interests in property are blocked pursuant to this order; or

(D) to have attempted to engage in any of the activities described in
subsections (a)(ii) and (a)(iii)(A)—(C) of this section.”

Sec. 2. Executive Order 13694 is further amended by adding as an Annex
to Executive Order 13694 the Annex to this order.

Sec. 3. Executive Order 13694 is further amended by redesignating section
10 as section 11 and adding a new section 10 to read as follows:

“Sec. 10. The Secretary of the Treasury, in consultation with the Attor-
ney General and the Secretary of State, is hereby authorized to determine
that circumstances no longer warrant the blocking of the property and in-
terests in property of a person listed in the Annex to this order, and to take
necessary action to give effect to that determination.”

Sec. 4. This order is not intended to, and does not, create any right or ben-
efit, substantive or procedural, enforceable at law or in equity by any party
against the United States, its departments, agencies, or entities, its officers,
employees, or agents, or any other person.

Sec. 5. This order is effective at 12:01 a.m. eastern standard time on De-
cember 29, 2016.

BARACK OBAMA
THE WHITE HOUSE,
December 28, 2016.
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Annex

Entities

1.

2.

Main Intelligence Directorate (a.k.a. Glavnoe Razvedyvatel’noe Upravlenie)
(ak.a. GRU); Moscow, Russia

Federal Security Service (a.k.a. Federalnaya Sluzhba Bezopasnosti) (a.k.a FSB);
Moscow, Russia

Special Technology Center (a.k.a. STLC, Ltd. Special Technology Center St.
Petersburg); St. Petersburg, Russia )

Zorsecurity (a.k.a. Esage Lab); Moscow, Russia

Autonomous Noncommercial Organization “Professional Association of
Designers of Data Processing Systems” (a.k.a. ANO PO KSI); Moscow, Russia

Individuals

L=

Igor Valentinovich Korobov; DOB Aug 3, 1956; nationality, Russian
Sergey Aleksandrovich Gizunov; DOB Oct 18, 1956; nationality, Russian
Igor Olegovich Kostyukov; DOB Feb 21, 1961; nationality, Russian
Vladimir Stepanovich Alexseyev; DOB Apr 24, 1961; nationality, Russian
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Memorandum of January 4, 2016
Promoting Smart Gun Technology

Memorandum for the Secretary of Defense[,] the Attorney General[, and]
the Secretary of Homeland Security

For more than 20 years, the Federal Government has worked to keep guns
out of the wrong hands through background checks. This critical effort in
addressing gun violence has prevented more than two million prohibited
firearms purchases from being completed. But tens of thousands of people
are still injured or killed by firearms every year—in many cases by guns
that were sold legally but then stolen, misused, or discharged accidentally.
Developing and promoting technology that would help prevent these trage-
dies is an urgent priority.

In 2013, I directed the Department of Justice to review the availability and
most effective use of new gun safety technologies, such as devices requiring
a scan of the owner’s fingerprint before a gun can fire. In its report, the
Department made clear that technological advancements in this area could
help reduce accidental deaths and the use of stolen guns in criminal activi-
ties.

Millions of dollars have already been invested to support research into a
broad range of concepts for improving gun safety. We must all do our part
to continue to advance this research and encourage its practical applica-
tion, and it is possible to do so in a way that makes the public safer and
is consistent with the Second Amendment. The Federal Government has a
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