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Subpart A—General Policy and
Procedures

§171.1 General provisions.

(a) This subpart contains the rules
that the Department of State and the
Foreign Service Grievance Board
(FSGB), an independent body, follow in

processing requests for records under
the Freedom of Information Act
(FOIA), 5 U.S.C. 552, as amended, and
the Privacy Act of 1974 (PA), 5 U.S.C.
552a, as amended. Records of the De-
partment shall be made available to
the public upon request made in com-
pliance with the access procedures es-
tablished in this part, except for any
records exempt by law from disclosure.
Regulations at 22 CFR 172.1 through
172.9 govern, inter alia, the service of
subpoenas, court orders, and other de-
mands or requests for official Depart-
ment information or action, as well as
the Department’s response to demands
or requests for official Department in-
formation or action in connection with
legal proceedings in the United States
to which the Department is not a
party.

(b) Definitions. (1) For purposes of
subparts A, B, and D of this part, record
means information regardless of its
physical form or characteristics—in-
cluding information created, stored,
and retrievable by electronic means—
that is created or obtained by the De-
partment and under the control of the
Department at the time of the request,
including information maintained for
the Department by an entity under
Government contract for records man-
agement purposes. It does not include
records that are not already in exist-
ence and that would have to be created
specifically to respond to a request. In-
formation available in electronic form
shall be searched and compiled in re-
sponse to a request unless such search
and compilation would significantly
interfere with the operation of the De-
partment’s automated information sys-
tems.

(2) For purposes of subparts A, B, C,
and D of this part, Department means
the United States Department of State,
including its field offices and Foreign
Service posts abroad.

§171.2 Types of records maintained.

Most of the records maintained by
the Department pertain to the formu-
lation and execution of U.S. foreign
policy. The Department also maintains
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certain records that pertain to individ-
uals, such as applications for U.S. pass-
ports, applications for visas to enter
the United States, records on consular
assistance given abroad by U.S. For-
eign Service posts to U.S citizens and
legal permanent residents, and records
on Department employees. Further in-
formation on the types of records
maintained by the Department may be
obtained by reviewing the Depart-
ment’s records disposition schedules,
which are available on the Depart-
ment’s Web site at www.foia.state.gov.

§171.3 Records available on the De-
partment’s Web site.

Information that is required to be
published in the FEDERAL REGISTER
under 5 U.S.C. 552(a)(1) is regularly up-
dated by the Department and found on
its public Web site: www.state.gov.
Records that are required by the FOIA
to be made available for public inspec-
tion and copying under 5 U.S.C.
562(a)(2) also are available on the De-
partment’s public Web site. Included on
the Department’s FOIA home page,
www.foia.state.gov, are links to other
sites where Department information
may be available, links to the Depart-
ment’s PA systems of records, and the
Department’s records disposition
schedules. Also available on the FOIA
Web site are certain records released
by the Department pursuant to re-
quests under the FOIA and compila-
tions of records reviewed and released
in certain special projects. In addition,
see 22 CFR part 173 regarding materials
disseminated abroad by the Depart-
ment.

§171.4 Requests for information—

types and how made.

(a) Requests for records made in ac-
cordance with subparts A, B, and C of
this part must be made in writing and
may be made by mail addressed to the
Office of Information Programs and
Services (IPS), U.S. Department of
State, State Annex 2 (SA-2), 515 22nd
Street, NW., Washington, DC 20522-8100,
or by fax to (202) 261-8579, or through
the Department’s FOIA Web site
(www.foia.state.gov). PA requests may
be made by mail or fax only. IPS does
not accept requests submitted by
email.

§171.4

(1) Requests for passport records that
are covered under PA System of
Records Notice 26, including passport
records issued from 1925 to present,
should be mailed to U.S. Department of
State, Law Enforcement Liaison Divi-
sion, CA/PPT/S/L/LE, 44132 Mercure
Cir, P.O. Box 1227, Sterling, VA 20166.
Further guidance on obtaining pass-
port records is available on the Depart-
ment’s Web site: travel.state.gov/content/
passports/english/passports/services/ob-
tain-copies-of-passport-records.html.

(2) Requests for records of the Office
of Inspector General (OIG) may be sub-
mitted to U.S. Department of State,
Office of Inspector General, Office of
General Counsel, Washington, DC
20520-0308, ATTN: FOIA officer. In addi-
tion, FOIA requests seeking OIG
records may be submitted via email to
oigfoia@state.gov, which is preferred.
PA requests are accepted by mail only.
Guidance is available on the OIG’s Web
site: oig.state.gov/foia/index.him.

(3) All other requests for other De-
partment records must be submitted to
the Office of Information Programs and
Services by one of the means noted
above. The Office of Information Pro-
grams and Services, the Law Enforce-
ment Liaison Division of the Office of
Passport Services, and the OIG are the
only Department components author-
ized to accept FOIA requests submitted
to the Department.

(4) Providing the specific citation to
the statute under which a requester is
requesting information will facilitate
the processing of the request by the
Department. The Department auto-
matically processes requests for infor-
mation maintained in a PA system of
records under both the FOIA and the
PA to provide the requester with the
greatest degree of access to the re-
quester. Such information may be
withheld only if it is exempt from ac-
cess under both laws; if the informa-
tion is exempt under only one of the
laws, it must be released.

(b) Although no particular format is
required, a request must reasonably de-
scribe the Department records that are
sought. To the extent that requests are
specific and include all pertinent de-
tails about the requested information,
it will be easier for the Department to
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locate responsive records. For FOIA re-
quests, such details include the sub-
ject, timeframe, names of any individ-
uals involved, a contract number (if ap-
plicable), and reasons why the re-
quester believes the Department may
have records on the subject of the re-
quest.

(c) While every effort is made to
guarantee the greatest possible access
to all requesters regardless of the stat-
ute(s) under which the information is
requested, the following guidance is
provided for the benefit of requesters:

(1) The Freedom of Information Act
applies to requests for records con-
cerning the general activities of gov-
ernment and of the Department in par-
ticular (see subpart B of this part).

(2) The Privacy Act applies to re-
quests from U.S. citizens or legal per-
manent resident aliens for records that
pertain to them that are maintained by
the Department in a system of records
retrievable by the individual’s name or
personal identifier (see subpart C of
this part).

(d) As a general matter, information
access requests are processed in the
order in which they are received. How-
ever, if the request is specific and the
search can be narrowed, it may be
processed more quickly. Additionally,
FOIA requests granted expedited proc-
essing will be placed in the expedited
processing queue (see §171.11(f) for
more information). Multi-tracking of
FOIA requests is also used to manage
requests (see §171.11(h)).

§171.5 Archival records.

The Department ordinarily transfers
records designated as historically sig-
nificant to the National Archives when
they are 25 years old. Accordingly, re-
quests for some Department records 25
years old or older should be submitted
to the National Archives by mail ad-
dressed to Special Access and FOIA
Staff (NWCTF), 8601 Adelphi Road,
Room 5500, College Park, MD 20740; by
fax to (301) 837-1864; or by email to
specialaccess foia@nara.gov. The De-
partment’s Web site,
www.foia.state.gov, has additional infor-
mation regarding archival records.

22 CFR Ch. | (4-1-17 Edition)

Subpart B—Freedom of
Information Act Provisions

§171.10 Purpose and scope.

This subpart contains the rules that
the Department follows under the
Freedom of Information Act (FOIA), 5
U.S.C. 552, as amended. The rules
should be read together with the FOIA,
which provides additional information
about access to records and contains
the specific exemptions that are appli-
cable to withholding information, the
Uniform Freedom of Information Fee
Schedule and Guidelines published by
the Office of Management and Budget
(OMB Guidelines), and information lo-
cated at www.foia.state.gov. The De-
partment processes records maintained
in a Privacy Act (PA) system of
records that are determined to be ex-
empt from disclosure under the PA
under the FOIA as well. As a result, re-
quests that seek such records are also
subject to this subpart.

§171.11 Processing requests.

(a) In general. (1) Subject to para-
graph (a)(2) of this section, the Direc-
tor of the Office of Information Pro-
grams and Services (IPS) is responsible
for initial action on all FOIA requests
for Department records with two ex-
ceptions: Requests submitted directly
to the Office of Inspector General
(OIG), which receives and processes re-
quests for OIG records; and the Office
of Passport Services in the Bureau of
Consular Affairs (PPT), which receives
and processes requests for passport
records (see §171.4(a)). Once received by
IPS, all requests for records coming
under the jurisdiction of the following
bureaus or offices are processed by
those bureaus, although IPS may pro-
vide review and coordination support
to these bureaus/offices in some situa-
tions: the Bureau of Consular Affairs’
Office of Visa Services, Office of Pass-
port Services (except for information
identified in §171.4(a)), and Office of
Overseas Citizens Services; the Bureau
of Diplomatic Security; the Bureau of
Human Resources; the Office of Med-
ical Services; and the Foreign Service
Grievance Board (FSGB). Additionally,
the FSGB, as an independent body,
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processes all FOIA requests seeking ac-
cess to its records and responds di-
rectly to requesters.

(2) The Division Chief, Requester Li-
aison Division, in the Office of Infor-
mation Programs and Services, shall
issue all initial decisions on whether a
request is valid or perfected, and
whether to grant or deny requests for a
fee waiver or for expedited processing.

Definitions. The following definitions
apply for purposes of this section:

(1) Control means the Department’s
legal authority over a record, taking
into account the ability of the Depart-
ment to use and dispose of the record,
the intent of the record’s creator to re-
tain or relinquish control over the
record, the extent to which Depart-
ment personnel have read or relied
upon the record, and the degree to
which the record has been integrated
into the Department’s record-keeping
systems or files.

(2) Urgently needed information. The
information has a particular value that
will be lost if not disseminated quick-
ly. Ordinarily this means a breaking
news story of general public interest.
Information of historical interest only
or information sought for litigation or
commercial activities would not gen-
erally qualify, nor would a news media
publication or broadcast deadline unre-
lated to the breaking nature of the
story.

(3) Actual or alleged Federal govern-
ment activity. The information concerns
actual or alleged actions taken or con-
templated by the government of the
United States, or by one of its compo-
nents or agencies, including the Con-
gress.

(4) Unusual circumstances means:

(i) The need to search for and collect
the requested records from Foreign
Service posts or Department offices
other than IPS;

(ii) The need to search for, collect,
and appropriately examine a volumi-
nous amount of distinct records; or

(iii) The need to consult with another
agency or other agencies that has/have
a substantial interest in the records, or
among two or more Department com-
ponents that have a substantial sub-
ject-matter interest therein. In the ma-
jority of requests received by the De-
partment unusual circumstances exist

§171.11

due to the need to search in multiple
bureaus/offices/posts located around
the globe.

(c) Form of request and response. A re-
quester may ask for any information
he or she believes the Department has
in its possession or control. The re-
quester must describe the records
sought in sufficient detail to enable
Department personnel to locate them
with a reasonable amount of effort.
The more specific the information the
requester furnishes, the more likely
that Department personnel will be able
to locate responsive records if they
exist. Any records provided in response
to a request shall be provided in the
form or format requested if the records
are readily reproducible in that form or
format.

(d) Agreement to pay fees. By making
a FOIA request, the requester shall be
considered to have agreed to pay all ap-
plicable fees up to $25, unless a fee
waiver is granted. IPS will confirm this
agreement in an acknowledgement let-
ter. When making a request, the re-
quester may specify a willingness to
pay a greater or lesser amount. If the
Department determines that costs and
fees will exceed the amount agreed to
by the requester, the Department shall
inform the requester of estimated fees
and process up to the amount of the
original agreement, unless a new agree-
ment is made.

(e) Receipt of request. The Department
is in receipt of a request when it
reaches IPS, OIG, or PPT, depending
on which office is the intended recipi-
ent. At that time, the Department
shall send an acknowledgement letter
to the requester that identifies the
date of receipt of the request in the
proper component (IPS, OIG, or PPT),
and the case tracking number. The De-
partment (IPS, OIG, or PPT) has 20
working days in which to determine
whether to comply with a perfected re-
quest. Regardless of which of the three
offices authorized to receive FOIA re-
quests receives the request (whether
IPS, OIG, or PPT), the Department
shall have no more than 10 working
days to direct a request to the appro-
priate office (whether IPS, OIG, or
PPT), at which time the 20-day limit
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for responding to the request will com-
mence. The 20-day period shall not be
tolled by the Department except:

(1) The Department may make one
request to the requester for clarifying
information and toll the 20-day period
while waiting for the requester’s re-
sponse; or

(2) If necessary to clarify with the re-
quester issues regarding fees. In either
case, the Department’s receipt of the
information from the requester ends
the tolling period.

(f) Ezxpedited processing. Requests
shall receive expedited processing when
a requester demonstrates that a ‘‘com-
pelling need” for the information ex-
ists. A ‘“‘compelling need’’ is deemed to
exist where the requester can dem-
onstrate one of the following:

(1) Failure to obtain requested infor-
mation on an expedited basis could rea-
sonably be expected to pose an immi-
nent threat to the life or physical safe-
ty of an individual.

(2) The information is urgently need-
ed by an individual primarily engaged
in disseminating information in order
to inform the public concerning actual
or alleged Federal government activ-
ity. Requesters must demonstrate that
their primary activity involves pub-
lishing or otherwise disseminating in-
formation to the public in general, not
just to a particular segment or group.

(3) Failure to release the information
would impair substantial due process
rights or harm substantial humani-
tarian interests.

(4) A request for expedited processing
may be made at the time of the initial
request for records or at any later
time. The request for expedited proc-
essing shall set forth with specificity
the facts on which the request is based.
A notice of the determination whether
to grant expedited processing shall be
provided to the requester within 10 cal-
endar days of the date of the receipt of
the request in the appropriate office
(whether IPS, OIG, or PPT). A denial of
a request for expedited processing may
be appealed to the Director of IPS
within 30 calendar days of the date of
the Department’s letter denying the re-
quest. A decision in writing on the ap-
peal will be issued within 10 calendar
days of the receipt of the appeal. See
§171.4 for contact information.

22 CFR Ch. | (4-1-17 Edition)

(g) Time limits. The statutory time
limit for responding to a FOIA request
or to an appeal from a denial of a FOIA
request is 20 working days. Whenever
the statutory time limit for processing
a request cannot be met because of
“unusual circumstances’ as defined in
the FOIA, and the Department extends
the time limit on that basis, the De-
partment shall, before expiration of the
20-day period to respond, notify the re-
quester in writing of the unusual cir-
cumstances involved and of the date by
which processing of the request can be
expected to be completed. See
§171.11(b)(4). Where the extension ex-
ceeds 10 working days, the Department
shall, as described by the FOIA, pro-
vide the requester with an opportunity
to modify the request or arrange an al-
ternative time period for processing.
The Department shall make available
its designated FOIA contact and its
FOIA Public Liaison for this purpose.

(h) Multi-track processing. The Depart-
ment uses three processing tracks by
distinguishing between simple and
more complex requests based on the
amount of work and/or time needed to
process the request. The Department
also uses a processing track for re-
quests in which the Department has
granted expedited processing. The De-
partment may provide requesters in a
slower track an opportunity to limit
the scope of their request in order to
qualify for faster processing.

(i) Tracking requests. Requesters may
contact IPS using the individualized
tracking number provided to the re-
quester in the acknowledgment letter,
and the Department will provide, at a
minimum, information indicating the
date on which the agency received the
request and an estimated date for com-
pletion.

(j) Cut-off date. In determining which
records are responsive to a request, the
Department ordinarily will include
only records in its possession as of the
date of initiation of the search for re-
sponsive records, unless the requester
has specified an earlier cut-off date.

(k) Electronic records. Information
maintained in electronic form shall be
searched and compiled in response to a
request unless such search and com-
pilation would significantly interfere
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with the operation of the Department’s
automated information systems.

(1) Segregation of records. The Depart-
ment will release any reasonably seg-
regable portion of a record after redac-
tion of the exempt portions. The
amount of information redacted and
the exemption under which the redac-
tion is made shall be indicated on the
released portion of the record unless
including that indication would harm
an interest protected by the exemp-
tion. If technically feasible, the
amount of information redacted and
the exemption under which the redac-
tion is made shall be indicated at the
place in the record where the redaction
was made.

(m) Referrals and consultations. (1) If
the Department determines that
records retrieved as responsive to the
request were created by another agen-
cy, it ordinarily will refer the records
to the originating agency for direct re-
sponse to the requester. If the Depart-
ment determines that Department
records retrieved as responsive to the
request are of interest to another agen-
cy or Federal government office, it
may consult with the other agency or
office before responding to the request.

(2) Whenever the Department refers
any part of the responsibility for re-
sponding to a request to another agen-
cy, it shall document the referral,
maintain a copy of the record that it
refers, and notify the requester of the
referral.

(3) Agreements regarding consulta-
tions and referrals. The Department
may make agreements with other
agencies to eliminate the need for con-
sultations or referrals for particular
types of records.

(4) The Department will make efforts
to handle referrals and consultations
according to the date that the referring
agency initially received the FOIA re-
quest.

(5) The standard referral procedure is
not appropriate where disclosure of the
identity of the agency to which the re-
ferral would be made could harm an in-
terest protected by an applicable ex-
emption, such as the exemptions that
protect personal privacy or national se-
curity interests. In such instances, the
Department will coordinate with the

§171.11

originating agency to seek its views on
the disclosability of the record(s).

(n) Requests for information about indi-
viduals to be processed under the FOIA—
(1) First-party requests. A first-party re-
quest is one that seeks access to infor-
mation pertaining to the person mak-
ing the request.

(2) Verification of personal identity. To
protect the personal information found
in its files, the Department rec-
ommends that first-party requesters
provide the following information so
that the Department can ensure that
records are disclosed only to the proper
persons: the requester’s full name, cur-
rent address, citizenship or legal per-
manent resident alien status, and date
and place of birth (city, state, and
country). A first-party request should
be signed, and the requester’s signature
should be either notarized or made
under penalty of perjury pursuant to 28
U.S.C. 1746 as a substitute for notariza-
tion.

(8) Third-party requests. A third-party
request is one that seeks access to in-
formation pertaining to a third party
(i.e., an individual other than the per-
son submitting the request). A third-
party requester who is the legal rep-
resentative of another person covered
under the PA, and submits all require-
ments under subpart C of this part, will
be treated as a first-party requester.

(i) A third-party requester may re-
ceive greater access to requested infor-
mation by submitting information
about the subject of the request that is
set forth in paragraph (n)(1) of this sec-
tion, and providing proof that that
third party is deceased or the third
party’s authorization to the Depart-
ment to release information about
him- or herself to the requester. The
third-party authorization: should take
one of the following forms:

(ii) A signed and notarized authoriza-
tion by the third party; or

(iii) A declaration by the third party
made in compliance with the require-
ments set forth in 28 U.S.C. 1746 au-
thorizing disclosure pertaining to the
third party to the requester. The third-
party authorization or declaration
should be dated within six months of
the date of the request. In addition, the
Department’s Certification of Identity
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form, DS-4240, can be used to provide
authorization from a third party.

(iv) Please note that if a requester is
seeking information about a third
party and the information is located in
a PA system of records, the requester
should review subpart C of this part.
By providing verification of identity
and authorization under that subpart,
the third party is treated as a first
party for processing purposes. Without
providing the required information
listed in that subpart, the request will
still be processed under the FOIA pro-
cedures in subpart B of this part.

(4) Requests for visa information. Ac-
cording to the Immigration and Na-
tionality Act, 222(f) (8 U.S.C. 1202(f)),
the records of the Department of State
and of diplomatic and consular offices
of the United States pertaining to the
issuance or refusal of visas or permits
to enter the United States shall be con-
sidered confidential and shall be used
only for the formulation, amendment,
administration, or enforcement of the
immigration, nationality, and other
laws of the United States. Other infor-
mation found in the visa file, such as
information submitted as part of the
application and information not falling
within section 222(f) or another FOIA
exemption may be provided. In order to
provide more information to requesters
seeking visa records, the following in-
formation should be provided with the
FOIA request for both the petitioner
and the beneficiary: full name, as well
as any aliases used; current address;
date and place of birth (including city,
state, and country); the type of visa
(immigrant or non-immigrant); the
country and Foreign Service post
where the visa application was made;
when the visa application was made;
and whether the visa application was
granted or denied; and if denied, on
what grounds. Providing additional in-
formation regarding the records sought
will assist the Department in properly
identifying the responsive records and
in processing the request. In order to
gain maximum access to any visa
records that exist, attorneys or other
legal representatives requesting visa
information on behalf of a represented
individual should submit a statement
signed by both the petitioner and the
beneficiary authorizing release of the

22 CFR Ch. | (4-1-17 Edition)

requested visa information to the rep-
resentative. Alternatively, the Depart-
ment’s form, DS-4240, may be used to
certify the identity of the requester
and to provide authorization from the
petitioner and the beneficiary to re-
lease the requested information to the
legal representative. Forms created by
other Federal agencies will not be ac-
cepted.

(5) Requests for passport records. All
passport records requests must meet
the requirements found in §171.22(d). If
the PA requirements are not met, the
requests will be processed under this
subpart and access may be limited.

§171.12

(a) Definitions. The following defini-
tions apply for purposes of this section:

(1) Business information means com-
mercial or financial or proprietary in-
tellectual information obtained by the
Department from a submitter that may
be exempt from disclosure as privileged
or confidential under Exemption 4 of
the FOIA.

(2) Submitter means any person or
entity from which the Department ob-
tains business information, directly or
indirectly. The term includes corpora-
tions, partnerships, and sole propri-
etorships; state, local, and tribal gov-
ernments; foreign governments, NGOs
and educational institutions.

(b) Designation of business information.
A submitter of information must use
good-faith efforts to designate, by ap-
propriate markings, either at the time
of submission or at a reasonable time
thereafter, any portions of its submis-
sion that it considers exempt from dis-
closure under FOIA Exemption 4. These
designations will expire ten years after
the date of the submission unless the
submitter requests, and provides jus-
tification for, a longer designation pe-
riod.

(c) Notice to submitters. The Depart-
ment shall provide a submitter with
prompt written notice of a FOIA re-
quest that seeks its business informa-
tion, or of an administrative appeal of
a denial of such a request, whenever re-
quired under paragraph (d) of this sec-
tion, except as provided in paragraph
(e) of this section, in order to give the
submitter an opportunity to object to
disclosure of any specified portion of

Business information.
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that information under paragraph (f) of
this section. The notice shall either de-
scribe the information requested or in-
clude copies of the requested records or
record portions containing the business
information.

(d) When notice is required. Notice
shall be given to a submitter whenever:

(1) The information has been des-
ignated in good faith by the submitter
as information considered exempt from
disclosure under Exemption 4; or

(2) The Department has reason to be-
lieve that the information may be ex-
empt from disclosure under Exemption
4, but has not yet determined whether
the information is protected from dis-
closure under that exemption or any
other applicable exemption.

(e) When notice is not required. The no-
tice requirements of paragraphs (c) and
(d) of this section shall not apply if:

(1) The Department determines that
the information is exempt from disclo-
sure;

(2) The information lawfully has been
published or has been officially made
available to the public;

(3) Disclosure of the information is
required by statute (other than the
FOIA) or by a regulation issued in ac-
cordance with the requirements of Ex-
ecutive Order 12600; or

(4) The designation made by the sub-
mitter under paragraph (b) of this sec-
tion appears obviously frivolous, ex-
cept that, in such a case, the Depart-
ment shall, within a reasonable time
prior to a specified disclosure date,
give the submitter written notice of
any final decision to disclose the infor-
mation.

(f) Opportunity to object to disclosure.
The Department will allow a submitter
a reasonable time to respond to the no-
tice described in paragraph (c) of this
section and will specify that time pe-
riod in the notice. If a submitter has
any objections to disclosure, it should
provide the component a detailed writ-
ten statement that specifies all
grounds for withholding the particular
information under any exemption of
the FOIA. In order to rely on Exemp-
tion 4 as basis for nondisclosure, the
submitter must explain why the infor-
mation constitutes a trade secret or
commercial or financial information
that is privileged or confidential. In
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the event that a submitter fails to re-
spond to the notice within the time
specified in it, the submitter will be
considered to have no objection to dis-
closure of the information. Information
provided by a submitter under this
paragraph may itself be subject to dis-
closure under the FOIA.

(g) Notice of intent to disclose. The De-
partment shall consider a submitter’s
objections and specific grounds for non-
disclosure in deciding whether to dis-
close business information. Whenever
the Department decides to disclose
business information over the objec-
tion of a submitter, it shall give the
submitter written notice, which shall
include:

(1) A statement of the reason(s) why
each of the submitter’s disclosure ob-
jections was not sustained;

(2) A description of the business in-
formation to be disclosed; and

(3) A specified disclosure date, which
shall be a reasonable time subsequent
to the notice.

(h) Notice of lawsuit. Whenever a re-
quester files a lawsuit seeking to com-
pel the disclosure of business informa-
tion, the Department shall promptly
notify the submitter.

(i) Notice to requester. Whenever the
Department provides a submitter with
notice and an opportunity to object to
disclosure under paragraph (f) of this
section, the Department shall also no-
tify the requester. Whenever the De-
partment notifies a submitter of its in-
tent to disclose requested business in-
formation under paragraph (g) of this
section, the Department shall also no-
tify the requester. Whenever a sub-
mitter files a lawsuit seeking to pre-
vent the disclosure of business infor-
mation, the Department shall notify
the requester.

§171.13 Appeal of denial of request for
records.

(a) Any denial, in whole or in part, of
a request for Department records under
the FOIA may be administratively ap-
pealed to the Appeals Review Panel of
the Department. This appeal right in-
cludes the right to appeal the deter-
mination that no records responsive to
the request exist in Department files.
Appeals must be postmarked within 60
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calendar days of the date of the De-
partment’s denial letter and sent to:
Appeals Officer, Appeals Review Panel,
Office of Information Programs and
Services, at the address set forth in
§171.4, or faxed to (202) 261-8571. The
time limit for a response to an appeal
is 20 working days, which may be ex-
tended in unusual circumstances, as
defined in §171.11(b). The time limit be-
gins to run on the day the appeal is re-
ceived by IPS. Appeals from denials of
requests for expedited processing and
for a fee reduction or waiver must be
postmarked within 30 calendar days of
the date of the Department’s denial
letter. See §§171.11(f)(4) (expedited
processing appeals) and 171.16(e) (fee re-
duction/waiver appeals) of this subpart.
See also §171.4 for address information.

(b) Requesters may decide to litigate
a request that is in the appeal stage.
Once a summons and complaint is re-
ceived by the Department in connec-
tion with a particular request, the De-
partment will administratively close
any open appeal regarding such re-
quest.

(¢) Requesters should submit an ad-
ministrative appeal, to IPS at the
above address, of any denial, in whole
or in part, of a request for access to
FSGB records under the FOIA. IPS will
assign a tracking number to the appeal
and forward it to the FSGB, which is
an independent body, for adjudication.

(d) Decisions on appeals. A decision on
an appeal must be made in writing. A
decision that upholds the Department’s
determination will contain a statement
that identifies the reasons for the af-
firmance, including any FOIA and Pri-
vacy Act exemptions applied. The deci-
sion will provide the requester with no-
tification of the statutory right to file
a lawsuit and will inform the requester
of the mediation services offered by the
Office of Government Information
Services of the National Archives and
Records Administration (OGIS) as a
non-exclusive alternative to litigation.
If the Department’s decision is re-
manded or modified on appeal, the re-
quester will be notified of that deter-
mination in writing. The Department
will thereafter further process the re-
quest in accordance with that appeal
determination and respond directly to
the requester. When the Department of
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State engages in the mediation serv-
ices offered by OGIS, it will work in
good faith as a partner to the medi-
ation process in an attempt to resolve
the dispute. The Department reserves
its right to decide on a case-by-case
basis whether to enter into formal me-
diation offered by OGIS.

§171.14 Fees to be charged.

(a) In general. The Department shall
charge fees that recoup the full allow-
able direct costs it incurs in processing
a FOIA request in accordance with the
provisions of this part and with the
OMB Guidelines. It shall use the most
efficient and least costly methods to
comply with requests for records made
under the FOIA. The Department will
not charge fees to any requester, in-
cluding commercial use requesters, if
the cost of collecting a fee would be
equal to or greater than $25.00. The De-
partment shall attempt to notify the
requester if fees are estimated to ex-
ceed $25.00. Such notification shall in-
clude a breakdown of the fees for
search, review, or duplication, unless
the requester has expressed a willing-
ness to pay fees as high as those antici-
pated.

(b) Definitions. The following defini-
tions apply for purposes of this section:

(1) Direct costs are those costs the
Department incurs in searching for, du-
plicating, and, in the case of commer-
cial use requests, reviewing records in
response to a FOIA request. The term
does not include overhead expenses.

(2) Search costs are those costs the
Department incurs in looking for, iden-
tifying, and retrieving material, in
paper or electronic form, that is poten-
tially responsive to a request. The De-
partment shall attempt to ensure that
searching for material is done in the
most efficient and least expensive man-
ner so as to minimize costs for both the
Department and the requester. The De-
partment may charge for time spent
searching even if it does not locate any
responsive record, or if it withholds the
record(s) located as entirely exempt
from disclosure. Further information
on current search fees is available by
visiting the FOIA home page at
www.foia.state.gov and reviewing the
Information Access Guide.
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(3) Duplication costs are those costs
the Department incurs in reproducing
a requested record in a form appro-
priate for release in response to a FOIA
request.

(4) Review costs are those costs the
Department incurs in examining a
record to determine whether and to
what extent the record is responsive to
a FOIA request and the extent to which
it may be disclosed to the requester,
including the page-by-page or line-by-
line review of material within records.
It does not include the costs of resolv-
ing general legal or policy issues that
may be raised by a request.

(5) Categories of requesters. ’Requester
fee category” means one of the cat-
egories in which a requester will be
placed for the purpose of determining
whether the requester will be charged
fees for search, review, and duplication.
“Fee waiver” (see §171.16) means the
waiver or reduction of processing fees
that may be granted if the requester
can demonstrate that certain statutory
standards are satisfied. There are three
categories of requesters: commercial
use requesters, distinct subcategories
of non-commercial requesters (edu-
cational and non-commercial scientific
institutions, representatives of the
news media), and all other requesters.

(i) A commercial use requester is a
person or entity who seeks information
for a use or purpose that furthers the
commercial, trade, or profit interest of
the requester or the person on whose
behalf the request is made. In deter-
mining whether a requester belongs
within this category, the Department
will look at the way in which the re-
quester intends to use the information
requested. Commercial use requesters
will be charged for search time, review
time, and duplication in connection
with processing their requests.

(i1) Distinct subcategories of mon-com-
mercial requesters. (A) An educational
institution requester is a person or en-
tity who submits a request under the
authority of a school that operates a
program of scholarly research. A re-
quester in this category must show
that the records are not sought for a
commercial use and are not intended to
promote any particular product or in-
dustry, but rather are sought to fur-
ther scholarly research of the institu-
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tion. A signed letter from the chair-
person on an institution’s letterhead is
presumed to be from an educational in-
stitution. A student seeking inclusion
in this subcategory who makes a re-
quest in furtherance of the completion
of a course of instruction is carrying
out an individual research goal and
does not qualify as an educational in-
stitution requester. See a summary of
the OMB Fee Guidelines at: https:/
www.justice.gov/oip/foia-guide-2004-edi-
tion-fees-and-fee-waivers. Educational
institution requesters will not be
charged for search and review time,
and the first 100 pages of duplication
will be provided free of charge.

(1) Example 1. A request from a pro-
fessor of geology at a university for
records relating to soil erosion, written
on letterhead of the Department of Ge-
ology, would be presumed to be from an
educational institution.

(2) Erxample 2. A request from the
same professor of geology seeking drug
information from the Food and Drug
Administration in furtherance of a
murder mystery he is writing would
not be presumed to be an institutional
request, regardless of whether it was
written on institutional stationery.

(B) A non-commercial scientific in-
stitution requester is a person or enti-
ty that submits a request on behalf of
an institution that is not operated on a
“‘commercial” basis and that is oper-
ated solely for the purpose of con-
ducting scientific research, the results
of which are not intended to promote
any particular product or industry.
Non-commercial scientific institution
requesters will not be charged for
search and review time, and the first
100 pages of duplication will be pro-
vided free of charge.

(C) A representative of the news
media is any person or entity that
gathers information of potential inter-
est to a segment of the public, uses its
editorial skills to turn the raw mate-
rials into a distinct work, and distrib-
utes that work to an audience. The
term news means information that is
about current events or that would be
of current interest to the public. News
media include television or radio sta-
tions broadcasting to the public at
large and publishers of periodicals (but
only in those instances when they can
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qualify as disseminators of ‘‘news”)
who make their products available to
the general public. ‘“‘Freelance’ jour-
nalists shall be regarded as working for
a news media entity if they can dem-
onstrate a solid basis for expecting
publication through that entity, such
as by a contract or past publication
record. These examples are not all-in-
clusive. A representative of the news
media will not be charged for search
and review time, and the first 100 pages
of duplication will be provided free of
charge.

(iii) All other requesters are persons
or entities that do not fall into the re-
quester categories defined above. All
other requesters will be provided the
first two hours of search time and the
first 100 pages of duplication free of
charge, and will not be charged for re-
view time.

(c) Searches for responsive records. The
Department charges the estimated di-
rect cost of each search based on the
average current salary rates of the cat-
egories of personnel doing the searches.
Updated search and review fees are
available at www.foia.state.gov

(d) Manual (paper) and computer
searches. For both manual and com-
puter searches, the Department shall
charge the estimated direct cost of
each search based on the average cur-
rent salary rates of the categories of
personnel doing the searches.

(e) Review of records. Only requesters
who are seeking records for commer-
cial use may be charged for time spent
reviewing records to determine wheth-
er they are responsive, and if so, releas-
able. Charges may be assessed for the
initial review only, i.e., the review un-
dertaken the first time the Department
analyzes the applicability of a specific
exemption to a particular record or
portion of a record

(f) Duplication of records. Paper copies
of records shall be duplicated at a rate
of $0.15 per page. Other charges may
apply depending on the type of produc-
tion required. Where paper documents
must be scanned in order to comply
with a requester’s preference to receive
the records in an electronic format, the
requester shall pay the direct costs as-
sociated with scanning those mate-
rials. For other forms of duplication,
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the Department shall charge the direct
costs.

(g) Other charges. The Department
shall recover the full costs of providing
services such as those below:

(1) Sending records by special meth-
ods such as express mail, overnight
courier, etc.

(2) Providing records to a requester
in a special format.

(3) Providing duplicate copies of
records already produced to the same
requester in response to the same re-
quest.

(h) Payment. Fees shall be paid by ei-
ther personal check or bank draft
drawn on a bank in the United States,
or a postal money order. Remittances
shall be made payable to the order of
the Treasury of the United States and
mailed to the Office of Information
Programs and Services, U.S. Depart-
ment of State, State Annex 2 (SA-2),
515 22nd Street NW., Washington, DC,
20522-8100. A receipt for fees paid will
be given upon request.

(i) When certain fees are not charged.
The Department shall not charge
search fees (or in the case of edu-
cational and non-commercial scientific
institutions or representatives of the
news media, duplication fees) when the
Department fails to comply with any
time limit under 5 U.S.C. 552(a)(6), un-

less unusual circumstances (see
§171.11(b)) or exceptional cir-
cumstances exist. Exceptional cir-

cumstances cannot include a delay
that results from a predictable agency
workload of requests unless the agency
demonstrates reasonable progress in
reducing its backlog of pending re-
quests. See 5 U.S.C. 5562(a)(6)(C). Apart
from the stated provisions regarding
waiver or reduction of fees, see §171.16,
the Department retains the adminis-
trative discretion to not assess fees if
it is in the best interests of the govern-
ment to do so.

§171.15 Miscellaneous fee provisions.

(a) Charging interest. The Department
shall begin assessing interest charges
on an unpaid bill starting on the 3lst
day following the day on which the bill
was sent. The fact that a fee has been
received by the Department within the
thirty-day grace period, even if not

728



Department of State

processed, shall stay the accrual of in-
terest. Interest will be at the rate pre-
scribed in 31 U.S.C. 3717 and shall ac-
crue from the date of the billing.

(b) Charges for unsuccessful search or if
records are withheld. The Department
may assess charges for time spent
searching, even if it fails to locate the
records or if the records located are de-
termined to be exempt from disclosure.

(c) Advance payment. The Department
may not require a requester to make
an advance payment, i.e., payment be-
fore work is commenced or continued
on a request, unless:

(1) It estimates or determines that
allowable charges that a requester may
be required to pay are likely to exceed
$250. In such a case, the Department
shall notify the requester of the likely
cost and obtain satisfactory assurance
of full payment where the requester
has a history of prompt payment of
FOIA fees, or shall, in its discretion,
require an advance payment of an
amount up to the full estimated
charges in the case of requesters with
no history of payment; or

(2) A requester has previously failed
to pay an assessed fee within 30 days of
the date of its billing. In such a case,
the Department shall require the re-
quester to pay the full amount pre-
viously owed plus any applicable inter-
est and to make an advance payment of
the full amount of the estimated fee
before the Department begins to proc-
ess a new or pending request from that
requester.

(3) If a requester has failed to pay a
fee properly charged by another U.S.
government agency in a FOIA case, the
Department may require proof that
such fee has been paid before proc-
essing a new or pending request from
that requester.

(4) When the Department acts under
paragraph (c)(1) or (2) of this section,
the administrative time limits pre-
scribed in the FOIA, 5 U.S.C. 552(a)(6)
(i.e., 20 working days from receipt of
initial requests and 20 working days
from receipt of appeals, plus permis-
sible extensions of these time limits),
will begin only after the Department
has received fee payments described in
paragraphs (¢)(1) and (2) of this section.

(d) Aggregating requests. When the De-
partment reasonably believes that a re-
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quester, or a group of requesters acting
in concert, has submitted multiple re-
quests involving related matters solely
to avoid payment of fees, the Depart-
ment may aggregate those requests for
purposes of assessing processing fees.

(e) Effect of the Debt Collection Act of
1982, as amended. The Department shall
comply with provisions of the Debt
Collection Act, including disclosure to
consumer reporting agencies and use of
collection agencies, where appropriate,
to effect repayment.

(f) Itemization of charges. The Depart-
ment shall, where possible, provide the
requester with a breakdown of fees
charged indicating how much of the
total charge is for search, review, and/
or duplication for each specific request.

§171.16 Waiver or reduction of fees.

(a) Fees otherwise chargeable in con-
nection with a request for disclosure of
a record shall be waived or reduced
where the requester seeks a waiver or
reduction of fees and the Department
determines, in its discretion, that dis-
closure is in the public interest because
it is likely to contribute significantly
to public understanding of the oper-
ations or activities of the government
and is not primarily in the commercial
interest of the requester.

(1) In deciding whether disclosure of
the requested information is in the
public interest because it is likely to
contribute significantly to public un-
derstanding of operations or activities
of the government, the Department
shall consider all four of the following
factors:

(i) The subject of the request must
concern identifiable operations or ac-
tivities of the Federal Government,
with a connection that is direct and
clear, not remote or attenuated.

(ii) Disclosure of the requested
records must be meaningfully inform-
ative about government operations or
activities in order to be ‘‘likely to con-
tribute” to an increased public under-
standing of those operations or activi-
ties. The disclosure of information that
already is in the public domain, in ei-
ther the same or a substantially iden-
tical form, would not contribute to
such understanding where nothing new
would be added to the public’s under-
standing.
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(iii) The disclosure must contribute
to the understanding of a reasonably
broad audience of persons interested in
the subject, as opposed to the indi-
vidual understanding of the requester.
A requester’s expertise in the subject
area as well as the requester’s ability
and intention to effectively convey in-
formation to the public shall be consid-
ered. It shall be presumed that a rep-
resentative of the news media will sat-
isfy this consideration.

(iv) The public’s understanding of the
subject in question must be enhanced
by the disclosure to a significant ex-
tent.

(2) In order to determine whether dis-
closure of the information is not pri-
marily in the commercial interest of
the requester, the Department will
consider the following factors:

(i) The existence and magnitude of a
commercial interest, i.e., whether the
requester has a commercial interest
that would be furthered by the re-
quested disclosure; and, if so,

(ii) The primary interest in disclo-
sure, i.e., whether disclosure is pri-
marily in the commercial interest of
the requester.

(iii) Requests for purposes of writing
a book, an article, or other publication
will not be considered a commercial
purpose.

(b) The Department may refuse to
consider waiver or reduction of fees for
requesters from whom unpaid fees re-
main owed to the Department for an-
other FOIA request.

(c) Where only some of the records to
be released satisfy the requirements for
a waiver or reduction of fees, a waiver
or reduction shall be granted for only
those records.

(d) Requests for a waiver or reduction
of fees should be made when the re-
quest is first submitted to the Depart-
ment and should address the criteria
referenced above. A requester may sub-
mit a fee waiver request at a later time
so long as the underlying record re-
quest is pending or on administrative
appeal. When a requester who has com-
mitted to pay fees subsequently asks
for a waiver of those fees and that
waiver is denied, the requester shall be
required to pay any costs incurred up
to the date the fee waiver request was
received.
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(e) The Division Chief of the Re-
quester Liaison Division in IPS will
issue all initial decisions on whether to
grant or deny requests for a fee waiver.
A decision to refuse to waive or reduce
fees may be appealed to the Director of
IPS within 30 calendar days of the date
of the Department’s refusal letter. See
§171.4 for address information. A deci-
sion in writing on the appeal shall be
issued within 20 working days of the re-
ceipt of the appeal.
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The Office of Government Informa-
tion Services (OGIS) in the National
Archives and Records Administration
is charged with offering mediation
services to resolve disputes between
persons making FOIA requests and
Federal agencies as a non-exclusive al-
ternative to litigation. Additionally,
the FOIA directs the Department’s
FOIA Public Liaison to assist in the
resolution of disputes. The Department
will inform requesters in its agency ap-
peal response letter of services offered
by OGIS and the FOIA Public Liaison.
Requesters may reach the Depart-
ment’s FOIA Public Liaison at Office
of Information Programs and Services,
A/GIS/IPS/PP/LA, U.S. Department of
State, Washington, DC 20522-8100, or at
(202) 261-8484. Requesters may contact
OGIS at Office of Government Informa-
tion Services (OGIS), National Ar-
chives and Records Administration,
8601 Adelphi Road, College Park, MD
20740-6001; at ogis@nara.gov, and at (202)
741-5770, or toll-free at (877) 684-6448.

Resolving disputes.

§171.18 Preservation of records

The Department shall preserve all
correspondence pertaining to the re-
quests that it receives under this sub-
part, as well as copies of all requested
records, until disposition or destruc-
tion is authorized pursuant to title 44
of the United States Code or the Gen-
eral Records Schedule 14 of the Na-
tional Archives and Records Adminis-
tration. Records shall not be disposed
of or destroyed while they are the sub-
ject of a pending request, appeal, or
lawsuit under the FOIA.
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Subpart C—Privacy Act Provisions

§171.20 Purpose and scope.

This subpart contains the rules that
the Department follows under the Pri-
vacy Act of 1974 (PA), 5 U.S.C. 5b2a, as
amended. These rules should be read
together with the text of the statute,
which provides additional information
about records maintained on individ-
uals. The rules in this subpart apply to
all records in systems of records main-
tained by the Department that are re-
trieved by an individual’s name or per-
sonal identifier. They describe the pro-
cedures by which individuals may re-
quest access to records about them-
selves, request amendment or correc-
tion of those records, and request an
accounting of disclosures of those
records by the Department. If any
records retrieved pursuant to an access
request under the PA are found to be
exempt from access under that Act,
they will be processed for possible dis-
closure under the Freedom of Informa-
tion Act (FOIA), 5 U.S.C. 552, as amend-
ed. No fees shall be charged for access
to or amendment of PA records.

§171.21 Definitions.

As used in this subpart, the following
definitions shall apply:

(a) Individual means a citizen or a
legal permanent resident alien (LPR)
of the United States.

(b) Maintain includes maintain, col-
lect, use, or disseminate.

(c) Record means any item, collec-
tion, or grouping of information about
an individual that is maintained by the
Department and that contains the indi-
vidual’s name or the identifying num-
ber, symbol, or other identifying par-
ticular assigned to the individual, such
as a finger or voice print or photo-
graph.

(d) System of records means a group
of any records under the control of the
Department from which information is
retrieved by the name of an individual
or by some identifying number, sym-
bol, or other identifying particular as-
signed to an individual.

§171.22 Request for access to records.

(a) In general. Requests for access to
records under the PA must be made in
writing and mailed to the Office of In-
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formation Programs and Service, the
Office of Passport Services, or the Of-
fice of Inspector General at the ad-
dresses given in §171.4. The Director of
the Office of Information Programs and
Services (IPS) is responsible for acting
on all PA requests for Department
records except for requests received di-
rectly by the Office of Inspector Gen-
eral, which processes its own requests
for information, and the Office of Pass-
port Services within the Bureau of
Consular Affairs which receives di-
rectly and processes its own PA re-
quests for information as described in
PA System of Record Notice 26. Once
received by IPS, all processing of PA
requests coming under the jurisdiction
of the Bureau of Consular Affairs/Visa
Services Office and Overseas Citizens
Services, the Bureau of Diplomatic Se-
curity, the Bureau of Human Re-
sources, the Office of Medical Services,
and the Foreign Service Grievance
Board (FSGB) are handled by those bu-
reaus or offices instead of IPS.

(b) Description of records sought. Re-
quests for access should describe the
requested record(s) in sufficient detail

to permit identification of the
record(s). At a minimum, requests
should include the individual’s full

name (including maiden name, if ap-
propriate) and any other names used,
current complete mailing address, and
date and place of birth (city, state and
country). Helpful data includes the ap-
proximate time period of the record
and the circumstances that give the in-
dividual reason to believe that the De-
partment maintains a record under the
individual’s name or personal identi-
fier, and, if known, the system of
records in which the record is main-
tained. In certain instances, it may be
necessary for the Department to re-
quest additional information from the
requester, either to ensure a full
search, or to ensure that a record re-
trieved does in fact pertain to the indi-
vidual.

(c) Verification of personal identity.
The Department will require reason-
able identification of individuals re-
questing records about themselves
under the PA’s access provisions to en-
sure that records are only accessed by
the proper persons. Requesters must
state their full name, current address,
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citizenship or legal permanent resident
alien status, and date and place of
birth (city, state, and country). The re-
quest must be signed, and the request-
er’s signature must be either notarized
or made under penalty of perjury pur-
suant to 28 U.S.C. 1746. If the requester
seeks records under another name the
requester has used, a statement, under
penalty of perjury, that the requester
has also used the other name must be
included. Requesters seeking access to
copies of the Passport Office’s passport
records must meet the requirements in
paragraph (d) of this section.

(d) Special requirements for passport
records. Given the sensitive nature of
passport records and their use, request-
ers seeking access to copies of the
Passport Office’s passport records
under the PA must submit a letter that
is either notarized or made under pen-
alty of perjury pursuant to 28 U.S.C.
1746, which includes the full name at
birth and any subsequent name
changes of the individual whose records
are being requested (if submitting the
request on behalf of a minor, provide
the representative’s full name as well);
the date and place of birth of the indi-
vidual whose records are being re-
quested; the requester’s current mail-
ing address; and, if available, daytime
telephone number and email address;
the date or estimated date the pass-
port(s) was issued; the passport number
of the person whose records are being
sought, if known; and any other infor-
mation that will help to locate the
records. The requester must also in-
clude a clear copy of both sides of the
requester’s valid Government-issued
photo identification, e.g., a driver’s li-
cense.

(e) Authorized third party access. The
Department shall process all properly
authorized third party requests, as de-
scribed in this section, under the PA.
In the absence of proper authorization
from the individual to whom the
records pertain, the Department will
process third party requests under the
FOIA. The Department’s form, DS-4240,
may be used to certify identity and
provide third party authorization.

(1) Parents and guardians of minor chil-
dren. Upon presentation of acceptable
documentation of the parental or
guardian relationship, a parent or
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guardian of a U.S. citizen or LPR
minor (an unmarried person under the
age of 18) may, on behalf of the minor,
request records under the PA per-
taining to the minor. In any case, U.S.
citizen or LPR minors may request
such records on their own behalf.

(2) Guardians. A guardian of an indi-
vidual who has been declared by a
court to be incompetent may act for
and on behalf of the incompetent indi-
vidual upon presentation of appro-
priate documentation of the guardian
relationship.

(3) Authoriced representatives or des-
ignees. When an individual wishes to
authorize another person or persons ac-
cess to his or her records, the indi-
vidual may submit, in addition to the
identity verification information de-
scribed in paragraph (c) or paragraph
(d) of this section if the request is for
passport records, a signed statement
from the individual to whom the
records pertain, either notarized or
made under penalty of perjury pursu-
ant to 28 U.S.C. 1746, giving the Depart-
ment authorization to release records
about the individual to the third party.
The designated third party must sub-
mit identity verification information
described in paragraph c. Third party
requesters seeking access to copies of
the Passport Office’s records must sub-
mit a clear copy of both sides of a valid
Government-issued photo identifica-
tion (e.g., a driver’s license) in addition
to the other information described
above.

(f) Referrals and consultations. If the
Department determines that records
retrieved as responsive to the request
were created by another agency, it or-
dinarily will refer the records to the
originating agency for direct response
to the requester. If the Department de-
termines that Department records re-
trieved as responsive to the request are
of interest to another agency, it may
consult with the other agency before
responding to the request. The Depart-
ment may make agreements with other
agencies to eliminate the need for con-
sultations or referrals for particular
types of records.

(g) Records relating to civil actions.
Nothing in this subpart entitles an in-
dividual to access to any information
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compiled in reasonable anticipation of
a civil action or proceeding.

(h) Time limits. The Department will
acknowledge the request promptly and
furnish the requested information as
soon as possible thereafter.

§171.23 Request to amend or correct
records.

(a) An individual has the right to re-
quest that the Department amend a
record pertaining to the individual
that the individual believes is not ac-
curate, relevant, timely, or complete.

(b) Requests to amend records must
be in writing and mailed or delivered to
the Office of Information Programs and
Services at the address given in §171.4,
with ATTENTION: PRIVACY ACT
AMENDMENT REQUEST written on
the envelope. IPS will coordinate the
review of the request with the appro-
priate offices of the Department. The
Department will require verification of
personal identity as provided in section
171.22(c) before it will initiate action to
amend a record. Amendment requests
should contain, at a minimum, identi-
fying information needed to locate the
record in question, a description of the
specific correction requested, and an
explanation of why the existing record
is not accurate, relevant, timely, or
complete. The request must be signed,
and the requester’s signature must be
either notarized or made under penalty
of perjury pursuant to 28 U.S.C. 1746.
The requester should submit as much
pertinent documentation, other infor-
mation, and explanation as possible to
support the request for amendment.

(c) All requests for amendments to
records shall be acknowledged within
10 working days.

(d) In reviewing a record in response
to a request to amend, the Department
shall review the record to determine if
it is accurate, relevant, timely, and
complete.

(e) If the Department agrees with an
individual’s request to amend a record,
it shall:

(1) Advise the individual in writing of
its decision;

(2) Amend the record accordingly;
and

(3) If an accounting of disclosure has
been made, advise all previous recipi-

§171.25

ents of the record of the amendment
and its substance.

(f) If the Department denies an indi-
vidual’s request to amend a record, it
shall advise the individual in writing of
its decision and the reason for the re-
fusal, and the procedures for the indi-
vidual to request further review. See
§171.25.

§171.24 Request for an accounting of
record disclosures.

(a) How made. Except where account-
ings of disclosures are not required to
be kept, as set forth in paragraph (b) of
this section, or where accountings of
disclosures do not need to be provided
to a requesting individual pursuant to
5 U.S.C. 552a(c)(3), an individual has a
right to request an accounting of any
disclosure that the Department has
made to another person, organization,
or agency of any record about an indi-
vidual. This accounting shall contain
the date, nature, and purpose of each
disclosure as well as the name and ad-
dress of the recipient of the disclosure.
Any request for accounting should
identify each particular record in ques-
tion and may be made by writing di-
rectly to the Office of Information Pro-
grams and Services at the address
given in §171.4.

(b) Where accountings not required.
The Department is not required to
keep an accounting of disclosures in
the case of:

(1) Disclosures made to employees
within the Department who have a
need for the record in the performance
of their duties; and

(2) Disclosures required under the
FOIA.

§171.25 Appeals from denials of PA
amendment requests.

(a) If the Department denies a re-
quest for amendment of such records,
the requester shall be informed of the
reason for the denial and of the right
to appeal the denial to the Appeals Re-
view Panel. Any such appeal must be
postmarked within 60 working days of
the date of the Department’s denial
letter and sent to: Appeals Officer, Ap-
peals Review Panel, Office of Informa-
tion Programs and Services, at the ad-
dress set forth in §171.4.
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(b) Appellants should submit an ad-
ministrative appeal of any denial, in
whole or in part, of a request for access
to FSGB records under the PA to IPS
at the above address. IPS will assign a
tracking number to the appeal and for-
ward it to the FSGB, which is an inde-
pendent body, for adjudication.

(c) The Appeals Review Panel will de-
cide appeals from denials of PA amend-
ment requests within 30 business days,
unless the Panel extends that period
for good cause shown, from the date
when it is received by the Panel.

(d) Appeals Review Panel Decisions
will be made in writing, and appellants
will receive notification of the deci-
sion. A reversal will result in reproc-
essing of the request in accordance
with that decision. An affirmance will
include a brief statement of the reason
for the affirmance and will inform the
appellant that the decision of the
Panel represents the final decision of
the Department and of the right to
seek judicial review of the Panel’s deci-
sion, when applicable.

(e) If the Panel’s decision is that a
record shall be amended in accordance
with the appellant’s request, the Chair-
man shall direct the office responsible
for the record to amend the record, ad-
vise all previous recipients of the
record of the amendment and its sub-
stance (if an accounting of previous
disclosures has been made), and so ad-
vise the individual in writing.

(f) If the Panel’s decision is that the
amendment request is denied, in addi-
tion to the notification required by
paragraph (d) of this section, the Chair-
man shall advise the appellant:

(1) Of the right to file a concise
Statement of Disagreement stating the
reasons for disagreement with the deci-
sion of the Department;

(2) Of the procedures for filing the
Statement of Disagreement;

(3) That any Statement of Disagree-
ment that is filed will be made avail-
able to anyone to whom the record is
subsequently disclosed, together with,
at the discretion of the Department, a
brief statement by the Department
summarizing its reasons for refusing to
amend the record;

(4) That prior recipients of the dis-
puted record will be provided a copy of
any statement of disagreement, to the
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extent that an accounting of disclo-
sures was maintained.

(g) If the appellant files a Statement
of Disagreement under paragraph (f) of
this section, the Department will clear-
ly annotate the record so that the fact
that the record is disputed is apparent
to anyone who may subsequently ac-
cess the record. When the disputed
record is subsequently disclosed, the
Department will note the dispute and
provide a copy of the Statement of Dis-
agreement. The Department may also
include a brief summary of the reasons
for not amending the record. Copies of
the Department’s statement shall be
treated as part of the individual’s
record for granting access; however, it
will not be subject to amendment by an
individual under this part.

§171.26 Exemptions.

Systems of records maintained by
the Department are authorized to be
exempt from certain provisions of the
PA under both general and specific ex-
emptions set forth in the Act. In uti-
lizing these exemptions, the Depart-
ment is exempting only those portions
of systems that are necessary for the
proper functioning of the Department
and that are consistent with the PA.
Where compliance would not interfere
with or adversely affect the law en-
forcement process, and/or where it may
be appropriate to permit individuals to
contest the accuracy of the informa-
tion collected, the applicable exemp-
tion may be waived, either partially or
totally, by the Department or the OIG,
in the sole discretion of the Depart-
ment or the OIG, as appropriate.
Records exempt under 5 U.S.C. 552a(j)
or (k) by the originator of the record
remain exempt if subsequently incor-
porated into any Department system of
records, provided the reason for the ex-
emption remains valid and necessary.

(a) General eremptions. If exempt
records are the subject of an access re-
quest, the Department will advise the
requester of their existence and of the
name and address of the source agency,
unless that information is itself ex-
empt from disclosure.

(1) Individuals may not have access
to records maintained by the Depart-
ment that are maintained or originated
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by the Central Intelligence Agency
under 5 U.S.C. 552a(j)(1).

(2) In accordance with 5 TU.S.C.
552a(j)(2), individuals may not have ac-
cess to records maintained or origi-
nated by an agency or component
thereof that performs as its principal
function any activity pertaining to the
enforcement of criminal laws, includ-
ing police efforts to prevent, control,
or reduce crime or to apprehend crimi-
nals, and the activities of prosecutors,
courts, correctional, probation, pardon,
or parole authorities, and which con-
sists of:

(i) Information compiled for the pur-
pose of identifying individual criminal
offenders and alleged offenders and
consisting only of identifying data and
notations of arrests, the nature and
disposition of criminal charges, sen-
tencing, confinement, release, and pa-
role and probation status;

(ii) Information compiled for the pur-
pose of a criminal investigation, in-
cluding reports of informants and in-
vestigators, and associated with an
identifiable individual; or

(iii) Reports identifiable to an indi-
vidual compiled at any stage of the
process of enforcement of the criminal
laws from arrest or indictment through
release from supervision. The reason
for invoking these exemptions is to en-
sure effective criminal law enforce-
ment processes. Records maintained by
the Department in the following sys-
tems of records are exempt from all of
the provisions of the PA except para-
graphs (b), (¢)1) and (2), (e)(4)(A)
through (F), (e)(6), (e)(7), (e)(9), (e)(10),
and (e)(11), and (i), to the extent to
which they meet the criteria of section
(3)(2) of 5 U.S.C. 552a. The names of the
systems correspond to those published
in the FEDERAL REGISTER by the De-
partment.

Office of Inspector General Investiga-
tion Management System. STATE-53.

Information Access Program
Records. STATE-35.

Risk Analysis
STATE-78.

Security Records. STATE-36.

(b) Specific exemptions. Portions of the
following systems of records are ex-
empt from 5 U.S.C. 552a(c)(3), (d), (e)(1),
and (4), (@), (H), and (I), and (f). The
names of the systems correspond to

and Management.
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those published in the FEDERAL REG-
ISTER by the Department.

(1) Exempt under 5 U.S.C. 552a(k)(1).
Records contained within the following
systems of records are exempt under
this section to the extent that they are
subject to the provisions of 5 U.S.C.
5562(b)(1).

Board of Appellate Review Records.
STATE-02.

Congressional Correspondence.
STATE-43.

Congressional Travel Records.
STATE-44.

Coordinator for the Combating of
Terrorism Records. STATE-06.

External Research Records. STATE-
10.

Extradition Records. STATE-11.

Family Advocacy Case Records.
STATE-75.
Foreign Assistance Inspection

Records. STATE-48.

Human Resources Records. STATE-
31.

Information Access
Records. STATE-35.

Intelligence and Research Records.
STATE-15.

International Organizations Records.
STATE-17.

Law of the Sea Records. STATE-19.

Legal Case Management Records.
STATE-21.

Munitions Control Records. STATE-
42,

Overseas Citizens Services Records.
STATE-05.

Passport Records. STATE-26.

Personality Cross Reference Index to
the Secretariat Automated Data Index.
STATE-28.

Personality Index to the Central For-
eign Policy Records. STATE-29.

Personnel Payroll Records. STATE-
30.

Office of Inspector General Investiga-
tion Management System. STATE-53.

Records of the Office of the Assistant
Legal Adviser for International Claims
and Investment Disputes. STATE-54.

Risk Analysis and Management
Records. STATE-T78.

Rover Records. STATE-41.

Records of Domestic Accounts Re-
ceivable. STATE-23.

Records of the Office of White House
Liaison. STATE-34.

Refugee Records. STATE-59.

Programs
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Security Records. STATE-36.

Visa Records. STATE-39.

(2) Exempt under 5 U.S.C. 552a(k)(2).
Records contained within the following
systems of records are exempt under
this section to the extent that they
consist of investigatory material com-
piled for law enforcement purposes,
subject to the limitations set forth in 5
U.S.C. 552a(k)(2).

Board of Appellate Review Records.
STATE-02.

Coordinator for the Combating of
Terrorism Records. STATE-06.

Extradition Records. STATE-11.

Family Advocacy Case Records.
STATE-75

Foreign Assistance Inspection
Records. STATE-48.

Garnishment of Wages Records.
STATE-61.

Information Access Program

Records. STATE-35.

Intelligence and Research Records.
STATE-15.

Munitions Control Records. STATE-
42.

Overseas
STATE-05.

Passport Records. STATE-26.

Personality Cross Reference Index to
the Secretariat Automated Data Index.
STATE-28.

Personality Index to the Central For-
eign Policy Records. STATE-29.

Office of Foreign Missions Records,
STATE-81.

Office of Inspector General Investiga-
tion Management System. STATE-53.

Risk Analysis and Management
Records. STATE-T78.

Security Records. STATE-36.

Visa Records. STATE-39.

(3) Exempt under 5 U.S.C. 552a(k)(3).
Records contained within the following
systems of records are exempt under
this section to the extent that they are
maintained in connection with pro-
viding protective services pursuant to
18 U.S.C. 3056.

Extradition Records. STATE-11.

Information Access Programs
Records. STATE-35.

Intelligence and Research Records.
STATE-15.

Overseas Citizens Services Records.
STATE-05.

Passport Records. STATE-26.

Citizens Services Records.
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Personality Cross-Reference Index to
the Secretariat Automated Data Index.
STATE-28.

Personality Index to the Central For-
eign Policy Records. STATE-29.

Security Records. STATE-36.

Visa Records. STATE-39.

(4) Exempt under 5 U.S.C. 552a(k)(4).
Records contained within the following
systems of records are exempt under
this section to the extent that they are
required by statute to be maintained
and are used solely as statistical
records.

Foreign Service Institute Records.
STATE-14.

Human Resources Records. STATE-
31.

Information Access
Records. STATE-35.

Overseas Citizens Services Records,
STATE-05

Personnel Payroll Records. STATE-
30.

Security Records. STATE-36.

(6) Exempt under 5 U.S.C. 552a(k)(5).
Records contained within the following
systems of records are exempt under
this section to the extent that they
consist of investigatory material com-
piled solely for the purpose of deter-
mining suitability, eligibility, or quali-
fications for Federal civilian employ-
ment, military service, Federal con-
tracts, or access to classified informa-
tion, but only to the extent that disclo-
sure of such material would reveal the
identity of a confidential informant.

Records Maintained by the Office of
Civil Rights. STATE-09.

Foreign Assistance
Records. STATE-48.

Foreign Service Grievance Board
Records. STATE-13.

Human Resources Records. STATE-
31.

Information Access
Records. STATE-35.

Legal Adviser Attorney Employment
Application Records. STATE-20.

Overseas Citizens Services Records.
STATE-25.

Personality Cross-Reference Index to
the Secretariat Automated Data Index.
STATE-28.

Office of Inspector General Investiga-
tion Management System. STATE-53.

Records of the Office of White House
Liaison. STATE-34.

Programs

Inspection

Programs
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Risk Analysis
Records. STATE-T78.

Rover Records. STATE-41.

Security Records. STATE-36.

Senior Personnel Appointments
Records. STATE-47.

(6) Exempt under 5 U.S.C. 552a(k)(6).
Records contained within the following
systems of records are exempt under
this section to the extent that they
consist of testing or examination mate-
rial used solely to determine individual
qualifications for appointment or pro-
motion in the Federal service the dis-
closure of which would compromise the
objectivity or fairness of the testing or
examination process.

Foreign Service Institute Records.
STATE-14.

Human Resources Records. STATE-
31.

Information Access
Records. STATE-35.

Records Maintained by the Office of
Civil Rights. STATE-09

Security Records. STATE-36.

(7)) Exempt under 5 U.S.C. 552a(k)(7).
Records contained within the following
systems of records are exempt under
this section to the extent that they
consist of evaluation material used to
determine potential for promotion in
the armed services, but only to the ex-
tent that such disclosure would reveal
the identity of a confidential inform-
ant.

Overseas Citizens Services Records.

and Management

Programs

STATE-25.

Human Resources Records. STATE-
31.

Information Access Programs

Records. STATE-35.

Personality Cross-Reference Index to
the Secretariat Automated Data Index.
STATE-28.

Personality Index to the Central For-
eign Policy Records. STATE-29.

[81 FR 19865, Apr. 6, 2016, as amended at 81
FR 33590, May 27, 2016]

Subpart D—Process To Request
Public Financial Disclosure Reports

§171.30 Purpose and scope.

This subpart sets forth the process by
which persons may request access to
public financial disclosure reports filed
with the Department in accordance
with sections 101 and 103(1) of the Eth-

Pt. 172

ics in Government Act of 1978, 5 U.S.C.
app. 101 and 103(1), as amended. The re-
tention, public availability, and im-
proper use of these reports are gov-
erned by 5 U.S.C. app. 105 and 5 CFR
2634.603.

§171.31 Requests.

Requests for access to public finan-
cial disclosure reports filed with the
Department should be made by submit-
ting a completed Office of Government
Ethics request form, OGE Form 201, to
OGE201Request@state.gov or the Office
of the Assistant Legal Adviser for Eth-
ics and Financial Disclosure, U.S. De-
partment of State, 2201 C Street NW.,
Washington, DC 20520. The OGE Form
201 may be obtained by visiting http:/
www.oge.gov or writing to the address
above.

PART 172—SERVICE OF PROCESS;
PRODUCTION OR DISCLOSURE
OF OFFICIAL INFORMATION IN
RESPONSE TO COURT ORDERS,
SUBPOENAS, NOTICES OF DEPO-
SITIONS, REQUESTS FOR ADMIS-
SIONS, INTERROGATORIES, OR
SIMILAR REQUESTS OR DEMANDS
IN CONNECTION WITH FEDERAL

OR STATE LITIGATION; EXPERT
TESTIMONY
Sec.

172.1 Purpose and scope; definitions.

172.2 Service of summonses and complaints.

172.3 Service of subpoenas, court orders, and
other demands or requests for official in-
formation or action.

172.4 Testimony and production of docu-
ments prohibited unless approved by ap-
propriate Department officials.

172.5 Procedure when testimony or produc-
tion of documents is sought; general.
172.6 Procedure when response to demand is

required prior to receiving instructions.

172.7 Procedure in the event of an adverse
ruling.

172.8 Considerations in determining wheth-
er the Department will comply with a de-
mand or request.

172.9 Prohibition on providing expert or
opinion testimony.

AUTHORITY: 5 U.S.C. 301; 8 U.S.C. 1202(f); 22
U.S.C. 2658, 2664, 3926.

SOURCE: 57 FR 32896, July 24, 1992, unless
otherwise noted.
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§172.1 Purpose and scope; definitions.

(a) This part sets forth the proce-
dures to be followed with respect to:

(1) Service of summonses and com-
plaints or other requests or demands
directed to the Department of State
(Department) or to any Department
employee or former employee in con-
nection with federal or state litigation
arising out of or involving the perform-
ance of official activities of the Depart-
ment; and

(2) The oral or written disclosure, in
response to subpoenas, orders, or other
requests or demands of federal or state
judicial or quasi-judicial authority
(collectively, ‘‘demands’), whether
civil or criminal in nature, or in re-
sponse to requests for depositions, affi-
davits, admissions, responses to inter-
rogatories, document production, or
other litigation-related matters, pursu-
ant to the Federal Rules of Civil Proce-
dure, the Federal Rules of Criminal
Procedure, or applicable state rules
(collectively, ‘‘requests’), of any mate-
rial contained in the files of the De-
partment, any information relating to
material contained in the files of the
Department, or any information ac-
quired while the subject of the demand
or request is or was an employee of the
Department as part of the performance
of that person’s duties or by virtue of
that person’s official status.

(b) For purposes of this part, and ex-
cept as the Department may otherwise
determine in a particular case, the
term employee includes the Secretary
and former Secretaries of State, and all
employees and former employees of the
Department of State or other federal
agencies who are or were appointed by,
or subject to the supervision, jurisdic-
tion, or control of the Secretary of
State or his Chiefs of Mission, whether
residing or working in the TUnited
States or abroad, including United
States nationals, foreign nationals, and
contractors.

(c) For purposes of this part, the
term litigation encompasses all pre-
trial, trial, and post-trial stages of all

judicial or administrative actions,
hearings, investigations, or similar
proceedings before courts, commis-

sions, boards (including the Board of
Appellate Review), or other judicial or
quasi-judicial bodies or tribunals,
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whether criminal, civil, or administra-
tive in nature. This part governs, inter
alia, responses to discovery requests,
depositions, and other pre-trial, trial,
or post-trial proceedings, as well as re-
sponses to informal requests by attor-
neys or others in situations involving
litigation. However, this part shall not
apply to any claims by Department of
State employees (present or former), or
applicants for Department employ-
ment, for which jurisdiction resides
with the U.S. Equal Employment Op-
portunity Commission; the U.S. Merit
Systems Protection Board; the Office
of Special Counsel; the Federal Labor
Relations Authority; the Foreign Serv-
ice Labor Relations Board; the Foreign
Service Grievance Board; or a labor ar-
bitrator operating under a collective
bargaining agreement between the De-
partment and a labor organization rep-
resenting Department employees; or
their successor agencies or entities.

(d) For purposes of this part, official
information means all information of
any kind, however stored, that is in the
custody and control of the Department,
relates to information in the custody
and control of the Department, or was
acquired by Department employees as
part of their official duties or because
of their official status within the De-
partment while such individuals were
employed by or served on behalf of the
Department.

(e) Nothing in this part affects disclo-
sure of information under the Freedom
of Information Act (FOIA), 5 U.S.C. 552,
the Privacy Act, 5 U.S.C. 552a, Execu-
tive Order 12356 on national security
information (3 CFR, 1982 Comp., p. 166),
the Government in the Sunshine Act, 5
U.S.C. 552b, the Department’s imple-
menting regulations in 22 CFR part 171
or pursuant to congressional subpoena.
Nothing in this part otherwise permits
disclosure of information by the De-
partment or its employees except as
provided by statute or other applicable
law.

(f) This part is intended only to in-
form the public about Department pro-
cedures concerning the service of proc-
ess and responses to demands or re-
quests and is not intended to and does
not create, and may not be relied upon
to create any right or benefit, sub-
stantive or procedural, enforceable at
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law by a party against the Department
or the United States.

(g) Nothing in this part affects:

(1) The disclosure of information dur-
ing the course of legal proceedings in
non-United States courts, commis-
sions, boards, or other judicial or
quasi-judicial bodies or tribunals; or

(2) The rules and procedures, under
applicable U.S. law and international
conventions, governing diplomatic and
consular immunity.

(h) Nothing in this part affects the
disclosure of official information to
other federal agencies or Department
of Justice attorneys in connection with
litigation conducted on behalf or in de-
fense of the United States, its agencies,
officers, and employees, or to federal,
state, local, or foreign prosecuting and
law enforcement authorities in con-
junction with criminal law enforce-
ment investigations, prosecutions, or
other proceedings, e.g., extradition, de-
portation.

§172.2 Service of summonses and com-
plaints.

(a) Only the Executive Office of the
Office of the Legal Adviser (IL/EX) is
authorized to receive and accept sum-
monses or complaints sought to be
served upon the Department or Depart-
ment employees. All such documents
should be delivered or addressed to:
The Executive Office, Office of the
Legal Adviser, Suite 5.600, 600 19th
Street NW., Washington DC 20522.
(Note that the suite number is 5.600.)

(b) In the event any summons or
complaint described in §172.1(a) is de-
livered to an employee of the Depart-
ment other than in the manner speci-
fied in this part, such attempted serv-
ice shall be ineffective, and the recipi-
ent thereof shall either decline to ac-
cept the proffered service or return
such document under cover of a writ-
ten communication which directs the
person attempting to make service to
the procedures set forth herein.

(c) Except as otherwise provided
§§172.2(d) and 173.3(c), the Department
is not an authorized agent for service
of process with respect to civil litiga-
tion against Department employees
purely in their personal, non-official
capacity. Copies of summonses or com-
plaints directed to Department em-

§172.3

ployees in connection with legal pro-
ceedings arising out of the performance
of official duties may, however, be
served upon L/EX.

(d) Although the Department is not
an agent for the service of process upon
its employees with respect to purely
personal, non-official litigation, the
Department recognizes that its em-
ployees stationed overseas should not
use their official positions to evade
their personal obligations and will,
therefore, counsel and encourage De-
partment employees to accept service
of process in appropriate cases, and
will waive applicable diplomatic or
consular privileges and immunities
when the Department determines that
it is in the interest of the United
States to do so.

(e) Documents for which I/EX ac-
cepts service in official capacity only
shall be stamped ‘‘Service Accepted in
Official Capacity Only’’. Acceptance of
service shall not constitute an admis-
sion or waiver with respect to jurisdic-
tion, propriety of service, improper
venue, or any other defense in law or
equity available under the laws of rules
applicable for the service of process.

[67 FR 32896, July 24, 1992, as amended at 80
FR 12082, Mar. 6, 2015; 80 FR 30155, May 27,
2015]

§172.3 Service of subpoenas, court or-
ders, and other demands or re-
quests for official information or
action.

(a) Except in cases in which the De-
partment is represented by legal coun-
sel who have entered an appearance or
otherwise given notice of their rep-
resentation, only IL/EX is authorized to
receive and accept subpoenas, or other
demands or requests directed to the
Department, or any component there-
of, or its employees, or former employ-
ees, whether civil or criminal nature,
for:

(1) Material, including documents,
contained in the files of the Depart-
ment;

(2) Information, including testimony,
affidavits, declarations, admissions, re-
sponses to interrogatories, or informal
statements, relating to material con-
tained in the files of the Department or

739



§172.4

which any Department employee ac-
quired in the course and scope of the
performance of his official duties;

(3) Garnishment or attachment of
compensation of current or former em-
ployees; or

(4) The performance or non-perform-
ance of any official Department duty.

(b) In the event that any subpoena,
demand, or request is sought to be de-
livered to a Department employee (in-
cluding former employees) other than
in the manner prescribed in paragraph
(a) of this section, such attempted
service shall be ineffective. Such em-
ployee shall, after consultation with
the Office of the Legal Adviser, decline
to accept the subpoena, demand or re-
quest or shall return them to the serv-
er under cover of a written communica-
tion referring to the procedures pre-
scribed in this part.

(c) Except as otherwise provided in
this part, the Department is not an
agent for service, or otherwise author-
ized to accept on behalf of its employ-
ees any subpoenas, show-cause orders,
or similar compulsory process of fed-
eral or state courts, or requests from
private individuals or attorneys, which
are not related to the employees’ offi-
cial duties except upon the express,
written authorization of the individual
Department employee to whom such
demand or request is directed.

(d) Acceptance of such documents by
L/EX does not constitute a waiver of
any defenses that might otherwise
exist with respect to service under the
Federal Rules of Civil or Criminal Pro-
cedure or other applicable rules.

§172.4 Testimony and production of
documents prohibited wunless ap-
proved by appropriate Department
officials.

(a) No employee of the Department
shall, in response to a demand or re-
quest in connection with any litiga-
tion, whether criminal or civil, provide
oral or written testimony by deposi-
tion, declaration, affidavit, or other-
wise concerning any information ac-
quired while such person is or was an
employee of the Department as part of
the performance of that person’s offi-
cial duties or by virtue of that
persons’s official status, unless author-
ized to do so by the Director General of

22 CFR Ch. | (4-1-17 Edition)

the Foreign Service and Director of
Personnel (M/DGP) or the Legal Ad-
viser (L), or delegates of either, fol-
lowing consultation between the two
bureaus, or as authorized in §172.4(b).

(b) With respect to the official func-
tions of the Passport Office, the Visa
Office, and the Office of Citizens Serv-
ices, the Assistant Secretary of State
for Consular Affairs or delegate thereof
may, subject to concurrence by the Of-
fice of the Legal Adviser, authorize em-
ployees to provide oral or written testi-
mony.

(c) No employee shall, in response to
a demand or request in connection with
any litigation, produce for use at such
proceedings any document or any ma-
terial acquired as part of the perform-
ance of that employee’s duties or by
virtue of that employee’s official sta-
tus, unless authorized to do so by the
Director General of the Foreign Serv-
ice and Director of Personnel, the
Legal Adviser, or the Assistant Sec-
retary of State for Consular Affairs, or
the delegates thereof, as appropriate,
following consultations between the
concerned bureaus.

§172.5 Procedure when testimony or
production of documents is sought;
general.

(a) If official Department informa-
tion is sought, through testimony or
otherwise, by a request or demand, the
party seeking such release or testi-
mony must (except as otherwise re-
quired by federal law or authorized by
the Office of the Legal Adviser) set
forth in writing, and with as much
specificity as possible, the nature and
relevance of the official information
sought. Where documents or other ma-
terials are sought, the party should
provide a description using the types of
identifying information suggested in 22
CFR 171.10(a) and 171.31. Subject to
§172.7, Department employees may
only produce, disclose, release, com-
ment upon, or testify concerning those
matters which were specified in writing
and properly approved by the appro-
priate Department official designated
in §172.4. See United States ex rel.
Touhy v. Ragen, 340 U.S. 462 (1951). The
Office of the Legal Adviser may waive
this requirement in appropriate cir-
cumstances.
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(b) To the extent it deems necessary
or appropriate, the Department may
also require from the party seeking
such testimony or documents a plan of
all reasonably foreseeable demands, in-
cluding but not limited to the names of
all employees and former employees
from whom discovery will be sought,
areas of inquiry, expected duration of
proceedings requiring oral testimony,
and identification of potentially rel-
evant documents.

(c) The appropriate Department offi-
cial designated in §172.2 will notify the
Department employee and such other
persons as circumstances may warrant
of its decision regarding compliance
with the request or demand.

(d) The Office of the Legal Adviser
will consult with the Department of
Justice regarding legal representation
for Department employees in appro-
priate cases.

§172.6 Procedure when response to
demand is required prior to receiv-
ing instructions.

(a) If a response to a demand is re-
quired before the appropriate Depart-
ment official designated in §172.4 ren-
ders a decision, the Department will re-
quest that either a Department of Jus-
tice attorney or a Department attor-
ney designated for the purpose:

(1) Appear with the employee upon
whom the demand has been made;

(2) Furnish the court or other author-
ity with a copy of the regulations con-
tained in this part;

(3) Inform the court or other author-
ity that the demand has been, or is
being, as the case may be, referred for
the prompt consideration of the appro-
priate Department official; and

(4) Respectively request the court or
authority to stay the demand pending
receipt of the requested instructions.

(b) In the event that an immediate
demand for production or disclosure is
made in circumstances which would
preclude the proper designation or ap-
pearance of a Department of Justice or
Department attorney on the employ-
ee’s behalf, the employee shall respect-
fully request the demanding court or
authority for a reasonable stay of pro-
ceedings for the purpose of obtaining
instructions from the Department.

§172.8

§172.7 Procedure in the event of an
adverse ruling.

If the court or other judicial or
quasi-judicial authority declines to
stay the effect of the demand in re-
sponse to a request made pursuant to
§172.6, or if the court or other author-
ity rules that the demand must be
complied with irrespective of the De-
partment’s instructions not to produce
the material or disclose the informa-
tion sought, the employee upon whom
the demand has been made shall re-
spectfully decline to comply with the
demand, citing this part and United
States ex rel. Touhy v. Ragen, 340 U.S.
462 (1951).

§172.8 Considerations in determining
whether the Department will com-
ply with a demand or request.

(a) In deciding whether to comply
with a demand or request, Department
officials and attorneys shall consider,
among others:

(1) Whether such compliance would
be unduly burdensome or otherwise in-
appropriate under the applicable rules
of discovery or the rules of procedure
governing the case or matter in which
the demand arose;

(2) Whether compliance is appro-
priate under the relevant substantive
law concerning privilege or disclosure
of information;

(3) The public interest;

(4) The need to conserve the time of
Department employees for the conduct
of official business;

(5) The need to avoid spending the
time and money of the United States
for private purposes;

(6) The need to maintain impartiality
between private litigants in cases
where a substantial government inter-
est is not implicated;

(7) Whether compliance would have
an adverse effect on performance by
the Department of its mission and du-
ties; and

(8) The need to avoid involving the
Department in controversial issues not
related to its mission.

(b) Among those demands and re-
quests in response to which compliance
will not ordinarily be authorized are
those with respect to which, inter alia,
any of the following factors exist:
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(1) Compliance would violate a stat-
ute or a rule of procedure;

(2) Compliance would violate a spe-
cific regulation or executive order;

(3) Compliance would reveal informa-
tion properly classified in the interest
of national security;

(4) Compliance would reveal con-
fidential commercial or financial infor-
mation or trade secrets without the
owner’s consent;

(5) Compliance would reveal the in-
ternal deliberative processes of the Ex-
ecutive Branch; or

(6) Compliance would potentially im-
pede or prejudice an on-going law en-
forcement investigation.

§172.9 Prohibition on providing ex-
pert or opinion testimony.

(a) Except as provided in this section,
and subject to 5 CFR 2635.805, Depart-
ment employees shall not provide opin-
ion or expert testimony based upon in-
formation which they acquired in the
scope and performance of their official
Department duties, except on behalf of
the United States or a party rep-
resented by the Department of Justice.

(b) Upon a showing by the requestor
of exceptional need or unique cir-
cumstances and that the anticipated
testimony will not be adverse to the in-
terests of the United States, the appro-
priate Department official designated
in §172.4 may, consistent with 5 CFR
2635.805, in their discretion and with
the concurrence of the Office of the
Legal Adviser, grant special, written
authorization for Department employ-
ees to appear and testify as expert wit-
nesses at no expense to the United
States.

(c) If, despite the final determination
of the appropriate Department official
designated in §172.4, a court of com-
petent jurisdiction or other appro-
priate authority orders the appearance
and expert or opinion testimony of a
Department employee, such employee
shall immediately inform the Office of
the Legal Adviser of such order. If the
Office of the Legal Adviser determines
that no further legal review of or chal-
lenge to the court’s order will be made,
the Department employee shall comply
with the order. If so directed by the Of-
fice of the Legal Adviser, however, the
employee shall respectfully decline to
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testify. See United States ex rel. Touhy v.
Ragen, 340 U.S. 462 (1951).

PART 173—AVAILABILITY OF PUB-
LIC DIPLOMACY PROGRAM MA-
TERIAL IN THE UNITED STATES

Sec.
173.1
173.2
173.3
173.4
173.5

AUTHORITY: The United States Information
and Educational Exchange Act of 1948, as
amended (22 U.S.C. 1461, et seq.); Section 1078
of the National Defense Authorization Act
for Fiscal Year 2013, Pub. L. 112-239.

SOURCE: 79 FR 22017, Apr. 21, 2014, unless
otherwise noted.

Purpose and scope.

Definitions.

Availability of program material.
Terms of use and other compliance.
Fees.

§173.1 Purpose and scope.

This part contains the rules that the
Department follows for responding to
requests for the release within the
United States of public diplomacy pro-
gram material generated pursuant to
the U.S. Information and Educational
Exchange Act of 1948, as amended (22
U.S.C. 1431, et seq.; ‘‘the Smith-Mundt
Act”). It is the Department’s policy to
make its program material available
on its public Web site or via third-
party platforms whenever doing so is
consistent with the Department’s mis-
sion and all statutory authorities, pro-
hibitions, contractual obligations,
principles, and standards. Requests for
program material that is not available
on the Department’s public Web site or
via third-party platforms must be sub-
mitted under the Freedom of Informa-
tion Act (the “FOIA”’) pursuant to the
FOIA provisions of 22 CFR part 171,
subpart B.

§173.2 Definitions.

For the purposes of this part,

(a) Program material shall mean infor-
mation about the United States, its
people and policies, intended for for-
eign audiences abroad, that the Depart-
ment prepares or assists in preparing
using public diplomacy funds and dis-
seminates to foreign audiences outside
of the United States pursuant to the
Smith-Mundt Act and Section 208 of
the Foreign Relations Authorization
Act, Fiscal Years 1986 and 1987 (22
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U.S.C. 1461-1a), as amended. Program
Material includes, but is not limited
to, electronic journals, pamphlets,
books, maps, posters, videos, presen-
tations, photos, games, curricula and
other teaching materials, and certain
social media and web-based interactive
technology content produced in Wash-
ington, DC, as well as such materials
and content produced at U.S. embassies
abroad.

(b) Request shall mean any attempt
to access the Department’s Program
Material, including through the De-
partment’s public Web sites and third-
party platforms, or through a direct in-
quiry to a Department official in con-
nection with a speech or other engage-
ment.

(c) Requester shall mean any private
person or entity that requests that the
Department make Program Material
available within the United States.

§173.3 Availability of program mate-
rial.

(a) The Department makes Program
Material available to Requesters elec-
tronically through Department Web
sites and/or various third-party plat-
forms, where such material has been
disseminated to audiences abroad.
Once Program Material is published, it
remains available in digital format
until removed or archived by the De-
partment at its discretion (see para-
graph (c) of this section). For access to
such Program Material, Requesters
may visit www.state.gov/r.

(b) As a general matter, Program Ma-
terial published both electronically
and in hard copy will be made available
electronically through Department
Web sites and/or various third-party
platforms, although the Department
reserves the right to make Program
Material available in hard copy at its
sole discretion. To the extent a Re-
quester seeks Program Material that is
not made available online through De-
partment Web sites or third-party plat-
forms, such material must be requested
under the FOIA pursuant to the proce-
dures outlined at 22 CFR part 171, sub-
part B.

(c) The Department will remove Pro-
gram Material from Department and
third-party Web sites when it deems
such material no longer relevant to the

§173.5

Department’s public diplomacy mis-
sion. The Department will also remove
Program Material when required by li-
censing agreements with third-party
copyright holders. To the extent a Re-
quester seeks Program Material that
has been removed for whatever reason,
such material must be requested under
the FOIA pursuant to the procedures
outlined at 22 CFR part 171, Subpart B.

(d) Once Program Material has been
removed from the Department’s Web
site or third-party platforms, a deter-
mination will be made as to whether it
is a permanent Department record
under the Department’s applicable
Records Disposition Schedule (‘“‘RDS”).
Permanent records will be transferred
in their entirety to the National Ar-
chives and Records Administration
(‘““NARA”’) according to the RDS; see 36
CFR 1256.98 for information about how
to request Department Program Mate-
rial that has been transferred to
NARA. Material designated as ‘‘tem-
porary’ under the applicable RDS will
be destroyed once it has been removed
from the Department or third-party
sites.

§173.4 Terms of use and other compli-
ance.

Requesters and users of Department
Web sites, or third-party Web sites con-
taining Program Material, are respon-
sible for complying with the Terms of
Use applicable to any such site. Re-
questers are also solely responsible for
complying with any applicable statutes
governing the use of such material and
securing appropriate licenses for use of
such material, if required.

§173.5 Fees.

(a) The Department will make Pro-
gram Material available online (i.e., in
digital format) at no cost.

(b) The Department may collect a fee
for reimbursement of the reasonable
costs incurred to fulfill requests for
Program Material not available online.
Such requests, including fees applica-
ble thereto, shall be governed by part
171, subpart B of this subchapter.
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