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lifts the stay due to exigent cir-
cumstances pursuant to § 27.310(d). 

(5) The Appellant shall file and serve 
a Brief within 28 calendar days of the 
notification of the service of the Pre-
siding Officer’s Initial Decision. 

(6) The Appellee shall file and serve 
its Opposition Brief within 28 calendar 
days of the service of the Appellant’s 
Brief. 

(c) The Under Secretary may provide 
for an expedited appeal for appropriate 
matters. 

(d) Ex parte communications. (1) At no 
time after the filing of a Notice of Ap-
peal pursuant to paragraph (b)(1) of 
this section and prior to the issuance 
of a Final Decision on an Appeal pursu-
ant to paragraph (f) of this section 
with respect to a facility or other per-
son shall the Under Secretary, his des-
ignee, or any person who will advise 
that official in the decision on the mat-
ter, discuss ex parte the merits of the 
proceeding with any interested person 
outside the Department, with any De-
partment official who performs a pros-
ecutorial or investigative function in 
such proceeding or a factually related 
proceeding, or with any representative 
of such person. 

(2) If, after the filing of a Notice of 
Appeal pursuant to paragraph (b)(1) of 
this section and prior to the issuance 
of a Final Decision on an Appeal pursu-
ant to paragraph (f) of this section 
with respect to a facility or other per-
son, the Under Secretary, his designee, 
or any person who will advise that offi-
cial in the decision on the matter, re-
ceives from or on behalf of any party, 
by means of an ex parte communica-
tion, information which is relevant to 
the decision of the matter and to which 
other parties have not had an oppor-
tunity to respond, a summary of such 
information shall be served on all other 
parties, who shall have an opportunity 
to reply to the ex parte communication 
within a time set by the Under Sec-
retary or his designee. 

(3) The consideration of classified in-
formation or CVI pursuant to an in 
camera procedure does not constitute a 
prohibited ex parte communication for 
purposes of this subpart. 

(e) A facility or other person may 
elect to have the Under Secretary par-
ticipate in any mediation or other res-

olution process by expressly waiving, 
in writing, any argument that such 
participation has compromised the Ap-
peal process. 

(f) The Under Secretary shall issue a 
Final Decision and serve it upon the 
parties. A Final Decision made by the 
Under Secretary constitutes final agen-
cy action. 

(g) The Secretary may establish pro-
cedures for the conduct of Appeals pur-
suant to this section. 

Subpart D—Other 
§ 27.400 Chemical-terrorism vulner-

ability information. 
(a) Applicability. This section governs 

the maintenance, safeguarding, and 
disclosure of information and records 
that constitute Chemical-terrorism 
Vulnerability Information (CVI), as de-
fined in § 27.400(b). The Secretary shall 
administer this section consistent with 
section 550(c) of the Homeland Security 
Appropriations Act of 2007, including 
appropriate sharing with Federal, 
State and local officials. 

(b) Chemical-terrorism vulnerability in-
formation. In accordance with section 
550(c) of the Department of Homeland 
Security Appropriations Act of 2007, 
the following information, whether 
transmitted verbally, electronically, or 
in written form, shall constitute CVI: 

(1) Security Vulnerability Assess-
ments under § 27.215; 

(2) Site Security Plans under § 27.225; 
(3) Documents relating to the Depart-

ment’s review and approval of Security 
Vulnerability Assessments and Site Se-
curity Plans, including Letters of Au-
thorization, Letters of Approval and 
responses thereto; written notices; and 
other documents developed pursuant to 
§ 27.240 or § 27.245; 

(4) Alternate Security Programs 
under § 27.235; 

(5) Documents relating to inspection 
or audits under § 27.250; 

(6) Any records required to be created 
or retained under § 27.255; 

(7) Sensitive portions of orders, no-
tices or letters under § 27.300; 

(8) Information developed pursuant 
to §§ 27.200 and 27.205; and 

(9) Other information developed for 
chemical facility security purposes 
that the Secretary, in his discretion, 
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determines is similar to the informa-
tion protected in § 27.400(b)(1) through 
(8) and thus warrants protection as 
CVI. 

(c) Covered persons. Persons subject to 
the requirements of this section are: 

(1) Each person who has a need to 
know CVI, as specified in § 27.400(e); 

(2) Each person who otherwise re-
ceives or gains access to what they 
know or should reasonably know con-
stitutes CVI. 

(d) Duty to protect information. A cov-
ered person must— 

(1) Take reasonable steps to safe-
guard CVI in that person’s possession 
or control, including electronic data, 
from unauthorized disclosure. When a 
person is not in physical possession of 
CVI, the person must store it in a se-
cure container, such as a safe, that 
limits access only to covered persons 
with a need to know; 

(2) Disclose, or otherwise provide ac-
cess to, CVI only to persons who have 
a need to know; 

(3) Refer requests for CVI by persons 
without a need to know to the Assist-
ant Secretary; 

(4) Mark CVI as specified in § 27.400(f); 
(5) Dispose of CVI as specified in 

§ 27.400(k); 
(6) If a covered person receives a 

record or verbal transmission con-
taining CVI that is not marked as spec-
ified in § 27.400(f), the covered person 
must— 

(i) Mark the record as specified in 
§ 27.400(f) of this section; and 

(ii) Inform the sender of the record 
that the record must be marked as 
specified in § 27.400(f); or 

(iii) If received verbally, make rea-
sonable efforts to memorialize such in-
formation and mark the memorialized 
record as specified in § 27.400(f) of this 
section, and inform the speaker of any 
determination that such information 
warrants CVI protection. 

(7) When a covered person becomes 
aware that CVI has been released to 
persons without a need to know (in-
cluding a covered person under 
§ 27.400(c)(2)), the covered person must 
promptly inform the Assistant Sec-
retary. 

(8) In the case of information that is 
CVI and also has been designated as 
critical infrastructure information 

under section 214 of the Homeland Se-
curity Act, any covered person in pos-
session of such information must com-
ply with the disclosure restrictions and 
other requirements applicable to such 
information under section 214 and any 
implementing regulations. 

(e) Need to know. (1) A person, includ-
ing a State or local official, has a need 
to know CVI in each of the following 
circumstances: 

(i) When the person requires access to 
specific CVI to carry out chemical fa-
cility security activities approved, ac-
cepted, funded, recommended, or di-
rected by the Department. 

(ii) When the person needs the infor-
mation to receive training to carry out 
chemical facility security activities 
approved, accepted, funded, rec-
ommended, or directed by the Depart-
ment. 

(iii) When the information is nec-
essary for the person to supervise or 
otherwise manage individuals carrying 
out chemical facility security activi-
ties approved, accepted, funded, rec-
ommended, or directed by the Depart-
ment. 

(iv) When the person needs the infor-
mation to provide technical or legal 
advice to a covered person, who has a 
need to know the information, regard-
ing chemical facility security require-
ments of Federal law. 

(v) When the Department determines 
that access is required under § 27.400(h) 
or § 27.400(i) in the course of a judicial 
or administrative proceeding. 

(2) Federal employees, contractors, and 
grantees. (i) A Federal employee has a 
need to know CVI if access to the infor-
mation is necessary for performance of 
the employee’s official duties. 

(ii) A person acting in the perform-
ance of a contract with or grant from 
the Department has a need to know 
CVI if access to the information is nec-
essary to performance of the contract 
or grant. Contractors or grantees may 
not further disclose CVI without the 
consent of the Assistant Secretary. 

(iii) The Department may require 
that non-Federal persons seeking ac-
cess to CVI complete a non-disclosure 
agreement before such access is grant-
ed. 

(3) Background check. The Depart-
ment may make an individual’s access 
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to the CVI contingent upon satisfac-
tory completion of a security back-
ground check or other procedures and 
requirements for safeguarding CVI that 
are satisfactory to the Department. 

(4) Need to know further limited by the 
Department. For some specific CVI, the 
Department may make a finding that 
only specific persons or classes of per-
sons have a need to know. 

(5) Nothing in § 27.400(e) shall prevent 
the Department from determining, in 
its discretion, that a person not other-
wise listed in § 27.400(e) has a need to 
know CVI in a particular circumstance. 

(f) Marking of paper records. (1) In the 
case of paper records containing CVI, a 
covered person must mark the record 
by placing the protective marking con-
spicuously on the top, and the distribu-
tion limitation statement on the bot-
tom, of— 

(i) The outside of any front and back 
cover, including a binder cover or fold-
er, if the document has a front and 
back cover; 

(ii) Any title page; and 
(iii) Each page of the document. 
(2) Protective marking. The protec-

tive marking is: CHEMICAL-TER-
RORISM VULNERABILITY INFORMA-
TION. 

(3) Distribution limitation statement. 
The distribution limitation statement 
is: WARNING: This record contains 
Chemical-terrorism Vulnerability In-
formation controlled by 6 CFR 27.400. 
Do not disclose to persons without a 
‘‘need to know’’ in accordance with 6 
CFR 27.400(e). Unauthorized release 
may result in civil penalties or other 
action. In any administrative or judi-
cial proceeding, this information shall 
be treated as classified information in 
accordance with 6 CFR 27.400(h) and (i). 

(4) Other types of records. In the case 
of non-paper records that contain CVI, 
including motion picture films, video-
tape recordings, audio recording, and 
electronic and magnetic records, a cov-
ered person must clearly and conspicu-
ously mark the records with the pro-
tective marking and the distribution 
limitation statement such that the 
viewer or listener is reasonably likely 
to see or hear them when obtaining ac-
cess to the contents of the record. 

(g) Disclosure by the Department—In 
general. (1) Except as otherwise pro-

vided in this section, and notwith-
standing the Freedom of Information 
Act (5 U.S.C. 552), the Privacy Act (5 
U.S.C. 552a), and other laws, records 
containing CVI are not available for 
public inspection or copying, nor does 
the Department release such records to 
persons without a need to know. 

(2) Disclosure of Segregatable Infor-
mation under the Freedom of Informa-
tion Act and the Privacy Act. If a 
record is marked to signify both CVI 
and information that is not CVI, the 
Department, on a proper Freedom of 
Information Act or Privacy Act re-
quest, may disclose the record with the 
CVI redacted, provided the record is 
not otherwise exempt from disclosure 
under the Freedom of Information Act 
or Privacy Act. 

(h) Disclosure in administrative enforce-
ment proceedings. (1) The Department 
may provide CVI to a person governed 
by section 550, and his counsel, in the 
context of an administrative enforce-
ment proceeding of section 550 when, in 
the sole discretion of the Department, 
as appropriate, access to the CVI is 
necessary for the person to prepare a 
response to allegations contained in a 
legal enforcement action document 
issued by the Department. 

(2) Security background check. Prior to 
providing CVI to a person under 
§ 27.400(h)(1), the Department may re-
quire the individual or, in the case of 
an entity, the individuals representing 
the entity, and their counsel, to under-
go and satisfy, in the judgment of the 
Department, a security background 
check. 

(i) Disclosure in judicial proceedings. 
(1) In any judicial enforcement pro-
ceeding of section 550, the Secretary, in 
his sole discretion, may, subject to 
§ 27.400(i)(1)(i), authorize access to CVI 
for persons necessary for the conduct 
of such proceedings, including such 
persons’ counsel, provided that no 
other persons not so authorized shall 
have access to or be present for the dis-
closure of such information. 

(i) Security background check. Prior to 
providing CVI to a person under 
§ 27.400(i)(1), the Department may re-
quire the individual to undergo and 
satisfy, in the judgment of the Depart-
ment, a security background check. 

(ii) [Reserved] 
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(2) In any judicial enforcement pro-
ceeding of section 550 where a person 
seeks to disclose CVI to a person not 
authorized to receive it under para-
graph (i)(1) of this section, or where a 
person not authorized to receive CVI 
under paragraph (i)(1) of this section 
seeks to compel its disclosure through 
discovery, the United States may make 
an ex parte application in writing to 
the court seeking authorization to— 

(i) Redact specified items of CVI from 
documents to be introduced into evi-
dence or made available to the defend-
ant through discovery under the Fed-
eral Rules of Civil Procedure; 

(ii) Substitute a summary of the in-
formation for such CVI; or 

(iii) Substitute a statement admit-
ting relevant facts that the CVI would 
tend to prove. 

(3) The court shall grant a request 
under paragraph (i)(2) of this section if, 
after in camera review, the court finds 
that the redacted item, stipulation, or 
summary is sufficient to allow the de-
fendant to prepare a defense. 

(4) If the court enters an order grant-
ing a request under paragraph (i)(2) of 
this section, the entire text of the doc-
uments to which the request relates 
shall be sealed and preserved in the 
records of the court to be made avail-
able to the appellate court in the event 
of an appeal. 

(5) If the court enters an order deny-
ing a request of the United States 
under paragraph (i)(2) of this section, 
the United States may take an imme-
diate, interlocutory appeal of the 
court’s order in accordance with 18 
U.S.C. 2339B(f)(4), (5). For purposes of 
such an appeal, the entire text of the 
documents to which the request re-
lates, together with any transcripts of 
arguments made ex parte to the court 
in connection therewith, shall be main-
tained under seal and delivered to the 
appellate court. 

(6) Except as provided otherwise at 
the sole discretion of the Secretary, ac-
cess to CVI shall not be available in 
any civil or criminal litigation unre-
lated to the enforcement of section 550. 

(7) Taking of trial testimony— 
(i) Objection—During the examina-

tion of a witness in any judicial pro-
ceeding, the United States may object 
to any question or line of inquiry that 

may require the witness to disclose 
CVI not previously found to be admis-
sible. 

(ii) Action by court—In determining 
whether a response is admissible, the 
court shall take precautions to guard 
against the compromise of any CVI, in-
cluding— 

(A) Permitting the United States to 
provide the court, ex parte, with a prof-
fer of the witness’s response to the 
question or line of inquiry; and 

(B) Requiring the defendant to pro-
vide the court with a proffer of the na-
ture of the information that the de-
fendant seeks to elicit. 

(iii) Obligation of defendant—In any 
judicial enforcement proceeding, it 
shall be the defendant’s obligation to 
establish the relevance and materiality 
of any CVI sought to be introduced. 

(8) Construction. Nothing in this sub-
section shall prevent the United States 
from seeking protective orders or as-
serting privileges ordinarily available 
to the United States to protect against 
the disclosure of classified informa-
tion, including the invocation of the 
military and State secrets privilege. 

(j) Consequences of violation. Violation 
of this section is grounds for a civil 
penalty and other enforcement or cor-
rective action by the Department, and 
appropriate personnel actions for Fed-
eral employees. Corrective action may 
include issuance of an order requiring 
retrieval of CVI to remedy unauthor-
ized disclosure or an order to cease fu-
ture unauthorized disclosure. 

(k) Destruction of CVI. (1) The Depart-
ment of Homeland Security. Subject to 
the requirements of the Federal 
Records Act (5 U.S.C. 105), including 
the duty to preserve records containing 
documentation of a Federal agency’s 
policies, decisions, and essential trans-
actions, the Department destroys CVI 
when no longer needed to carry out the 
agency’s function. 

(2) Other covered persons—(i) In gen-
eral. A covered person must destroy 
CVI completely to preclude recognition 
or reconstruction of the information 
when the covered person no longer 
needs the CVI to carry out security 
measures under paragraph (e) of this 
section. 
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(ii) Exception. Section 27.400(k)(2) 
does not require a State or local gov-
ernment agency to destroy information 
that the agency is required to preserve 
under State or local law. 

§ 27.405 Review and preemption of 
State laws and regulations. 

(a) As per current law, no law, regu-
lation, or administrative action of a 
State or political subdivision thereof, 
or any decision or order rendered by a 
court under state law, shall have any 
effect if such law, regulation, or deci-
sion conflicts with, hinders, poses an 
obstacle to or frustrates the purposes 
of this regulation or of any approval, 
disapproval or order issued there 
under. 

(1) Nothing in this part is intended to 
displace other federal requirements ad-
ministered by the Environmental Pro-
tection Agency, U.S. Department of 
Justice, U.S. Department of Labor, 
U.S. Department of Transportation, or 
other federal agencies. 

(2) [Reserved] 
(b) State law, regulation or adminis-

trative action defined. For purposes of 
this section, the phrase ‘‘State law, 
regulation or administrative action’’ 
means any enacted law, promulgated 
regulation, ordinance, administrative 
action, order or decision, or common 
law standard of a State or any of its 
political subdivisions. 

(c) Submission for review. Any chem-
ical facility covered by these regula-
tions and any State may petition the 
Department by submitting a copy of a 
State law, regulation, or administra-

tive action, or decision or order of a 
court for review under this section. 

(d) Review and opinion—(1) Review. 
The Department may review State 
laws, administrative actions, or opin-
ions or orders of a court under State 
law and regulations submitted under 
this section, and may offer an opinion 
whether the application or enforce-
ment of the State law or regulation 
would conflict with, hinder, pose an ob-
stacle to or frustrate the purposes of 
this part. 

(2) Opinion. The Department may 
issue a written opinion on any question 
regarding preemption. If the question 
was submitted under subsection (c) of 
this part, the Assistant Secretary will 
notify the affected chemical facility 
and the Attorney General of the sub-
ject State of any opinion under this 
section. 

(3) Consultation with States. In con-
ducting a review under this section, 
the Department will seek the views of 
the State or local jurisdiction whose 
laws may be affected by the Depart-
ment’s review. 

§ 27.410 Third party actions. 
(a) Nothing in this part shall confer 

upon any person except the Secretary a 
right of action, in law or equity, for 
any remedy including, but not limited 
to, injunctions or damages to enforce 
any provision of this part. 

(b) An owner or operator of a chem-
ical facility may petition the Assistant 
Secretary to provide the Department’s 
view in any litigation involving any 
issues or matters regarding this part. 
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