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39.102

Internet Protocol compliance require-
ments in accordance with 11.002(g).

[61 FR 41470, Aug. 8, 1996, as amended at 64
FR 32748, June 17, 1999; 64 FR 72446, Dec. 27,
1999; 70 FR 57452, Sept. 30, 2005; 72 FR 73217,
Dec. 26, 2007; 73 FR 10968, Feb. 28, 2008; 74 FR
65607, Dec. 10, 2009; 76 FR 31401, May 31, 2011]
EDITORIAL NOTE: At 79 FR 35862, June 26,
2014, §39.101 was amended; however, the
amendment could not be incorporated due to
inaccurate amendatory instruction.

39.102 Management of risk.

(a) Prior to entering into a contract
for information technology, an agency
should analyze risks, benefits, and
costs. (See part 7 for additional infor-
mation regarding requirements defini-
tion.) Reasonable risk taking is appro-
priate as long as risks are controlled
and mitigated. Contracting and pro-
gram office officials are jointly respon-
sible for assessing, monitoring and con-
trolling risk when selecting projects
for investment and during program im-
plementation.

(b) Types of risk may include sched-
ule risk, risk of technical obsolescence,
cost risk, risk implicit in a particular
contract type, technical feasibility, de-
pendencies between a new project and
other projects or systems, the number
of simultaneous high risk projects to
be monitored, funding availability, and
program management risk.

(c) Appropriate techniques should be
applied to manage and mitigate risk
during the acquisition of information
technology. Techniques include, but
are not limited to: prudent project
management; use of modular con-
tracting; thorough acquisition plan-
ning tied to budget planning by the
program, finance and contracting of-
fices; continuous collection and evalua-
tion of risk-based assessment data;
prototyping prior to implementation;
post implementation reviews to deter-
mine actual project cost, benefits and
returns; and focusing on risks and re-
turns using quantifiable measures.

39.103 Modular contracting.

(a) This section implements 41 U.S.C.
2308. Modular contracting is intended
to reduce program risk and to
incentivize contractor performance
while meeting the Governments need
for timely access to rapidly changing
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technology. Consistent with the agen-
cy’s information technology architec-
ture, agencies should, to the maximum
extent practicable, use modular con-
tracting to acquire major systems (see
2.101) of information technology. Agen-
cies may also use modular contracting
to acquire non-major systems of infor-
mation technology.

(b) When using modular contracting,
an acquisition of a system of informa-
tion technology may be divided into
several smaller acquisition increments
that—

(1) Are easier to manage individually
than would be possible in one com-
prehensive acquisition;

(2) Address complex information
technology objectives incrementally in
order to enhance the likelihood of
achieving workable systems or solu-
tions for attainment of those objec-
tives;

(3) Provide for delivery, implementa-
tion, and testing of workable systems
or solutions in discrete increments,
each of which comprises a system or
solution that is not dependent on any
subsequent increment in order to per-
form its principal functions;

(4) Provide an opportunity for subse-
quent increments to take advantage of
any evolution in technology or needs
that occur during implementation and
use of the earlier increments; and

(6) Reduce risk of potential adverse
consequences on the overall project by
isolating and avoiding custom-designed
components of the system.

(c) The characteristics of an incre-
ment may vary depending upon the
type of information technology being
acquired and the nature of the system
being developed. The following factors
may be considered:

(1) To promote compatibility, the in-
formation technology acquired through
modular contracting for each incre-
ment should comply with common or
commercially acceptable information
technology standards when available
and appropriate, and shall conform to
the agency’s master information tech-
nology architecture.

(2) The performance requirements of
each increment should be consistent
with the performance requirements of
the completed, overall system within
which the information technology will
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function and should address interface
requirements with succeeding incre-
ments.

(d) For each increment, contracting
officers shall choose an appropriate
contracting technique that facilitates
the acquisition of subsequent incre-
ments. Pursuant to parts 16 and 17 of
the Federal Acquisition Regulations,
contracting officers shall select the
contract type and method appropriate
to the circumstances (e.g., indefinite
delivery, indefinite quantity contracts,
single contract with options, succes-
sive contracts, multiple awards, task
order contracts). Contract(s) shall be
structured to ensure that the Govern-
ment is not required to procure addi-
tional increments.

(e) To avoid obsolescence, a modular
contract for information technology
should, to the maximum extent prac-
ticable, be awarded within 180 days
after the date on which the solicitation
is issued. If award cannot be made
within 180 days, agencies should con-
sider cancellation of the solicitation in
accordance with 48 CFR 14.209 or
15.206(e). To the maximum extent prac-
ticable, deliveries under the contract
should be scheduled to occur within 18
months after issuance of the solicita-
tion.

[63 FR 9068, Feb. 23, 1998, as amended at 79
FR 24213, Apr. 29, 2014]

39.104 Information technology
ices.

serv-

When acquiring information tech-
nology services, solicitations must not
describe any minimum experience or
educational requirement for proposed
contractor personnel unless the con-
tracting officer determines that the
needs of the agency—

(a) Cannot be met without that re-
quirement; or

(b) Require the use of other than a
performance-based acquisition (see
subpart 37.6).

[66 FR 22085, May 2, 2001; 71 FR 218, Jan. 3,
2006]

39.105

Agencies shall ensure that contracts
for information technology address
protection of privacy in accordance
with the Privacy Act (b U.S.C. 552a)

Privacy.

39.107

and part 24. In addition, each agency
shall ensure that contracts for the de-
sign, development, or operation of a
system of records using commercial in-
formation technology services or infor-
mation technology support services in-
clude the following:

(a) Agency rules of conduct that the
contractor and the contractor’s em-
ployees shall be required to follow.

(b) A list of the anticipated threats
and hazards that the contractor must
guard against.

(c) A description of the safeguards
that the contractor must specifically
provide.

(d) Requirements for a program of
Government inspection during per-
formance of the contract that will en-
sure the continued efficacy and effi-
ciency of safeguards and the discovery
and countering of new threats and haz-
ards.

39.106 Year 2000 compliance.

When acquiring information tech-
nology that will be required to perform
date/time processing involving dates
subsequent to December 31, 1999, agen-
cies shall ensure that solicitations and
contracts—

(a)(1) Require the information tech-
nology to be Year 2000 compliant; or

(2) Require that non-compliant infor-
mation technology be upgraded to be
Year 2000 compliant prior to the earlier
of

(i) The earliest date on which the in-
formation technology may be required
to perform date/time processing involv-
ing dates later than December 31, 1999,
or

(ii) December 31, 1999; and

(b) As appropriate, describe existing
information technology that will be
used with the information technology
to be acquired and identify whether the
existing information technology is
Year 2000 compliant.

[62 FR 274, Jan. 2, 1997]

39.107 Contract clause.

The contracting officer shall insert a
clause substantially the same as the
clause at 52.239-1, Privacy or Security
Safeguards, in solicitations and con-
tracts for information technology
which require security of information
technology, and/or are for the design,
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