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45 CFR Subtitle A (10–1–14 Edition) § 164.408 

§ 164.408 Notification to the Secretary. 
(a) Standard. A covered entity shall, 

following the discovery of a breach of 
unsecured protected health informa-
tion as provided in § 164.404(a)(2), notify 
the Secretary. 

(b) Implementation specifications: 
Breaches involving 500 or more individ-
uals. For breaches of unsecured pro-
tected health information involving 500 
or more individuals, a covered entity 
shall, except as provided in § 164.412, 
provide the notification required by 
paragraph (a) of this section contem-
poraneously with the notice required 
by § 164.404(a) and in the manner speci-
fied on the HHS Web site. 

(c) Implementation specifications: 
Breaches involving less than 500 individ-
uals. For breaches of unsecured pro-
tected health information involving 
less than 500 individuals, a covered en-
tity shall maintain a log or other docu-
mentation of such breaches and, not 
later than 60 days after the end of each 
calendar year, provide the notification 
required by paragraph (a) of this sec-
tion for breaches discovered during the 
preceding calendar year, in the manner 
specified on the HHS web site. 

[74 FR 42767, Aug. 24, 2009, as amended at 78 
FR 5695, Jan. 25, 2013] 

§ 164.410 Notification by a business as-
sociate. 

(a) Standard—(1) General rule. A busi-
ness associate shall, following the dis-
covery of a breach of unsecured pro-
tected health information, notify the 
covered entity of such breach. 

(2) Breaches treated as discovered. For 
purposes of paragraph (a)(1) of this sec-
tion, a breach shall be treated as dis-
covered by a business associate as of 
the first day on which such breach is 
known to the business associate or, by 
exercising reasonable diligence, would 
have been known to the business asso-
ciate. A business associate shall be 
deemed to have knowledge of a breach 
if the breach is known, or by exercising 
reasonable diligence would have been 
known, to any person, other than the 
person committing the breach, who is 
an employee, officer, or other agent of 
the business associate (determined in 
accordance with the Federal common 
law of agency). 

(b) Implementation specifications: Time-
liness of notification. Except as provided 
in § 164.412, a business associate shall 
provide the notification required by 
paragraph (a) of this section without 
unreasonable delay and in no case later 
than 60 calendar days after discovery of 
a breach. 

(c) Implementation specifications: Con-
tent of notification. (1) The notification 
required by paragraph (a) of this sec-
tion shall include, to the extent pos-
sible, the identification of each indi-
vidual whose unsecured protected 
health information has been, or is rea-
sonably believed by the business asso-
ciate to have been, accessed, acquired, 
used, or disclosed during the breach. 

(2) A business associate shall provide 
the covered entity with any other 
available information that the covered 
entity is required to include in notifi-
cation to the individual under 
§ 164.404(c) at the time of the notifica-
tion required by paragraph (a) of this 
section or promptly thereafter as infor-
mation becomes available. 

[74 FR 42767, Aug. 24, 2009, as amended at 78 
FR 5695, Jan. 25, 2013] 

§ 164.412 Law enforcement delay. 
If a law enforcement official states to 

a covered entity or business associate 
that a notification, notice, or posting 
required under this subpart would im-
pede a criminal investigation or cause 
damage to national security, a covered 
entity or business associate shall: 

(a) If the statement is in writing and 
specifies the time for which a delay is 
required, delay such notification, no-
tice, or posting for the time period 
specified by the official; or 

(b) If the statement is made orally, 
document the statement, including the 
identity of the official making the 
statement, and delay the notification, 
notice, or posting temporarily and no 
longer than 30 days from the date of 
the oral statement, unless a written 
statement as described in paragraph (a) 
of this section is submitted during that 
time. 

§ 164.414 Administrative requirements 
and burden of proof. 

(a) Administrative requirements. A cov-
ered entity is required to comply with 
the administrative requirements of 
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