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(i) If it does not share with nonaffiliated 
third parties, state: ‘‘[name of financial insti-
tution] does not share with nonaffiliates so 
they can market to you;’’ or 

(ii) If it shares with nonaffiliated third par-
ties, state, as applicable: ‘‘Nonaffiliates we 
share with can include [list categories of com-
panies such as mortgage companies, insurance 
companies, direct marketing companies, and 
nonprofit organizations].’’ 

(3) Joint Marketing. As required by § 248.13 
of this part, where [joint marketing] appears, 
the financial institution must: 

(i) If it does not engage in joint marketing, 
state: ‘‘[name of financial institution] doesn’t 
jointly market;’’ or 

(ii) If it shares personal information for 
joint marketing, state, as applicable: ‘‘Our 
joint marketing partners include [list cat-
egories of companies such as credit card compa-
nies].’’ 

(c) General instructions for the ‘‘Other impor-
tant information’’ box. This box is optional. 
The space provided for information in this 
box is not limited. Only the following types 
of information can appear in this box. 

(1) State and/or international privacy law 
information; and/or 

(2) Acknowledgment of receipt form. 

[74 FR 62985, Dec. 1, 2009] 

Subpart B—Regulation S-AM: 
Limitations on Affiliate Marketing 

SOURCE: 74 FR 40431, Aug. 11, 2009, unless 
otherwise noted. 

§ 248.101 Purpose and scope. 
(a) Purpose. The purpose of this sub-

part is to implement section 624 of the 
Fair Credit Reporting Act, 15 U.S.C. 
1681, et seq. (‘‘FCRA’’). Section 624, 
which was added to the FCRA by sec-
tion 214 of the Fair and Accurate Cred-
it Transactions Act of 2003, Public Law 
108–159, 117 Stat. 1952 (2003) (‘‘FACT 
Act’’ or ‘‘Act’’), regulates the use of 
consumer information received from an 
affiliate to make marketing solicita-
tions. 

(b) Scope. This subpart applies to any 
broker or dealer other than a notice- 
registered broker or dealer, to any in-
vestment company, and to any invest-
ment adviser or transfer agent reg-
istered with the Commission. These en-
tities are referred to in this subpart as 
‘‘you.’’ 

§ 248.102 Examples. 
The examples in this subpart are not 

exclusive. The examples in this subpart 

provide guidance concerning the rules’ 
application in ordinary circumstances. 
The facts and circumstances of each in-
dividual situation, however, will deter-
mine whether compliance with an ex-
ample, to the extent applicable, con-
stitutes compliance with this subpart. 
Examples in a paragraph illustrate 
only the issue described in the para-
graph and do not illustrate any other 
issue that may arise under this sub-
part. Similarly, the examples do not il-
lustrate any issues that may arise 
under other laws or regulations. 

§§ 248.103–248.119 [Reserved] 

§ 248.120 Definitions. 
As used in this subpart, unless the 

context requires otherwise: 
(a) Affiliate of a broker, dealer, or in-

vestment company, or an investment 
adviser or transfer agent registered 
with the Commission means any person 
that is related by common ownership 
or common control with the broker, 
dealer, or investment company, or the 
investment adviser or transfer agent 
registered with the Commission. In ad-
dition, a broker, dealer, or investment 
company, or an investment adviser or 
transfer agent registered with the 
Commission will be deemed an affiliate 
of a company for purposes of this sub-
part if: 

(1) That company is regulated under 
section 214 of the FACT Act, Public 
Law 108–159, 117 Stat. 1952 (2003), by a 
government regulator other than the 
Commission; and 

(2) Rules adopted by the other gov-
ernment regulator under section 214 of 
the FACT Act treat the broker, dealer, 
or investment company, or investment 
adviser or transfer agent registered 
with the Commission as an affiliate of 
that company. 

(b) Broker has the same meaning as in 
section 3(a)(4) of the Securities Ex-
change Act of 1934 (15 U.S.C. 78c(a)(4)). 
A ‘‘broker’’ does not include a broker 
registered by notice with the Commis-
sion under section 15(b)(11) of the Secu-
rities Exchange Act of 1934 (15 U.S.C. 
78o(b)(11)). 

(c) Clear and conspicuous means rea-
sonably understandable and designed 
to call attention to the nature and sig-
nificance of the information presented. 
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(d) Commission means the Securities 
and Exchange Commission. 

(e) Company means any corporation, 
limited liability company, business 
trust, general or limited partnership, 
association, or similar organization. 

(f) Concise—(1) In general. The term 
‘‘concise’’ means a reasonably brief ex-
pression or statement. 

(2) Combination with other required dis-
closures. A notice required by this sub-
part may be concise even if it is com-
bined with other disclosures required 
or authorized by Federal or State law. 

(g) Consumer means an individual. 
(h) Control of a company means the 

power to exercise a controlling influ-
ence over the management or policies 
of a company whether through owner-
ship of securities, by contract, or oth-
erwise. Any person who owns bene-
ficially, either directly or through one 
or more controlled companies, more 
than 25 percent of the voting securities 
of any company is presumed to control 
the company. Any person who does not 
own more than 25 percent of the voting 
securities of any company will be pre-
sumed not to control the company. 
Any presumption regarding control 
may be rebutted by evidence, but, in 
the case of an investment company, 
will continue until the Commission 
makes a decision to the contrary ac-
cording to the procedures described in 
section 2(a)(9) of the Investment Com-
pany Act of 1940 (15 U.S.C. 80a–2(a)(9)). 

(i) Dealer has the same meaning as in 
section 3(a)(5) of the Securities Ex-
change Act of 1934 (15 U.S.C. 78c(a)(5)). 
A ‘‘dealer’’ does not include a dealer 
registered by notice with the Commis-
sion under section 15(b)(11) of the Secu-
rities Exchange Act of 1934 (15 U.S.C. 
78o(b)(11)). 

(j) Eligibility information means any 
information the communication of 
which would be a consumer report if 
the exclusions from the definition of 
‘‘consumer report’’ in section 
603(d)(2)(A) of the FCRA did not apply. 
Eligibility information does not in-
clude aggregate or blind data that does 
not contain personal identifiers such as 
account numbers, names, or addresses. 

(k) FCRA means the Fair Credit Re-
porting Act (15 U.S.C. 1681, et seq.). 

(l) GLBA means the Gramm-Leach- 
Bliley Act (15 U.S.C. 6801, et seq.). 

(m) Investment adviser has the same 
meaning as in section 202(a)(11) of the 
Investment Advisers Act of 1940 (15 
U.S.C. 80b–2(a)(11)). 

(n) Investment company has the same 
meaning as in section 3 of the Invest-
ment Company Act of 1940 (15 U.S.C. 
80a–3) and includes a separate series of 
the investment company. 

(o) Marketing solicitation—(1) In gen-
eral. The term ‘‘marketing solicita-
tion’’ means the marketing of a prod-
uct or service initiated by a person to 
a particular consumer that is: 

(i) Based on eligibility information 
communicated to that person by its af-
filiate as described in this subpart; and 

(ii) Intended to encourage the con-
sumer to purchase or obtain such prod-
uct or service. 

(2) Exclusion of marketing directed at 
the general public. A marketing solicita-
tion does not include marketing com-
munications that are directed at the 
general public. For example, television, 
general circulation magazine, billboard 
advertisements and publicly available 
Web sites that are not directed to par-
ticular consumers would not constitute 
marketing solicitations, even if those 
communications are intended to en-
courage consumers to purchase prod-
ucts and services from the person initi-
ating the communications. 

(3) Examples of marketing solicitations. 
A marketing solicitation would in-
clude, for example, a telemarketing 
call, direct mail, e-mail, or other form 
of marketing communication directed 
to a particular consumer that is based 
on eligibility information received 
from an affiliate. 

(p) Person means any individual, 
partnership, corporation, trust, estate, 
cooperative, association, government 
or governmental subdivision or agency, 
or other entity. 

(q) Pre-existing business relationship— 
(1) In general. The term ‘‘pre-existing 
business relationship’’ means a rela-
tionship between a person, or a per-
son’s licensed agent, and a consumer 
based on: 

(i) A financial contract between the 
person and the consumer which is in 
force on the date on which the con-
sumer is sent a solicitation covered by 
this subpart; 
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(ii) The purchase, rental, or lease by 
the consumer of the person’s goods or 
services, or a financial transaction (in-
cluding holding an active account or a 
policy in force or having another con-
tinuing relationship) between the con-
sumer and the person, during the 18- 
month period immediately preceding 
the date on which the consumer is sent 
a solicitation covered by this subpart; 
or 

(iii) An inquiry or application by the 
consumer regarding a product or serv-
ice offered by that person during the 
three-month period immediately pre-
ceding the date on which the consumer 
is sent a solicitation covered by this 
subpart. 

(2) Examples of pre-existing business re-
lationships. (i) If a consumer has a bro-
kerage account with a broker-dealer 
that is currently in force, the broker- 
dealer has a pre-existing business rela-
tionship with the consumer and can 
use eligibility information it receives 
from its affiliates to make solicita-
tions to the consumer about its prod-
ucts or services. 

(ii) If a consumer has an investment 
advisory contract with a registered in-
vestment adviser, the investment ad-
viser has a pre-existing business rela-
tionship with the consumer and can 
use eligibility information it receives 
from its affiliates to make solicita-
tions to the consumer about its prod-
ucts or services. 

(iii) If a consumer was the record 
owner of securities issued by an invest-
ment company, but the consumer re-
deems these securities, the investment 
company has a pre-existing business re-
lationship with the consumer and can 
use eligibility information it receives 
from its affiliates to make solicita-
tions to the consumer about its prod-
ucts or services for 18 months after the 
date the consumer redeemed the in-
vestment company’s securities. 

(iv) If a consumer applies for a mar-
gin account offered by a broker-dealer, 
but does not obtain a product or serv-
ice from or enter into a financial con-
tract or transaction with the broker- 
dealer, the broker-dealer has a pre-ex-
isting business relationship with the 
consumer and can therefore use eligi-
bility information it receives from its 
affiliates to make solicitations to the 

consumer about its products or serv-
ices for three months after the date of 
the application. 

(v) If a consumer makes a telephone 
inquiry to a broker-dealer about its 
products or services and provides con-
tact information to the broker-dealer, 
but does not obtain a product or serv-
ice from or enter into a financial con-
tract or transaction with the institu-
tion, the broker-dealer has a pre-exist-
ing business relationship with the con-
sumer and can therefore use eligibility 
information it receives from its affili-
ates to make solicitations to the con-
sumer about its products or services 
for three months after the date of the 
inquiry. 

(vi) If a consumer makes an inquiry 
by e-mail to a broker-dealer about one 
of its affiliated investment company’s 
products or services but does not ob-
tain a product or service from, or enter 
into a financial contract or transaction 
with the broker-dealer or the invest-
ment company, the broker-dealer and 
the investment company both have a 
pre-existing business relationship with 
the consumer and can therefore use eli-
gibility information they receive from 
their affiliates to make solicitations to 
the consumer about their products or 
services for three months after the 
date of the inquiry. 

(vii) If a consumer who has a pre-ex-
isting business relationship with an in-
vestment company that is part of a 
group of affiliated companies makes a 
telephone call to the centralized call 
center for the affiliated companies to 
inquire about products or services of-
fered by a broker-dealer affiliated with 
the investment company, and provides 
contact information to the call center, 
the call constitutes an inquiry to the 
broker-dealer. In these circumstances, 
the broker-dealer has a pre-existing 
business relationship with the con-
sumer and can therefore use eligibility 
information it receives from the in-
vestment company to make solicita-
tions to the consumer about its prod-
ucts or services for three months after 
the date of the inquiry. 

(3) Examples where no pre-existing busi-
ness relationship is created. (i) If a con-
sumer makes a telephone call to a cen-
tralized call center for a group of affili-
ated companies to inquire about the 
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consumer’s existing account at a 
broker-dealer, the call does not con-
stitute an inquiry to any affiliate other 
than the broker-dealer that holds the 
consumer’s account and does not estab-
lish a pre-existing business relation-
ship between the consumer and any af-
filiate of the account-holding broker- 
dealer. 

(ii) If a consumer who has an advi-
sory contract with a registered invest-
ment adviser makes a telephone call to 
an affiliate of the investment adviser 
to ask about the affiliate’s retail loca-
tions and hours, but does not make an 
inquiry about the affiliate’s products 
or services, the call does not constitute 
an inquiry and does not establish a pre- 
existing business relationship between 
the consumer and the affiliate. Also, 
the affiliate’s capture of the con-
sumer’s telephone number does not 
constitute an inquiry and does not es-
tablish a pre-existing business relation-
ship between the consumer and the af-
filiate. 

(iii) If a consumer makes a telephone 
call to a broker-dealer in response to 
an advertisement offering a free pro-
motional item to consumers who call a 
toll-free number, but the advertise-
ment does not indicate that the 
broker-dealer’s products or services 
will be marketed to consumers who 
call in response, the call does not cre-
ate a pre-existing business relationship 
between the consumer and the broker- 
dealer because the consumer has not 
made an inquiry about a product or 
service offered by the institution, but 
has merely responded to an offer for a 
free promotional item. 

(r) Transfer agent has the same mean-
ing as in section 3(a)(25) of the Securi-
ties Exchange Act of 1934 (15 U.S.C. 
78c(a)(25)). 

(s) You means: 
(1) Any broker or dealer other than a 

broker or dealer registered by notice 
with the Commission under section 
15(b)(11) of the Securities Exchange Act 
of 1934 (15 U.S.C. 78o(b)(11)); 

(2) Any investment company; 
(3) Any investment adviser registered 

with the Commission under the Invest-
ment Advisers Act of 1940 (15 U.S.C. 
80b–1, et seq.); and 

(4) Any transfer agent registered 
with the Commission under section 17A 

of the Securities Exchange Act of 1934 
(15 U.S.C. 78q–1). 

§ 248.121 Affiliate marketing opt out 
and exceptions. 

(a) Initial notice and opt out require-
ment—(1) In general. You may not use 
eligibility information about a con-
sumer that you receive from an affil-
iate to make a marketing solicitation 
to the consumer, unless: 

(i) It is clearly and conspicuously dis-
closed to the consumer in writing or, if 
the consumer agrees, electronically, in 
a concise notice that you may use eli-
gibility information about that con-
sumer received from an affiliate to 
make marketing solicitations to the 
consumer; 

(ii) The consumer is provided a rea-
sonable opportunity and a reasonable 
and simple method to ‘‘opt out,’’ or the 
consumer prohibits you from using eli-
gibility information to make mar-
keting solicitations to the consumer; 
and 

(iii) The consumer has not opted out. 
(2) Example. A consumer has a bro-

kerage account with a broker-dealer. 
The broker-dealer furnishes eligibility 
information about the consumer to its 
affiliated investment adviser. Based on 
that eligibility information, the in-
vestment adviser wants to make a mar-
keting solicitation to the consumer 
about its discretionary advisory ac-
counts. The investment adviser does 
not have a pre-existing business rela-
tionship with the consumer and none of 
the other exceptions apply. The invest-
ment adviser is prohibited from using 
eligibility information received from 
its broker-dealer affiliate to make 
marketing solicitations to the con-
sumer about its discretionary advisory 
accounts unless the consumer is given 
a notice and opportunity to opt out and 
the consumer does not opt out. 

(3) Affiliates who may provide the no-
tice. The notice required by this para-
graph must be provided: 

(i) By an affiliate that has or has pre-
viously had a pre-existing business re-
lationship with the consumer; or 

(ii) As part of a joint notice from two 
or more members of an affiliated group 
of companies, provided that at least 
one of the affiliates on the joint notice 
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has or has previously had a pre-exist-
ing business relationship with the con-
sumer. 

(b) Making marketing solicitations—(1) 
In general. For purposes of this subpart, 
you make a marketing solicitation if: 

(i) You receive eligibility informa-
tion from an affiliate; 

(ii) You use that eligibility informa-
tion to do one or more of the following: 

(A) Identify the consumer or type of 
consumer to receive a marketing solic-
itation; 

(B) Establish criteria used to select 
the consumer to receive a marketing 
solicitation; or 

(C) Decide which of your products or 
services to market to the consumer or 
tailor your marketing solicitation to 
that consumer; and 

(iii) As a result of your use of the eli-
gibility information, the consumer is 
provided a marketing solicitation. 

(2) Receiving eligibility information 
from an affiliate, including through a 
common database. You may receive eli-
gibility information from an affiliate 
in various ways, including when the af-
filiate places that information into a 
common database that you may access. 

(3) Receipt or use of eligibility informa-
tion by your service provider. Except as 
provided in paragraph (b)(5) of this sec-
tion, you receive or use an affiliate’s 
eligibility information if a service pro-
vider acting on your behalf (whether an 
affiliate or a nonaffiliated third party) 
receives or uses that information in 
the manner described in paragraph 
(b)(1)(i) or (b)(1)(ii) of this section. All 
relevant facts and circumstances will 
determine whether a person is acting 
as your service provider when it re-
ceives or uses an affiliate’s eligibility 
information in connection with mar-
keting your products and services. 

(4) Use by an affiliate of its own eligi-
bility information. Unless you have used 
eligibility information that you re-
ceive from an affiliate in the manner 
described in paragraph (b)(1)(ii) of this 
section, you do not make a marketing 
solicitation subject to this subpart if 
your affiliate: 

(i) Uses its own eligibility informa-
tion that it obtained in connection 
with a pre-existing business relation-
ship it has or had with the consumer to 

market your products or services to 
the affiliate’s consumer; or 

(ii) Directs its service provider to use 
the affiliate’s own eligibility informa-
tion that it obtained in connection 
with a pre-existing business relation-
ship it has or had with the consumer to 
market your products or services to 
the consumer, and you do not commu-
nicate directly with the service pro-
vider regarding that use. 

(5) Use of eligibility information by a 
service provider—(i) In general. You do 
not make a marketing solicitation sub-
ject to this subpart if a service pro-
vider (including an affiliated or third- 
party service provider that maintains 
or accesses a common database that 
you may access) receives eligibility in-
formation from your affiliate that your 
affiliate obtained in connection with a 
pre-existing business relationship it 
has or had with the consumer and uses 
that eligibility information to market 
your products or services to that affili-
ate’s consumer, so long as: 

(A) Your affiliate controls access to 
and use of its eligibility information by 
the service provider (including the 
right to establish the specific terms 
and conditions under which the service 
provider may use such information to 
market your products or services); 

(B) Your affiliate establishes specific 
terms and conditions under which the 
service provider may access and use 
your affiliate’s eligibility information 
to market your products and services 
(or those of affiliates generally) to 
your affiliate’s consumers, such as the 
identity of the affiliated companies 
whose products or services may be 
marketed to the affiliate’s consumers 
by the service provider, the types of 
products or services of affiliated com-
panies that may be marketed, and the 
number of times your affiliate’s con-
sumers may receive marketing mate-
rials, and periodically evaluates the 
service provider’s compliance with 
those terms and conditions; 

(C) Your affiliate requires the service 
provider to implement reasonable poli-
cies and procedures designed to ensure 
that the service provider uses your af-
filiate’s eligibility information in ac-
cordance with the terms and conditions 
established by your affiliate relating to 
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the marketing of your products or 
services; 

(D) Your affiliate is identified on or 
with the marketing materials provided 
to the consumer; and 

(E) You do not directly use your af-
filiate’s eligibility information in the 
manner described in paragraph (b)(1)(ii) 
of this section. 

(ii) Writing requirements. (A) The re-
quirements of paragraphs (b)(5)(i)(A) 
and (C) of this section must be set 
forth in a written agreement between 
your affiliate and the service provider; 
and 

(B) The specific terms and conditions 
established by your affiliate as pro-
vided in paragraph (b)(5)(i)(B) of this 
section must be set forth in writing. 

(6) Examples of making marketing so-
licitations. (i) A consumer has an in-
vestment advisory contract with a reg-
istered investment adviser that is af-
filiated with a broker-dealer. The 
broker-dealer receives eligibility infor-
mation about the consumer from the 
investment adviser. The broker-dealer 
uses that eligibility information to 
identify the consumer to receive a 
marketing solicitation about broker-
age products and services, and, as a re-
sult, the broker-dealer provides a mar-
keting solicitation to the consumer 
about its brokerage services. Pursuant 
to paragraph (b)(1) of this section, the 
broker-dealer has made a marketing 
solicitation to the consumer. 

(ii) The same facts as in the example 
in paragraph (b)(6)(i) of this section, 
except that after using the eligibility 
information to identify the consumer 
to receive a marketing solicitation 
about brokerage products and services, 
the broker-dealer asks the registered 
investment adviser to send the mar-
keting solicitation to the consumer 
and the investment adviser does so. 
Pursuant to paragraph (b)(1) of this 
section, the broker-dealer has made a 
marketing solicitation to the con-
sumer because it used eligibility infor-
mation about the consumer that it re-
ceived from an affiliate to identify the 
consumer to receive a marketing solic-
itation about its products or services, 
and, as a result, a marketing solicita-
tion was provided to the consumer 
about the broker-dealer’s products and 
services. 

(iii) The same facts as in the example 
in paragraph (b)(6)(i) of this section, 
except that eligibility information 
about consumers who have an invest-
ment advisory contract with a reg-
istered investment adviser is placed 
into a common database that all mem-
bers of the affiliated group of compa-
nies may independently access and use. 
Without using the investment adviser’s 
eligibility information, the broker- 
dealer develops selection criteria and 
provides those criteria, marketing ma-
terials, and related instructions to the 
investment adviser. The investment 
adviser reviews eligibility information 
about its own consumers using the se-
lection criteria provided by the broker- 
dealer to determine which consumers 
should receive the broker-dealer’s mar-
keting materials and sends the broker- 
dealer’s marketing materials to those 
consumers. Even though the broker- 
dealer has received eligibility informa-
tion through the common database as 
provided in paragraph (b)(2) of this sec-
tion, it did not use that information to 
identify consumers or establish selec-
tion criteria; instead, the investment 
adviser used its own eligibility infor-
mation. Therefore, pursuant to para-
graph (b)(4)(i) of this section, the 
broker-dealer has not made a mar-
keting solicitation to the consumer. 

(iv) The same facts as in the example 
in paragraph (b)(6)(iii) of this section, 
except that the registered investment 
adviser provides the broker-dealer’s 
criteria to the investment adviser’s 
service provider and directs the service 
provider to use the investment advis-
er’s eligibility information to identify 
investment adviser consumers who 
meet the criteria and to send the 
broker-dealer’s marketing materials to 
those consumers. The broker-dealer 
does not communicate directly with 
the service provider regarding the use 
of the investment adviser’s informa-
tion to market its products or services 
to the investment adviser’s consumers. 
Pursuant to paragraph (b)(4)(ii) of this 
section, the broker-dealer has not 
made a marketing solicitation to the 
consumer. 

(v) An affiliated group of companies 
includes an investment company, a 
principal underwriter for the invest-
ment company, a retail broker-dealer, 
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and a transfer agent that also acts as a 
service provider. Each affiliate in the 
group places information about its con-
sumers into a common database. The 
service provider has access to all infor-
mation in the common database. The 
investment company controls access to 
and use of its eligibility information by 
the service provider. This control is set 
forth in a written agreement between 
the investment company and the serv-
ice provider. The written agreement 
also requires the service provider to es-
tablish reasonable policies and proce-
dures designed to ensure that the serv-
ice provider uses the investment com-
pany’s eligibility information in ac-
cordance with specific terms and condi-
tions established by the investment 
company relating to the marketing of 
the products and services of all affili-
ates, including the principal under-
writer and the retail broker-dealer. In 
a separate written communication, the 
investment company specifies the 
terms and conditions under which the 
service provider may use the invest-
ment company’s eligibility informa-
tion to market the retail broker-deal-
er’s products and services to the in-
vestment company’s consumers. The 
specific terms and conditions are: a list 
of affiliated companies (including the 
retail broker-dealer) whose products or 
services may be marketed to the in-
vestment company’s consumers by the 
service provider; the specific products 
or services or types of products or serv-
ices that may be marketed to the in-
vestment company’s consumers by the 
service provider; the categories of eli-
gibility information that may be used 
by the service provider in marketing 
products or services to the investment 
company’s consumers; the types or cat-
egories of the investment company’s 
consumers to whom the service pro-
vider may market products or services 
of investment company affiliates; the 
number and types of marketing com-
munications that the service provider 
may send to the investment company’s 
consumers; and the length of time dur-
ing which the service provider may 
market the products or services of the 
investment company’s affiliates to its 
consumers. The investment company 
periodically evaluates the service pro-
vider’s compliance with these terms 

and conditions. The retail broker-deal-
er asks the service provider to market 
brokerage services to certain of the in-
vestment company’s consumers. With-
out using the investment company’s 
eligibility information, the retail 
broker-dealer develops selection cri-
teria and provides those criteria, its 
marketing materials, and related in-
structions to the service provider. The 
service provider uses the investment 
company’s eligibility information from 
the common database to identify the 
investment company’s consumers to 
whom brokerage services will be mar-
keted. When the retail broker-dealer’s 
marketing materials are provided to 
the identified consumers, the name of 
the investment company is displayed 
on the retail broker-dealer’s marketing 
materials, an introductory letter that 
accompanies the marketing materials, 
an account statement that accom-
panies the marketing materials, or the 
envelope containing the marketing ma-
terials. The requirements of paragraph 
(b)(5) of this section have been satis-
fied, and the retail broker-dealer has 
not made a marketing solicitation to 
the consumer. 

(vi) The same facts as in the example 
in paragraph (b)(6)(v) of this section, 
except that the terms and conditions 
permit the service provider to use the 
investment company’s eligibility infor-
mation to market the products and 
services of other affiliates to the in-
vestment company’s consumers when-
ever the service provider deems it ap-
propriate to do so. The service provider 
uses the investment company’s eligi-
bility information in accordance with 
the discretion afforded to it by the 
terms and conditions. Because the 
terms and conditions are not specific, 
the requirements of paragraph (b)(5) of 
this section have not been satisfied. 

(c) Exceptions. The provisions of this 
subpart do not apply to you if you use 
eligibility information that you re-
ceive from an affiliate: 

(1) To make a marketing solicitation 
to a consumer with whom you have a 
pre-existing business relationship; 

(2) To facilitate communications to 
an individual for whose benefit you 
provide employee benefit or other serv-
ices pursuant to a contract with an em-
ployer related to and arising out of the 
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current employment relationship or 
status of the individual as a partici-
pant or beneficiary of an employee ben-
efit plan; 

(3) To perform services on behalf of 
an affiliate, except that this paragraph 
shall not be construed as permitting 
you to send marketing solicitations on 
behalf of an affiliate if the affiliate 
would not be permitted to send the 
marketing solicitation as a result of 
the election of the consumer to opt out 
under this subpart; 

(4) In response to a communication 
about your products or services initi-
ated by the consumer; 

(5) In response to an authorization or 
request by the consumer to receive so-
licitations; or 

(6) If your compliance with this sub-
part would prevent you from com-
plying with any provision of State in-
surance laws pertaining to unfair dis-
crimination in any State in which you 
are lawfully doing business. 

(d) Examples of exceptions—(1) Example 
of the pre-existing business relationship 
exception. A consumer has a brokerage 
account with a broker-dealer. The con-
sumer also has a deposit account with 
the broker-dealer’s affiliated deposi-
tory institution. The broker-dealer re-
ceives eligibility information about the 
consumer from its depository institu-
tion affiliate and uses that information 
to make a marketing solicitation to 
the consumer about the broker-dealer’s 
college savings accounts. The broker- 
dealer may make this marketing solic-
itation even if the consumer has not 
been given a notice and opportunity to 
opt out because the broker-dealer has a 
pre-existing business relationship with 
the consumer. 

(2) Examples of service provider excep-
tion. (i) A consumer has a brokerage ac-
count with a broker-dealer. The 
broker-dealer furnishes eligibility in-
formation about the consumer to its 
affiliate, a registered investment ad-
viser. Based on that eligibility infor-
mation, the investment adviser wants 
to make a marketing solicitation to 
the consumer about its advisory serv-
ices. The investment adviser does not 
have a pre-existing business relation-
ship with the consumer and none of the 
other exceptions in paragraph (c) of 
this section apply. The consumer has 

been given an opt out notice and has 
elected to opt out of receiving such 
marketing solicitations. The invest-
ment adviser asks a service provider to 
send the marketing solicitation to the 
consumer on its behalf. The service 
provider may not send the marketing 
solicitation on behalf of the invest-
ment adviser because, as a result of the 
consumer’s opt out election, the in-
vestment adviser is not permitted to 
make the marketing solicitation. 

(ii) The same facts as in paragraph 
(d)(2)(i) of this section, except the con-
sumer has been given an opt out no-
tice, but has not elected to opt out. 
The investment adviser asks a service 
provider to send the solicitation to the 
consumer on its behalf. The service 
provider may send the marketing solic-
itation on behalf of the investment ad-
viser because, as a result of the con-
sumer’s not opting out, the investment 
adviser is permitted to make the mar-
keting solicitation. 

(3) Examples of consumer-initiated com-
munications. (i) A consumer who is the 
record owner of shares in an invest-
ment company initiates a communica-
tion with an affiliated registered in-
vestment adviser about advisory serv-
ices. The affiliated investment adviser 
may use eligibility information about 
the consumer it obtains from the in-
vestment company or any other affil-
iate to make marketing solicitations 
regarding the affiliated investment ad-
viser’s services in response to the con-
sumer-initiated communication. 

(ii) A consumer who has a brokerage 
account with a broker-dealer contacts 
the broker-dealer to request informa-
tion about how to save and invest for a 
child’s college education without speci-
fying the type of savings or investment 
vehicle in which the consumer may be 
interested. Information about a range 
of different products or services offered 
by the broker-dealer and one or more 
of its affiliates may be responsive to 
that communication. Such products, 
services, and investments may include 
the following: investments in affiliated 
investment companies; investments in 
section 529 plans offered by the broker- 
dealer; or trust services offered by a 
different financial institution in the af-
filiated group. Any affiliate offering 
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products or services that would be re-
sponsive to the consumer’s request for 
information about saving and investing 
for a child’s college education may use 
eligibility information to make mar-
keting solicitations to the consumer in 
response to this communication. 

(iii) A registered investment adviser 
makes a marketing call to the con-
sumer without using eligibility infor-
mation received from an affiliate. The 
investment adviser leaves a voice-mail 
message that invites the consumer to 
call a toll-free number to receive infor-
mation about services offered by the 
investment adviser. If the consumer 
calls the toll-free number to inquire 
about the investment advisory serv-
ices, the call is a consumer-initiated 
communication about a product or 
service, and the investment adviser 
may now use eligibility information it 
receives from its affiliates to make 
marketing solicitations to the con-
sumer. 

(iv) A consumer calls a broker-dealer 
to ask about retail locations and hours, 
but does not request information about 
its products or services. The broker- 
dealer may not use eligibility informa-
tion it receives from an affiliate to 
make marketing solicitations to the 
consumer because the consumer-initi-
ated communication does not relate to 
the broker-dealer’s products or serv-
ices. Thus, the use of eligibility infor-
mation received from an affiliate 
would not be responsive to the commu-
nication and the exception does not 
apply. 

(v) A consumer calls a broker-dealer 
to ask about retail locations and hours. 
The customer service representative 
asks the consumer if there is a par-
ticular product or service about which 
the consumer is seeking information. 
The consumer responds that the con-
sumer wants to stop in and find out 
about mutual funds (i.e., registered 
open-end investment companies). The 
customer service representative offers 
to provide that information by tele-
phone and mail additional information 
to the consumer. The consumer agrees 
and provides or confirms contact infor-
mation for receipt of the materials to 
be mailed. The broker-dealer may use 
eligibility information it receives from 
an affiliate to make marketing solici-

tations to the consumer about mutual 
funds because such marketing solicita-
tions would respond to the consumer- 
initiated communication about mutual 
funds. 

(4) Examples of consumer authorization 
or request for marketing solicitations. (i) 
A consumer who has a brokerage ac-
count with a broker-dealer authorizes 
or requests information about life in-
surance offered by the broker-dealer’s 
insurance affiliate. The authorization 
or request, whether given to the 
broker-dealer or the insurance affil-
iate, would permit the insurance affil-
iate to use eligibility information 
about the consumer it obtains from the 
broker-dealer or any other affiliate to 
make marketing solicitations to the 
consumer about life insurance. 

(ii) A consumer completes an online 
application to open an online broker-
age account with a broker-dealer. The 
broker-dealer’s online application con-
tains a blank check box that the con-
sumer may check to authorize or re-
quest information from the broker- 
dealer’s affiliates. The consumer 
checks the box. The consumer has au-
thorized or requested marketing solici-
tations from the broker-dealer’s affili-
ates. 

(iii) A consumer completes an online 
application to open an online broker-
age account with a broker-dealer. The 
broker-dealer’s online application con-
tains a check box indicating that the 
consumer authorizes or requests infor-
mation from the broker-dealer’s affili-
ates. The consumer does not deselect 
the check box. The consumer has not 
authorized or requested marketing so-
licitations from the broker-dealer’s af-
filiates. 

(iv) The terms and conditions of a 
brokerage account agreement contain 
preprinted boilerplate language stating 
that by applying to open an account 
the consumer authorizes or requests to 
receive solicitations from the broker- 
dealer’s affiliates. The consumer has 
not authorized or requested marketing 
solicitations from the broker-dealer’s 
affiliates. 

(e) Relation to affiliate-sharing notice 
and opt out. Nothing in this subpart 
limits the responsibility of a person to 
comply with the notice and opt out 
provisions of Section 603(d)(2)(A)(iii) of 

VerDate Mar<15>2010 17:39 Jun 06, 2014 Jkt 232060 PO 00000 Frm 00778 Fmt 8010 Sfmt 8002 Q:\17\17V4.TXT ofr150 PsN: PC150



769 

Securities and Exchange Commission § 248.122 

the FCRA (15 U.S.C. 1681a(d)(2)(A)(iii)) 
where applicable. 

§ 248.122 Scope and duration of opt 
out. 

(a) Scope of opt out—(1) In general. Ex-
cept as otherwise provided in this sec-
tion, the consumer’s election to opt 
out prohibits any affiliate covered by 
the opt out notice from using eligi-
bility information received from an-
other affiliate as described in the no-
tice to make marketing solicitations 
to the consumer. 

(2) Continuing relationship—(i) In gen-
eral. If the consumer establishes a con-
tinuing relationship with you or your 
affiliate, an opt out notice may apply 
to eligibility information obtained in 
connection with: 

(A) A single continuing relationship 
or multiple continuing relationships 
that the consumer establishes with you 
or your affiliates, including continuing 
relationships established subsequent to 
delivery of the opt out notice, so long 
as the notice adequately describes the 
continuing relationships covered by 
the opt out; or 

(B) Any other transaction between 
the consumer and you or your affiliates 
as described in the notice. 

(ii) Examples of continuing relation-
ships. A consumer has a continuing re-
lationship with you or your affiliate if 
the consumer: 

(A) Opens a brokerage account or en-
ters into an advisory contract with you 
or your affiliate; 

(B) Obtains a loan for which you or 
your affiliate owns the servicing 
rights; 

(C) Purchases investment company 
shares in his or her own name; 

(D) Holds an investment through you 
or your affiliate; such as when you act 
or your affiliate acts as a custodian for 
securities or for assets in an individual 
retirement arrangement; 

(E) Enters into an agreement or un-
derstanding with you or your affiliate 
whereby you or your affiliate under-
takes to arrange or broker a home 
mortgage loan for the consumer; 

(F) Enters into a lease of personal 
property with you or your affiliate; or 

(G) Obtains financial, investment, or 
economic advisory services from you or 
your affiliate for a fee. 

(3) No continuing relationship—(i) In 
general. If there is no continuing rela-
tionship between a consumer and you 
or your affiliate, and you or your affil-
iate obtain eligibility information 
about a consumer in connection with a 
transaction with the consumer, such as 
an isolated transaction or an applica-
tion that is denied, an opt out notice 
provided to the consumer only applies 
to eligibility information obtained in 
connection with that transaction. 

(ii) Examples of isolated transactions. 
An isolated transaction occurs if: 

(A) The consumer uses your or your 
affiliate’s ATM to withdraw cash from 
an account at another financial insti-
tution; or 

(B) A broker-dealer opens a broker-
age account for the consumer solely for 
the purpose of liquidating or pur-
chasing securities as an accommoda-
tion, i.e., on a one-time basis, without 
the expectation of engaging in other 
transactions. 

(4) Menu of alternatives. A consumer 
may be given the opportunity to 
choose from a menu of alternatives 
when electing to prohibit solicitations, 
such as by electing to prohibit solicita-
tions from certain types of affiliates 
covered by the opt out notice but not 
other types of affiliates covered by the 
notice, electing to prohibit marketing 
solicitations based on certain types of 
eligibility information but not other 
types of eligibility information, or 
electing to prohibit marketing solicita-
tions by certain methods of delivery 
but not other methods of delivery. 
However, one of the alternatives must 
allow the consumer to prohibit all mar-
keting solicitations from all of the af-
filiates that are covered by the notice. 

(5) Special rule for a notice following 
termination of all continuing relation-
ships—(i) In general. A consumer must 
be given a new opt out notice if, after 
all continuing relationships with you 
or your affiliate(s) are terminated, the 
consumer subsequently establishes an-
other continuing relationship with you 
or your affiliate(s) and the consumer’s 
eligibility information is to be used to 
make a marketing solicitation. The 
new opt out notice must apply, at a 
minimum, to eligibility information 
obtained in connection with the new 
continuing relationship. Consistent 
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with paragraph (b) of this section, the 
consumer’s decision not to opt out 
after receiving the new opt out notice 
would not override a prior opt out elec-
tion by the consumer that applies to 
eligibility information obtained in con-
nection with a terminated relationship, 
regardless of whether the new opt out 
notice applies to eligibility informa-
tion obtained in connection with the 
terminated relationship. 

(ii) Example. A consumer has an advi-
sory contract with a company that is 
registered with the Commission as 
both a broker-dealer and an investment 
adviser, and that is part of an affiliated 
group. The consumer terminates the 
advisory contract. One year after ter-
minating the advisory contract, the 
consumer opens a brokerage account 
with the same company. The consumer 
must be given a new notice and oppor-
tunity to opt out before the company’s 
affiliates may make marketing solici-
tations to the consumer using eligi-
bility information obtained by the 
company in connection with the new 
brokerage account relationship, re-
gardless of whether the consumer opted 
out in connection with the advisory 
contract. 

(b) Duration of opt out. The election 
of a consumer to opt out must be effec-
tive for a period of at least five years 
(the ‘‘opt out period’’) beginning when 
the consumer’s opt out election is re-
ceived and implemented, unless the 
consumer subsequently revokes the opt 
out in writing or, if the consumer 
agrees, electronically. An opt out pe-
riod of more than five years may be es-
tablished, including an opt out period 
that does not expire unless revoked by 
the consumer. 

(c) Time of opt out. A consumer may 
opt out at any time. 

§ 248.123 Contents of opt out notice; 
consolidated and equivalent no-
tices. 

(a) Contents of opt out notice—(1) In 
general. A notice must be clear, con-
spicuous, and concise, and must accu-
rately disclose: 

(i) The name of the affiliate(s) pro-
viding the notice. If the notice is pro-
vided jointly by multiple affiliates and 
each affiliate shares a common name, 
such as ‘‘ABC,’’ then the notice may 

indicate that it is being provided by 
multiple companies with the ABC 
name or multiple companies in the 
ABC group or family of companies, for 
example, by stating that the notice is 
provided by ‘‘all of the ABC compa-
nies,’’ ‘‘the ABC banking, credit card, 
insurance, and securities companies,’’ 
or by listing the name of each affiliate 
providing the notice. But if the affili-
ates providing the joint notice do not 
all share a common name, then the no-
tice must either separately identify 
each affiliate by name or identify each 
of the common names used by those af-
filiates, for example, by stating that 
the notice is provided by ‘‘all of the 
ABC and XYZ companies’’ or by ‘‘the 
ABC bank and securities companies 
and the XYZ insurance companies’’; 

(ii) A list of the affiliates or types of 
affiliates whose use of eligibility infor-
mation is covered by the notice, which 
may include companies that become af-
filiates after the notice is provided to 
the consumer. If each affiliate covered 
by the notice shares a common name, 
such as ‘‘ABC,’’ then the notice may 
indicate that it applies to multiple 
companies with the ABC name or mul-
tiple companies in the ABC group or 
family of companies, for example, by 
stating that the notice is provided by 
‘‘all of the ABC companies,’’ ‘‘the ABC 
banking, credit card, insurance, and se-
curities companies,’’ or by listing the 
name of each affiliate providing the no-
tice. But if the affiliates covered by the 
notice do not all share a common 
name, then the notice must either sep-
arately identify each covered affiliate 
by name or identify each of the com-
mon names used by those affiliates, for 
example, by stating that the notice ap-
plies to ‘‘all of the ABC and XYZ com-
panies’’ or to ‘‘the ABC banking and se-
curities companies and the XYZ insur-
ance companies’’; 

(iii) A general description of the 
types of eligibility information that 
may be used to make marketing solici-
tations to the consumer; 

(iv) That the consumer may elect to 
limit the use of eligibility information 
to make marketing solicitations to the 
consumer; 

(v) That the consumer’s election will 
apply for the specified period of time 
stated in the notice and, if applicable, 
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that the consumer will be allowed to 
renew the election once that period ex-
pires; 

(vi) If the notice is provided to con-
sumers who may have previously opted 
out, such as if a notice is provided to 
consumers annually, that the con-
sumer who has chosen to limit mar-
keting solicitations does not need to 
act again until the consumer receives a 
renewal notice; and 

(vii) A reasonable and simple method 
for the consumer to opt out. 

(2) Joint relationships. (i) If two or 
more consumers jointly obtain a prod-
uct or service, a single opt out notice 
may be provided to the joint con-
sumers. Any of the joint consumers 
may exercise the right to opt out. 

(ii) The opt out notice must explain 
how an opt out direction by a joint 
consumer will be treated. An opt out 
direction by a joint consumer may be 
treated as applying to all of the associ-
ated joint consumers, or each joint 
consumer may be permitted to opt out 
separately. If each joint consumer is 
permitted to opt out separately, one of 
the joint consumers must be permitted 
to opt out on behalf of all of the joint 
consumers and the joint consumers 
must be permitted to exercise their 
separate rights to opt out in a single 
response. 

(iii) It is impermissible to require all 
joint consumers to opt out before im-
plementing any opt out direction. 

(3) Alternative contents. If the con-
sumer is afforded a broader right to opt 
out of receiving marketing than is re-
quired by this subpart, the require-
ments of this section may be satisfied 
by providing the consumer with a 
clear, conspicuous, and concise notice 
that accurately discloses the con-
sumer’s opt out rights. 

(4) Model notices. Model notices are 
provided in the Appendix to this sub-
part. 

(b) Coordinated and consolidated no-
tices. A notice required by this subpart 
may be coordinated and consolidated 
with any other notice or disclosure re-
quired to be issued under any other 
provision of law by the entity pro-
viding the notice, including but not 
limited to the notice described in sec-
tion 603(d)(2)(A)(iii) of the FCRA (15 

U.S.C. 1681a(d)(2)(A)(iii)) and the GLBA 
privacy notice. 

(c) Equivalent notices. A notice or 
other disclosure that is equivalent to 
the notice required by this subpart, 
and that is provided to a consumer to-
gether with disclosures required by any 
other provision of law, satisfies the re-
quirements of this section. 

§ 248.124 Reasonable opportunity to 
opt out. 

(a) In general. You must not use eligi-
bility information that you receive 
from an affiliate to make marketing 
solicitations to a consumer about your 
products or services unless the con-
sumer is provided a reasonable oppor-
tunity to opt out, as required by 
§ 248.121(a)(1)(ii). 

(b) Examples of a reasonable oppor-
tunity to opt out. The consumer is given 
a reasonable opportunity to opt out if: 

(1) By mail. The opt out notice is 
mailed to the consumer. The consumer 
is given 30 days from the date the no-
tice is mailed to elect to opt out by 
any reasonable means. 

(2) By electronic means. (i) The opt out 
notice is provided electronically to the 
consumer, such as by posting the no-
tice at an Internet Web site at which 
the consumer has obtained a product or 
service. The consumer acknowledges 
receipt of the electronic notice. The 
consumer is given 30 days after the 
date the consumer acknowledges re-
ceipt to elect to opt out by any reason-
able means. 

(ii) The opt out notice is provided to 
the consumer by e-mail where the con-
sumer has agreed to receive disclosures 
by e-mail from the person sending the 
notice. The consumer is given 30 days 
after the e-mail is sent to elect to opt 
out by any reasonable means. 

(3) At the time of an electronic trans-
action. The opt out notice is provided 
to the consumer at the time of an elec-
tronic transaction, such as a trans-
action conducted on an Internet Web 
site. The consumer is required to de-
cide, as a necessary part of proceeding 
with the transaction, whether to opt 
out before completing the transaction. 
There is a simple process that the con-
sumer may use to opt out at that time 
using the same mechanism through 
which the transaction is conducted. 

VerDate Mar<15>2010 17:39 Jun 06, 2014 Jkt 232060 PO 00000 Frm 00781 Fmt 8010 Sfmt 8002 Q:\17\17V4.TXT ofr150 PsN: PC150



772 

17 CFR Ch. II (4–1–14 Edition) § 248.125 

(4) At the time of an in-person trans-
action. The opt out notice is provided 
to the consumer in writing at the time 
of an in-person transaction. The con-
sumer is required to decide, as a nec-
essary part of proceeding with the 
transaction, whether to opt out before 
completing the transaction, and is not 
permitted to complete the transaction 
without making a choice. There is a 
simple process that the consumer may 
use during the course of the in-person 
transaction to opt out, such as com-
pleting a form that requires consumers 
to write a ‘‘yes’’ or ‘‘no’’ to indicate 
their opt out preference or that re-
quires the consumer to check one of 
two blank check boxes—one that al-
lows consumers to indicate that they 
want to opt out and one that allows 
consumers to indicate that they do not 
want to opt out. 

(5) By including in a privacy notice. 
The opt out notice is included in a 
GLBA privacy notice. The consumer is 
allowed to exercise the opt out within 
a reasonable period of time and in the 
same manner as the opt out under that 
privacy notice. 

§ 248.125 Reasonable and simple meth-
ods of opting out. 

(a) In general. You must not use eligi-
bility information about a consumer 
that you receive from an affiliate to 
make a marketing solicitation to the 
consumer about your products or serv-
ices, unless the consumer is provided a 
reasonable and simple method to opt 
out, as required by § 248.121(a)(1)(ii). 

(b) Examples—(1) Reasonable and sim-
ple opt out methods. Reasonable and 
simple methods for exercising the opt 
out right include: 

(i) Designating a check-off box in a 
prominent position on the opt out 
form; 

(ii) Including a reply form and a self- 
addressed envelope together with the 
opt out notice; 

(iii) Providing an electronic means to 
opt out, such as a form that can be 
electronically mailed or processed at 
an Internet Web site, if the consumer 
agrees to the electronic delivery of in-
formation; 

(iv) Providing a toll-free telephone 
number that consumers may call to opt 
out; or 

(v) Allowing consumers to exercise 
all of their opt out rights described in 
a consolidated opt out notice that in-
cludes the GLBA privacy, FCRA affil-
iate sharing, and FCRA affiliate mar-
keting opt outs, by a single method, 
such as by calling a single toll-free 
telephone number. 

(2) Opt out methods that are not reason-
able and simple. Reasonable and simple 
methods for exercising an opt out right 
do not include: 

(i) Requiring the consumer to write 
his or her own letter; 

(ii) Requiring the consumer to call or 
write to obtain a form for opting out, 
rather than including the form with 
the opt out notice; or 

(iii) Requiring the consumer who re-
ceives the opt out notice in electronic 
form only, such as through posting at 
an Internet Web site, to opt out solely 
by paper mail or by visiting a different 
Web site without providing a link to 
that site. 

(c) Specific opt out means. Each con-
sumer may be required to opt out 
through a specific means, as long as 
that means is reasonable and simple 
for that consumer. 

§ 248.126 Delivery of opt out notices. 

(a) In general. The opt out notice 
must be provided so that each con-
sumer can reasonably be expected to 
receive actual notice. For opt out no-
tices provided electronically, the no-
tice may be provided in compliance 
with either the electronic disclosure 
provisions in this subpart or the provi-
sions in section 101 of the Electronic 
Signatures in Global and National 
Commerce Act, 15 U.S.C. 7001, et seq. 

(b) Examples of reasonable expectation 
of actual notice. A consumer may rea-
sonably be expected to receive actual 
notice if the affiliate providing the no-
tice: 

(1) Hand-delivers a printed copy of 
the notice to the consumer; 

(2) Mails a printed copy of the notice 
to the last known mailing address of 
the consumer; 

(3) Provides a notice by e-mail to a 
consumer who has agreed to receive 
electronic disclosures by e-mail from 
the affiliate providing the notice; or 
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(4) Posts the notice on the Internet 
Web site at which the consumer ob-
tained a product or service electroni-
cally and requires the consumer to ac-
knowledge receipt of the notice. 

(c) Examples of no reasonable expecta-
tion of actual notice. A consumer may 
not reasonably be expected to receive 
actual notice if the affiliate providing 
the notice: 

(1) Only posts the notice on a sign in 
a branch or office or generally pub-
lishes the notice in a newspaper; 

(2) Sends the notice by e-mail to a 
consumer who has not agreed to re-
ceive electronic disclosures by e-mail 
from the affiliate providing the notice; 
or 

(3) Posts the notice on an Internet 
Web site without requiring the con-
sumer to acknowledge receipt of the 
notice. 

§ 248.127 Renewal of opt out elections. 

(a) Renewal notice and opt out require-
ment—(1) In general. After the opt out 
period expires, you may not make mar-
keting solicitations to a consumer who 
previously opted out, unless: 

(i) The consumer has been given a re-
newal notice that complies with the re-
quirements of this section and §§ 248.124 
through 248.126, and a reasonable op-
portunity and a reasonable and simple 
method to renew the opt out, and the 
consumer does not renew the opt out; 
or 

(ii) An exception in § 248.121(c) ap-
plies. 

(2) Renewal period. Each opt out re-
newal must be effective for a period of 
at least five years as provided in 
§ 248.122(b). 

(3) Affiliates who may provide the no-
tice. The notice required by this para-
graph must be provided: 

(i) By the affiliate that provided the 
previous opt out notice, or its suc-
cessor; or 

(ii) As part of a joint renewal notice 
from two or more members of an affili-
ated group of companies, or their suc-
cessors, that jointly provided the pre-
vious opt out notice. 

(b) Contents of renewal notice. The re-
newal notice must be clear, con-
spicuous, and concise, and must accu-
rately disclose: 

(1) The name of the affiliate(s) pro-
viding the notice. If the notice is pro-
vided jointly by multiple affiliates and 
each affiliate shares a common name, 
such as ‘‘ABC,’’ then the notice may 
indicate it is being provided by mul-
tiple companies with the ABC name or 
multiple companies in the ABC group 
or family of companies, for example, by 
stating that the notice is provided by 
‘‘all of the ABC companies,’’ ‘‘the ABC 
banking, credit card, insurance, and se-
curities companies,’’ or by listing the 
name of each affiliate providing the no-
tice. But if the affiliates providing the 
joint notice do not all share a common 
name, then the notice must either sep-
arately identify each affiliate by name 
or identify each of the common names 
used by those affiliates, for example, 
by stating that the notice is provided 
by ‘‘all of the ABC and XYZ compa-
nies’’ or by ‘‘the ABC banking and se-
curities companies and the XYZ insur-
ance companies’’; 

(2) A list of the affiliates or types of 
affiliates whose use of eligibility infor-
mation is covered by the notice, which 
may include companies that become af-
filiates after the notice is provided to 
the consumer. If each affiliate covered 
by the notice shares a common name, 
such as ‘‘ABC,’’ then the notice may 
indicate that it applies to multiple 
companies with the ABC name or mul-
tiple companies in the ABC group or 
family of companies, for example, by 
stating that the notice is provided by 
‘‘all of the ABC companies,’’ ‘‘the ABC 
banking, credit card, insurance, and se-
curities companies,’’ or by listing the 
name of each affiliate providing the no-
tice. But if the affiliates covered by the 
notice do not all share a common 
name, then the notice must either sep-
arately identify each covered affiliate 
by name or identify each of the com-
mon names used by those affiliates, for 
example, by stating that the notice ap-
plies to ‘‘all of the ABC and XYZ com-
panies’’ or to ‘‘the ABC banking and se-
curities companies and the XYZ insur-
ance companies’’; 

(3) A general description of the types 
of eligibility information that may be 
used to make marketing solicitations 
to the consumer; 
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(4) That the consumer previously 
elected to limit the use of certain in-
formation to make marketing solicita-
tions to the consumer; 

(5) That the consumer’s election has 
expired or is about to expire; 

(6) That the consumer may elect to 
renew the consumer’s previous elec-
tion; 

(7) If applicable, that the consumer’s 
election to renew will apply for the 
specified period of time stated in the 
notice and that the consumer will be 
allowed to renew the election once that 
period expires; and 

(8) A reasonable and simple method 
for the consumer to opt out. 

(c) Timing of the renewal notice—(1) In 
general. A renewal notice may be pro-
vided to the consumer either: 

(i) A reasonable period of time before 
the expiration of the opt out period; or 

(ii) Any time after the expiration of 
the opt out period but before mar-
keting solicitations that would have 
been prohibited by the expired opt out 
are made to the consumer. 

(2) Combination with annual privacy 
notice. If you provide an annual privacy 
notice under the GLBA, providing a re-
newal notice with the last annual pri-
vacy notice provided to the consumer 
before expiration of the opt out period 
is a reasonable period of time before 
expiration of the opt out in all cases. 

(d) No effect on opt out period. An opt 
out period may not be shortened by 
sending a renewal notice to the con-
sumer before expiration of the opt out 
period, even if the consumer does not 
renew the opt out. 

§ 248.128 Effective date, compliance 
date, and prospective application. 

(a) Effective date. This subpart is ef-
fective September 10, 2009. 

(b) Mandatory compliance date. Com-
pliance with this subpart is required 
not later than January 1, 2010. 

(c) Prospective application. The provi-
sions of this subpart do not prohibit 
you from using eligibility information 
that you receive from an affiliate to 
make a marketing solicitation to a 
consumer if you receive such informa-
tion prior to January 1, 2010. For pur-
poses of this section, you are deemed to 
receive eligibility information when 

such information is placed into a com-
mon database and is accessible by you. 

APPENDIX TO SUBPART B OF PART 248— 
MODEL FORMS 

a. Although you and your affiliates are not 
required to use the model forms in this ap-
pendix, use of a model form (if applicable to 
each person that uses it) complies with the 
requirement in section 624 of the FCRA for 
clear, conspicuous, and concise notices. 

b. Although you may need to change the 
language or format of a model form to re-
flect your actual policies and procedures, 
any such changes may not be so extensive as 
to affect the substance, clarity, or meaning-
ful sequence of the language in the model 
forms. Acceptable changes include, for exam-
ple: 

1. Rearranging the order of the references 
to ‘‘your income,’’ ‘‘your account history,’’ 
and ‘‘your credit score.’’ 

2. Substituting other types of information 
for ‘‘income,’’ ‘‘account history,’’ or ‘‘credit 
score’’ for accuracy, such as ‘‘payment his-
tory,’’ ‘‘credit history,’’ ‘‘payoff status,’’ or 
‘‘claims history.’’ 

3. Substituting a clearer and more accu-
rate description of the affiliates providing or 
covered by the notice for phrases such as 
‘‘the [ABC] group of companies.’’ 

4. Substituting other types of affiliates 
covered by the notice for ‘‘credit card,’’ ‘‘in-
surance,’’ or ‘‘securities’’ affiliates. 

5. Omitting items that are not accurate or 
applicable. For example, if a person does not 
limit the duration of the opt out period, the 
notice may omit information about the re-
newal notice. 

6. Adding a statement informing the con-
sumer how much time they have to opt out 
before shared eligibility information may be 
used to make solicitations to them. 

7. Adding a statement that the consumer 
may exercise the right to opt out at any 
time. 

8. Adding the following statement, if accu-
rate: ‘‘If you previously opted out, you do 
not need to do so again.’’ 

9. Providing a place on the form for the 
consumer to fill in identifying information, 
such as his or her name and address. 

10. Adding disclosures regarding the treat-
ment of opt-outs by joint consumers to com-
ply with § 248.123(a)(2), if applicable. 
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A–1—Model Form for Initial Opt Out Notice 
(Single-Affiliate Notice) 

A–2—Model Form for Initial Opt Out Notice 
(Joint Notice) 

A–3—Model Form for Renewal Notice 
(Single-Affiliate Notice) 

A–4—Model Form for Renewal Notice (Joint 
Notice) 

A–5—Model Form for Voluntary ‘‘No 
Marketing’’ Notice 

A–1—MODEL FORM FOR INITIAL OPT OUT NO-
TICE (SINGLE-AFFILIATE NOTICE)—[YOUR 
CHOICE TO LIMIT MARKETING]/[MARKETING 
OPT OUT] 

• [Name of Affiliate] is providing this no-
tice. 

• [Optional: Federal law gives you the 
right to limit some but not all marketing 
from our affiliates. Federal law also requires 
us to give you this notice to tell you about 
your choice to limit marketing from our af-
filiates.] 

• You may limit our affiliates in the [ABC] 
group of companies, such as our [investment 
adviser, broker, transfer agent, and invest-
ment company] affiliates, from marketing 
their products or services to you based on 
your personal information that we collect 
and share with them. This information in-
cludes your [income], your [account history 
with us], and your [credit score]. 

• Your choice to limit marketing offers 
from our affiliates will apply [until you tell 
us to change your choice]/[for x years from 
when you tell us your choice]/[for at least 5 
years from when you tell us your choice]. 
[Include if the opt out period expires.] Once 
that period expires, you will receive a re-
newal notice that will allow you to continue 
to limit marketing offers from our affiliates 
for [another x years]/[at least another 5 
years]. 

• [Include, if applicable, in a subsequent 
notice, including an annual notice, for con-
sumers who may have previously opted out.] 
If you have already made a choice to limit 
marketing offers from our affiliates, you do 
not need to act again until you receive the 
renewal notice. 

To limit marketing offers, contact us [in-
clude all that apply]: 

• By telephone: 1–877–###–#### 
• On the Web: www.—.com 
• By mail: check the box and complete the 

form below, and send the form to: 

[Company name] 

[Company address] 

Do not allow your affiliates to use my 
personal information to market to me. 

A–2—MODEL FORM FOR INITIAL OPT OUT NO-
TICE (JOINT NOTICE)—[YOUR CHOICE TO 
LIMIT MARKETING]/[MARKETING OPT OUT] 

• The [ABC group of companies] is pro-
viding this notice. 

• [Optional: Federal law gives you the 
right to limit some but not all marketing 
from the [ABC] companies. Federal law also 
requires us to give you this notice to tell you 
about your choice to limit marketing from 
the [ABC] companies.] 

• You may limit the [ABC] companies, 
such as the [ABC investment companies, in-
vestment advisers, transfer agents, and 
broker-dealers] affiliates, from marketing 
their products or services to you based on 
your personal information that they receive 
from other [ABC] companies. This informa-
tion includes your [income], your [account 
history], and your [credit score]. 

• Your choice to limit marketing offers 
from the [ABC] companies will apply [until 
you tell us to change your choice]/[for x 
years from when you tell us your choice]/[for 
at least 5 years from when you tell us your 
choice]. [Include if the opt out period ex-
pires.] Once that period expires, you will re-
ceive a renewal notice that will allow you to 
continue to limit marketing offers from the 
[ABC] companies for [another x years]/[at 
least another 5 years]. 

• [Include, if applicable, in a subsequent 
notice, including an annual notice, for con-
sumers who may have previously opted out.] 
If you have already made a choice to limit 
marketing offers from the [ABC] companies, 
you do not need to act again until you re-
ceive the renewal notice. 

To limit marketing offers, contact us [in-
clude all that apply]: 

• By telephone: 1–877–###–#### 
• On the Web: www.—.com 
• By mail: check the box and complete the 

form below, and send the form to: 

[Company name] 

[Company address] 

Do not allow any company [in the ABC 
group of companies] to use my personal in-
formation to market to me. 

A–3—MODEL FORM FOR RENEWAL NOTICE (SIN-
GLE-AFFILIATE NOTICE)—[RENEWING YOUR 
CHOICE TO LIMIT MARKETING]/[RENEWING 
YOUR MARKETING OPT OUT] 

• [Name of Affiliate] is providing this no-
tice. 

• [Optional: Federal law gives you the 
right to limit some but not all marketing 
from our affiliates. Federal law also requires 
us to give you this notice to tell you about 
your choice to limit marketing from our af-
filiates.] 

• You previously chose to limit our affili-
ates in the [ABC] group of companies, such 
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as our [investment adviser, investment com-
pany, transfer agent, and broker-dealer] af-
filiates, from marketing their products or 
services to you based on your personal infor-
mation that we share with them. This infor-
mation includes your [income], your [ac-
count history with us], and your [credit 
score]. 

• Your choice has expired or is about to ex-
pire. 

To renew your choice to limit marketing 
for [x] more years, contact us [include all 
that apply]: 

• By telephone: 1–877–###–#### 
• On the Web: www.—.com 
• By mail: check the box and complete the 

form below, and send the form to: 

[Company name] 

[Company address] 

Renew my choice to limit marketing for 
[x] more years. 

A–4—MODEL FORM FOR RENEWAL NOTICE 
(JOINT NOTICE)—[RENEWING YOUR CHOICE TO 
LIMIT MARKETING]/[RENEWING YOUR MAR-
KETING OPT OUT] 

• The [ABC group of companies] is pro-
viding this notice. 

• [Optional: Federal law gives you the 
right to limit some but not all marketing 
from the [ABC] companies. Federal law also 
requires us to give you this notice to tell you 
about your choice to limit marketing from 
the [ABC] companies.] 

• You previously chose to limit the [ABC] 
companies, such as the [ABC investment ad-
viser, investment company, transfer agent, 
and broker-dealer] affiliates, from marketing 
their products or services to you based on 
your personal information that they receive 
from other ABC companies. This information 
includes your [income], your [account his-
tory], and your [credit score]. 

• Your choice has expired or is about to ex-
pire. 

To renew your choice to limit marketing 
for [x] more years, contact us [include all 
that apply]: 

• By telephone: 1–877–###–#### 
• On the Web: www.—.com 
• By mail: check the box and complete the 

form below, and send the form to: 

[Company name] 

[Company address] 

Renew my choice to limit marketing for 
[x] more years. 

A–5—MODEL FORM FOR VOLUNTARY ‘‘NO MAR-
KETING’’ NOTICE—YOUR CHOICE TO STOP 
MARKETING 

• [Name of Affiliate] is providing this no-
tice. 

• You may choose to stop all marketing 
from us and our affiliates. 

• [Your choice to stop marketing from us 
and our affiliates will apply until you tell us 
to change your choice.] 

To stop all marketing, contact us [include 
all that apply]: 

• By telephone: 1–877–###–#### 
• On the Web: www.—.com 
• By mail: check the box and complete the 

form below, and send the form to: 

[Company name] 

[Company address] 

Do not market to me. 

Subpart C—Regulation S–ID: 
Identity Theft Red Flags 

SOURCE: 78 FR 23663, Apr. 17, 2013, unless 
otherwise noted. 

§ 248.201 Duties regarding the detec-
tion, prevention, and mitigation of 
identity theft. 

(a) Scope. This section applies to a fi-
nancial institution or creditor, as defined 
in the Fair Credit Reporting Act (15 
U.S.C. 1681), that is: 

(1) A broker, dealer or any other per-
son that is registered or required to be 
registered under the Securities Ex-
change Act of 1934; 

(2) An investment company that is 
registered or required to be registered 
under the Investment Company Act of 
1940, that has elected to be regulated as 
a business development company under 
that Act, or that operates as an em-
ployees’ securities company under that 
Act; or 

(3) An investment adviser that is reg-
istered or required to be registered 
under the Investment Advisers Act of 
1940. 

(b) Definitions. For purposes of this 
subpart, and appendix A of this sub-
part, the following definitions apply: 

(1) Account means a continuing rela-
tionship established by a person with a 
financial institution or creditor to ob-
tain a product or service for personal, 
family, household or business purposes. 
Account includes a brokerage account, 
a mutual fund account (i.e., an account 
with an open-end investment com-
pany), and an investment advisory ac-
count. 

(2) The term board of directors in-
cludes: 

(i) In the case of a branch or agency 
of a foreign financial institution or 
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