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seriously interfere with undercover in-
vestigative techniques and could take
appropriate steps to evade the inves-
tigation or flee a specific area.

(9) From subsections (e)4)(G), (H)
and (I) because this system is exempt
from the access provisions of sub-
section (d) pursuant to subsections (j)
and (k) of the Privacy Act.

(10) From subsection (e)(5) because
the acquisition, collation, and analysis
of information for law enforcement
purposes from various agencies does
not permit a determination in advance
or a prediction of what information
will be matched with other information
and thus whether it is accurate, rel-
evant, timely and complete. With the
passage of time, seemingly irrelevant
or untimely information may acquire
new significance as further investiga-
tion brings new details to light and the
accuracy of such information can often
only be determined in a court of law.
The restrictions imposed by subsection
(e)(5) would restrict the ability of
trained investigators, intelligence ana-
lysts, and government attorneys to ex-
ercise their judgment in collating and
analyzing information and would im-
pede the development of criminal or
other intelligence necessary for effec-
tive law enforcement.

(11) From subsection (e)(8) because
the individual notice requirements of
subsection (e)(8) could present a serious
impediment to law enforcement by re-
vealing investigative techniques, pro-
cedures, evidence, or interest and
interfering with the ability to issue
warrants or subpoenas, and could give
persons sufficient warning to evade in-
vestigative efforts.

(12) From subsections (f) and (g) be-
cause these subsections are inappli-
cable to the extent that the system is
exempt from other specific subsections
of the Privacy Act.

[Order No. 645-76, 41 FR 12640, Mar. 26, 1976,
as amended by Order No. 659-76, 41 FR 32423,
Aug. 3, 1976; Order No. 11-78, 43 FR 38386,
Aug. 28, 1978; Order No. 30-79, 44 FR 54046,
Sept. 18, 1979; Order Nos. 6-86, 7-86, 51 FR
15475, 15477, Apr. 24, 1986; Order No. 018-2004,
69 FR 72114, Dec. 13, 2004; Order No. 015-2006,
71 FR 58278, Oct. 3, 2006; Order No. 003-2009, 74
FR 42776, Aug. 25, 2009]

§16.92

§16.92 Exemption of Environment and
Natural Resources Division Sys-
tems—limited access.

(a)(1) The following system of records
is exempted pursuant to 5 TU.S.C.
5b2a(j)(2) from subsections (¢)(3) and
@), (@), (e)(1), (e)2), (e)(3), (e)d), (e)@8),
(f) and (g); in addition, the following
systems of records are exempted pursu-
ant to 5 U.S.C. 552a(k)(1) and (k)(2)
from subsections (c)(3), (d), and (e)(1):

(i) Environment and Natural Re-
sources Division Case and Related Files
System, JUSTICE/ENRD-003.

(ii) [Reserved]

(2) These exemptions apply only to
the extent that information in this sys-
tem relates to the investigation, pros-
ecution or defense of actual or poten-
tial criminal or civil litigation, or
which has been properly classified in
the interest of national defense and
foreign policy, and therefore is subject
to exemption pursuant to 5 U.S.C.
5562a(j)(2), (k)(1) and (k)(2). To the ex-
tent that information in a record per-
taining to an individual does not relate
to national defense or foreign policy,
official Federal investigations, and/or
law enforcement matters, the exemp-
tion does not apply. In addition, where
compliance would not appear to inter-
fere with or adversely affect the over-
all law or regulatory enforcement proc-
ess, the applicable exemption may be
waived by the Environment and Nat-
ural Resources Division.

(b) Only that information that re-
lates to the investigation, prosecution
or defense of actual or potential crimi-
nal or civil litigation, or which has
been properly classified in the interest
of national defense and foreign policy
is exempted for the reasons set forth
from the following subsections:

(1) Subsection (c)(3). Subsection (c)(3)
requires an agency to provide an ac-
counting of disclosures of records con-
cerning an individual. To provide the
subject of a criminal or civil matter or
case under investigation with an ac-
counting of disclosures of records
would inform that individual (and oth-
ers to whom the subject might disclose
the records) of the existence, nature, or
scope of that investigation and thereby
seriously impede law enforcement ef-
forts by permitting the record subject
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and others to avoid criminal penalties
and civil remedies.

(2) Subsections (c)(4) (requiring an
agency to inform individuals about any
corrections made to a record that has been
disclosed) and (g) (providing for civil rem-
edies when an agency fails to comply with
these provisions). These provisions are
inapplicable to the extent that this
system of records is exempted from
subsection (d).

(3) Subsection (d). Subsection (d) re-
quires an agency to allow individuals
to gain access to a record about him or
herself; to dispute the accuracy, rel-
evance, timeliness or completeness of
such records; and to have an oppor-
tunity to amend his or her record or
seek judicial review. To the extent that
information contained in this system
has been properly classified, relates to
the investigation and/or prosecution of
grand jury, civil fraud, and other law
enforcement matters, disclosure could
compromise matters which should be
kept secret in the interest of national
security or foreign policy; compromise
confidential investigations or pro-
ceedings; impede affirmative enforce-
ment actions based upon alleged viola-
tions of regulations or of civil or crimi-
nal laws; reveal the identity of con-
fidential sources; and result in unwar-
ranted invasions of the privacy of oth-
ers. Amendment of the records would
interfere with ongoing criminal law en-
forcement proceedings and impose an
impossible administrative burden by
requiring criminal investigations to be
continuously reinvestigated.

(4) Subsection (e)(1). Subsection (e)(1)
requires an agency to maintain in its
records only such information about an
individual that is relevant and nec-
essary to accomplish the agency’s pur-
pose. In the course of criminal or civil
investigations, cases, or other matters,
the Environment and Natural Re-
sources Division may obtain informa-
tion concerning the actual or potential
violation of laws which are not strictly
within its statutory authority. In the
interest of effective law enforcement,
it is necessary to retain such informa-
tion since it may establish patterns of
criminal activity or avoidance of other
civil obligations and provide leads for
Federal and other law enforcement
agencies.
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(5) Subsection (e)(2). Subsection (e)(2)
requires an agency to collect informa-
tion to the greatest extent practicable
from the subject individual when the
information may result in adverse de-
terminations about an individual’s
rights, benefits and privileges under
Federal programs. To collect informa-
tion from the subject of a criminal in-
vestigation or prosecution would
present a serious impediment to law
enforcement in that the subject (and
others with whom the subject might be
in contact) would be informed of the
existence of the investigation and
would therefore be able to avoid detec-
tion or apprehension, to influence wit-
nesses improperly, to destroy evidence,
or to fabricate testimony.

(6) Subsection (e)(3). Subsection (e)(3)
requires an agency to inform each indi-
vidual whom it asks to supply informa-
tion, on a form that can be retained by
the individual, the authority which au-
thorizes the solicitation, the principal
purpose for the information, the rou-
tine uses of the information, and the
effects on the individual of not pro-
viding the requested information. To
comply with this requirement during
the course of a criminal investigation
or prosecution could jeopardize the in-
vestigation by disclosing the existence
of a confidential investigation, reveal-
ing the identity of witnesses or con-
fidential informants, or impeding the
information gathering process.

() Subsection (e)(5). Subsection (e)(5)
requires an agency to maintain records
with such accuracy, relevance, timeli-
ness, and completeness as is reasonably
necessary to assure fairness to the in-
dividual. In compiling information for
criminal law enforcement purposes, the
accuracy, completeness, timeliness and
relevancy of the information obtained
cannot always be immediately deter-
mined. As new details of an investiga-
tion come to light, seemingly irrele-
vant or untimely information may ac-
quire new significance and the accu-
racy of such information can often
only be determined in a court of law.
Compliance with this requirement
would therefore restrict the ability of
government attorneys in exercising
their judgment in developing informa-
tion necessary for effective law en-
forcement.
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(8) Subsection (e)(8). Subsection (e)(8)
requires agencies to make reasonable
efforts to serve notice on an individual
when any record on the individual is
made available to any person under
compulsory legal process. To serve no-
tice would give persons sufficient warn-
ing to evade law enforcement efforts.

(9) Subsections (f) and (g). Subsection
(f) requires an agency to establish pro-
cedures to allow an individual to have
access to information about him or
herself and to contest information kept
by an agency about him or herself.
Subsection (g) provides for civil rem-
edies against agencies who fail to com-
ply with the Privacy Act requirements.
These provisions are inapplicable to
the extent that this system is exempt
from the access and amendment provi-
sions of subsection (d).

(c) The following system of records is
exempt from 5 U.S.C. 552a (¢)(3) and (d):

(1) Freedom of Information/Privacy
Act Records System. (Justice/LDN-
005).

These exemptions apply only to the ex-
tent that information in this system is
subject to exemption pursuant to 5
U.S.C. 652a(k)(2).

(d) Exemptions from the particular
subsections are justified for the fol-
lowing reasons:

(1) From subsection (c) (3) because
that portion of the Freedom of Infor-
mation/Privacy Act Records System
that consists of investigatory mate-
rials compiled for law enforcement pur-
poses is being exempted from access
and contest; the provision for disclo-
sure of accounting is not applicable.

(2) From subsection (d) because of the
need to safeguard the identity of con-
fidential informants and avoid inter-
ference with ongoing investigations or
law enforcement activities by pre-
venting premature disclosure of infor-
mation relating to those efforts.

[Order No. 688-77, 42 FR 10000, Feb. 18, 1977, as
amended by Order No. 207-2000, 656 FR 75158,
Dec. 1, 2000]

§16.93 Exemption of Tax Division Sys-
tems—limited access.

(a) The following systems of records
are exempted pursuant to the provi-
sions of 5 U.S.C. 552a (j)(2) from sub-
sections (c)(3), (©)(@), (DD, (D),
@A), @MW, ()X, (©)X2), (©e)3),

§16.93

@)@(G), (e)DH), (e)(4)(D), (e)(d), (e)8),
(f) and (g) of 5 U.S.C. bb2a:

(1) Tax Division Central Classifica-
tion Cards, Index Docket Cards, and
Associated  Records—Criminal Tax
Cases (JUSTICE/TAX-001)—Limited
Access.

(2) These exemptions apply to the ex-
tent that information in these systems
is subject to exemption pursuant to 5
U.S.C. 552a(j)(2).

(b) The system of records listed under
paragraph (a)(1) of this section is ex-
empted for the reasons set forth below,
from the following provisions of 5
U.S.C. bb2a:

(1)(c)(3). The release of the disclosure
accounting, for disclosures made pursu-
ant to subsection (b) of the Act, includ-
ing those permitted under the routine
uses published for those systems of
records, would enable the subject of an
investigation of an actual or potential
criminal tax case to determine whether
he or she is the subject of investiga-
tion, to obtain valuable information
concerning the nature of that inves-
tigation and the information obtained,
and to determine the identity of wit-
nesses or informants. Such access to
investigative information would, ac-
cordingly, present a serious impedi-
ment to law enforcement. In addition,
disclosure of the accounting would con-
stitute notice to the individual of the
existence of a record even though such
notice requirement under subsection
(f)(1) is specifically exempted for these
systems of records.

(2)(c)(4). Since an exemption is being
claimed for subsection (d) of the Act
(Access to Records) this subsection is
inapplicable to the extent that these
systems of records are exempted from
subsection (d).

3) (D); (@)(2); (@)3); (d)(4). Access
to the records contained in these sys-
tems would inform the subject of an ac-
tual or potential criminal tax inves-
tigation of the existence of that inves-
tigation, of the nature and scope of the
information and evidence obtained as
to his or her activities, and of the iden-
tity of witnesses or informants. Such
access would, accordingly, provide in-
formation that could enable the sub-
ject to avoid detection, apprehension
and prosecution. This result, therefore,
would constitute a serious impediment
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