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Subpart D—Notification in the
Case of Breach of Unsecured
Protected Health Information

SOURCE: 74 FR 42767, Aug. 24, 2009, unless
otherwise noted.

§164.400 Applicability.

The requirements of this subpart
shall apply with respect to breaches of
protected health information occurring
on or after September 23, 2009.

§164.402 Definitions.

As used in this subpart, the following
terms have the following meanings:

Breach means the acquisition, access,
use, or disclosure of protected health
information in a manner not permitted
under subpart E of this part which
compromises the security or privacy of
the protected health information.

(1)(i) For purposes of this definition,
compromises the security or privacy of the
protected health information means poses
a significant risk of financial,
reputational, or other harm to the in-
dividual.

(ii) A use or disclosure of protected
health information that does not in-
clude the identifiers listed at
§164.514(e)(2), date of birth, and zip code
does not compromise the security or
privacy of the protected health infor-
mation.

(2) Breach excludes:

(i) Any unintentional acquisition, ac-
cess, or use of protected health infor-
mation by a workforce member or per-
son acting under the authority of a
covered entity or a business associate,
if such acquisition, access, or use was
made in good faith and within the
scope of authority and does not result

in further use or disclosure in a man-
ner not permitted under subpart E of
this part.

(ii) Any inadvertent disclosure by a
person who is authorized to access pro-
tected health information at a covered
entity or business associate to another
person authorized to access protected
health information at the same covered
entity or business associate, or orga-
nized health care arrangement in
which the covered entity participates,
and the information received as a re-
sult of such disclosure is not further
used or disclosed in a manner not per-
mitted under subpart E of this part.

(iii) A disclosure of protected health
information where a covered entity or
business associate has a good faith be-
lief that an unauthorized person to
whom the disclosure was made would
not reasonably have been able to retain
such information.

Unsecured protected health information
means protected health information
that is not rendered unusable,
unreadable, or indecipherable to unau-
thorized individuals through the use of
a technology or methodology specified
by the Secretary in the guidance issued
under section 13402(h)(2) of Public Law
111-5 on the HHS Web site.

§164.404 Notification to individuals.

(a) Standard—(1) General rule. A cov-
ered entity shall, following the dis-
covery of a breach of unsecured pro-
tected health information, notify each
individual whose unsecured protected
health information has been, or is rea-
sonably believed by the covered entity
to have been, accessed, acquired, used,
or disclosed as a result of such breach.
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(2) Breaches treated as discovered. For
purposes of paragraph (a)(1) of this sec-
tion, §§164.406(a), and 164.408(a), a
breach shall be treated as discovered
by a covered entity as of the first day
on which such breach is known to the
covered entity, or, by exercising rea-
sonable diligence would have been
known to the covered entity. A covered
entity shall be deemed to have knowl-
edge of a breach if such breach is
known, or by exercising reasonable
diligence would have been known, to
any person, other than the person com-
mitting the breach, who is a workforce
member or agent of the covered entity
(determined in accordance with the
federal common law of agency).

(b) Implementation specification: Time-
liness of notification. Except as provided
in §164.412, a covered entity shall pro-
vide the notification required by para-
graph (a) of this section without unrea-
sonable delay and in no case later than
60 calendar days after discovery of a
breach.

(c) Implementation specifications: Con-
tent of mnotification—(1) Elements. The
notification required by paragraph (a)
of this section shall include, to the ex-
tent possible:

(A) A brief description of what hap-
pened, including the date of the breach
and the date of the discovery of the
breach, if known;

(B) A description of the types of un-
secured protected health information
that were involved in the breach (such
as whether full name, social security
number, date of birth, home address,
account number, diagnosis, disability
code, or other types of information
were involved);

(C) Any steps individuals should take
to protect themselves from potential
harm resulting from the breach;

(D) A brief description of what the
covered entity involved is doing to in-
vestigate the breach, to mitigate harm
to individuals, and to protect against
any further breaches; and

(E) Contact procedures for individ-
uals to ask questions or learn addi-
tional information, which shall include
a toll-free telephone number, an e-mail
address, Web site, or postal address.

(2) Plain language requirement. The
notification required by paragraph (a)

§164.404

of this section shall be written in plain
language.

(d) Implementation specifications:
Methods of individual notification. The
notification required by paragraph (a)
of this section shall be provided in the
following form:

(1) Written notice. (i) Written notifica-
tion by first-class mail to the indi-
vidual at the last known address of the
individual or, if the individual agrees
to electronic notice and such agree-
ment has not been withdrawn, by elec-
tronic mail. The notification may be
provided in one or more mailings as in-
formation is available.

(ii) If the covered entity knows the
individual is deceased and has the ad-
dress of the next of kin or personal rep-
resentative of the individual (as speci-
fied under §164.502(g)(4) of subpart E),
written notification by first-class mail
to either the next of kin or personal
representative of the individual. The
notification may be provided in one or
more mailings as information is avail-
able.

(2) Substitute notice. In the case in
which there is insufficient or out-of-
date contact information that pre-
cludes written notification to the indi-
vidual under paragraph (d)(1)(i) of this
section, a substitute form of notice
reasonably calculated to reach the in-
dividual shall be provided. Substitute
notice need not be provided in the case
in which there is insufficient or out-of-
date contact information that pre-
cludes written notification to the next
of kin or personal representative of the
individual under paragraph (d)(1)(ii).

(i) In the case in which there is insuf-
ficient or out-of-date contact informa-
tion for fewer than 10 individuals, then
such substitute notice may be provided
by an alternative form of written no-
tice, telephone, or other means.

(ii) In the case in which there is in-
sufficient or out-of-date contact infor-
mation for 10 or more individuals, then
such substitute notice shall:

(A) Be in the form of either a con-
spicuous posting for a period of 90 days
on the home page of the Web site of the
covered entity involved, or conspicuous
notice in major print or broadcast
media in geographic areas where the
individuals affected by the breach like-
ly reside; and
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(B) Include a toll-free phone number
that remains active for at least 90 days
where an individual can learn whether
the individual’s unsecured protected
health information may be included in
the breach.

(3) Additional notice in urgent situa-
tions. In any case deemed by the cov-
ered entity to require urgency because
of possible imminent misuse of unse-
cured protected health information,
the covered entity may provide infor-
mation to individuals by telephone or
other means, as appropriate, in addi-
tion to notice provided under para-
graph (d)(1) of this section.

§164.406 Notification to the media.

(a) Standard. For a breach of unse-
cured protected health information in-
volving more than 500 residents of a
State or jurisdiction, a covered entity
shall, following the discovery of the
breach as provided in §164.404(a)(2), no-
tify prominent media outlets serving
the State or jurisdiction. For purposes
of this section, State includes American
Samoa and the Northern Mariana Is-
lands.

(b) Implementation specification: Time-
liness of notification. Except as provided
in §164.412, a covered entity shall pro-
vide the notification required by para-
graph (a) of this section without unrea-
sonable delay and in no case later than
60 calendar days after discovery of a
breach.

(c) Implementation specifications: Con-
tent of notification. The notification re-
quired by paragraph (a) of this section
shall meet the requirements of
§164.404(c).

§164.408 Notification to the Secretary.

(a) Standard. A covered entity shall,
following the discovery of a breach of
unsecured protected health informa-
tion as provided in §164.404(a)(2), notify
the Secretary.

(b) Implementation specifications:
Breaches involving 500 or more individ-
uals. For breaches of unsecured pro-
tected health information involving 500
or more individuals, a covered entity
shall, except as provided in §164.412,
provide the notification required by
paragraph (a) of this section contem-
poraneously with the notice required

45 CFR Subtitle A (10-1-11 Edition)

by §164.404(a) and in the manner speci-
fied on the HHS Web site.

(c) Implementation specifications:
Breaches involving less than 500 individ-
uals. For breaches of unsecured pro-
tected health information involving
less than 500 individuals, a covered en-
tity shall maintain a log or other docu-
mentation of such breaches and, not
later than 60 days after the end of each
calendar year, provide the notification
required by paragraph (a) of this sec-
tion for breaches occurring during the
preceding calendar year, in the manner
specified on the HHS Web site.

§164.410 Notification by a business as-
sociate.

(a) Standard. (1) A business associate
shall, following the discovery of a
breach of unsecured protected health
information, notify the covered entity
of such breach.

(2) Breaches treated as discovered. For
purposes of paragraph (1) of this sec-
tion, a breach shall be treated as dis-
covered by a business associate as of
the first day on which such breach is
known to the business associate or, by
exercising reasonable diligence, would
have been known to the business asso-
ciate. A business associate shall be
deemed to have knowledge of a breach
if the breach is known, or by exercising
reasonable diligence would have been
known, to any person, other than the
person committing the breach, who is
an employee, officer, or other agent of
the business associate (determined in
accordance with the federal common
law of agency).

(b) Implementation specifications: Time-
liness of notification. Except as provided
in §164.412, a business associate shall
provide the notification required by
paragraph (a) of this section without
unreasonable delay and in no case later
than 60 calendar days after discovery of
a breach.

(c) Implementation specifications: Con-
tent of notification. (1) The notification
required by paragraph (a) of this sec-
tion shall include, to the extent pos-
sible, the identification of each indi-
vidual whose unsecured protected
health information has been, or is rea-
sonably believed by the business asso-
ciate to have been, accessed, acquired,
used, or disclosed during the breach.
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(2) A business associate shall provide
the covered entity with any other
available information that the covered
entity is required to include in notifi-
cation to the individual under
§164.404(c) at the time of the notifica-
tion required by paragraph (a) of this
section or promptly thereafter as infor-
mation becomes available.

§164.412 Law enforcement delay.

If a law enforcement official states to
a covered entity or business associate
that a notification, notice, or posting
required under this subpart would im-
pede a criminal investigation or cause
damage to national security, a covered
entity or business associate shall:

(a) If the statement is in writing and
specifies the time for which a delay is
required, delay such notification, no-
tice, or posting for the time period
specified by the official; or

(b) If the statement is made orally,
document the statement, including the
identity of the official making the
statement, and delay the notification,
notice, or posting temporarily and no
longer than 30 days from the date of
the oral statement, unless a written
statement as described in paragraph (a)
of this section is submitted during that
time.

§164.414 Administrative requirements
and burden of proof.

(a) Administrative requirements. A cov-
ered entity is required to comply with
the administrative requirements of
§164.530(b), (d), (e), (g), (h), (1), and ()
with respect to the requirements of
this subpart.

(b) Burden of proof. In the event of a
use or disclosure in violation of sub-
part E, the covered entity or business
associate, as applicable, shall have the
burden of demonstrating that all noti-
fications were made as required by this
subpart or that the use or disclosure
did not constitute a breach, as defined
at §164.402.

Subpart E—Privacy of Individually
Identifiable Health Information

AUTHORITY: 42 U.S.C. 1320d-2 and 1320d-4,
sec. 264 of Pub. L. 104-191, 110 Stat. 2033-2034
(42 U.S.C. 1320d-2(note)).

§164.500

§164.500 Applicability.

(a) Except as otherwise provided
herein, the standards, requirements,
and implementation specifications of
this subpart apply to covered entities
with respect to protected health infor-
mation.

(b) Health care clearinghouses must
comply with the standards, require-
ments, and implementation specifica-
tions as follows:

(1) When a health care clearinghouse
creates or receives protected health in-
formation as a business associate of an-
other covered entity, the clearinghouse
must comply with:

(i) Section 164.500 relating to applica-
bility;

(ii) Section 164.501 relating to defini-
tions;

(iii) Section 164.502 relating to uses
and disclosures of protected health in-
formation, except that a clearinghouse
is prohibited from using or disclosing
protected health information other
than as permitted in the business asso-
ciate contract under which it created
or received the protected health infor-
mation;

(iv) Section 164.504 relating to the or-
ganizational requirements for covered
entities;

(v) Section 164.512 relating to uses
and disclosures for which individual
authorization or an opportunity to
agree or object is not required, except
that a clearinghouse is prohibited from
using or disclosing protected health in-
formation other than as permitted in
the business associate contract under
which it created or received the pro-
tected health information;

(vi) Section 164.532 relating to transi-
tion requirements; and

(vii) Section 164.534 relating to com-
pliance dates for initial implementa-
tion of the privacy standards.

(2) When a health care clearinghouse
creates or receives protected health in-
formation other than as a business as-
sociate of a covered entity, the clear-
inghouse must comply with all of the

standards, requirements, and imple-
mentation specifications of this sub-
part.

(c) The standards, requirements, and
implementation specifications of this
subpart do not apply to the Depart-
ment of Defense or to any other federal
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