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the National Archives and Records Ad-
ministration, Electronic/Special Media
Records Services Division (NWMER),
8601 Adelphi Road, College Park, MD
20740, phone number 301-837-1578, for
other electronic records.

§1235.50 What specifications and
standards for transfer apply to elec-
tronic records?

(a) General.

(1) Agencies must transfer electronic
records in a format that is independent
of specific hardware or software. Ex-
cept as specified in paragraphs (c)
through (e) of this section, the records
must be written in American Standard
Code for Information Interchange
(ASCII) or Extended Binary Coded Dec-
imal Interchange Code (EBCDIC) with
all control characters and other non-
data characters removed. Agencies
must consult with the National Ar-
chives and Records Administration,
Electronic/Special Media Records Serv-
ices Division (NWME), 8601 Adelphi
Road, College Park, MD 20740, phone
number (301) 837-1578 about electronic
records in other formats.

(2) Agencies must have advance ap-
proval from NARA for compression of
the records, and agencies must comply
with a request from NARA to provide
the software to decompress the records.

(3) Agencies interested in transfer-
ring scheduled electronic records using
a Tape Archive (TAR) utility must con-
tact the National Archives and Records
Administration, Electronic/Special
Media Records Services Division
(NWME), 8601 Adelphi Road, College
Park, MD 20740, phone number (301)
837-1578 to initiate transfer discussions.

(b) Data files and databases. Data files
and databases must be transferred to
the National Archives of the United
States as flat files or as rectangular ta-
bles; i.e., as two-dimensional arrays,
lists, or tables. All ‘“‘records’ (within
the context of the computer program,
as opposed to a Federal record) or
“tuples,” i.e., ordered collections of
data items, within a file or table must
have the same logical format. Each
data element within a record must con-
tain only one data value. A record
must not contain nested repeating
groups of data items. The file must not
contain extraneous control characters,
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except record length indicators for
variable length records, or marks de-
limiting a data element, field, record,
or file. If records or data elements in
different files need to be linked or com-
bined, then each record must contain
one or more data elements that con-
stitute primary and/or foreign keys en-
abling valid linkages between the re-
lated records in separate files.

(c) Digital geospatial data files. Digital
spatial data files must be transferred
to the National Archives of the United
States in a format that complies with
a non-proprietary, published open
standard maintained by or for a Fed-
eral, national, or international stand-
ards organization. Acceptable transfer
formats include the Geography Markup
Language (GML) as defined by the
Open GIS Consortium.

(d) Textual documents. Electronic tex-
tual documents must be transferred as
plain ASCII files; however, such files
may contain standard markup lan-
guage such as Standard Generalized
Markup Language (SGML) or XML
tags.

(e) Electronic mail, scanned images of
textual records, portable document format
records, digital photographic records, and
Web content records. For guidance on
the transfer of these records to NARA,
agencies should consult the transfer re-
quirements available on the NARA
Electronic Records Management Initia-
tive Web page at http:/
www.archives.gov/records-mgmt/initia-
tives/transfer-to-nara.hitml or contact the
National Archives and Records Admin-
istration, Special Media Archives Serv-
ices Division (NWCS), 8601 Adelphi
Road, College Park, MD 20740, phone
number 301-837-2903 for digital photo-
graphs and metadata, or the National
Archives and Records Administration,
Electronic/Special Media Records Serv-
ices Division (NWME), 8601 Adelphi
Road, College Park, MD 20740, phone
number (301) 837-1578, for other elec-
tronic records,
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Subpart A—General

§1236.1 What are the authorities for
part 1236?

The statutory authority for this part
is 44 U.S.C. 2904, 3101, 3102, and 3105.
OMB Circular A-130, Management of
Federal Information Resources, applies
to records and information systems
containing records.

§1236.2 What definitions apply to this
part?

(a) See §1220.18 of this subchapter for
definitions of terms used throughout
Subchapter B, including part 1236.

(b) As used in part 1236—

§1236.6

Electronic information system means an
information system that contains and
provides access to computerized Fed-
eral records and other information.

Electronic mail system means a com-
puter application used to create, re-
ceive, and transmit messages and other
documents. Excluded from this defini-
tion are file transfer utilities (software
that transmits files between users but
does not retain any transmission data),
data systems used to collect and proc-
ess data that have been organized into
data files or data bases on either per-
sonal computers or mainframe com-
puters, and word processing documents
not transmitted on an e-mail system.

Metadata consists of preserved con-
textual information describing the his-
tory, tracking, and/or management of
an electronic document.

Unstructured electronic records means
records created using office automa-
tion applications such as electronic
mail and other messaging applications,
word processing, or presentation soft-
ware.

§1236.4 What standards are used as
guidance for this part?

These regulations conform with ISO
156489-1:2001. Paragraph 9.6 (Storage and
handling) is relevant to this part.

§1236.6 What are agency responsibil-
ities for electronic records manage-
ment?

Agencies must:

(a) Incorporate management of elec-
tronic records into the records manage-
ment activities required by parts 1220-
1235 of this subchapter;

(b) Integrate records management
and preservation considerations into
the design, development, enhancement,
and implementation of electronic in-
formation systems in accordance with
subpart B of this part; and

(c) Appropriately manage electronic
records in accordance with subpart C of
this part.
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Subpart B—Records Management
and Preservation Consider-
ations for Designing and Im-

plementing Electronic Infor-
mation Systems
§1236.10 What records management

controls must agencies establish for
records in electronic information
systems?

The following types of records man-
agement controls are needed to ensure
that Federal records in electronic in-
formation systems can provide ade-
quate and proper documentation of
agency business for as long as the in-
formation is needed. Agencies must in-
corporate controls into the electronic
information system or integrate them
into a recordkeeping system that is ex-
ternal to the information system itself
(see §1236.20 of this part).

(a) Reliability: Controls to ensure a
full and accurate representation of the
transactions, activities or facts to
which they attest and can be depended
upon in the course of subsequent trans-
actions or activities.

(b) Authenticity: Controls to protect
against unauthorized addition, dele-
tion, alteration, use, and concealment.

(c) Integrity: Controls, such as audit
trails, to ensure records are complete
and unaltered.

(d) Usability: Mechanisms to ensure
records can be located, retrieved, pre-
sented, and interpreted.

(e) Content: Mechanisms to preserve
the information contained within the
record itself that was produced by the
creator of the record;

(f) Context: Mechanisms to implement
cross-references to related records that
show the organizational, functional,
and operational circumstances about
the record, which will vary depending
upon the business, legal, and regu-
latory requirements of the business ac-
tivity; and

(g) Structure: controls to ensure the
maintenance of the physical and log-
ical format of the records and the rela-
tionships between the data elements.
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§1236.12 What other records manage-
ment and preservation consider-
ations must be incorporated into
the design, development, and imple-
mentation of electronic information
systems?

As part of the capital planning and
systems development life cycle proc-
esses, agencies must ensure:

(a) That records management con-
trols (see §1236.10) are planned and im-
plemented in the system;

(b) That all records in the system
will be retrievable and usable for as
long as needed to conduct agency busi-
ness (i.e., for their NARA-approved re-
tention period). Where the records will
need to be retained beyond the planned
life of the system, agencies must plan
and budget for the migration of records
and their associated metadata to new
storage media or formats in order to
avoid loss due to media decay or tech-
nology obsolescence. (See §1236.14.)

(c) The transfer of permanent records
to NARA in accordance with part 1235
of this subchapter.

(d) Provision of a standard inter-
change format (e.g., ASCII or XML)
when needed to permit the exchange of
electronic documents between offices
using different software or operating
systems.

§1236.14 What must agencies do to
protect records against techno-
logical obsolescence?

Agencies must design and implement
migration strategies to counteract
hardware and software dependencies of
electronic records whenever the
records must be maintained and used
beyond the life of the information sys-
tem in which the records are originally
created or captured. To successfully
protect records against technological
obsolescence, agencies must:

(a) Determine if the NARA-approved
retention period for the records will be
longer than the life of the system
where they are currently stored. If so,
plan for the migration of the records to
a new system before the current sys-
tem is retired.

(b) Carry out upgrades of hardware
and software in such a way as to retain
the functionality and integrity of the
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electronic records created in them. Re-
tention of record functionality and in-
tegrity requires:

(1) Retaining the records in a usable
format until their authorized disposi-
tion date. Where migration includes
conversion of records, ensure that the
authorized disposition of the records
can be implemented after conversion;

(2) Any necessary conversion of stor-
age media to provide compatibility
with current hardware and software;
and

(3) Maintaining a 1link between
records and their metadata through
conversion or migration, including cap-
ture of all relevant associated
metadata at the point of migration (for
both the records and the migration
process).

(c) Ensure that migration strategies
address non-active electronic records
that are stored off-line.

Subpart C—Additional Require-
ments for Electronic Records

§1236.20 What are appropriate record-
keeping systems for electronic
records?

(a) General. Agencies must use elec-
tronic or paper recordkeeping systems
or a combination of those systems, de-
pending on their business needs, for
managing their records. Transitory e-
mail may be managed as specified in
§1236.22(c).

(b) Electronic recordkeeping. Record-
keeping functionality may be built
into the electronic information system
or records can be transferred to an
electronic recordkeeping repository,
such as a DoD-5015.2 STD-certified
product. The following functionalities
are necessary for electronic record-
keeping:

(1) Declare records.
identifiers to records.

(2) Capture records. Import records
from other sources, manually enter
records into the system, or link records
to other systems.

(38) Organize records. Associate with
an approved records schedule and dis-
position instruction.

(4) Maintain records security. Prevent
the unauthorized access, modification,
or deletion of declared records, and en-

Assign unique

§1236.22

sure that appropriate audit trails are
in place to track use of the records.

(5) Manage access and retrieval. Estab-
lish the appropriate rights for users to
access the records and facilitate the
search and retrieval of records.

(6) Preserve records. Ensure that all
records in the system are retrievable
and usable for as long as needed to con-
duct agency business and to meet
NARA-approved dispositions. Agencies
must develop procedures to enable the
migration of records and their associ-
ated metadata to new storage media or
formats in order to avoid loss due to
media decay or technology obsoles-
cence.

(7) Execute disposition. Identify and ef-
fect the transfer of permanent records
to NARA based on approved records
schedules. Identify and delete tem-
porary records that are eligible for dis-
posal. Apply records hold or freeze on
disposition when required.

(c) Backup systems. System and file
backup processes and media do not pro-
vide the appropriate recordkeeping
functionalities and must not be used as
the agency electronic recordkeeping
system.

§1236.22 What are the additional re-
quirements for managing electronic
mail records?

(a) Agencies must issue instructions
to staff on the following retention and
management requirements for elec-
tronic mail records:

(1) The names of sender and all ad-
dressee(s) and date the message was
sent must be preserved for each elec-
tronic mail record in order for the con-
text of the message to be understood.
The agency may determine that other
metadata is needed to meet agency
business needs, e.g., receipt informa-
tion.

(2) Attachments to electronic mail
messages that are an integral part of
the record must be preserved as part of
the electronic mail record or linked to
the electronic mail record with other
related records.

(3) If the electronic mail system iden-
tifies users by codes or nicknames or
identifies addressees only by the name
of a distribution list, retain the intel-
ligent or full names on directories or
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distributions lists to ensure identifica-
tion of the sender and addressee(s) of
messages that are records.

(4) Some e-mail systems provide cal-
endars and task lists for users. These
may meet the definition of Federal
record. Calendars that meet the defini-
tion of Federal records are to be man-
aged in accordance with the provisions
of GRS 23, Item 5.

(5) Draft documents that are cir-
culated on electronic mail systems
may be records if they meet the cri-
teria specified in 36 CFR 1222.10(b) of
this subchapter.

(b) Agencies that allow employees to
send and receive official electronic
mail messages using a system not oper-
ated by the agency must ensure that
Federal records sent or received on
such systems are preserved in the ap-
propriate agency recordkeeping sys-
tem.

(c) Agencies may elect to manage
electronic mail records with very
short-term NARA-approved retention
periods (transitory records with a very
short-term retention period of 180 days
or less as provided by GRS 23, Item 7,
or by a NARA-approved agency records
schedule) on the electronic mail sys-
tem itself, without the need to copy
the record to a paper or electronic rec-
ordkeeping system, provided that:

(1) Users do not delete the messages
before the expiration of the NARA-ap-
proved retention period, and

(2) The system’s automatic deletion
rules ensure preservation of the records
until the expiration of the NARA-ap-
proved retention period.

(d) Except for those electronic mail
records within the scope of paragraph
(c) of this section:

(1) Agencies must not use an elec-
tronic mail system to store the record-
keeping copy of electronic mail mes-
sages identified as Federal records un-
less that system has all of the features
specified in §1236.20(b) of this part.

(2) If the electronic mail system is
not designed to be a recordkeeping sys-
tem, agencies must instruct staff on
how to copy Federal records from the
electronic mail system to a record-
keeping system.

(e) Agencies that retain permanent
electronic mail records scheduled for
transfer to the National Archives must
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either store them in a format and on a
medium that conforms to the require-
ments concerning transfer at 36 CFR
part 1235 or maintain the ability to
convert the records to the required for-
mat and medium at the time transfer
is scheduled.

(f) Agencies that maintain paper rec-
ordkeeping systems must print and file
their electronic mail records with the
related transmission and receipt data
specified by the agency’s electronic
mail instructions.

§1236.24 What are the additional re-

quirements for managing
unstructured electronic records?
(a) Agencies that manage

unstructured electronic records elec-
tronically must ensure that the records
are filed in a recordkeeping system
that meets the requirements in
§1236.10, except that transitory e-mail
may be managed in accordance with
§1236.22(c).

(b) Agencies that maintain paper
files as their recordkeeping systems
must establish policies and issue in-
structions to staff to ensure that
unstructured records are printed out
for filing in a way that captures any
pertinent hidden text (such as com-
ment fields) or structural relationships
(e.g., among worksheets in spread-
sheets or other complex documents) re-
quired to meet agency business needs.

§1236.26 What actions must agencies
take to maintain electronic infor-
mation systems?

(a) Agencies must maintain inven-
tories of electronic information sys-
tems and review the systems periodi-
cally for conformance to established
agency procedures, standards, and poli-
cies as part of the periodic reviews re-
quired by 44 U.S.C. 3506. The review
should determine if the records have
been properly identified and described,
and if the schedule descriptions and re-
tention periods reflect the current in-
formational content and use. If not,
agencies must submit an SF 115, Re-
quest for Records Disposition Author-
ity, to NARA.

(b) Agencies must maintain up-to-
date documentation about electronic
information systems that is adequate
to:
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(1) Specify all technical characteris-
tics necessary for reading and proc-
essing the records contained in the sys-
tem;

(2) Identify all inputs and outputs;

(3) Define the contents of the files
and records;

(4) Determine restrictions on access
and use;

(5) Understand the purpose(s) and
function(s) of the system;

(6) Describe update cycles or condi-
tions and rules for adding, changing, or
deleting information in the system;
and

(7) Ensure the timely, authorized dis-
position of the records.

§1236.28 What additional require-
ments apply to the selection and
maintenance of electronic records
storage media for permanent
records?

(a) Agencies must maintain the stor-
age and test areas for electronic
records storage media containing per-
manent and unscheduled records with-
in the following temperature and rel-
ative humidity ranges:

(1) Temperature—62° to 68 °F.

(2) Relative humidity—35% to 45%.

(b) Electronic media storage libraries
and test or evaluation areas that con-
tain permanent or unscheduled records
must be smoke-free.

(c) For additional guidance on the
maintenance and storage of CDs and
DVDS, agencies may consult the Na-
tional Institute of Standards and Tech-
nology (NIST) Special Publication 500—
252, Care and Handling of CDs and
DVDs at hitp://www.itl.nist.gov/iad/
894.05/papers/
CDandDVDCareandHandlingGuide.pdf,
contact phone number (301) 975-6478.

(d) Agencies must test magnetic
computer tape media no more than 6
months prior to using them to store
electronic records that are unscheduled
or scheduled for permanent retention.
This test should verify that the mag-
netic computer tape media are free of
permanent errors and in compliance
with NIST or industry standards.

(e) Agencies must annually read a
statistical sample of all magnetic com-
puter tape media containing perma-
nent and unscheduled records to iden-
tify any loss of data and to discover
and correct the causes of data loss. In

Pt. 1237

magnetic computer tape libraries with
1800 or fewer tape media, a 20% sample
or a sample size of 50 media, whichever
is larger, should be read. In magnetic
computer tape libraries with more than
1800 media, a sample of 384 media
should be read. Magnetic computer
tape media with 10 or more errors
should be replaced and, when possible,
lost data must be restored. All other
magnetic computer tape media which
might have been affected by the same
cause (i.e., poor quality tape, high
usage, poor environment, improper
handling) must be read and corrected
as appropriate.

(f) Before the media are 10 years old,
agencies must copy permanent or un-
scheduled data on magnetic records
storage media onto tested and verified
new electronic media.

PART 1237—AUDIOVISUAL, CAR-
TOGRAPHIC, @ AND  RELATED
RECORDS MANAGEMENT

Sec.

1237.1 What is the applicability and scope of
this part?
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12372
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audiovisual, cartographic, and related
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visual records?
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ments for audiovisual, cartographic, and
related records?

1237.16 How do agencies store audiovisual
records?

1237.18 What are the environmental stand-
ards for audiovisual records storage?

1237.20 What are special considerations in
the maintenance of audiovisual records?

1237.22 What are special considerations in
the storage and maintenance of car-
tographic and related records?

1237.24 What are the special considerations
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