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§105.230

and the specific security equipment in-
volved;

(6) Security threats. For each security
threat, the date and time of occur-
rence, how the threat was commu-
nicated, who received or identified the
threat, description of threat, to whom
it was reported, and description of the
response;

(7 Declaration of Security (DoS) A
copy of each single-visit DoS and a
copy of each continuing DoS for at
least 90 days after the end of its effec-
tive period; and

(8) Annual audit of the FSP. For each
annual audit, a letter certified by the
FSO stating the date the audit was
completed.

(c) Any record required by this part
must be protected from unauthorized
access or disclosure.

[USCG-2003-14732, 68 FR 39322, July 1, 2003, as
amended at 68 FR 60541, Oct. 22, 2003]

§105.230 Maritime Security (MARSEC)
Level coordination and implemen-
tation.

(a) The facility owner or operator
must ensure the facility operates in
compliance with the security require-
ments in this part for the MARSEC
Level in effect for the port.

(b) When notified of an increase in
the MARSEC Level, the facility owner
and operator must ensure:

(1) Vessels moored to the facility and
vessels scheduled to arrive at the facil-
ity within 96 hours of the MARSEC
Level change are notified of the new
MARSEC Level and the Declaration of
Security is revised as necessary;

(2) The facility complies with the re-
quired additional security measures
within 12 hours; and

(3) The facility reports compliance or
noncompliance to the COTP.

(¢c) For MARSEC Levels 2 and 3, the
Facility Security Officer must inform
all facility personnel about identified
threats, and emphasize reporting pro-
cedures and stress the need for in-
creased vigilance.

(d) An owner or operator whose facil-
ity is not in compliance with the re-
quirements of this section, must in-
form the COTP and obtain approval
prior to interfacing with a vessel or
continuing operations.

33 CFR Ch. I (7-1-11 Edition)

(e) At MARSEC Level 3, in addition
to the requirements in this part, a fa-
cility owner or operator may be re-
quired to implement additional meas-
ures, pursuant to 33 CFR part 6, 160, or
165, as appropriate, which may include
but are not limited to:

(1) Use of waterborne security patrol;

(2) Use of armed security personnel
to control access to the facility and to
deter, to the maximum extent prac-
tical, a transportation security inci-
dent; and

(3) Examination of piers, wharves,
and similar structures at the facility
for the presence of dangerous sub-
stances or devices underwater or other
threats.

§105.235 Communications.

(a) The Facility Security Officer
must have a means to effectively no-
tify facility personnel of changes in se-
curity conditions at the facility.

(b) Communication systems and pro-
cedures must allow effective and con-
tinuous communications between the
facility security personnel, vessels
interfacing with the facility, the cog-
nizant COTP, and national and local
authorities with security responsibil-
ities.

(c) At each active facility access
point, provide a means of contacting
police, security control, or an emer-
gency operations center, by telephones,
cellular phones, and/or portable radios,
or other equivalent means.

(d) Facility communications systems
must have a backup means for both in-
ternal and external communications.

§105.240 Procedures for interfacing
with vessels.

The facility owner or operator must
ensure that there are measures for
interfacing with vessels at all MARSEC
Levels.

§105.245 Declaration of
(DoS).

(a) BEach facility owner or operator
must ensure procedures are established
for requesting a DoS and for handling
DoS requests from a vessel.

(b) At MARSEC Level 1, a facility re-
ceiving a cruise ship or a manned ves-
sel carrying Certain Dangerous Cargo,
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