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system performance or identifying problem
areas.

(iii) Routine Use(s): None. The DoD ‘‘Blan-
ket Routine Uses” set forth at the beginning
of the Army’s Compilations of System of
Records Notices applies to this system.

(iv) Disclosure: Voluntary; however, failure
to provide the requested information may re-
sult in denial of access to DOD information
based systems and/or DOD facilities.

(2) [Reserved]

APPENDIX D TO PART 505—EXEMPTIONS;
EXCEPTIONS; AND DOD BLANKET
ROUTINE USES

(a) Special Exemption. 5 U.S.C. 552a(d)(5)—
Denies individual access to any information
compiled in reasonable anticipation of civil
action or proceeding.

(b) General and Specific Exemptions. The
Secretary of the Army may exempt Army
systems of records from certain require-
ments of the Privacy Act. The two Kkinds of
exemptions that require Secretary of the
Army enactment are General and Specific
exemptions. The Army system of records no-
tices for a particular type of record will
state whether the Secretary of the Army has
authorized a particular General and Specific
exemption to a certain type of record. The
Army system of records notices are pub-
lished in DA Pam 25-51 and on the Defense
Privacy Office’s Web site hitp:/
www.defenselink.mil/privacy/.

(c) Twelve Exceptions to the ‘“No Disclosure
without Consent’ rule of the Privacy Act.

(1) 5 U.S.C. 552a(b)(1)—To DOD officers and
employees who have a need for the record in
the performance of their official duties. This
is the ‘“‘official need to know concept.

(2) 5 U.S.C. 552a(b)(2)—FOIA requires re-
lease of the information.

(3) 5 U.S.C. 552a(b)(3)—The Routine Use Ex-
ception. The Routine Use must be published
in the FEDERAL REGISTER and the purpose of
the disclosure must be compatible with the
purpose for the published Routine Use. The
applicable Routine Uses for a particular
record will be listed in the applicable Army
Systems Notice.

(4) 5 U.S.C. 552a(b)(4—To the Bureau of the
Census to plan or carry out a census or sur-
vey, or related activity pursuant to Title 13
of the U.S. Code.

(5) 5 U.S.C. 5562a(b)(6)—To a recipient who
has provided DA or DOD with advance ade-
quate written assurance that the record will
be used solely as a statistical research or re-
porting record, and the record is to be trans-
ferred in a form that is not individually iden-
tifiable.

(6) 5 U.S.C. 552a(b)(6)—To the National Ar-
chives and Records Administration as a
record that has sufficient historical or other
value to warrant its continued preservation
by the U.S. Government, or for evaluation by
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the Archivist of the United States or the des-
ignee of the Archivist to determine whether
the record has such value.

NoOTE: Records transferred to the Federal
Records Centers for storage remain under
the control of the DA and no accounting for
disclosure is required under the Privacy Act.

(7) 5 U.S.C. 552a(b)(7)—To another agency
or instrumentality of any governmental ju-
risdiction within or under the control of the
United States for a civil or criminal law en-
forcement activity, if the activity is author-
ized by law, and if the head of the agency or
instrumentality has made a written request
to the Army or the DOD specifying the par-
ticular portion desired and the law enforce-
ment activity for which the record is sought.

(8) 5 U.S.C. 552a(b)(8)—To a person pursu-
ant to a showing of compelling cir-
cumstances affecting the health or safety of
an individual if upon such disclosure, notifi-
cation is transmitted to the last known ad-
dress of such individual.

(9) 5 U.S.C. 552a(b)(9)—To either House of
Congress, or, to the extent the matter is
within its jurisdiction, any committee or
subcommittee thereof, or any joint com-
mittee of Congress or subcommittee of any
such joint committee. Requests from a Con-
gressional member acting on behalf of a con-
stituent are not included in this exception,
but may be covered by a routine use excep-
tion to the Privacy Act (See applicable Army
system of records notice).

(10) 5 U.S.C. 552a(b)(10—To the Comp-
troller General or authorized representa-
tives, in the course of the performance of the
duties of the Government Accountability Of-
fice.

(11) 5 U.S.C. 552a(b)(11)—Pursuant to the
order of a court of competent jurisdiction.
The order must be signed by a judge.

(12) 5 U.S.C. 552a(b)(12)—To a consumer re-
porting agency in accordance with section
3711(e) of Title 31 of the U.S. Code. The name,
address, SSN, and other information identi-
fying the individual; amount, status, and
history of the claim; and the agency or pro-
gram under which the case arose may be dis-
closed. However, before doing so, agencies
must complete a series of steps designed to
validate the debt and to offer the individual
an opportunity to repay it.

(d) DOD Blanket Routine Uses. In addition
to specific routine uses which are listed in
the applicable Army system of record no-
tices, certain ‘‘Blanket Routine Uses’ apply
to all DOD maintained systems of records.
These are listed on the Defense Privacy Of-
fice’s Web site http:/www.defenselink.mil/pri-
vacy/. These ‘“‘Blanket Routine Uses’ are not
specifically listed in each system of records
notice as the specific routine uses are. The
current DOD ‘‘Blanket Routine Uses’ are as
follows—
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(1) Law Enforcement Routine Use. If a sys-
tem of records maintained by a DOD compo-
nent to carry out its functions indicates a
violation or potential violation of law,
whether civil, criminal or regulatory in na-
ture, and whether arising by general statute
or by regulation, rule, or order issued pursu-
ant thereto, the relevant records in the sys-
tem of records may be referred, as a routine
use, to the agency concerned, whether fed-
eral, state, local, or foreign, charged with
the responsibility of investigating or pros-
ecuting such violation or charged with en-
forcing or implementing the statute, rule,
regulation or order issued pursuant thereto.

(2) Disclosure When Requesting Information
Routine Use. A record from a system of
records maintained by a DOD component
may be disclosed as a routine use to a Fed-
eral, State, or local agency maintaining
civil, criminal, or other relevant enforce-
ment information or other pertinent infor-
mation, such as current licenses, if necessary
to obtain information relevant to a DOD
Component decision concerning the hiring or
retention of an employee, the issuance of a
security clearance, the letting of a contract,
or the issuance of a license, grant or other
benefit.

(8) Disclosure of Requested Information Rou-
tine Use. A record from a system of records
maintained by a DOD component may be dis-
closed to a Federal agency, in response to its
request, in connection with the hiring or re-
tention of an employee, the issuance of a se-
curity clearance, the reporting of an inves-
tigation of an employee, the letting of a con-
tract, or the issuance of a license, grant, or
other benefit by the requesting agency, to
the extent that the information is relevant
and necessary to the requesting agency’s de-
cision on the matter.

(4) Congressional Inquiries Disclosure Routine
Use. Disclosure from a system of records
maintained by a DOD component may be
made to a congressional office from the
record of an individual in response to an in-
quiry from the congressional office made at
the request of that individual.

(5) Private Relief Legislation Routine Use.
Relevant information contained in all sys-
tems of records of DOD published on or be-
fore August 22, 1975, may be disclosed to Of-
fice of Management and Budget in connec-
tion with the review of private relief legisla-
tion, as set forth in OMB Circular A-19, at
any stage of the legislative coordination and
clearance process as set forth in that Cir-
cular.

(6) Disclosures Required by International
Agreements Routine Use. A record from a sys-
tem of records maintained by a DOD Compo-
nent may be disclosed to foreign law enforce-
ment, security, investigatory, or administra-
tive authorities in order to comply with re-
quirements imposed by, or to claim rights
conferred in, international agreements and
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arrangements including those regulating the
stationing and status in foreign countries of
DOD military and civilian personnel.

(7) Disclosure to State and Local Taxing Au-
thorities Routine Use. Any information nor-
mally contained in Internal Revenue Service
Form W-2, which is maintained in a record
from a system of records maintained by a
DOD component, may be disclosed to state
and local taxing authorities with which the
Secretary of the Treasury has entered into
agreements pursuant to 5 U.S.C. sections
5516, 55617, and 5520 and only to those state
and local taxing authorities for which an em-
ployee or military member is or was subject
to tax regardless of whether tax is or was
withheld. This routine use is in accordance
with Treasury Fiscal Requirements Manual
Bulletin 76-07.

(8) Disclosure to the Office of Personnel Man-
agement Routine Use. A record from a system
of records subject to the Privacy Act and
maintained by a DA activity may be dis-
closed to the Office of Personnel Manage-
ment concerning information on pay and
leave, benefits, retirement deductions, and
any other information necessary for Office of
Personnel Management to carry out its le-
gally authorized Government-wide personnel
management functions and studies.

(9) Disclosure to the Department of Justice for
Litigation Routine Use. A record from a sys-
tem of records maintained by a DOD compo-
nent may be disclosed as a routine use to
any component of the Department of Justice
for the purpose of representing the Depart-
ment of Defense, or any officer, employee, or
member of the Department in pending or po-
tential litigation to which the record is per-
tinent.

(10) Disclosure to Military Banking Facilities
Overseas Routine Use. Information as to cur-
rent military addresses and assignments
may be provided to military banking facili-
ties who provide banking services overseas
and who are reimbursed by the Government
for certain checking and loan losses. For per-
sonnel separated, discharged, or retired from
the Armed forces, information as to last
known residential or home of record address
may be provided to the military banking fa-
cility upon certification by a banking facil-
ity officer that the facility has a returned or
dishonored check negotiated by the indi-
vidual or the individual has defaulted on a
loan and that if restitution is not made by
the individual, the U.S. Government will be
liable for the losses the facility may incur.

(11) Disclosure of Information to the General
Services Administration Routine Use. A record
from a system of records maintained by a
DOD component may be disclosed as a rou-
tine use to the General Services Administra-
tion for the purpose of records management
inspections conducted under authority of 44
U.S.C. Sections 2904 and 2906.
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(12) Disclosure of Information to National Ar-
chives and Records Administration Routine Use.
A record from a system of records main-
tained by a DOD component may be dis-
closed as a routine use to NATIONAL AR-
CHIVES AND RECORDS ADMINISTRATION
for the purpose of records management in-
spections conducted under authority of 44
U.S.C. sections 2904 and 2906.

(13) Disclosure to the Merit Systems Protection
Board Routine Use. A record from a system of
records maintained by a DOD component
may be disclosed as a routine use to the
Merit Systems Protection Board, including
the Office of the Special Counsel for the pur-
pose of litigation, including administrative
procedures, appeals, special studies of the
civil service and other merit systems, review
of Office of Personnel Management or com-
ponent rules and regulations, investigation
of alleged or possible prohibited personnel
practices, including administrative pro-
ceedings involving any individual subject of
a DOD investigation, and such other func-
tions, promulgated in 5 U.S.C. sections 1205
and 1206, or as may be authorized by law.

(14) Counterintelligence Purposes Routine
Use. A record from a system of records main-
tained by a DOD component may be dis-
closed as a routine use outside the DOD or
the U.S. Government for the purpose of
counterintelligence activities authorized by
U.S. Law or Executive Order or for the pur-
pose of enforcing laws, which protect the na-
tional security of the United States.

APPENDIX E TO PART 505—LITIGATION
STATUS SHEET

(a) Case Number: The number used by a DA
activity for reference purposes; Requester;

(b) Document Title or Description: Indi-
cates the nature of the case, such as ‘‘Denial
of access’”, ‘“Refusal to amend,” ‘‘Incorrect
records’, or other violations of the Act
(specify);

(c) Litigation: Date complaint filed, Court,
and Case File Number;

(d) Defendants: DOD component and indi-
vidual;

(e) Remarks: Brief explanation of what the
case is about;

(f) Court action: Court’s finding and dis-
ciplinary action (if applicable); and

(g) Appeal (If applicable): Date complaint
filed, court, case File Number, court’s find-
ing, disciplinary action (if applicable).

APPENDIX F TO PART 505—EXAMPLE OF
A SYSTEM OF RECORDS NOTICE

(a) Additional information and guidance on
Privacy Act system of records notices are
found in DA PAM 25-51. The following ele-
ments comprise a Privacy Act system of
records notice for publication in the FED-
ERAL REGISTER:
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(b) System Identifier: A0025-566 AHRC—DA
FOIA/P Office assigns the notice number, for
example, A0025-55, where ‘‘A” indicates
‘“Army,” the next number represents the
publication series number related to the sub-
ject matter, and the final letter group shows
the system manager’s command. In this
case, it would be U.S. Army Human Re-
sources Command.

(c) System Name: Use a short, specific, plain
language title that identifies the system’s
general purpose (limited to 55 characters).

(d) System Location: Specify the address of
the primary system and any decentralized
elements, including automated data systems
with a central computer facility and input or
output terminals at separate locations. Use
street address, 2-letter state abbreviations
and 9-digit ZIP Codes. Spell out office
names. Do not use office symbols.

(e) Categories of Individuals: Describe the
individuals covered by the system. Use non-
technical, specific categories of individuals
about whom the Department of Army keeps
records. Do not use categories like all
Army personnel’” unless that is truly accu-
rate.

(f) Categories of Records in the System: De-
scribe in clear, plain language, all categories
of records in the system. List only docu-
ments actually kept in the system. Do not
identify source documents that are used to
collect data and then destroyed. Do not list
form numbers.

(g) Authority for Maintenance of the System:
Cite the specific law or Executive Order that
authorizes the maintenance of the system.
Cite the DOD directive/instruction or De-
partment of the Army Regulation(s) that au-
thorizes the Privacy Act system of records.
Always include titles with the citations.
Note: Executive Order 9397 authorizes using
the SSN as a personal identifier. Include this
authority whenever the SSN is used to re-
trieve records.

(h) Purpose(s): List the specific purposes for
maintaining the system of records by the ac-
tivity.

(i) Routine Use(s): The blanket routine uses
that appear at the beginning of each Compo-
nent compilation apply to all systems notice
unless the individual system notice specifi-
cally states that one or more of them do not
apply to the system. Blanket Routine Uses
are located at the beginning of the Compo-
nent listing of systems notices and are not
contained in individual system of records no-
tices. However, specific routine uses are list-
ed in each applicable system of records no-
tice. List the specific activity to which the
record may be released, for example ‘“To the
Veterans Administration” or ‘“To state and
local health agencies’’. For each routine user
identified, include a statement as to the pur-
pose or purposes for which the record is to
release to that activity. Do not use general
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