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APPENDIX I TO PART 154—OVERSEAS INVES-
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APPENDIX J TO PART 154—ADP POSITION CAT-
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AUTHORITY: E.O. 10450, 18 FR 2489, 3 CFR,
1949-1953 Comp., p. 936; E.O. 12356, 47 FR 14874
and 15557, 3 CFR, 1982 Comp., p. 166; E.O.
10865, 25 FR 1583, 3 CFR, 1959-1963 Comp., Db.
398; E.O. 12333, 46 FR 59941, 3 CFR, 1981
Comp., p. 200.

SOURCE: 52 FR 11219, Apr. 8, 1987, unless
otherwise noted.

Subpart A—General Provisions

§154.1 Purpose.

(a) To establish policies and proce-
dures to ensure that acceptance and re-
tention of personnel in the Armed
Forces, acceptance and retention of ci-
vilian employees in the Department of
Defense (DoD), and granting members
of the Armed Forces, DoD civilian em-
ployees, DoD contractors, and other af-
filiated persons access to classified in-
formation are clearly consistent with
the interests of national security.

(b) This part: (1) Establishes DoD per-
sonnel security policies and proce-
dures;

(2) Sets forth the standards, criteria
and guidelines upon which personnel
security determinations shall be based;

(3) Prescribes the kinds and scopes of
personnel security investigations re-
quired;

(4) Details the evaluation and adverse
action procedures by which personnel
security determinations shall be made;
and

(5) Assigns overall program manage-
ment responsibilities.

§154.2 Applicability.

(a) This part implements the Depart-
ment of Defense Personnel Security
Program and takes precedence over all
other departmental issuances affecting
that program.

(b) All provisions of this part apply
to DoD civilian personnel, members of
the Armed Forces, excluding the Coast
Guard in peacetime, contractor per-
sonnel and other personnel who are af-
filiated with the Department of De-
fense except that the unfavorable ad-
ministrative action procedures per-
taining to contractor personnel requir-

§154.3

ing access to classified information are
contained in DoD 5220.22-R and in 32
CFR part 155.

(c) The policies and procedures which
govern the National Security Agency
are prescribed by Public Laws 88-290
and 86-36, Executive Orders 10450 and
12333, DoD Directive 5210.451, Director
of Central Intelligence Directive
(DCID) 1/142 and regulations of the Na-
tional Security Agency.

(d) Under combat conditions or other
military exigencies, an authority in
paragraph A, Appendix E, may waive
such provisions of this part as the cir-
cumstances warrant.

[62 FR 11219, Apr. 8, 1987, as amended at 58
FR 61024, Nov. 19, 1993]

§154.3 Definitions.

(a) Access. The ability and oppor-
tunity to obtain knowledge of classi-
fied information. An individual, in
fact, may have access to classified in-
formation by being in a place where
such information is kept, if the secu-
rity measures that are in force do not
prevent him from gaining knowledge of
such information.

(b) Adverse action. A removal from
employment, suspension from employ-
ment of more than 14 days, reduction
in grade, reduction in pay, or furlough
of 30 days or less.

(¢) Background Investigation (BI). A
personnel security investigation con-
sisting of both record reviews and
interviews with sources of information
as prescribed in paragraph 3, Appendix
A, this part, covering the most recent
5 years of an individual’s life or since
the 18th birthday, whichever is shorter,
provided that at least the last 2 years
are covered and that no investigation
will be conducted prior to an individ-
ual’s 16th birthday.

(d) Classified information. Official in-
formation or material that requires
protection in the interests of national
security and that is classified for such

1Copies may be obtained, at cost, from the

National Technical Information Service, 5285
Port Royal Road, Springfield, VA 22161.
2Copies may be obtained, if needed from
Central Intelligence Agency (CCISCMS/ICS),
1225 Ames Building, Washington, DC 20505.
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purpose by appropriate classifying au-
thority in accordance with the provi-
sions of Executive Order 12356.

(e) Defense Clearance and Investigative
Index (DCII). The DCII is the single,
automated, central DoD repository
which identifies investigations con-
ducted by DoD investigative agencies,
and personnel security determinations
made by DoD adjudicative authorities.

(f) DoD component. Includes the Office
of the Secretary of Defense; the Mili-
tary Departments; Chairman of the
Joint Chiefs of Staff; Directors of De-
fense Agencies and the Unified and
Specified Commands.

(g) Entrance National Agency Check
(ENTNAC). A personnel security inves-
tigation scoped and conducted in the
same manner as a National Agency
Check except that a technical finger-
print search of the files of the Federal
Bureau of Investigation is not con-
ducted.

(h) Head of DoD component. The Sec-
retary of Defense; the Secretaries of
the Military Departments; the Chair-
man of Joint Chiefs of Staff; and the
Commanders of Unified and Specified
Commands; and the Directors of De-
fense Agencies.

(i) Immigrant alien. Any alien lawfully
admitted into the United States under
an immigration visa for permanent res-
idence.

(j) Interim security clearance. A secu-
rity clearance based on the completion
of minimum investigative require-
ments, which is granted on a tem-
porary basis, pending the completion of
the full investigative requirements.

(k) Limited access authorication. Au-
thorization for access to Confidential
or Secret information granted to non-
US. citizens and immigrant aliens,
which is limited to only that informa-
tion necessary to the successful accom-
plishment of their assigned duties and
based on a background investigation
scoped for 10 years (paragraph 3, Ap-
pendix A).

(1) Minor derogatory information. In-
formation that, by itself, is not of suf-
ficient importance or magnitude to
justify an unfavorable administrative
action in a personnel security deter-
mination.

(m) National Agency check (NAC). A
personnel security investigation con-
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sisting of a records review of certain
national agencies as prescribed in para-
graph 1, Appendix A, this part, includ-
ing a technical fingerprint search of
the files of the Federal Bureau of In-
vestigation (FBI).

(n) National Agency Check Plus Written
Inquiries (NACI). A personnel security
investigation conducted by the Office
of Personnel Management, combining a
NAC and written inquiries to law en-
forcement agencies, former employers
and supervisors, references and schools.

(0) National security. National secu-
rity means the national defense and
foreign relations of the United States.

(p) Need-to-know. A determination
made by a possessor of classified infor-
mation that a prospective recipient, in
the interest of national security, has a
requirement for access to, knowledge,
or possession of the classified informa-
tion in order to perform tasks or serv-
ices essential to the fulfillment of an
official U.S. Government program.
Knowledge, possession of, or access to,
classified information shall not be af-
forded to any individual solely by vir-
tue of the individual’s office, position,
or security clearance.

(a) Periodic Reinvestigation (PR). An
investigation conducted every five
years for the purpose of updating a pre-
viously completed background inves-
tigation, special background investiga-
tion, single scope background inves-
tigation or PR on persons occupying
positions referred to in §154.19. Inves-
tigative requirements are as prescribed
in appendix A to part 154, section 5.
The period of investigation will not
normally exceed the most recent 5-year
period.

(r) Personnel Security Investigation
(PSI). Any investigation required for
the purpose of determining the eligi-
bility of DoD military and civilian per-
sonnel, contractor employees, consult-
ants, and other persons affiliated with
the Department of Defense, for access
to classified information, acceptance
or retention in the Armed Forces, as-
signment or retention in sensitive du-
ties, or other designated duties requir-
ing such investigation. PSIs include in-
vestigations of affiliations with subver-
sive organizations, suitability informa-
tion, or Thostage situations (see
§154.9(d)) conducted for the purpose of

600



Office of the Secretary of Defense

making personnel security determina-
tions. They also include investigations
of allegations that arise subsequent to
adjudicative action and require resolu-
tion to determine an individual’s cur-
rent eligibility for access to classified
information or assignment or retention
in a sensitive position.

(s) Scope. The time period to be cov-
ered and the sources of information to
be contacted during the prescribed
course of a PSI.

(t) Security clearance. A determina-
tion that a person is eligible under the
standards of this part for access to
classified information.

(u) Senior Officer of the Intelligence
Community (SOIC). The DoD Senior Of-
ficers of the Intelligence Community
include: the Director, National Secu-
rity Agency/Central Security Service;
Director, Defense Intelligence Agency;
Assistant Chief of Staff for Intel-
ligence, U.S. Army; Assistant Chief of
Staff for Intelligence, U.S. Air Force;
and the Director of Naval Intelligence,
U.S. Navy.

(v) Sensitive position. Any position so
designated within the Department of
Defense, the occupant of which could
bring about, by virtue of the nature of
the position, a materially adverse ef-
fect on the national security. All civil-
ian positions are either critical-sen-
sitive, noncritical-sensitive, or nonsen-
sitive as described in §154.13(b).

(w) Significant derogatory information.
Information that could, in itself, jus-
tify an unfavorable administrative ac-
tion, or prompt an adjudicator to seek
additional investigation or clarifica-
tion.

(x) Special access program. Any pro-
gram imposing ‘‘need-to-know’ or ac-
cess controls beyond those normally
provided for access to Confidential, Se-
cret, or Top Secret information. Such a
program may include, but not be lim-
ited to, special clearance, adjudication,
investigative requirements, material
dissemination restrictions, or special
lists of persons determined to have a
need-to-know.

(y) Special Background Investigation
(SBI). A personnel security investiga-
tion consisting of all of the compo-
nents of a BI plus certain additional in-
vestigative requirements as prescribed
in paragraph 4, Appendix B, this part.

§154.3

The period of investigation for an SBI
is the last 15 years or since the 18th
birthday, whichever is shorter, pro-
vided that the last 2 full years are cov-
ered and that no investigation will be
conducted prior to an individual’s 16th
birthday.

(z) Special Investigative Inquiry (SII). A
supplemental personnel security inves-
tigation of limited scope conducted to
prove or disprove relevant allegations
that have arisen concerning a person
upon whom a personnel security deter-
mination has been previously made and
who, at the time of the allegation,
holds a security clearance or otherwise
occupies a position that requires a per-
sonnel security determination under
the provisions of this part.

(aa) Service. Honorable active duty
(including attendance at the military
academies), membership in ROTC
Scholarship Program, Army and Air
Force National Guard, Military Re-
serve Force (including active status
and ready reserve), civilian employ-
ment in Government service, or civil-
ian employment with a DoD contractor
or as a consultant involving access
under the DoD Industrial Security Pro-
gram. Continuity of service is main-
tained with change from one status to
another as long as there is no single
break in service greater than 12
months.

(bb) Unfavorable administrative action.
Adverse action taken as the result of
personnel security determinations and
unfavorable personnel security deter-
minations as defined in this part.

(cc) Unfavorable personnel security de-
termination. A denial or revocation of
clearance for access to classified infor-
mation; denial or revocation of access
to classified information; denial or rev-
ocation of a Special Access authoriza-
tion (including access to SCI); non-
appointment to or nonselection for ap-
pointment to a sensitive position; non-
appointment to or nonselection for any
other position requiring a trust-
worthiness determination under this
part; reassignment to a position of
lesser sensitivity or to a nonsensitive
position; and nonacceptance for or dis-
charge from the Armed Forces when
any of the foregoing actions are based
on derogatory information of personnel
security significance.
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(dd) United States Citizen (Native
Born). A person born in one of the 50
United States, Puerto Rico, Guam,
American Samoa, Northern Mariana Is-
lands, U.S. Virgin Islands; or Panama
Canal Zone (if the father or mother (or
both) was or is, a citizen of the United
States).

[62 FR 11219, Apr. 8, 1987, as amended at 58
FR 61024, Nov. 19, 1993]

Subpart B—Policies

§154.6 Standards for access to classi-
fied information or assignment to
sensitive duties.

(a) General. Only U.S. citizens shall
be granted a personnel security clear-
ance, assigned to sensitive duties, or
granted access to classified informa-
tion unless an authority designated in
Appendix E has determined that, based
on all available information, there are
compelling reasons in furtherance of
the Department of Defense mission, in-
cluding, special expertise, to assign an
individual who is not a citizen to sen-
sitive duties or grant a Limited Access
Authorization to classified informa-
tion. Non-U.S. citizens may be em-
ployed in the competitive service in
sensitive civilian positions only when
specifically approved by the Office of
Personnel Management, pursuant to
E.O. 11935. Exceptions to these require-
ments shall be permitted only for com-
pelling national security reasons.

(b) Clearance and sensitive position
standard. The personnel security stand-
ard that must be applied to determine
whether a person is eligible for access
to classified information or assignment
to sensitive duties is whether, based on
all available information, the person’s
loyalty, reliability, and trust-
worthiness are such that entrusting
the person with classified information
or assigning the person to sensitive du-
ties is clearly consistent with the in-
terests of national security.

(c) Military service standard. The per-
sonnel security standard that must be
applied in determining whether a per-
son is suitable under national security
criteria for appointment, enlistment,
induction, or retention in the Armed
Forces is that, based on all available
information, there is no reasonable
basis for doubting the person’s loyalty
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to the Government of the United
States.

§154.7 Criteria for application of secu-
rity standards.

The ultimate decision in applying ei-
ther of the security standards set forth
in §154.6 (b) and (c) must be an overall
common sense determination based
upon all available facts. The criteria
for determining eligibility for a clear-
ance under the security standard shall
include, but not be limited to the fol-
lowing:

(a) Commission of any act of sabo-
tage, espionage, treason, terrorism, an-
archy, sedition, or attempts thereat or
preparation therefor, or conspiring
with or aiding or abetting another to
commit or attempt to commit any
such act.

(b) Establishing or continuing a sym-
pathetic association with a saboteur,
spy, traitor, seditionist, anarchist, ter-
rorist, revolutionist, or with an espio-
nage or other secret agent or similar
representative of a foreign mnation
whose interests may be inimical to the
interests of the United States, or with
any person who advocates the use of
force or violence to overthrow the Gov-
ernment of the United States or to
alter the form of Government of the
United States by unconstitutional
means.

(c) Advocacy or use of force or vio-
lence to overthrow the Government of
the United States or to alter the form
of Government of the United States by
unconstitutional means.

(d) Knowing membership with the
specific intent of furthering the aims
of, or adherence to and active partici-
pation in any foreign or domestic orga-
nization, association, movement, group
or combination of persons (hereafter
referred to as organizations) which un-
lawfully advocates or practices the
commission of acts of force or violence
to prevent others from exercising their
rights under the Constitution or laws
of the U.S. or of any State or which
seeks to overthrow the Government of
the U.S. or any State or subdivision
thereof by unlawful means.

(e) Unauthorized disclosure to any
person of classified information, or of
other information, disclosure of which
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is prohibited by statute, Executive
Order or regulation.

(f) Performing or attempting to per-
form one’s duties, acceptance and ac-
tive maintenance of dual citizenship,
or other acts conducted in a manner
which serve or which could be expected
to serve the interests of another gov-
ernment in preference to the interests
of the United States.

(g) Disregard of public law, statutes,
Executive Orders or regulations includ-
ing violation of security regulations or
practices.

(h) Criminal or dishonest conduct.

(i) Acts of omission or commission
that indicate poor judgment,
unreliability or untrustworthiness.

(j) Any behavior or illness, including
any mental condition, which, in the
opinion of competent medical author-
ity, may cause a defect in judgment or
reliability with due regard to the tran-
sient or continuing effect of the illness
and the medical findings in such case.

(k) Vulnerability to coercion, influ-
ence, or pressure that may cause con-
duct contrary to the national interest.
This may be

(1) The presence of immediate family
members or other persons to whom the
applicant is bonded by affection or ob-
ligation in a nation (or areas under its
domination) whose interests may be in-
imical to those of the United States, or

(2) Any other circumstances that
could cause the applicant to be vulner-
able.

(1) Excessive indebtedness, recurring
financial difficulties, or unexplained
affluence.

(m) Habitual or episodic use of in-
toxicants to excess.

(n) Illegal or improper use, posses-
sion, transfer, sale or addiction to any
controlled or psychoactive substance,
narcotic, cannabis or other dangerous
drug.

(0) Any knowing and willful falsifica-
tion, coverup, concealment, misrepre-
sentation, or omission of a material
fact from any written or oral state-
ment, document, form or other rep-
resentation or device used by the De-
partment of Defense or any other Fed-
eral agency.

(p) Failing or refusing to answer or
to authorize others to answer questions
or provide information required by a

§154.8

congressional committee, court, or
agency in the course of an official in-
quiry whenever such answers or infor-
mation concern relevant and material
matters pertinent to an evaluation of
the individual’s trustworthiness, reli-
ability, and judgment.

(q) Acts of sexual misconduct or per-
version indicative of moral turpitude,
poor judgment, or lack of regard for
the laws of society.

§154.8 Types and scope of personnel
security investigations.

(a) General. The types of personnel se-
curity investigations authorized below
vary in scope of investigative effort re-
quired to meet the purpose of the par-
ticular investigation. No other types
are authorized. The scope of a PSI may
be neither raised nor lowered without
the approval of the Deputy Under Sec-
retary of Defense for Policy.

(b) National Agency Check. Essen-
tially, a NAC is a records check of des-
ignated agencies of the Federal Gov-
ernment that maintain record systems
containing information relevant to
making a personnel security deter-
mination. An ENTNAC is a NAC (scope
as outlined in paragraph 1, Appendix A)
conducted on inductees and first-term
enlistees, but lacking a technical fin-
gerprint search. A NAC is also an inte-
gral part of each BI, SBI, and Periodic
Reinvestigation (PR). Subpart C pre-
scribes when an NAC is required.

(c) National Agency Check plus written
inquiries. The Office of Personnel Man-
agement (OPM) conducts a NAC plus
Written Inquiries (NACIs) on civilian
employees for all departments and
agencies of the Federal Government,
pursuant to E.O. 10450. NACIs are con-
sidered to meet the investigative re-
quirements of this regulation for a
nonsensitive or noncritical sensitive
position and/or up to a Secret clear-
ance and, in addition to the NAC, in-
clude coverage of law enforcement
agencies, former employers and super-
visors, references, and schools covering
the last 5 years.

(d) DoD National Agency check plus
written inquiries. DIS will conduct a
DNACI, consisting of the scope con-
tained in paragraph 2, Appendix A, for
DoD military and contractor personnel
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for access to Secret information. Sub-
part C prescribes when a DNACI is re-
quired.

(e) Background investigation. The BI is
the principal type of investigation con-
ducted when an individual requires Top
Secret clearance or is to be assigned to
a critical sensitive position. The BI
normally covers a b5-year period and
consists of a subject interview, NAC,
LACs, credit checks, developed char-
acter references (3), employment
records checks, employment references
(3), and select scoping as required to re-
solve unfavorable or questionable in-
formation. (See paragraph 3, Appendix
A). Subpart C prescribes when a BI is
required.

(f) Special background investigation. (1)
An SBI is essentially a BI providing ad-
ditional coverage both in period of
time as well as sources of information,
scoped in accordance with the provi-
sions of DCID 1/14 but without the per-
sonal interview. While the kind of cov-
erage provided for by the SBI deter-
mines eligibility for access to SCI, DoD
has adopted this coverage for certain
other Special Access programs. Sub-
part C prescribes when an SBI is re-
quired.

(2) The OPM, FBI, Central Intel-
ligence Agency (CIA), Secret Service,
and the Department of State conduct
specially scoped BIs under the provi-
sions of DCID 1/14. Any investigation
conducted by one of the above-cited
agencies under DCID 1/14 standards is
considered to meet the SBI investiga-
tive requirements of this part.

(3) The detailed scope of an SBI is set
forth in paragraph 4, Appendix A.

(g) Special investigative inquiry. (1) A
Special Investigative Inquiry is a per-
sonnel security investigation con-
ducted to prove or disprove allegations
relating to the criteria outlined in
§1564.7(a) of this part except current
criminal activities (see §154.9(c)(4)),
that have arisen concerning an indi-
vidual upon whom a personnel security
determination has been previously
made and who, at the time of the alle-
gation, holds a security clearance or
otherwise occupies a position that re-
quires a trustworthiness determina-
tion.

(2) Special Investigative Inquiries are
scoped as necessary to address the spe-
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cific matters requiring resolution in
the case concerned and generally con-
sist of record checks and/or interviews
with potentially knowledgeable per-
sons. An SII may include an interview
with the subject of the investigation
when necessary to resolve conflicting
information and/or to provide an oppor-
tunity to refute or mitigate adverse in-
formation.

(3) In those cases when there is a dis-
agreement between Defense Investiga-
tive Service (DIS) and the requester as
to the appropriate scope of the inves-
tigation, the matter may be referred to
the Deputy Under Secretary of Defense
for Policy for resolution.

(h) Periodic reinvestigation. As referred
to in §154.19(a) and other national di-
rectives, certain categories of duties,
clearance, and access require the con-
duct of a PR every five years according
to the scope outlined in paragraph 5,
Appendix A. The PR scope applies to
military, civilian, contractor, and for-
eign national personnel.

(i) Personal interview. Investigative
experience over the years has dem-
onstrated that, given mnormal cir-
cumstances, the subject of a personnel
security investigation is the Dbest
source of accurate and relevant infor-
mation concerning the matters under
consideration. Further, restrictions
imposed by the Privacy Act of 1974 dic-
tate that Federal investigative agen-
cies collect information to the greatest
extent practicable directly from the
subject when the information may re-
sult in adverse determinations about
an individual’s rights, benefits, and
privileges under Federal programs. Ac-
cordingly, personal interviews are an
integral part of the DoD personnel se-
curity program and shall be conducted
in accordance with the requirements
set forth in the following paragraphs of
this section.

(1) BI/PR. A personal interview shall
be conducted by a trained DIS agent as
part of each BI and PR.

(2) Resolving adverse information. A
personal interview of the subject shall
be conducted by a DIS agent (or, when
authorized, by investigative personnel
of other DoD investigative organiza-
tions designated in this Regulation to
conduct personnel security investiga-
tions), when necessary, as part of each
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Special Investigative Inquiry, as well
as during the course of initial or ex-
panded investigations, to resolve or
clarify any information which may im-
pugn the subject’s moral character,
threaten the subject’s future Federal
employment, raise the question of sub-
ject’s security clearability, or be other-
wise stigmatizing.

(3) Hostage situation. A personal inter-
view shall be conducted by a DIS agent
(or, when authorized, by investigative
personnel of other DoD investigative
organizations designated in this Regu-
lation to conduct personnel security
investigations) in those instances in
which an individual has immediate
family members or other persons bound
by ties of affection or obligation who
reside in a nation whose interests are
inimical to the interests of the United
States. (See §154.9(d).

(4) Applicants/potential nominees for
DoD military or civilian positions requir-
ing access to SCI or other positions requir-
ing an SBI. A personal interview of the
individual concerned shall be con-
ducted, to the extent feasible, as part
of the selection process for applicants/
potential nominees for positions re-
quiring access to SCI or completion of
an SBI. The interview shall be con-
ducted by a designee of the Component
to which the applicant or potential
nominee is assigned. Clerical personnel
are not authorized to conduct these
interviews. Such interviews shall be
conducted utilizing resources in the
order of priority indicated below:

(i) Existing personnel security
screening systems (e.g., Air Force As-
sessment Screening Program, Naval
Security Group Personnel Security
Interview Program, U.S. Army Per-
sonnel Security Screening Program);
or

(ii) Commander of the nominating or-
ganization or such official as he or she
has designated in writing (e.g., Deputy
Commander, Executive Officer, Secu-
rity Officer, Security Manager, S-2,
Counterintelligence Specialist, Per-
sonnel Security Specialist, or Per-
sonnel Officer); or

(iii) Agents of investigative agencies
in direct support of the Component
concerned.

(5) Administrative procedures. (i) The
personal interview required by para-

§154.9

graph (i)(4) of this section shall be con-
ducted in accordance with Appendix F.

(ii) For those investigations re-
quested subsequent to the personal
interview requirements of paragraph
(i)(4) of this section the following pro-
cedures apply:

(A) The DD Form 1879 (Request for
Personnel Security Investigation) shall
be annotated under Item 20 (Remarks)
with the statement ‘‘Personal Inter-
view Conducted by (cite the duty as-
signment of the designated official
(e.g., Commander, Security Officer,
Personnel Security Specialist, etc.))”
in all cases in which an SBI is subse-
quently requested.

(B) Unfavorable information devel-
oped through the personal interview re-
quired by paragraph (i)(4) of this sec-
tion, will be detailed in a written re-
port attached to the DD Form 1879 to
include full identification of the inter-
viewer. Failure to provide such infor-
mation may result in conduct of an in-
complete investigation by DIS.

(C) Whenever it is determined that it
is not feasible to conduct the personal
interview required by paragraph (i)(4)
of this section prior to requesting the
SBI, the DD Form 1879 shall be anno-
tated under Item 20 citing the reason
for not conducting the interview.

(j) Expanded investigation. If adverse
or questionable information relevant
to a security determination is devel-
oped during the conduct of a personnel
security investigation, regardless of
type, the investigation shall be ex-
panded, consistent with the restric-
tions in §154.10(e) to the extent nec-
essary to substantiate or disprove the
adverse or questionable information.

§154.9 Authorized personnel security
investigative agencies.

(a) General. The DIS provides a single
centrally directed personnel security
investigative service to conduct per-
sonnel security investigations within
the 50 States, District of Columbia, and
Commonwealth of Puerto Rico for DoD
Components, except as provided for in
DoD Directive 5100.23.1 DIS will re-
quest the Military Departments or
other appropriate Federal Agencies to

1See footnote 1 to §154.2(c).
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accomplish DoD investigative require-
ments in other geographic areas be-
yond their jurisdiction. No other DoD
Component shall conduct personnel se-
curity investigations unless specifi-
cally authorized by the Deputy Under
Secretary of Defense for Policy. In cer-
tain instances provided for below, the
DIS shall refer an investigation to
other investigative agencies.

(b) Subversive affiliations—(1) General.
In the context of DoD investigative
policy, subversion refers only to such
conduct as is forbidden by the laws of
the United States. Specifically, this is
limited to information concerning the
activities of individuals or groups that
involve or will involve the violation of
Federal law, for the purpose of:

(i) Overthrowing the Government of
the United States or the government of
a State;

(ii) Substantially impairing for the
purpose of influencing U.S. Govern-
ment policies or decisions:

(A) The functions of the Government
of the United States, or

(B) The functions of the government
of a State;

(iii) Depriving persons of their civil
rights under the Constitution or laws
of the United States.

(2) Military Department/FBI jurisdic-
tion. Allegations of activities covered
by §154.7 (a) through (f) are in the ex-
clusive investigative domain of either
the counterintelligence agencies of the
Military Departments or the FBI, de-
pending on the circumstances of the
case and the provisions of the Agree-
ment Governing the Conduct of De-
fense Department Counterintelligence
Activities in Conjunction with the FBI.
Whenever allegations of this nature are
developed, whether before or after a se-
curity clearance has been issued or
during the course of a personnel secu-
rity investigation conducted by DIS,
they shall be referred immediately to
either the FBI or to a military depart-
ment counterintelligence agency, as
appropriate.

(3) DIS jurisdiction. Allegations of ac-
tivities limited to those set forth in
§1564.7 (g) through (j) of this part shall
be investigated by DIS.

(c) Suitability information—(1) General.
Most derogatory information developed
through personnel security investiga-
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tions of DoD military or civilian per-
sonnel is so-called suitability informa-
tion, that is, information pertaining to
activities or situations covered by
§1564.7 (g) through (q). Almost all unfa-
vorable personnel security determina-
tions made by DoD authorities are
based on derogatory suitability infor-
mation, although such information is
often used as a basis for unfavorable
administrative actions not of a secu-
rity nature, such as action under the
Uniform Code of Military Justice or re-
moval from Federal employment under
OPM regulations.

(2) Pre-clearance investigation. Deroga-
tory suitability information, except
that covered in paragraph (c)(4) of this
section, developed during the course of
a personnel security investigation,
prior to the issuance of an individual’s
personnel security clearance, shall be
investigated by DIS to the extent nec-
essary to confirm or refute its applica-
bility to §154.7 (g) through (q).

(3) Postadjudication investigation. De-
rogatory suitability allegations, except
those covered by paragraph (c)(4) of
this section arising subsequent to
clearance requiring investigation to re-
solve and to determine the individual’s
eligibility for continued access to clas-
sified information, reinstatement of
clearance/access, or retention in a sen-
sitive position shall be referred to DIS
to conduct a Special Investigative In-
quiry. Reinvestigation of individuals
for adjudicative reconsideration due to
the passage of time or evidence of fa-
vorable behavior shall also be referred
to DIS for investigation. In such cases,
completion of the appropriate state-
ment of personal history by the indi-
vidual constitutes consent to be inves-
tigated. Individual consent or comple-
tion of a statement of personal history
is not required when §154.19(b) applies.
Postadjudication investigation of alle-
gations of a suitability nature required
to support other types of unfavorable
personnel security determinations or
disciplinary procedures independent of
a personnel security determination
shall be handled in accordance with ap-
plicable Component administrative
regulations. These latter categories of
allegations lie outside the DoD per-
sonnel security program and are not a
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proper investigative function for de-
partmental counterintelligence organi-
zations, Component personnel security
authorities, or DIS.

(4) Allegations of criminal activity. Any
allegations of conduct of a nature indi-
cating possible criminal conduct, in-
cluding any arising during the course
of a personnel security investigation,
shall be referred to the appropriate
DoD, military department or civilian
criminal investigative agency. Military
department investigative agencies
have primary investigative jurisdiction
in cases where there is probable cause
to believe that the alleged conduct will
be the basis for prosecution under the
Uniform Code of Military Justice.

(d) Hostage situations—(1) General. A
hostage situation exists when a mem-
ber of an individual’s immediate family
or such other person to whom the indi-
vidual is bound by obligation or affec-
tion resides in a country whose inter-
ests are inimical to the interests of the
United States. The rationale under-
lying this category of investigation is
based on the possibility that an indi-
vidual in such a situation might be co-
erced, influenced, or pressured to act
contrary to the best interests of na-
tional security.

(2) DIS jurisdiction. In the absence of
evidence of any coercion, influence or
pressure, hostage investigations are ex-
clusively a personnel security matter,
rather than counterintelligence, and
all such investigations shall be con-
ducted by DIS.

(3) Military Department and/or FBI ju-
risdiction. Should indications be devel-
oped that hostile intelligence is taking
any action specifically directed against
the individual concerned—or should
there exist any other evidence that the
individual is actually being coerced, in-
fluenced, or pressured by an element
inimical to the interests of national se-
curity—then the case becomes a coun-
terintelligence matter (outside of in-
vestigative jurisdiction of DIS) to be
referred to the appropriate military de-
partment or the FBI for investigation.

(e) Owverseas personnel security inves-
tigations. Personnel security investiga-
tions requiring investigation overseas
shall be conducted under the direction
and control of DIS by the appropriate
military department investigative or-
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ganization. Only postadjudication in-
vestigations involving an overseas sub-
ject may be referred by the requester
directly to the military department in-
vestigative organization having inves-
tigative responsibility in the overseas
area concerned (see Appendix I) with a
copy of the investigative request sent
to DIS. In such cases, the military de-
partment investigative agency will
complete the investigation, forward
the completed report of investigation
directly to DIS, with a copy to the re-
quester.

§154.10 Limitations and restrictions.

(a) Authorized requesters and personnel
security determination authorities. Per-
sonnel security investigations may be
requested and personnel security clear-
ances (including Special Access author-
izations as indicated) granted only by
those authorities designated in §154.31
and Appendix E.

(b) Limit investigations and access. The
number of persons cleared for access to
classified information shall be kept to
a minimum, consistent with the re-
quirements of operations. Special at-
tention shall be given to eliminating
unnecessary clearances and requests
for personnel security investigations.

(c) Collection of investigative data. To
the greatest extent practicable, per-
sonal information relevant to security
determinations shall be obtained di-
rectly from the subject of a personnel
security investigation. Such additional
information required to make the nec-
essary personnel security determina-
tion shall be obtained as appropriate
from knowledgeable personal sources,
particularly the subject’s peers, and
through checks of relevant records in-
cluding school, employment, credit,
medical, and law enforcement records.

(d) Privacy Act notification. Whenever
personal information is solicited from
an individual preparatory to the initi-
ation of a personnel security investiga-
tion, the individual must be informed
of—

(1) The authority (statute or Execu-
tive order that authorized solicitation);

(2) The principal purpose or purposes
for which the information is to be used;

(3) The routine uses to be made of the
information;
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(4) Whether furnishing such informa-
tion is mandatory or voluntary;

(5) The effect on the individual, if
any, of not providing the information
and

(6) That subsequent use of the data
may be employed as part of an aperi-
odic, random process to screen and
evaluate continued eligibility for ac-
cess to classified information.

(e) Restrictions on investigators. Inves-
tigation shall be carried out insofar as
possible to collect only as much infor-
mation as is relevant and necessary for
a proper personnel security determina-
tion. Questions concerning personal
and domestic affairs, national origin,
financial matters, and the status of
physical health thus should be avoided
unless the question is relevant to the
criteria of §154.7. Similarly, the prob-
ing of a person’s thoughts or beliefs
and questions about conduct that have
no personnel security implications are
unwarranted. When conducting inves-
tigations under the provisions of this
part, investigators shall:

(1) Investigate only cases or persons
assigned within their official duties.

(2) Interview sources only where the
interview can take place in reasonably
private surroundings.

(3) Always present credentials and in-
form sources of the reasons for the in-
vestigation. Inform sources of the sub-
ject’s accessibility to the information
to be provided and to the identity of
the sources providing the information.
Restrictions on investigators relating
to Privacy Act advisements to subjects
of personnel security investigations are
outlined in paragraph (d) of this sec-
tion.

(4) Furnish only necessary identity
data to a source, and refrain from ask-
ing questions in such a manner as to
indicate that the investigator is in pos-
session of derogatory information con-
cerning the subject of the investiga-
tion.

(5) Refrain from using, under any cir-
cumstances, covert or surreptitious in-
vestigative methods, devices, or tech-
niques including mail covers, physical
or photographic surveillance, voice
analyzers, inspection of trash, paid in-
formants, wiretap, or eavesdropping de-
vices.
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(6) Refrain from accepting any case
in which the investigator knows of cir-
cumstances that might adversely affect
his fairness, impartiality, or objec-
tivity.

(7) Refrain, under any circumstances,
from conducting physical searches of
the subject or his property.

(8) Refrain from attempting to evalu-
ate material contained in medical files.
Medical files shall be evaluated for per-
sonnel security program purposes only
by such personnel as are designated by
DoD medical authorities. However, re-
view and collection of medical record
information may be accomplished by
authorized investigative personnel.

(f) Polygraph restrictions. The poly-
graph may be used as a personnel secu-
rity screening measure only in those
limited instances authorized by the
Secretary of Defense in DoD Directive
5210.48. 1

Subpart C—Personnel Security
Investigative Requirements

§154.13 Sensitive positions.

(a) Designation of sensitive positions.
Certain civilian positions within the
Department of Defense entail duties of
such a sensitive nature, including ac-
cess to classified information, that the
misconduct, malfeasance, or nonfea-
sance of an incumbent in any such po-
sition could result in an unacceptably
adverse impact upon the national secu-
rity. These positions are referred to in
this part as sensitive positions. It is
vital to the national security that
great care be exercised in the selection
of individuals to fill such positions.
Similarly, it is important that only po-
sitions which truly meet one or more
of the criteria set forth in paragraph
(b) of this section be designated as sen-
sitive.

(b) Criteria for security designation of
positions. Each civilian position within
the Department of Defense shall be cat-
egorized, with respect to security sen-
sitivity, as either nonsensitive, non-
critical-sensitive, or critical-sensitive.

(1) The criteria to be applied in desig-
nating a position as sensitive are:

(i) Critical-sensitive.

1See footnote 1 to §154.2(c).
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(A) Access to Top Secret informa-
tion.

(B) Development or approval of plans,
policies, or programs that affect the
overall operations of the Department
of Defense or of a DoD Component.

(C) Development or approval of war
plans, plans or particulars of future
major or special operations of war, or
critical and extremely important items
of war.

(D) Investigative and certain inves-
tigative support duties, the issuance of
personnel security clearances or access
authorizations, or the making of per-
sonnel security determinations.

(BE) Fiduciary, public contact, or
other duties demanding the highest de-
gree of public trust.

(F) Duties falling under Special Ac-
cess programs.

(&) Category I automated data proc-
essing (ADP) positions.

(H) Any other position so designated
by the head of the Component or des-
ignee.

(ii) Noncritical-sensitive.

(A) Access to Secret or Confidential
information.

(B) Security police/provost marshal-
type duties involving the enforcement
of law and security duties involving
the protection and safeguarding of DoD
personnel and property.

(C) Category II automated data proc-
essing positions.

(D) Duties involving education and
orientation of DoD personnel.

(BE) Duties involving the design, oper-
ation, or maintenance of intrusion de-
tection systems deployed to safeguard
DoD personnel and property.

(F) Any other position so designated
by the head of the Component or des-
ignee.

(2) All other positions shall be des-
ignated as nonsensitive.

(c) Authority to designate sensitive po-
sitions. The authority to designate sen-
sitive positions is limited to those au-
thorities designated in paragraph G,
Appendix E. These authorities shall
designate each position within their ju-
risdiction as to its security sensitivity
and maintain these designations cur-
rent vis-a-vis the specific duties of
each position.

(d) Limitation of sensitive positions. 1t
is the responsibility of those authori-
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ties authorized to designate sensitive
positions to insure that only those po-
sitions are designated as sensitive that
meet the criteria of paragraph (b) and
(c) of this section that the designation
of sensitive positions is held to a min-
imum consistent with mission require-
ments. Designating authorities shall
maintain an accounting of the number
of sensitive positions by category, i.e.,
critical or non-critical sensitive. Such
information will be included in annual
report required in subpart K.

(e) Billet control system for Top Secret.
(1) To standardize and control the
issuance of Top Secret clearances with-
in the Department of Defense, a spe-
cific designated billet must be estab-
lished and maintained for all DoD mili-
tary and civilian positions requiring
access to Top Secret information. Only
persons occupying these billet posi-
tions will be authorized a Top Secret
clearance. If an individual departs from
a Top Secret billet to a billet/position
involving a lower level clearance, the
Top Secret clearance will be adminis-
tratively rescinded. This Top Secret
billet requirement is in addition to the
existing billet structure maintained for
SCI access.

(2) Bach request to DIS for a BI or
SBI that involves access to Top Secret
or SCI information will require inclu-
sion of the appropriate billet reference,
on the request for investigation. Each
Component head should in corporate,
to the extent feasible, the Top Secret
billet structure into the component
Manpower Unit Manning Document.
Such a procedure should minimize the
time and effort required to maintain
such a billet structure.

(3) A report on the number of estab-
lished Top Secret billets will be sub-
mitted each year to the DUSD(P) as
part of the annual clearance report re-
ferred to in subpart K.

§154.14 Civilian employment.

(a) General. The appointment of each
civilian employee in any DoD Compo-
nent is subject to investigation, except
for reappointment when the break in
employment is less than 12 months.
The type of investigation required is
set forth in this section according to
position sensitivity.
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(b) Nonsensitive positions. In accord-
ance with the OPM Federal Personnel
Manual, a NACI shall be requested not
later than 3 working days after a per-
son is appointed to a nonsensitive posi-
tion. Although there is normally no in-
vestigation requirement for per diem,
intermittent, temporary or seasonal
employees in nonsensitive positions
provided such employment does not ex-
ceed an aggregate of 120 days in either
a single continuous or series of ap-
pointments, a NAC may be requested of
DIS where deemed appropriate by the
employing activity.

(c) Noncritical-sensitive positions. (1)
An NACI shall be requested and the
NAC portion favorably completed be-
fore a person is appointed to a non-
critical-sensitive position (for excep-
tions see paragraph (e) (1) and (2) of
this section). An ENTNAC, NAC or
DNACI conducted during military or
contractor employment may also be
used for appointment provided a NACI
has been requested from OPM and
there is no more than 12 months break
in service since completion of the in-
vestigation.

(2) Seasonal employees (including
summer hires) normally do not require
access to classified information. For
those requiring access to classified in-
formation the appropriate investiga-
tion is required. The request for the
NAC (or NACI) should be submitted to
DIS by entering ‘“‘SH’’ (summer hire) in
red letters approximately one inch
high on the DD Form 398-2, Personnel
Security Questionnaire (National
Agency Checklist). Additionally, to en-
sure expedited processing by DIS, sum-
mer hire requests should be assembled
and forwarded to DIS in bundles, when
appropriate.

(d) Critical-sensitive positions. A BI
shall be favorably completed prior to
appointment to critical-sensitive posi-
tions (for exceptions see paragraph (e)
(1) and (2) of this section. Certain crit-
ical-sensitive positions require a
preappointment SBI in accordance
with §154.17. Preappointment BIs and
SBIs will be conducted by DIS.

(e) Ezxceptions—(1)  Noncritical-sen-
sitive. In an emergency, a noncritical-
sensitive position may be occupied
pending the completion of the NACI if
the head of the requesting organization
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finds that the delay in appointment
would be harmful to the national secu-
rity and such finding is reduced to
writing and made part of the record. In
such instances, the position may be
filled only after the NACI has been re-
quested.

(2) Critical-sensitive. In an emergency,
a critical-sensitive position may be oc-
cupied pending completion of the BI (or
SBI, as appropriate) if the head of the
requesting organization finds that the
delay in appointment would be harmful
to the national security and such find-
ing is reduced to writing and made a
part of the record. In such instances,
the position may be filled only when
the NAC portion of the BI (or SBI) or a
previous valid NACI, NAC or ENTNAC
has been completed and favorably adju-
dicated.

(f) Mobilization of DoD civilian retirees.
The requirements contained in para-
graph (a) of this section, regarding the
type of investigation required by posi-
tion sensitivity for DoD civilian retir-
ees temporary appointment when the
break in employment is greater than 12
months, should either be expedited or
waived for the purposes of mobilizing
selected reemployed annuitants under
the provisions of title 5, United States
Code, depending upon the degree of sen-
sitivity of the position to which as-
signed. Particular priority should be
afforded to newly assigned personnel
assigned to the defense intelligence
and security agencies with respect to
granting security clearances in an ex-
peditious manner under paragraph (a)
of this section.

§154.15 Military appointment, enlist-
ment, and induction.

(a) General. The appointment, enlist-
ment, and induction of each member of
the Armed Forces or their Reserve
Components shall be subject to the fa-
vorable completion of a personnel secu-
rity investigation. The types of inves-
tigation required are set forth in this
section.

(b) Entrance investigation. (1) An
ENTNAC shall be conducted on each
enlisted member of the Armed Forces
at the time of initial entry into the
service. A DNACI shall be conducted on
each commissioned officer, except as
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permitted by paragraph (d) of this sec-
tion, warrant officer, cadet, mid-
shipman, and Reserve Officers Training
Candidate, at the time of appointment.
A full NAC shall be conducted upon re-
entry of any of the above when there
has been a break in service greater
than 12 months.

(2) If an officer or warrant officer
candidate has been the subject of a fa-
vorable NAC or ENTNAC and there has
not been a break in service of more
than 12 months, a new NAC is not au-
thorized. This includes ROTC grad-
uates who delay entry onto active duty
pending completion of their studies.

(3) All derogatory information re-
vealed during the enlistment or ap-
pointment process that results in a
moral waiver will be fully explained on
a written summary attached to the DD
Form 398-2.

(c) Reserve Components and National
Guard. Reserve Component and Na-
tional Guard personnel not on active
duty are subject to the investigative
requirements of this section.

(d) Ezceptions for certain commissioned
officers of Reserve Components. The re-
quirements for entrance investigation
shall be rigidly adhered to except as
follows. Health professionals, chap-
lains, and attorneys may be commis-
sioned in the Reserve Components
prior to completion of a DNACI pro-
vided that:

(1) A DNACI is initiated at the time
an application for a commission is re-
ceived; and

(2) The applying health professional,
chaplain, or attorney agrees in writing
that, if the results of the investigation
are unfavorable, he or she will be sub-
ject to discharge if found to be ineli-
gible to hold a commission. Under this
exception, commissions in Reserve
Components other than the National
Guard may be tendered to immigrant
alien health professionals, chaplains,
and attorneys.

(e) Mobilization of military retirees. The
requirements contained in paragraph
(c) of this section, regarding a full NAC
upon reentry to active duty of any offi-
cer or enlisted regular/reserve military
retiree or Individual Ready Reserve
who has been separated from service
for a period of greater than 12 months,
should be waived for the purposes of
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partial or full mobilization under pro-
visions of title 10, (title 14, pertaining
to the U.S. Coast Guard as an element
of the Navy) U.S. Code, to include the
period of prescribed service refresher
training. Particular priority should be
afforded to military retirees mobilized
and assigned to the defense intel-
ligence and security agencies commu-
nities.

§154.16 Security clearance.

(a) General. (1) The authorities des-
ignated in paragraph A, Appendix E are
the only authorities authorized to
grant, deny or revoke DoD personnel
security clearances. The granting of
such clearances shall be limited to
only those persons who require access
to classified information for mission
accomplishment.

(2) Military, DoD civilian, and con-
tractor personnel who are employed by
or serving in a consultant capacity to
the DoD, may be considered for access
to classified information only when
such access is required in connection
with official duties. Such individuals
may be granted either a final or in-
terim personnel security clearance pro-
vided the investigative requirements
set forth below are complied with, and
provided further that all available in-
formation has been adjudicated and a
finding made that such clearance
would be clearly consistent with the
interests of national security.

(b) Investigative requirements for clear-
ance—(1) Top Secret. (i) Final Clearance:

(A) BI.

(B) Established billet per §154.13(e)
(1) through (3) (except contractors).

(ii) Interim Clearance:

(A) Favorable NAC,
DNACI, or NACI completed

(B) Favorable review of DD Form 398/
SF-86/SF-171/DD Form 49

(C) BI or SBI has been initiated

(D) Favorable review of local per-
sonnel, base/military police, medical,
and other security records as appro-
priate.

(E) Established billet per §154.13(e)
(1) through (3) (except contractors)

(F) Provisions of paragraph §154.14(e)
(1) and (2) have been met regarding ci-
vilian personnel.

(2) Secret. (i) Final Clearance:

ENTNAC,

611



§154.16

(A) DNACI: Military (except first-
term enlistees) and contractor employ-
ees

(B) NACI: Civilian employees

(C) ENTNAC: First-term enlistees

(ii) Interim Clearance:

(A) When a valid need to access Se-
cret information is established, an in-
terim Secret clearance may be issued
in every case, provided that the steps
outlined in paragraphs (b)(2)(ii) (B)
through (E) of this section have been
complied with.

(B) Favorable review of DD Form 398-
2/SF-85/SF-171/DD Form 48.

(C) NACI, DNACI, or ENTNAC initi-
ated.

(D) Favorable review of local per-
sonnel, base military police, medical,
and security records as appropriate.

(B) Provisions of §154.14(e) have been
complied with regarding civilian per-
sonnel.

(3) Confidential. (i) Final Clearance:

(A) NAC or ENTNAC: Military and
contractor employees (except for Phil-
ippine national members of the United
States Navy on whom a BI shall be fa-
vorably completed.)

(B) NACI: Civilian employees (except
for summer hires who may be granted
a final clearance on the basis of a
NAC).

(ii) Interim Clearance:

(A) Favorable review of DD Form 398-
2/SF 85/SF 171/ DD Form 48.

(B) NAC, ENTNAC or NACI initiated.

(C) Favorable review of local per-
sonnel, base military police, medical,
and security records as appropriate.

(D) Provisions of §154.14(e) (1) and (2)
have been complied with regarding ci-
vilian personnel.

(4) Validity of previously granted clear-
ances. Clearances granted under less
stringent investigative requirements
retain their wvalidity; however, if a
higher degree of clearance is required,
investigative requirements of this di-
rective will be followed.

(c) Access to classified information by
non-U.S. citizens. (1) Only U.S. citizens
are eligible for a security clearance.
Therefore, every effort shall be made
to ensure that non-United States citi-
zens are not employed in duties that
may require access to classified infor-
mation. However, when there are com-
pelling reasons to grant access to clas-
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sified information to an immigrant
alien or a foreign national in further-
ance of the mission of the Department
of Defense, such individuals may be
granted a ‘“‘Limited Access Authoriza-
tion” (LAA) under the following condi-
tions:

(i) LAAs will be limited to Secret and
Confidential level only; LAAs for Top
Secret are prohibited.

(ii) Access to classified information
is not inconsistent with that deter-
mined releasable by designated disclo-
sure authorities, in accordance with
DoD Directive 5230.111 to the country
of which the individual is a citizen.

(iii) Access to classified information
must be limited to information relat-
ing to a specific program or project.

(iv) Favorable completion of an BI
(scoped for 10 years); where the full in-
vestigative coverage cannot be com-
pleted, a counterintelligence scope
polygraph examination will be required
in accordance with the provisions of
DoD Directive 5210.48.

(v) Security clearances previously
issued to immigrant aliens will be re-
issued as LAAs.

(vi) The Limited Access Authoriza-
tion determination shall be made only
by an authority designated in para-
graph B, Appendix E.

(vii) LAAs issued by the Unified and
Specified Commands shall be reported
to the central adjudicative facility of
the appropriate military department in
accordance with the assigned respon-
sibilities in DoD Directive 5100.31 for
inclusion in the Defense Central Index
of Investigation (DCII).

(2) In each case of granting a Limited
Access Authorization, a record shall be
maintained as to:

(i) The identity (including current
citizenship) of the individual to whom
the Limited Access Authorization is
granted, to include name and date and
place of birth;

(ii) Date and type of most recent in-
vestigation to include the identity of
the investigating agency;

(iii) The nature of the specific pro-
gram material(s) to which access is au-
thorized (delineated as precisely as
possible);

1See footnote 1 to §154.2(c).
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(iv) The classification level to which
access is authorized; and

(v) The compelling reasons for grant-
ing access to the materials cited in
(iii).

(vi) Status of the individual (i.e., im-
migrant alien or foreign national).

(3) Individuals granted LAAs under
the foregoing provisions shall be the
subject of a 5-year periodic reinvestiga-
tion as set forth in paragraph 5, Appen-
dix A.

(4) Foreign nationals who are LAA
candidates must agree to submit to a
counterintelligence-scope polygraph
examination prior to being granted ac-
cess in accordance with DoD Directive
5210.48.

(5) If geographical and political situ-
ations prevent the full completion of
the BI (and/or counterintelligence-
scope polygraph) issuance of an LAA
shall not be authorized; exceptions to
the policy may only be authorized by
the DUSD(P).

(6) A report on all LAAs in effect, in-
cluding the data required in paragraphs
(d)(2) (i) through (vi) of this section
shall be furnished to the Deputy Under
Secretary of Defense for Policy within
60 days after the end of each fiscal
year. (See §154.77).

(d) Access by persons outside the Execu-
tive Branch. (1) Access to classified in-
formation by persons outside the Exec-
utive Branch shall be accomplished in
accordance with 32 CFR part 159. The
investigative requirement shall be the
same as for the appropriate level of se-
curity clearance, except as indicated
below.

(2) Members of the U.S. Senate and
House of Representatives do not re-
quire personnel security clearances.
They may be granted access to DoD
classified information which relates to
matters under the jurisdiction of the
respective Committees to which they
are assigned and is needed to perform
their duties in connection with such
assignments.

(3) Congressional staff members re-
quiring access to DoD classified infor-
mation shall be processed for a secu-
rity clearance in accordance with 32
CFR part 353 and the provisions of this
part. The Director, Washington Head-
quarters Services (WHS) will initiate
the required investigation (initial or
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reinvestigation) to DIS, adjudicate the
results and grant, deny or revoke the
security clearance, as appropriate. The
Assistant Secretary of Defense (Legis-
lative Affairs) will be notified by WHS
of the completed clearance action.

(4) State governors do not require
personnel security clearances. They
may be granted access to specifically
designated classified information, on a
‘“‘need-to-know’’ basis, based upon affir-
mation by the Secretary of Defense or
the head of a DoD Component or single
designee, that access, under the cir-
cumstances, serves the national inter-
est. Staff personnel of a governor’s of-
fice requiring access to classified infor-
mation shall be investigated and
cleared in accordance with the pre-
scribed procedures of this part when
the head of a DoD Component, or single
designee, affirms that such clearance
serves the national interest. Access
shall also be limited to specifically des-
ignated classified information on a
“‘need-to-know’’ basis.

(5) Members of the U.S. Supreme
Court, the Federal judiciary and the
Supreme Courts of the individual
States do not require personnel secu-
rity clearances. They may be granted
access to DoD classified information to
the extent necessary to adjudicate
cases being heard before these indi-
vidual courts.

(6) Attorneys representing DoD mili-
tary, civilian or contractor personnel,
requiring access to DoD classified in-
formation to properly represent their
clients, shall normally be investigated
by DIS and cleared in accordance with
the prescribed procedures in paragraph
(b) of this section. This shall be done
upon certification of the General Coun-
sel of the DoD Component involved in
the litigation that access to specified
classified information, on the part of
the attorney concerned, is necessary to
adequately represent his or her client.
In exceptional instances, when the ex-
igencies of a given situation do not per-
mit timely compliance with the provi-
sions of §154.16(b), access may be grant-
ed with the written approval of an au-
thority designated in Appendix E pro-
vided that as a minimum: a favorable
name check of the FBI and the DCII
has been completed, and a DoD Non-

613



§154.16

Disclosure Agreement has been exe-
cuted. In post-indictment cases, after a
judge has invoked the security proce-
dures of the Classified Information
Procedures Act (CIPA) the Department
of Justice may elect to conduct the
necessary background investigation
and issue the required security clear-
ance, in coordination with the affected
DoD Component.

(e) Restrictions on issuance of personnel
security clearances. Personnel security
clearances must be kept to the abso-
lute minimum necessary to meet mis-
sion requirements. Personnel security
clearances shall not be issued:

(1) To persons in nonsensitive posi-
tions.

(2) To persons whose regular duties
do not require authorized access to
classified information.

(3) For ease of movement of persons
within a restricted, controlled, or in-
dustrial area, whose duties do not re-
quire access to classified information.

(4) To persons who may only have in-
advertent access to sensitive informa-
tion or areas, such as guards, emer-
gency service personnel, firemen, doc-
tors, nurses, police, ambulance drivers,
or similar personnel.

(5) To persons working in shipyards
whose duties do not require access to
classified information.

(6) To persons who can be prevented
from accessing classified information
by being escorted by cleared personnel.

(7) To food service personnel, vendors
and similar commercial sales or service
personnel whose duties do not require
access to classified information.

(8) To maintenance or cleaning per-
sonnel who may only have inadvertent
access to classified information unless
such access cannot be reasonably pre-
vented.

(9) To persons who perform mainte-
nance on office equipment, computers,
typewriters, and similar equipment
who can be denied classified access by
physical security measures.

(10) To perimeter security personnel
who have no access to classified infor-
mation.

(11) To drivers, chauffeurs and food
service personnel.

(f) Dual citizenship. Persons claiming
both U.S. and foreign citizenship shall
be processed under §154.16(b) and adju-
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dicated in accordance with the ‘“‘For-
eign Preference’” standard in Appendix
I.

(g) Omne-time access. Circumstances
may arise where an urgent operational
or contractual exigency exists for
cleared DoD personnel to have one-
time or short duration access to classi-
fied information at a higher level than
is authorized by the existing security
clearance. In many instances, the proc-
essing time required to upgrade the
clearance would preclude timely access
to the information. In such situations,
and only for compelling reasons in fur-
therance of the DoD mission, an au-
thority referred to in paragraph (h)(1)
of this section, may grant higher level
access on a temporary basis subject to
the terms and conditions prescribed
below. This special authority may be
revoked for abuse, inadequate record
keeping, or inadequate security over-
sight. These procedures do not apply
when circumstances exist which would
permit the routine processing of an in-
dividual for the higher level clearance.
Procedures and conditions for effecting
emergency one-time access to the next
higher classification level are as fol-
lows:

(1) Authorization for such one-time
access shall be granted by a flag or
general officer, a general court-martial
convening authority or equivalent Sen-
ior Executive Service member, after
coordination with appropriate security
officials.

(2) The recipient of the one-time ac-
cess authorization must be a U.S. cit-
izen, possess a current DoD security
clearance, and the access required shall
be limited to classified information one
level higher than the current clear-
ance.

(3) Such access, once granted, shall
be cancelled promptly when no longer
required, at the conclusion of the au-
thorized period of access, or upon noti-
fication from the granting authority.

(4) The employee to be afforded the
higher level access shall have been con-
tinuously employed by a DoD Compo-
nent or a cleared DoD contractor for
the preceding 24-month period. Higher
level access is not authorized for part-
time employees.

614



Office of the Secretary of Defense

(5) Pertinent local records concerning
the employee concerned shall be re-
viewed with favorable results.

(6) Whenever possible, access shall be
confined to a single instance or at
most, a few occasions. The approval for
access shall automatically expire 30
calendar days from date access com-
menced. If the need for access is ex-
pected to continue for a period in ex-
cess of 30 days, written approval of the
granting authority is required. At such
time as it is determined that the need
for access is expected to extend beyond
90 days, the individual concerned shall
be promptly processed for the level of
clearance required. When extended ac-
cess has been approved, such access
shall be cancelled at or before 90 days
from original date of access.

(7) Access at the higher level shall be
limited to information under the con-
trol and custody of the authorizing of-
ficial and shall be afforded under the
general supervision of a properly
cleared employee. The employee
charged with providing such super-
vision shall be responsible for:

(i) Recording the higher-level infor-
mation actually revealed,

(ii) The date(s) such access is af-
forded; and

(iii) The daily retrieval of the mate-
rial accessed.

(8) Access at the next higher level
shall not be authorized for COMSEC,
SCI, NATO, or foreign government in-
formation.

(9) The exercise of this provision
shall be used sparingly and repeat use
within any 12 month period on behalf
of the same individual is prohibited.
The approving authority shall main-
tain a record containing the following
data with respect to each such access
approved:

(i) The name, and SSN of the em-
ployee afforded higher level access.

(ii) The level of access authorized.

(iii) Justification for the access, to
include an explanation of the compel-
ling reason to grant the higher level
access and specifically how the DoD
mission would be furthered.

(iv) An unclassified description of the
specific information to which access
was authorized and the duration of ac-
cess along with the date(s) access was
afforded.
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(v) A listing of the local records re-
viewed and a statement that no signifi-
cant adverse information concerning
the employee is known to exist.

(vi) The approving authority’s signa-
ture certifying (h)(9) (i) through (v) of
this section.

(vii) Copies of any pertinent briefing/
debriefings administered to the em-
ployee.

(h) Access by retired flag/general offi-
cers. (1) Upon determination by an ac-
tive duty flag/general officer that there
are compelling reasons, in furtherance
of the Department of Defense mission,
to grant a retired flag/general officer
access to classified information in con-
nection with a specific DoD program or
mission, for a period not greater than
90 days, the investigative requirements
of this part may be waived. The access
shall be limited to classified informa-
tion at a level commensurate with the
security clearance held at the time of
retirement—not including access to
SCI.

(2) The flag/general officer approving
issuance of the clearance shall, provide
the appropriate DoD Component cen-
tral clearance facility a written record
to be incorporated into the DCII detail-
ing:

(i) Full identifying data pertaining to
the cleared subject;

(ii) The classification of the informa-
tion to which access was authorized.

(3) Such access may be granted only
after the compelling reason and the
specific aspect of the DoD mission
which is served by granting such access
has been detailed and under the condi-
tion that the classified materials in-
volved are not removed from the con-
fines of a government installation or
other area approved for storage of DoD
classified information.

[62 FR 11219, Apr. 8, 1987, as amended at 55
FR 3223, Jan. 31, 1990]

§154.17 Special access programs.

(a) General. It is the policy of the De-
partment of Defense to establish, to
the extent possible, uniform and con-
sistent personnel security investigative
requirements. Accordingly, investiga-
tions exceeding established require-
ments are authorized only when man-
dated by statute, national regulations,
or international agreement. In this

615



§154.17

connection, there are certain Special
Access programs originating at the na-
tional or international level that re-
quire personnel security investigations
and procedures of a special nature.
These programs and the special inves-
tigative requirements imposed by them
are described in this section. A Special
Access program is any program de-
signed to control access, distribution,
and protection of particularly sensitive
information established pursuant to
section 4-2 of Executive Order 12356 and
prior Orders. Title 32 CFR part 159 gov-
erns the establishment of Depart-
mental Special Access Programs.

(b) Sensitive Compartmented Informa-
tion (SCI). (1) The investigative require-
ments for access to SCI is an SBI (See
paragraph 4, appendix A) including a
NAC on the individual’s spouse or co-
habitant. When conditions indicate, ad-
ditional investigation shall be con-
ducted on the spouse of the individual
and members of the immediate family
(or other persons to whom the indi-
vidual is bound by affection or obliga-
tion) to the extent necessary to permit
a determination by the adjudication
agency that the Personnel Security
standards of DCID 1/14 are met.

(2) A previous investigation con-
ducted within the past five years which
substantially meets the investigative
requirements prescribed by this section
may serve as a basis for granting ac-
cess approval provided that there has
been no break in the individual’s mili-
tary service, DoD civilian employment,
or access to classified information
under the Industrial Security Program
greater than 12 months. The individual
shall submit one copy of an updated
PSQ covering the period since the com-
pletion of the last SBI.

(c) Single Integrated Operation Plan—
Extremely Sensitive Information (SIOP-
ESI). The investigative requirement for
access to SIOP-ESI is an SBI, including
a NAC on the spouse and the individ-
ual’s immediate family who are 18
years of age or over and who are U.S.
citizens other than by birth or who are
resident aliens.

(d) Presidential support activities. (1)
DoD Directive 5210.551 prescribes the
policies and procedures for the nomina-

1See footnote 1 to §154.2(c).
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tion, screening, selection, and contin-
ued evaluation of DoD military and ci-
vilian personnel and contractor em-
ployees assigned to or utilized in Presi-
dential Support activities. The type of
investigation of individuals assigned to
Presidential Support activities varies
according to whether the person inves-
tigated qualifies for Category One or
Category Two as indicated below:

(1) Category omne. (A) Personnel as-
signed on a permanent or full-time
basis to duties in direct support of the
President (including the office staff of
the Director, White House Military Of-
fice, and all individuals under his con-
trol):

(I) Presidential aircrew and associ-
ated maintenance and security per-
sonnel.

(2) Personnel assigned to the White
House communications activities and
the Presidential retreat.

(3) White House transportation per-
sonnel.

(4) Presidential mess attendants and
medical personnel.

(5) Other individuals filling adminis-
trative positions at the White House.

(B) Personnel assigned on a tem-
porary or part-time basis to duties sup-
porting the President:

(1) Military Social Aides.

(2) Selected security, transportation,
flight-line safety, and baggage per-
sonnel.

(3) Others with similar duties.

(C) Personnel assigned to the Office
of the Military Aide to the Vice Presi-
dent.

(ii) Category two. (A) Personnel as-
signed to honor guards, ceremonial
units, and military bands who perform
at Presidential functions and facilities.

(B) Employees of contractors who
provide services or contractors employ-
ees who require unescorted access to
Presidential Support areas, activities,
or equipment—including maintenance
of the Presidential retreat, commu-
nications, and aircraft.

(C) Individuals in designated units re-
quiring a lesser degree of access to the
President or Presidential Support ac-
tivities.

(2) Personnel nominated for Category
One duties must have been the subject
of an SBI, including a NAC on the
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spouse and all members of the individ-
ual’s immediate family of 18 years of
age or over who are U.S. citizens other
than by birth or who are resident
aliens. The SBI must have been com-
pleted within the 12 months preceding
selection for Presidential Support du-
ties. If such an individual marries sub-
sequent to the completion of the SBI,
the required spouse check shall be
made at that time.

(3) Personnel nominated for Category
Two duties must have been the subject
of a BI, including a NAC on the spouse
and all members of the individual’s im-
mediate family of 18 years of age or
over who are U.S. citizens other than
by birth or who are resident aliens. The
BI must have been completed within
the 12 months preceding selection for
Presidential Support duties. It should
be noted that duties (separate and dis-
tinct from their Presidential Support
responsibilities) of some Category Two
personnel may make it necessary for
them to have special access clearances
which require an SBI.

(4) The U.S. citizenship of foreign-
born immediate family members of all
Presidential Support nominees must be
verified by investigation.

(5) A limited number of Category One
personnel having especially sensitive
duties have been designated by the Di-
rector, White House Military Office as
“Category A.” These personnel shall be
investigated under special scoping in
accordance with the requirements of
the Memorandum of Understanding be-
tween the Director, White House Mili-
tary Office and the Special Assistant to
the Secretary and Deputy Secretary of
Defense, July 30, 1980.

(e) Nuclear Weapon Personnel Reli-
ability Program (PRP). (1) DoD Directive
5210.421 sets forth the standards of indi-
vidual reliability required for per-
sonnel performing duties associated
with nuclear weapons and nuclear com-
ponents. The investigative requirement
for personnel performing such duties is:

(1) Critical position: BI. In the event
that it becomes necessary to consider
an individual for a critical position and
the required BI has not been com-
pleted, interim certification may be

1See footnote 1 to §154.2(c).
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made under carefully controlled condi-
tions as set forth below.

(A) The individual has had a favor-
able DNACI, NAC (or ENTNAC) within
the past 5 years without a break in
service or employment in excess of 1
year.

(B) The BI has been requested.

(C) All other requirements of the
PRP screening process have been ful-
filled.

(D) The individual is identified to su-
pervisory personnel as being certified
on an interim basis.

(E) The individual is not used in a
two-man team with another such indi-
vidual.

(F) Justification of the need for in-
terim certification is documented by
the certifying official.

(G) Should the BI not be completed
within 150 days from the date of the re-
quest, the certifying official shall
query the Component clearance au-
thority, who shall ascertain from DIS
the status of the investigation. On the
basis of such information, the certi-
fying official shall determine whether
to continue or to withdraw the interim
certification.

(ii) Controlied position: DNACI/NACI.
(A) An ENTNAC completed for the pur-
pose of first term enlistment or induc-
tion into the Armed Forces does not
satisfy this requirement.

(B) Interim certification is author-
ized for an individual who has not had
a DNACI/NACI completed within the
past 5 years, subject to the following
conditions:

(1) The individual has had a favorable
ENTNAC/NAC, or higher investigation,
that is more than 5 years old and has
not had a break in service or employ-
ment in excess of 1 year.

(2) A DNACI/NACI has been requested
at the time of interim certification.

(3) All other requirements of the PRP
screening process have been fulfilled.

(4) Should the DNACI/NACI not be
completed within 90 days from the date
of the request, the procedures set forth
in paragraph (e)(1)(i)(G) of this section
for ascertaining the delay of the inves-
tigation in the case of a critical posi-
tion shall apply.
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(iii) Additional requirements apply. (A)
The investigation upon which certifi-
cation is based must have been com-
pleted within the last 5 years from the
date of initial assignment to a PRP po-
sition and there must not have been a
break in service or employment in ex-
cess of 1 year between completion of
the investigation and initial assign-
ment.

(B) In those cases in which the inves-
tigation was completed more than 5
years prior to initial assignment or in
which there has been a break in service
or employment in excess of 1 year sub-
sequent to completion of the investiga-
tion, a reinvestigation is required.

(C) Subsequent to initial assignment
to the PRP, reinvestigation is not re-
quired so long as the individual re-
mains in the PRP.

(D) A medical evaluation of the indi-
vidual as set forth in DoD Directive
5210.42.

(E) Review of the individual’s per-
sonnel file and other official records
and information locally available con-
cerning behavior or conduct which is
relevant to PRP standards.

(F) A personal interview with the in-
dividual for the purpose of informing
him of the significance of the assign-
ment, reliability standards, the need
for reliable performance, and of
ascertaining his attitude with respect
to the PRP.

(G) Service in the Army, Navy and
Air Force Reserve does not constitute
active service for PRP purposes.

(f) Access to North Atlantic Treaty Or-
ganization (NATO) classified information.
(1) Personnel assigned to a NATO staff
position requiring access to NATO Cos-
mic (Top Secret), Secret, or Confiden-
tial information shall have been the
subject of a favorably adjudicated BI
(10 year scope), DNACI/NACI or NAC/
ENTNAC, current within five years
prior to the assignment, in accordance
with TUSSAN Instruction 1-69 and
§154.19(f).

(2) Personnel not assigned to a NATO
staff position, but requiring access to
NATO Cosmic, Secret or Confidential
information in the normal course of
their duties, must possess the equiva-
lent final U.S. security clearance based
upon the appropriate personnel secu-
rity investigation (appendix A) re-
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quired by §§1564.16(b) and 154.19(j) of this
part.

(g) Other special access programs. Spe-
cial investigative requirements for
Special Access programs not provided
for in this paragraph may not be estab-
lished without the written approval of
the Deputy Under Secretary of Defense
for Policy.

§154.18 Certain positions not nec-
essarily requiring access to classi-
fied information.

(a) General. DoD Directive 5200.81
outlines the authority of military com-
manders under the Internal Security
Act of 1950 to issue orders and regula-
tions for the protection of property or
places under their command. Essential
to carrying out this responsibility is a
commander’s need to protect the com-
mand against the action of
untrustworthy persons. Normally, the
investigative requirements prescribed
in this part should suffice to enable a
commander to determine the trust-
worthiness of individuals whose duties
require access to classified information
or appointment to positions that are
sensitive and do not involve such ac-
cess. However, there are certain cat-
egories of positions or duties which, al-
though not requiring access to classi-
fied information, if performed by
untrustworthy persons, could enable
them to jeopardize the security of the
command or otherwise endanger the
national security. The investigative re-
quirements for such positions or duties
are detailed in this section.

(b) Access to restricted areas, sensitive
information or equipment not involving
access to classified information. (1) Ac-
cess to restricted areas, sensitive infor-
mation or equipment by DoD military,
civilian or contractor personnel shall
be limited to those individuals who
have been determined trustworthy as a
result of the favorable completion of a
NAC (or ENTNAC) or who are under
the escort of appropriately cleared per-
sonnel. Where escorting such persons is
not feasible, a NAC shall be conducted
and favorably reviewed by the appro-
priate component agency or activity
prior to permitting such access. DoD
Components shall not request, and

1See footnote 1 to §154.2(c).
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shall not direct or permit their con-
tractors to request, security clearances
to permit access to areas when access
to classified information is not re-
quired in the normal course of duties
or which should be precluded by appro-
priate security measures. In deter-
mining trustworthiness under this
paragraph, the provisions of §154.7 and
appendix H will be utilized.

(2) In meeting the requirements of
this paragraph, approval shall be ob-
tained from one of the authorities des-
ignated in paragraph A, appendix E of
this part, for authority to request
NACs on DoD military, civilian or con-
tractor employees. A justification shall
accompany each request which shall
detail the reasons why escorted access
would not better serve the national se-
curity. Requests for investigative re-
quirements beyond a NAC shall be for-
warded to the Deputy Under Secretary
of Defense for Policy for approval.

(3) NAC requests shall—

(i) Be forwarded to DIS in accordance
with the provisions of paragraph B, ap-
pendix C,

(ii) Contain a reference to this para-
graph on the DD Form 398-2, and

(iii) List the authority in appendix E
who approved the request.

(4) Determinations to deny access
under the provisions of this paragraph
must not be exercised in an arbitrary,
capricious, or discriminatory manner
and shall be the responsibility of the
military or installation commander as
provided for in DoD Directive 5200.8.

(c) Nonappropriated fund employees.
Each Nonappropriated Fund employee
who is employed in a position of trust
as designated by an official authorized
in paragraph H, appendix E, shall have
been the subject of a NAC completed no
longer than 12 months prior to employ-
ment or a prior personnel security in-
vestigation with no break in Federal
service or employment greater than 12
months in accordance with DoD Man-
ual 1401.1-M. An individual who does
not meet established suitability re-
quirements may not be employed with-
out prior approval of the authorizing
official. Issuance of a Confidential or
Secret clearance will be based on a
DNACI or NACI in accordance with
§154.16(b).
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(d) Customs inspectors. DoD employees
appointed as customs inspectors, under
waivers approved in accordance with
DoD 5030.49-R shall have undergone a
favorably adjudicated NAC completed
within the past 5 years unless there has
been a break in DoD employment
greater than 1 year in which case a cur-
rent NAC is required.

(e) Red Cross/United Service Organiza-
tions personnel. A favorably adjudicated
NAC shall be accomplished on Red
Cross or United Service Organizations
personnel as prerequisite for assign-
ment with the Armed Forces overseas
(32 CFR part 253).

(f) Officials authorized to issue security
clearances. Any person authorized to
adjudicate personnel security clear-
ances shall have been the subject of a
favorably adjudicated BI.

(g) Personnel security clearance adju-
dication officials. Any person selected to
serve with a board, committee, or
other group responsible for adjudi-
cating personnel security cases shall
have been the subject of a favorably ad-
judicated BI.

(h) Persons requiring DoD building
passes. Pursuant to DoD Directive
5210.461 each person determined by the
designated authorities of the Compo-
nents concerned as having an official
need for access to DoD buildings in the
National Capital Region shall be the
subject of a favorably, adjudicated NAC
prior to issuance of a DoD building
pass. Conduct of a BI for this purpose is
prohibited unless approved in advance
by ODUSD(P).

(i) Foreign national employees overseas
not requiring access to classified informa-
tion. Foreign nationals employed by
DoD organizations overseas, whose du-
ties do not require access to classified
information, shall be the subject of the
following record checks, initiated by
the appropriate military department
investigative organization consistent
with §154.9(e) prior to employment:

(1) Host government law enforcement
and security agency checks at the city,
state (province), and national level,
whenever permissible by the laws of
the host government; and

(2) DCII.

1See footnote 1 to §154.2(c).
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(3) FBI-HQ/ID. (Where information
exists regarding residence by the for-
eign national in the United States for
one year or more since age 18).

(j) Special agents and investigative sup-
port personnel. Special agents and those
noninvestigative personnel assigned to
investigative agencies whose official
duties require continuous access to
complete investigative files and mate-
rial require an SBI.

(k) Persons requiring access to chemical
agents. Personnel whose duties involve
access to or security of chemical
agents shall be screened initially for
suitability and reliability and shall be
evaluated on a continuing basis at the
supervisory level to ensure that they
continue to meet the high standards
required. At a minimum, all such per-
sonnel shall have had a favorably adju-
dicated NAC completed within the last
5 years prior to assignment in accord-
ance with the provisions of DoD Direc-
tive 5210.65.1

(1) Education and orientation per-
sonnel. Persons selected for duties in
connection with programs involving
the education and orientation of mili-
tary personnel shall have been the sub-
ject of a favorably adjudicated NAC
prior to such assignment. This does not
include teachers/administrators associ-
ated with university extension courses
conducted on military installations in
the United States. Non-US citizens
from a country listed in appendix G
shall be required to undergo a BI if
they are employed in a position cov-
ered by this paragraph.

(m) Contract guards. Any person per-
forming contract guard functions shall
have been the subject of a favorably ad-
judicated NAC prior to such assign-
ment.

(n) Transportation of arms, ammunition
and explosives (AA&E). Any DoD mili-
tary, civilian or contract employee (in-
cluding commercial carrier) operating
a vehicle or providing security to a ve-
hicle transporting Category I, II or
Confidential AA&E shall have been the
subject of a favorably adjudicated NAC
or ENTNAC.

(0) Personnel occupying information
systems positions designated ADP-1, ADP-
II & ADP-III. DoD military, civilian

1See footnote 1 to §154.2(c).
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personnel, consultants, and contractor
personnel performing on unclassified
automated information systems may
be assigned to one of three position
sensitivity designations (in accordance
with appendix J) and investigated as
follows:

ADP-I: BI
ADP-II: DNACI/NACI
ADP-III: NAC/ENTNAC

Those personnel falling in the above
categories who require access to classi-
fied information will, of course, be sub-
ject to the appropriate investigative
scope contained in §154.16(b).

(p) Others. Requests for approval to
conduct an investigation on other per-
sonnel, not provided for in §154.18 (b)
through (o) considered to fall within
the general provisions of §154.18(a)
shall be submitted, detailing the jus-
tification therefor, for approval to the
Deputy Under Secretary of Defense for
Policy. Approval of such requests shall
be contingent upon an assurance that
appropriate review procedures exist
and that adverse determinations will
be made at no lower than major com-
mand level.

§154.19 Reinvestigation.

(a) General. DoD policy prohibits un-
authorized and unnecessary investiga-
tions. There are, however, certain situ-
ations and requirements that neces-
sitate reinvestigation of an individual
who has already been investigated
under the provisions of this part. It is
the policy to limit reinvestigation of
individuals to the scope contained in
paragraph 5, appendix A to meet over-
all security requirements. Reinvestiga-
tion, generally, is authorized only as
follows:

(1) To prove or disprove an allegation
relating to the criteria set forth in
§1564.7 of this part with respect to an in-
dividual holding a security clearance
or assigned to a position that requires
a trustworthiness determination;

(2) To meet the periodic reinvestiga-
tion requirements of this part with re-
spect to those security programs enu-
merated below; and

(3) Upon individual request, to assess
the current eligibility of individuals
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who did not receive favorable adjudica-
tive action after an initial investiga-
tion, if a potential clearance need ex-
ists and there are reasonable indica-
tions that the factors upon which the
adverse determination was made no
longer exists.

(b) Allegations related to disqualifica-
tion. Whenever questionable behavior
patterns develop, derogatory informa-
tion is discovered, or inconsistencies
arise related to the disqualification
criteria outlined in §154.7 that could
have an adverse impact on an individ-
ual’s security status, a Special Inves-
tigative Inquiry (SII), psychiatric, drug
or alcohol evaluation, as appropriate,
may be requested to resolve all rel-
evant issues in doubt. If it is essential
that additional relevant personal data
is required from the investigative sub-
ject, and the subject fails to furnish
the required data, the subject’s exist-
ing security clearance or assignment to
sensitive duties shall be terminated in
accordance with §154.56(b).

(c) Access to Sensitive Compartmented
Information (SCI). Each individual hav-
ing current access to SCI shall be the
subject of a PR conducted on a 5-year
recurring basis scoped as set forth in
paragraph 5, appendix A.

(d) Critical-sensitive positions. HEach
DoD civilian employee occupying a
critical sensitive position shall be the
subject of a PR conducted on a 5-year
recurring basis scoped as set forth in
paragraph 5, appendix A.

(e) Presidential support duties. Each
individual assigned Presidential Sup-
port duties shall be the subject of a PR
conducted on a b5-year recurring basis
scoped as set forth in paragraph 5, ap-
pendix A.

(f) NATO staff. Each individual as-
signed to a NATO staff position requir-
ing a COSMIC clearance shall be the
subject of a PR conducted on a 5-year
recurring basis scoped as set forth in
paragraph 5, appendix A. Those as-
signed to a NATO staff position requir-
ing a NATO SECRET clearance shall be
the subject of a new NAC conducted on
a b-year recurring basis.

(g) Extraordinarily sensitive duties. In
extremely limited instances, extraor-
dinary national security implications
associated with certain SCI duties may
require very special compartmentation
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and other special security measures. In
such instances, a Component SOIC
may, with the approval of the Deputy
Under Secretary of Defense for Policy,
request PR’s at intervals of less than 5
years as outlined in paragraph 5, ap-
pendix A. Such requests shall include
full justification and a recommenda-
tion as to the desired frequency. In re-
viewing such requests, the Deputy
Under Secretary of Defense for Policy
shall give due consideration to:

(1) The potential damage that might
result from the individual’s defection
or abduction.

(2) The availability and probable ef-
fectiveness of means other than re-
investigation to evaluate factors con-
cerning the individual’s suitability for
continued SCI access.

(h) Foreign nationals employed by DoD
organizations overseas. Foreign nation-
als employed by DoD organizations
overseas who have been granted a
“Limited Access Authorization” pursu-
ant to §154.16(d) shall be the subject of
a PR, as set forth in paragraph 5, ap-
pendix A, conducted under the auspices
of DIS by the appropriate military de-
partment or other U.S. Government in-
vestigative agency consistent with
§154.9(e) and appendix I of this part.

(i) Persons accessing very sensitive in-
formation classified Secret. (1) Heads of
DoD Components shall submit a re-
quest to the Deputy Under Secretary of
Defense for Policy for approval to con-
duct periodic reinvestigations on per-
sons holding Secret clearances who are
exposed to very sensitive Secret infor-
mation.

(2) Generally, the Deputy Under Sec-
retary of Defense for Policy will only
approve periodic reinvestigations of
persons having access to Secret infor-
mation if the unauthorized disclosure
of the information in question could
reasonably be expected to:

(i) Jeopardize human life or safety.

(ii) Result in the loss of unique or

uniquely productive intelligence
sources or methods vital to U.S. secu-
rity.

(iii) Compromise technologies, plans,
or procedures vital to the strategic ad-
vantage of the United States.

(3) Each individual accessing very
sensitive Secret information who has
been designated by an authority listed
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in paragraph A, appendix E as requir-
ing periodic reinvestigation, shall be
the subject of a PR conducted on a 5-
year recurring basis scoped as stated in
paragraph 5, appendix A.

(j) Access to Top Secret information.
Each individual having current access
to Top Secret information shall be the
subject of a PR conducted on a 5-year
recurring basis scoped as outlined in
paragraph 5, appendix A.

(k) Personnel occupying computer posi-
tions designated ADP-1. All DoD mili-
tary, civilians, consultants, and con-
tractor personnel occupying computer
positions designated ADP-I, shall be
the subject of a PR conducted on a 5-
year recurring basis as set forth in
paragraph 5, appendix A.

§154.20 Authority to waive investiga-
tive requirements.

Authorized officials. Only an official
designated in paragraph G, appendix E,
is empowered to waive the investiga-
tive requirements for appointment to a
sensitive position, assignment to sen-
sitive duties or access to classified in-
formation pending completion of the
investigation required by this section.
Such waiver shall be based upon cer-
tification in writing by the designated
official that such action is necessary to
the accomplishment of a DoD mission.
A minor investigative element that has
not been met should not preclude fa-
vorable.

Subpart D—Reciprocal Accept-
ance of Prior Investigations
and Personnel Security Deter-
minations

§154.23 General.

Previously conducted investigations
and previously rendered personnel se-
curity determinations shall be accept-
ed within DoD in accordance with the
policy set forth below.

§154.24 Prior investigations con-
ducted by DoD investigative organi-
zations.

As long as there is no break in mili-
tary service/civilian employment
greater than 12 months, any previous
personnel security investigation con-
ducted by DoD investigative organiza-
tions that essentially is equivalent in
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scope to an investigation required by
this part will be accepted without re-
questing additional investigation.
There is no time limitation as to the
acceptability of such investigations,
subject to the provisions of §§154.8(h)
and 154.25(b) of this part.

§154.25 Prior personnel security de-
terminations made by DoD authori-
ties.

(a) Adjudicative determinations for
appointment in sensitive positions, as-
signment to sensitive duties or access
to classified information (including
those pertaining to SCI) made by des-
ignated DoD authorities will be mutu-
ally and reciprocally accepted by all
DoD Components without requiring ad-
ditional investigation, unless there has
been a break in the individual’s mili-
tary service/civilian employment of
greater than 12 months or unless derog-
atory information that occurred subse-
quent to the last prior security deter-
mination becomes known. A check of
the DCII should be conducted to ac-
complish this task.

(b) Whenever a valid DoD security
clearance or Special Access authoriza-
tion (including one pertaining to SCI)
is on record, Components shall not re-
quest DIS or other DoD investigative
organizations to forward prior inves-
tigative files for review unless:

(1) Significant derogatory informa-
tion or investigation completed subse-
quent to the date of last clearance or
Special Access authorization, is known
to the requester; or

(2) The individual concerned is being
considered for a higher level clearance
(e.g., Secret or Top Secret) or the indi-
vidual does not have a Special Access
authorization and is being considered
for one; or

(3) There has been a break in the in-
dividual’s military service/civilian em-
ployment of greater than 12 months
subsequent to the issuance of a prior
clearance.

(4) The most recent SCI access au-
thorization of the individual concerned
was based on a waiver.

(c) Requests for prior investigative
files authorized by this part shall be
made in writing, shall cite the specific
justification for the request (i.e., up-
grade of clearance, issue Special Access
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authorization, etc.), and shall include
the date, level, and issuing organiza-
tion of the individual’s current or most
recent security clearance or Special
Access authorization.

(d) All requests for non-DoD inves-
tigative files, authorized under the cri-
teria prescribed by paragraphs (a), (b)
1), (2), (3), and (4) and (c) of this sec-
tion shall be:

(1) Submitted on DD Form 398-2 to
DIS;

(2) Annotated as a ‘‘Single Agency
Check” of whichever agency or agency
developed the investigative file or to
obtain the check of a single national
agency.

(e) When further investigation is de-
sired, in addition to an existing non-
DoD investigative file, a DD Form 1879
will be submitted to DIS with the ap-
propriate security forms attached. The
submission of a Single Agency Check
via DD Form 398-2 will be used to ob-
tain an existing investigative file or
check a single national agency.

(f) Whenever a civilian or military
member transfers from one DoD activ-
ity to another, the losing organiza-
tion’s security office is responsible for
advising the gaining organization of
any pending action to suspend, deny or
revoke the individual’s security clear-
ance as well as any adverse informa-
tion that may exist in security, per-
sonnel or other files. In such instances
the clearance shall not be reissued
until the questionable information has
been adjudicated.

§154.26 Investigations conducted and
clearances granted by other agen-
cies of the Federal government.

(a) Whenever a prior investigation or
personnel security determination (in-
cluding clearance for access to infor-
mation classified under E.O. 12356 of
another agency of the Federal Govern-
ment meets the investigative scope and
standards of this part, such investiga-
tion or clearance may be accepted for
the investigative or clearance purposes
of this part, provided that the employ-
ment with the Federal agency con-
cerned has been continuous and there
has been no break longer than 12
months since completion of the prior
investigation, and further provided
that inquiry with the agency discloses
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no reason why the clearance should not
be accepted. If it is determined that
the prior investigation does not meet
the provisions of this paragraph, sup-
plemental investigation shall be re-
quested.

(b) A NACI conducted by OPM shall
be accepted and considered equivalent
to a DNACI for the purposes of this
part.

(c) Department of Defense policy on
reciprocal acceptance of clearances
with the Nuclear Regulatory Commis-
sion and the Department of Energy is
set forth in DoD Directive 5210.2.1

Subpart E—Requesting Personnel
Security Investigations

§154.30 General.

Requests for personnel security in-
vestigations shall be limited to those
required to accomplish the Defense
mission. Such requests shall be sub-
mitted only by the authorities des-
ignated in §154.31. These authorities
shall be held responsible for deter-
mining if persons under their jurisdic-
tion require a personnel security inves-
tigation. Proper planning must be ef-
fected to ensure that investigative re-
quests are submitted sufficiently in ad-
vance to allow completion of the inves-
tigation before the time it is needed to
grant the required clearance or other-
wise make the necessary personnel se-
curity determination.

§154.31 Authorized requesters.

Requests for personnel security in-
vestigation shall be accepted only from
the requesters designated below:

(a) Military Departments. (1) Army.

(i) Central Clearance Facility.

(ii) All activity commanders.

(iii) Chiefs of recruiting stations.

(2) Navy (including Marine Corps).

(i) Central Adjudicative Facility.

(ii) Commanders and commanding of-
ficers of organizations listed on the
Standard Navy Distribution List.

(iii) Chiefs of recruiting stations.

(3) Air Force.

(i) Air Force Security Clearance Of-
fice.

(ii) Assistant Chief of Staff for Intel-
ligence.

1See footnote 1 to §154.2(c).
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(iii) All activity commanders.

(iv) Chiefs of recruiting stations.

(b) Defense Agencies—Directors of
Security and activity commanders.

(c) Organization of the Joint Chiefs
of Staff—Chief, Security Division.

(d) Office of the Secretary of De-
fense—Director for Personnel and Se-
curity, Washington Headquarters Serv-
ices.

(e) Commanders of Unified and Speci-
fied Commands or their designees.

(f) Such other requesters approved by
the Deputy Under Secretary of Defense
for Policy.

§154.32 Criteria for requesting inves-
tigations.

Authorized requesters shall use the
tables set forth in appendix C to deter-
mine the type of investigation that
shall be requested to meet the inves-
tigative requirement of the specific po-
sition or duty concerned.

§154.33 Request procedures.

To insure efficient and effective com-
pletion of required investigations, all
requests for personnel security inves-
tigations shall be prepared and for-
warded in accordance with Appendix B
and the investigative jurisdictional
policies set forth in §154.9.

§154.34 Priority requests.

To insure that personnel security in-
vestigations are conducted in an or-
derly and efficient manner, requests for
priority for individual investigations
or categories of investigations shall be
kept to a minimum. DIS shall not as-
sign priority to any personnel security
investigation or categories of inves-
tigations without written approval of
the Deputy Under Secretary of Defense
for Policy.

§154.35 Personal data provided by the
subject of the investigation.

(a) To conduct the required inves-
tigation, it is necessary that the inves-
tigative agency be provided certain rel-
evant data concerning the subject of
the investigation. The Privacy Act of
1974 requires that, to the greatest ex-
tent practicable, personal information
shall be obtained directly from the sub-
ject individual when the information
may result in adverse determinations
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affecting an individual’s rights, bene-
fits, and privileges under Federal pro-
grams.

(b) Accordingly, it is incumbent upon
the subject of each personnel security
investigation to provide the personal
information required by this part. At a
minimum, the individual shall com-
plete the appropriate investigative
forms, provide fingerprints of a quality
acceptable to the FBI, and execute a
signed release, as necessary, author-
izing custodians of police, credit, edu-
cation, employment, and medical and
similar records, to provide relevant
record information to the investigative
agency. When the FBI returns a finger-
print card indicating that the quality
of the fingerprints is not acceptable, an
additional set of fingerprints will be
obtained from the subject. In the event
the FBI indicates that the additional
fingerprints are also unacceptable, no
further attempt to obtain more finger-
prints need be made; this aspect of the
investigation will then be processed on
the basis of the name check of the FBI
files. As an exception, a minimum of
three attempts will be made for all
Presidential Support cases, for SCI ac-
cess nominations if the requester so in-
dicates, and in those cases in which
more than minor derogatory informa-
tion exists. Each subject of a personnel
security investigation conducted under
the provisions of this part shall be fur-
nished a Privacy Act Statement advis-
ing of the authority for obtaining the
personal data, the principal purpose(s)
for obtaining it, the routine uses,
whether disclosure is mandatory or
voluntary, the effect on the individual
if it is not provided, and that subse-
quent use of the data may be employed
as part of an aperiodic review process
to evaluate continued eligibility for ac-
cess to classified information.

(c) Failure to respond within the
time limit prescribed by the requesting
organization with the required security
forms or refusal to provide or permit
access to the relevant information re-
quired by this part shall result in ter-
mination of the individual’s security
clearance or assignment to sensitive
duties utilizing the procedures of
§1564.59 or further administrative proc-
essing of the investigative request.
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Subpart F—Adjudication

§154.40 General.

(a) The standard which must be met
for clearance or assignment to sen-
sitive duties is that, based on all avail-
able information, the person’s loyalty,
reliability, and trustworthiness are
such that entrusting the person with
classified information or assigning the
person to sensitive duties is clearly
consistent with the interests of na-
tional security.

(b) The principal objective of the
DoD personnel security adjudicative
function, consequently, is to assure se-
lection of persons for sensitive posi-
tions who meet this standard. The ad-
judication process involves the effort
to assess the probability of future be-
havior which could have an effect ad-
verse to the national security. Since
few, if any, situations allow for posi-
tive, conclusive evidence of certain fu-
ture conduct, it is an attempt to judge
whether the circumstances of a par-
ticular case, taking into consideration
prior experience with similar cases,
reasonably suggest a degree of prob-
ability of prejudicial behavior not con-
sistent with the national security. It is
invariably a subjective determination,
considering the past but necessarily
anticipating the future. Rarely is proof
of trustworthiness and reliability or
untrustworthiness and unreliability be-
yond all reasonable doubt.

(c) Establishing relevancy is one of
the key objectives of the personnel se-
curity adjudicative process in evalu-
ating investigative material. It in-
volves neither the judgment of crimi-
nal guilt nor the determination of gen-
eral suitability for a given position;
rather, it is the assessment of a per-
son’s trustworthiness and fitness for a
responsibility which could, if abused,
have unacceptable consequences for
the national security.

(d) While equity demands optimal
uniformity in evaluating individual
cases, assuring fair and consistent as-
sessment of circumstances from one
situation to the next, each case must
be weighed on its own merits, taking
into consideration all relevant facts,
and prior experience in similar cases.
All information of record, both favor-
able and unfavorable, must be consid-
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ered and assessed in terms of accuracy,
completeness, relevance, seriousness,
and overall significance. In all adju-
dications the protection of the national
security shall be the paramount deter-
minant.

§154.41 Central adjudication.

(a) To ensure uniform application of
the requirement of this part and to en-
sure that DoD personnel security de-
terminations are effected consistent
with existing statutes and Executive
orders, the head of each Military De-
partment and Defense Agencies shall
establish a single Central Adjudication
Facility for his/her component. The
function of such facility shall be lim-
ited to evaluating personnel security
investigations and making personnel
security determinations. The chief of
each Central Adjudication Facility
shall have the authority to act on be-
half of the head of the Component con-
cerned with respect to personnel secu-
rity determinations. All information
relevant to determining whether a per-
son meets the appropriate personnel se-
curity standard prescribed by this part
shall be reviewed and evaluated by per-
sonnel security specialists specifically
designated by the head of the Compo-
nent concerned, or designee.

(b) In view of the significance each
adjudicative decision can have on a
person’s career and to ensure the max-
imum degree of fairness and equity in
such actions, a minimum level of re-
view shall be required for all clearance/
access determinations related to the
following categories of investigations:

(1) B/SBI/PR/ENAC/SII:

(i) Favorable: Completely favorable
investigations shall be reviewed and
approved by an adjudicative official in
the civilian grade of GS-7/9 or the mili-
tary rank of O-3.

(i1) Unfavorable: Investigations that
are not completely favorable shall un-
dergo at least two levels of review by
adjudicative officials, the second of
which must be at the civilian grade of
GS-11/12 or the military rank of O-4.
When an unfavorable administrative
action is contemplated under §154.56(b),
the letter of intent (LLOI) to deny or re-
voke must be approved and signed by
an adjudicative official at the civilian
grade of GS-13/14 or the military rank
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of O-5. A final notification of unfavor-
able administrative action, subsequent
to the issuance of the LOI, must be ap-
proved and signed at the civilian grade
of GS-14/15 or the military rank of O-6.

(2) NACI/DNACI/NAC/ENTNAC:

(i) Favorable: A completely favorable
investigation may be finally adju-
dicated after one level of review pro-
vided that the decisionmaking author-
ity is at the civilian grade of GS-5/7 or
the military rank of 0-2.

(ii) Unfavorable: Investigations that
are not completely favorable must be
reviewed by an adjudicative official in
the civilian grade of GS-7/9 or the mili-
tary rank of 0-3. When an unfavorable
administrative action is contemplated
under §154.56(b), the letter of intent to
deny/revoke must be signed by an adju-
dicative official at the civilian grade of
GS-11/12 or the military rank of 0-4. A
final notification of unfavorable ad-
ministrative action subsequent to the
issuance of the LOI must be signed by
an adjudicative official at the civilian
grade of GS-13 or the military rank of
0-5 or above.

(c) Exceptions to the above policy
may only be granted by the Deputy
Under Secretary of Defense for Policy.

§154.42 Evaluation of personnel secu-
rity information.

(a) The criteria and adjudicative pol-
icy to be used in applying the prin-
ciples at §154.40 are set forth in
§154.7(a) and appendix H of this part.
The ultimate consideration in making
a favorable personnel security deter-
mination is whether such determina-
tion is clearly consistent with the in-
terests of national security and shall
be an overall common sense evaluation
based on all available information.
Such a determination shall include
consideration of the following factors:

(1) The nature and seriousness of the
conduct;

(2) The circumstances surrounding
the conduct;

(3) The frequency and recency of the
conduct;

(4) The age of the individual;

(5) The voluntariness of participa-
tion; and

(6) The absence or presence of reha-
bilitation.
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(b) Detailed adjudication policy guid-
ance to assist adjudicators in deter-
mining whether a person is eligible for
access to classified information or as-
signment to sensitive duties is con-
tained in appendix H. Adjudication pol-
icy for access to SCI is contained in
DCID 1/14.

§154.43 Adjudicative record.

(a) Bach adjudicative determina-
tions, whether favorable or unfavor-
able, shall be entered into the Defense
Clearance and Investigations Index
(DCII) on a daily basis, but in no case
to exceed 5 working days from the date
of determination.

(b) The rationale underlying each un-
favorable personnel security deter-
mination, to include the appeal proc-
ess, and each favorable personnel secu-
rity determination where the inves-
tigation or information upon which the
determination was made included sig-
nificant derogatory information of the
type set forth in §154.7 and appendix H
to part 154, shall be maintained in writ-
ten or automated form and is subject
to the provisions of 32 CFR part 285 and
32 CFR part 310. This information shall
be maintained for a minimum of 5
yvears from the date of determination.

[568 FR 61025, Nov. 19, 1993]

Subpart G—lIssuing Clearance
and Granting Access

§154.47 General.

(a) The issuance of a personnel secu-
rity clearance (as well as the function
of determining that an individual is el-
igible for access to Special Access pro-
gram information, or is suitable for as-
signment to sensitive duties or such
other duties that require a trust-
worthiness determination) is a func-
tion distinct from that involving the
granting of access to classified infor-
mation. Clearance determinations are
made on the merits of the individual
case with respect to the subject’s suit-
ability for security clearance. Access
determinations are made solely on the
basis of the individual’s need for access
to classified information in order to
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perform official duties. Except for sus-
pension of access pending final adju-
dication of a personnel security clear-
ance, access may not be finally denied
for cause without applying the provi-
sions of §154.56(b).

(b) Only the authorities designated in
paragraph A, appendix E are authorized
to grant, deny or revoke personnel se-
curity clearances or Special Access au-
thorizations (other than SCI). Any
commander or head of an organization
may suspend access for cause when
there exists information raising a seri-
ous question as to the individual’s abil-
ity or intent to protect classified infor-
mation, provided that the procedures
set forth in §154.55(b) of this part are
complied.

(c) All commanders and heads of DoD
organizations have the responsibility
for determining those position func-
tions in their jurisdiction that require
access to classified information and
the authority to grant access to incum-
bents of such positions who have been
cleared under the provisions of this
part.

§154.48 Issuing clearance.

(a) Authorities designated in para-
graph A, appendix E shall record the
issuance, denial or revocation of a per-
sonnel security clearance in the DCII
(see §154.43). A record of the clearance
issued shall also be recorded in an indi-
vidual’s personnel/security file or offi-
cial personnel folder, as appropriate.

(b) A personnel security clearance re-
mains valid until the individual is sep-
arated from the Armed Forces, sepa-
rated from DoD civilian employment,
has no further official relationship
with DoD, official action has been
taken to deny, revoke or suspend the
clearance or access, or regular access
to the level of classified information
for which the individual holds a clear-
ance is no longer necessary in the nor-
mal course of his or her duties. If an in-
dividual resumes his or her affiliation
with DoD no single break in the indi-
vidual’s relationship with DoD exists
greater than 24 months and/or, the need
for regular access to classified informa-
tion at or below the previous level re-
curs, and no record of an unfavorable
administrative action exists, the ap-
propriate clearance shall be reissued
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without further investigation or adju-
dication provided there has been no ad-
ditional investigation or development
of derogatory information.

(c) Personnel security clearances of
DoD military personnel shall be grant-
ed denied or revoked only by the des-
ignated authority of the parent Mili-
tary Department. Issuance, reissuance,
denial, or revocation of a personnel se-
curity clearance by any DoD Compo-
nent concerning personnel who have
been determined to be eligible for
clearance by another component is ex-
pressly prohibited. Investigations con-
ducted on Army, Navy, and Air Force
personnel by DIS will be returned only
to the parent service of the subject for
adjudication regardless of the source of
the original request. The adjudicative
authority will be responsible for expe-
ditiously transmitting the results of
the clearance determination. As an ex-
ception, the employing DoD Compo-
nent may issue an interim clearance to
personnel under their administrative
jurisdiction pending a final eligibility
determination by the individual’s par-
ent Component. Whenever an employ-
ing DoD Component issues an interim
clearance to an individual from an-
other Component, written notice of the
action shall be provided to the parent
Component.

(d) When a Defense agency, to include
Chairman of the Joint Chiefs of Staff,
initiates an SBI (or PR) for access to
SCI on a military member, DIS will re-
turn the completed investigation to
the appropriate Military Department
adjudicative authority in accordance
with paragraph (c) of this section for
issuance (or reissuance) of the Top Se-
cret clearance. Following the issuance
of the security clearance, the military
adjudicative authority will forward the
investigative file to the Defense agency
identified in the ‘‘Return Results To”
block of the DD Form 1879. The receiv-
ing agency will then forward the com-
pleted SBI on to DIA for the SCI adju-
dication in accordance with DCID 1/14.

(e) The interim clearance shall be re-
corded in the DCSI (§154.43) by the par-
ent DoD Component in the same man-
ner as a final clearance.

[62 FR 11219, Apr. 8, 1987, as amended at 58
FR 61025, Nov. 19, 1993]
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§154.49 Granting access.

(a) Access to classified information
shall be granted to persons whose offi-
cial duties require such access and who
have the appropriate personnel secu-
rity clearance. Access determinations
(other than for Special Access pro-
grams) are not an adjudicative func-
tion relating to an individual’s suit-
ability for such access. Rather they are
decisions made by the commander that
access is officially required.

(b) In the absence of derogatory in-
formation on the individual concerned,
DoD commanders and organizational
managers shall accept a personnel se-
curity clearance determination, issued
by any DoD authority authorized by
this part to issue personnel security
clearances, as the basis for granting ac-
cess, when access is required, without
requesting additional investigation or
investigative files.

(c) The access level of cleared indi-
viduals will, wherever possible, be en-
tered into the Defense Clearance and
Investigations Index (DCII), along with
clearance eligibility. However, comple-
tion of the DCII Access field is required
effective October 1, 1993 in all instances
where the adjudicator with a personnel
security investigation. Agencies are
encouraged to start completing this
field as soon as possible.

[62 FR 11219, Apr. 8, 1987, as amended at 58
FR 61025, Nov. 19, 1993]

§154.50 Administrative withdrawal.

As set forth in §154.48 the personnel
security clearance and access eligi-
bility must be withdrawn when the
events described therein occur. When
regular access to a prescribed level of
classified information is no longer re-
quired in the normal course of an indi-
vidual’s duties, the previously author-
ized access eligibility level must be ad-
ministratively downgraded or with-
drawn, as appropriate.

Subpart H—Unfavorable
Administrative Actions

§154.55 Requirements.

(a) General. For purposes of this part,
an unfavorable administrative action
includes any adverse action which is
taken as a result of a personnel secu-
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rity determination, as defined at §154.3
and any unfavorable personnel security
determination, as defined at §154.3.
This subpart is intended only to pro-
vide guidance for the internal oper-
ation of the Department of Defense and
is not intended to, does not, and may
not be relied upon, to create or enlarge
the jurisdiction or review authority of
any court or administrative tribunal,
including the Merit Systems Protec-
tion Board.

(b) Referral for action. (1) Whenever
derogatory information relating to the
criteria and policy set forth in §154.7(a)
and appendix H of this part is devel-
oped or otherwise becomes available to
any DoD element, it shall be referred
by the most expeditious means to the
commander or the security officer of
the organization to which the indi-
vidual is assigned for duty. The com-
mander or security officer of the orga-
nization to which the subject of the in-
formation is assigned shall review the
information in terms of its security
significance and completeness. If fur-
ther information is needed to confirm
or disprove the allegations, additional
investigation should be requested. The
commander of the duty organization
shall insure that the parent Component
of the individual concerned is informed
promptly concerning the derogatory
information developed and any actions
taken or anticipated with respect
thereto. However, referral of deroga-
tory information to the commander or
security officer shall in no way affect
or limit the responsibility of the cen-
tral adjudication facility to continue
to process the individual for denial or
revocation of clearance or access to
classified information, in accordance
with §1564.56(b), if such action is war-
ranted and supportable by the criteria
and policy contained in §154.7(a) and
appendix H. No unfavorable adminis-
trative action as defined in §154.3 may
be taken by the organization to which
the individual is assigned for duty
without affording the person the full
range of protections contained in
§154.56(b) or, in the case of SCI, Annex
B, DCID 1/14.

(2) The Director DIS shall establish
appropriate alternative means whereby
information with potentially serious
security significance can be reported
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other than through DoD command or
industrial organization channels. Such
access shall include utilization of the
DoD Inspector General ‘‘hotline” to re-
ceive such reports for appropriate fol-
low-up by DIS. DoD Components and
industry will assist DIS in publicizing
the availability of appropriate report-
ing channels. Additionally, DoD Com-
ponents will augment the system when
and where necessary. Heads of DoD
Components will be notified imme-
diately to take action if appropriate.

(c) Suspension. (1) The commander or
head of the organization shall deter-
mine whether, on the basis of all facts
available upon receipt of the initial de-
rogatory information, it is in the inter-
ests of national security to continue
subject’s security status unchanged or
to take interim action to suspend sub-
ject’s access to classified information
or assignment to sensitive duties (or
other duties requiring a  trust-
worthiness determination), if informa-
tion exists which raises serious ques-
tions as to the individual’s ability to
intent to protect classified information
or execute sensitive duties (or other
duties requiring a trustworthiness de-
termination) until a final determina-
tion is made by the appropriate author-
ity designated in appendix F to this
part.

(2) Whenever a determination is
made to suspend a security clearance
for access to classified information or
assignment to sensitive duties (or
other duties requiring a  trust-
worthiness determination), the indi-
vidual concerned must be notified of
the determination in writing by the
commander, or head of the component
or adjudicative authority, to include a
brief statement of the reason(s) for the
suspension action consistent with the
interests of national security.

(3) Component field elements must
promptly report all suspension actions
to the appropriate central adjudicative
authority, but not later than 10 work-
ing days from the date of the suspen-
sion action. The adjudicative authority
will immediately update the DCII Eli-
gibility and Access fields to alert all
users to the individual’s changed sta-
tus.

(4) Every effect shall be made to re-
solve suspension cases as expeditiously
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as circumstances permit. Suspension
cases exceeding 180 days shall be close-
ly monitored and managed by the DoD
Component concerned until finally re-
solved. Suspension cases pending in ex-
cess of 12 months will be reported to
the DASD(CI&SCM) for review and ap-
propriate action.

(6) A final security clearance eligi-
bility determination shall be made for
all suspension actions and the deter-
mination entered in the DCII. If, how-
ever, the individual under suspension
leaves the jurisdiction of the Depart-
ment of Defense and no longer requires
a clearance (or trustworthiness deter-
mination), entry of the ‘“Z’’ Code (adju-
dication action incomplete due to loss
of jurisdiction) if the clearance eligi-
bility field is appropriate. In no case
shall a ‘‘suspension’ code (Code Y) re-
main as a permanent record in the
DCII.

(6) A clearance or access entry in the
DCII shall not be suspended or down-
graded based solely on the fact that a
periodic reinvestigation was not con-
ducted precisely within the 5 year time
period for TOP SECRET/SCI or within
the period prevailing for SECRET
clearances under departmental policy.
While every effort should be made to
ensure that PRs are conducted within
the prescribed time frame, agencies
must be flexible in their administra-
tion of this aspect of the personnel se-
curity program so as not to undermine
the ability of the Department of De-
fense to accomplish its mission.

(d) Final unfavorable administrative ac-
tions. The authority to make personnel
security determinations that will re-
sult in an unfavorable administrative
action is limited to those authorities
designated in appendix E, except that
the authority to terminate the employ-
ment of a civilian employee of a mili-
tary department or Defense agency is
vested solely in the head of the DoD
component concerned and in such other
statutory official as may be des-
ignated. Action to terminate civilian
employees of the Office of the Sec-
retary of Defense and DoD Compo-
nents, on the basis of criteria listed in
§154.7 (a) through (f), shall be coordi-
nated with the Deputy Under Secretary
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of Defense for Policy prior to final ac-
tion by the head of the DoD Compo-
nent. DoD civilian employees or mem-
bers of the Armed Forces shall not be
removed from employment or sepa-
rated from the Service under provi-
sions of this part if removal or separa-
tion can be effected under OPM regula-
tions or administrative (nonsecurity)
regulations of the military depart-
ments. However, actions contemplated
in this regard shall not affect or limit
the responsibility of the central adju-
dication facility to continue for proc-
ess the individual for denial or revoca-
tion of a security clearance, access to
classified information on or assign-
ment to a sensitive position if war-
ranted and supportable by the criteria
and standards contained in this part.

[62 FR 11219, Apr. 8, 1987, as amended at 58
FR 61025, Nov. 19, 1993]

§154.56 Procedures.

(a) General. No final personnel secu-
rity determination shall be made on a
member of the Armed Forces, an em-
ployee of the Department of Defense, a
consultant to the Department of De-
fense, or any other person affiliated
with the Department of Defense with-
out granting the individual concerned
the procedural benefits set forth in
paragraph (b) of this section when such
determination results in an unfavor-
able administrative action (see
§154.55(a)). As an exception, Red Cross/
United Service Organizations employ-
ees shall be afforded the procedures
prescribed by 32 CFR part 253.

(b) Unfavorable administrative action
procedures. Except as provided for
below, no unfavorable administrative
action shall be taken under the author-
ity of this part unless the person con-
cerned has been given:

(1) A written statement of the rea-
sons why the unfavorable administra-
tive action is being taken. The state-
ment shall be as comprehensive and de-
tailed as the protection of sources af-
forded confidentiality under the provi-
sions of the Privacy Act of 1974 (b
U.S.C. 552a) and national security per-
mit. The statement will also provide
the name and address of the agencies
(agencies) to which the individual may
write to obtain a copy of the investiga-
tive file(s) upon which the unfavorable
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administrative action is being taken.
Prior to issuing a statement of reasons
to a civilian employee for suspension
or removal action, the issuing author-
ity must comply with the provisions of
Federal Personnel Manual, chapter 732,
subchapter 1, paragraph 1-6b. The sig-
nature authority must be as provided
for in §154.41(b) (1)(ii) and (2)(ii).

(2) An opportunity to reply in writing
to such authority as the head of the
Component concerned may designate;

(3) A written response to any submis-
sion under subparagraph b. stating the
final reasons therefor, which shall be
as specific as privacy and national se-
curity considerations permit. The sig-
nature authority must be as provided
for in §154.41(b) (1)(ii) and (2)(ii). Such
response shall be as prompt as indi-
vidual circumstances permit, not to ex-
ceed 60 days from the date of receipt of
the appeal submitted under paragraph
(b)(2) of this section provided no addi-
tional investigative action 1is nec-
essary. If a final response cannot be
completed within the time frame al-
lowed, the subject must be notified in
writing of this fact, the reasons there-
for, and the date a final response is ex-
pected, which shall not, in any case,
exceed a total of 90 days from the date
of receipt of the appeal under para-
graph (b) of this section.

(4) An opportunity to appeal to a
higher level of authority designated by
the Component concerned.

(c) Ezxceptions to policy. Notwith-
standing paragraph (b) of this section
or any other provision of this part,
nothing in this part shall be deemed to
limit or affect the responsibility and
powers of the Secretary of Defense to
find that a person is unsuitable for en-
trance or retention in the Armed
Forces, or is ineligible for a security
clearance or assignment to sensitive
duties, if the national security so re-
quires, pursuant to section 7532, title 5,
U.S. Code. Such authority may not be
delegated and may be exercised only
when it is determined that the proce-
dures prescribed in paragraph (b) of
this section are not appropriate. Such
determination shall be conclusive.

[62 FR 11219, Apr. 8, 1987, as amended at 58
FR 61025, Nov. 19, 1993]
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§154.57 Reinstatement of civilian em-
ployees.

(a) General. Any person whose civil-
ian employment in the Department of
Defense is terminated under the provi-
sions of this part shall not be rein-
stated or restored to duty or reem-
ployed in the Department of Defense
unless the Secretary of Defense, or the
head of a DoD Component, finds that
such reinstatement, restoration, or re-
employment is clearly consistent with
the interests of national security. Such
a finding shall be made a part of the
personnel security record.

(b) Reinstatement benefits. A DoD ci-
vilian employee whose employment has
been suspended or terminated under
the provisions of this part and who is
reinstated or restored to duty under
the provisions of section 3571 of title 5
U.S. Code is entitled to benefits as pro-
vided for by section 3 of Pub. L. 89-380.

Subpart I—Continuing Security
Responsibilities

§154.60 Evaluating continued security
eligibility.

(a) General. A personnel security de-
termination is an effort to assess the
future trustworthiness of an individual
in terms of the likelihood of the indi-
vidual preserving the national secu-
rity. Obviously it is not possible at a
given point to establish with certainty
that any human being will remain
trustworthy. Accordingly the issuance
of a personnel security clearance or the
determination that a person is suitable
for assignment to sensitive duties can-
not be considered as a final personnel
security action. Rather, there is the
clear need to assure that, after the per-
sonnel security determination is
reached, the individual’s trust-
worthiness is a matter of continuing
assessment. The responsibility for such
assessment must be shared by the orga-
nizational commander or manager, the
individual’s supervisor and, to a large
degree, the individual himself. There-
fore, the heads of DoD Components
shall establish and maintain a program
designed to evaluate on a continuing
basis the status of personnel under
their jurisdiction with respect to secu-
rity eligibility. This program should
insure close coordination between secu-
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rity authorities and personnel, med-
ical, legal and supervisory personnel to
assure that all pertinent information
available within a command is consid-
ered in the personnel security process.

(b) Management responsibility. (1)
Commanders and heads of organiza-
tions shall insure that personnel as-
signed to sensitive duties (or other du-
ties requiring a trustworthiness deter-
mination under the provisions of this
part) are initially indoctrinated and
periodically instructed thereafter on
the national security implication of
their duties and on their individual re-
sponsibilities.

(2) The heads of all DoD components
are encouraged to develop programs de-
signed to counsel and assist employees
in sensitive positions who are experi-
encing problems in their personal lives
with respect to such areas as financial,
medical or emotional difficulties. Such
initiatives should be designed to iden-
tify potential problem areas at an
early stage so that any assistance ren-
dered by the employing activity will
have a reasonable chance of precluding
long term, job-related security prob-
lems.

(c) Supervisory responsibility. Security
programs shall be established to insure
that supervisory personnel are famil-
iarized with their special responsibil-
ities in matters pertaining to personnel
security with respect to personnel
under their supervision. Such programs
shall provide practical guidance as to
indicators that may signal matters of
personnel security concern. Specific in-
structions should be disseminated con-
cerning reporting procedures to enable
the appropriate authority to take
timely corrective action to protect the
interests of national security as well as
to provide any necessary help to the in-
dividual concerned to correct any per-
sonal problem which may have a bear-
ing upon the individual’s continued eli-
gibility for access.

(1) In conjunction with the submis-
sion of PRs stated in §154.19, and para-
graph b, appendix A, supervisors will be
required to review an individual’s DD
Form 398 to ensure that no significant
adverse information of which they are
aware and that may have a bearing on
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subject’s continued eligibility for ac-
cess to classified information is omit-
ted.

(2) If the supervisor is not aware of
any significant adverse information
that may have a bearing on the sub-
ject’s continued eligibility for access,
then the following statement must be
documented, signed and dated, and for-
warded to DIS with the investigative
package.

I am aware of no information of the type
contained at Appendix D, 32 CFR part 154, re-
lating to subject’s trustworthiness, reli-
ability, or loyalty that may reflect adversely
on his/her ability to safeguard classified in-
formation.

(3) If the supervisor is aware of such
significant adverse information, the
following statement shall be docu-
mented, signed and dated and for-
warded to DIS with the investigative
package, and a written summary of the
derogatory information forwarded to
DIS with the investigative package:

I am aware of information of the type con-
tained in Appendix D, 32 CFR part 154, relat-
ing to subject’s trustworthiness, reliability,
or loyalty that may reflect adversely on his/
her ability to safeguard classified informa-
tion and have reported all relevant details to
the appropriate security official(s).

(4) In conjunction with regularly
scheduled fitness and performance re-
ports of military and civilian personnel
whose duties entail access to classified
information, supervisors will include a
comment in accordance with para-
graphs (c¢) (2) and (3) of this section as
well as a comment regarding an em-
ployee’s discharge of security respon-
sibilities, pursuant to their Component
guidance.

(d) Individual responsibility. (1) Indi-
viduals must familiarize themselves
with pertinent security regulations
that pertain to their assigned duties.
Further, individuals must be aware of
the standards of conduct required of
persons holding positions of trust. In
this connection, individuals must rec-
ognize and avoid the kind of personal
behavior that would result in rendering
one ineligible for continued assignment
in a position of trust. In the final anal-
ysis, the ultimate responsibility for
maintaining continued eligibility for a
position of trust rests with the indi-
vidual.

32 CFR Ch. I (7-1-11 Edition)

(2) Moreover, individuals having ac-
cess to classified information must re-
port promptly to their security office:

(i) Any form of contact, intentional
or otherwise, with individuals of any
nationality, whether within or outside
the scope of the employee’s official ac-
tivities, in which:

(A) Illegal or unauthorized access is
sought to classified or otherwise sen-
sitive information.

(B) The employee is concerned that
he or she may be the target of exploi-
tation by a foreign entity.

(ii) Any information of the type re-
ferred to in §154.7 or appendix H to this
part.

(e) Co-worker responsibility. Co-work-
ers have an equal obligation to advise
their supervisor or appropriate secu-
rity official when they become aware
of information with potentially serious
security significance regarding some-
one with access to classified informa-
tion or employed in a sensitive posi-
tion.

[62 FR 11219, Apr. 8, 1987, as amended at 58
FR 61025, Nov. 19, 1993]

§154.61 Security education.

(a) General. The effectiveness of an
individual in meeting security respon-
sibilities is proportional to the degree
to which the individual understands
them. Thus, an integral part of the
DoD security program is the indoc-
trination of individuals on their secu-
rity responsibilities. Moreover, such in-
doctrination is essential to the effi-
cient functioning of the DoD personnel
security program. Accordingly, heads
of DoD Components shall establish pro-
cedures in accordance with this chap-
ter whereby persons requiring access to
classified information, or being as-
signed to positions that require the oc-
cupants to be determined trustworthy
are periodically briefed as to their se-
curity responsibilities.

(b) Initial briefing. (1) All persons
cleared for access to classified informa-
tion or assigned to duties requiring a
trustworthiness determination under
this part shall be given an initial secu-
rity briefing. The briefing shall be in
accordance with the requirements of 32
CFR part 159 and consist of the fol-
lowing elements:
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(i) The specific security requirements
of their particular job.

(ii) The techniques employed by for-
eign intelligence activities in attempt-
ing to obtain classified information
and their responsibility for reporting
such attempts.

(iii) The prohibition against dis-
closing classified information, by any
means, to unauthorized persons or dis-
cussing or handling classified informa-
tion in a manner that would make it
accessible to unauthorized persons.

(iv) The penalties that may be im-
posed for security violations.

(2) If an individual declines to exe-
cute Standard Form 312, ‘‘Classified In-
formation Nondisclosure Agreement’”’
(replaced the Standard Form 189), the
DoD Component shall initiate action to
deny or revoke the security clearance
of such person in accordance with
§154.56(b).

(c) Refresher briefing. Programs shall
be established to provide, at a min-
imum, annual security training for per-
sonnel having continued access to clas-
sified information. The elements out-
lined in 32 CFR part 159 shall be tai-
lored to fit the needs of experienced
personnel.

(d) Foreign travel briefing. While
world events during the past several
yvears have diminished the threat to
our national security from traditional
cold-war era foreign intelligence serv-
ices, foreign intelligence service con-
tinue to pursue the unauthorized ac-
quisition of classified or otherwise sen-
sitive U.S. Government information,
through the recruitment of U.S. Gov-
ernment employees with access to such
information. Through security brief-
ings and education, the Department of
Defense continues to provide for the
protection of information and tech-
nology considered vital to the national
security interests from illegal or unau-
thorized acquisition by foreign intel-
ligence services.

(1) DoD Components will establish
appropriate internal procedures requir-
ing all personnel possessing a DoD se-
curity clearance to report to their se-
curity office all contacts with individ-
uals of any nationality, whether within
or outside the scope of the employee’s
official activities, in which:
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(i) Illegal or unauthorized access is
sought to classified or otherwise sen-
sitive information.

(ii) The employee is concerned that
he or she may be the target of exploi-
tation by a foreign entity.

(2) The DoD security manager, secu-
rity specialist or other qualified indi-
vidual will review and evaluate the re-
ported information. Any facts or cir-
cumstances of a reported contact with
a foreign national that appear to:

(i) Indicate an attempt or intention
to obtain unauthorized access to pro-
prietary, sensitive, or classified infor-
mation or technology;

(ii) Offer a reasonable potential for
such; or

(iii) Indicate the possibility of con-
tinued contact with the foreign na-
tional for such purposes, shall be
promptly reported to the appropriate
counterintelligence agency.

(e) Termination briefing. (1) Upon ter-
mination of employment administra-
tive withdrawal of security clearance,
or contemplated absence from duty or
employment for 60 days or more, DoD
military personnel and civilian em-
ployees shall be given a termination
briefing, return all classified material,
and execute a Security Termination
Statement. This statement shall in-
clude:

(i) An acknowledgment that the indi-
vidual has read the appropriate provi-
sions of the Espionage Act, other
criminal statutes, DoD Regulations ap-
plicable to the safeguarding of classi-
fied information to which the indi-
vidual has had access, and understands
the implications thereof;

(ii) A declaration that the individual
no longer has any documents or mate-
rial containing classified information
in his or her possession;

(iii) An acknowledgment that the in-
dividual will not communicate or
transmit classified information to any
unauthorized person or agency; and

(iv) An acknowledgment that the in-
dividual will report without delay to
the FBI or the DoD Component con-
cerned any attempt by any unauthor-
ized person to solicit classified infor-
mation.
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(2) When an individual refuses to exe-
cute a Security Termination State-
ment, that fact shall be reported imme-
diately to the security manager of the
cognizant organization concerned. In
any such case, the individual involved
shall be debriefed orally. The fact of a
refusal to sign a Security Termination
Statement shall be reported to the Di-
rector, Defense Investigative Service
who shall ensure that it is recorded in
the Defense Clearance and Investiga-
tions Index.

(3) The Security Termination State-
ment shall be retained by the DoD
Component that authorized the indi-
vidual access to classified information
for the period specified in the Compo-
nent’s records retention schedules, but
for a minimum of 2 years after the in-
dividual is given a termination brief-
ing.

(4) In addition to the provisions of
paragraphs (e)(1), (e)(2), and (e)(3) of
this section, DoD Components shall es-
tablish a central authority to be re-
sponsible for ensuring that Security
Termination Statements are executed
by senior personnel (general officers,
flag officers and GS-16s and above).
Failure on the part of such personnel
to execute a Security Termination
Statement shall be reported imme-
diately to the Deputy Under Secretary
of Defense for Policy.

[62 FR 11219, Apr. 8, 1987, as amended at 58
FR 61026, Nov. 19, 1993]

Subpart J—Safeguarding Per-
sonnel Security Investigative
Records

§154.65

In recognition of the sensitivity of
personnel security reports and records,
particularly with regard to individual
privacy, it is Department of Defense
policy that such personal information
shall be handled with the highest de-
gree of discretion. Access to such infor-
mation shall be afforded only for the
purpose cited herein and to persons
whose official duties require such in-
formation. Personnel security inves-
tigative reports may be used only for
the purposes of determining eligibility
of DoD military and civilian personnel,
contractor employees, and other per-

General.

32 CFR Ch. I (7-1-11 Edition)

sons affiliated with the Department of
Defense, for access to classified infor-
mation, assignment or retention in
sensitive duties or other specifically
designated duties requiring such inves-
tigation, or for law enforcement and
counterintelligence investigations.
Other uses are subject to the specific
written authorization of the Deputy
Under Secretary of Defense for Policy.

§154.66 Responsibilities.

DoD authorities responsible for ad-
ministering the DoD personnel security
program and all DoD personnel author-
ized access to personnel security re-
ports and records shall ensure that the
use of such information is limited to
that authorized by this part and that
such reports and records are safe-
guarded as prescribed herein. The
heads of DoD Components and the Dep-
uty Under Secretary of Defense for Pol-
icy for the Office of the Secretary of
Defense shall establish internal con-
trols to ensure adequate safeguarding
and limit access to and use of per-
sonnel security reports and records as
required by §§1564.67 and 154.68.

§154.67 Access restrictions.

Access to personnel security inves-
tigative reports and personnel security
clearance determination information
shall be authorized only in accordance
with 32 CFR parts 286 and 286a and with
the following:

(a) DoD personnel security investiga-
tive reports shall be released outside of
the DoD only with the specific ap-
proval of the investigative agency hav-
ing authority over the control and dis-
position of the reports.

(b) Within DoD, access to personnel
security investigative reports shall be
limited to those designated DoD offi-
cials who require access in connection
with specifically assigned personnel se-
curity duties, or other activities spe-
cifically identified under the provisions
of §154.65.

(c) Access by subjects of personnel se-
curity investigative reports shall be af-
forded in accordance with 32 CFR part
286a..

(d) Access to personnel security
clearance determination information
shall be made available, other than
provided for in paragraph (c) of this
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section, through security channels,
only to DoD or other officials of the
Federal Government who have an offi-
cial need for such information.

§154.68 Safeguarding procedures.

Personnel security investigative re-
ports and personnel security deter-
mination information shall be safe-
guarded as follows:

(a) Authorized requesters shall con-
trol and maintain accountability of all
reports of investigation received.

(b) Reproduction, in whole or in part,
of personnel security investigative re-
ports by requesters shall be restricted
to the minimum number of copies re-
quired for the performance of assigned
duties.

(c) Personnel security investigative
reports shall be stored in a vault, safe,
or steel file cabinet having at least a
lockbar and an approved three-position
dial-type combination padlock or in a
similarly protected area/container.

(d) Reports of DoD personnel security
investigations shall be sealed in double
envelopes or covers when transmitted
by mail or when carried by persons not
authorized access to such information.
The inner cover shall bear a notation
substantially as follows:

TO BE OPENED ONLY BY OFFICIALS
DESIGNATED TO RECEIVE RE-
PORTS OF PERSONNEL SECURITY
INVESTIGATION
(e) An individual’s status with re-

spect to a personnel security clearance

or a Special Access authorization is to
be protected as provided for in 32 CFR

part 286.

§154.69 Records disposition.

(a) Personnel security investigative
reports, to include OPM NACIs may be
retained by DoD recipient organiza-
tions, only for the period necessary to
complete the purpose for which it was
originally requested. Such reports are
considered to be the property of the in-
vestigating organization and are on
loan to the recipient organization. All
copies of such reports shall be de-
stroyed within 90 days after completion
of the required personnel security de-
termination. Destruction shall be ac-
complished in the same manner as for
classified information in accordance
with 32 CFR part 159.
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(b) DoD record repositories author-
ized to file personnel security inves-
tigative reports shall destroy PSI re-
ports of a favorable or of a minor de-
rogatory nature 15 years after the date
of the last action. That is, after the
completion date of the investigation or
the date on which the record was last
released to an authorized user—which-
ever is later. Personnel security inves-
tigative reports resulting in an unfa-
vorable administrative personnel ac-
tion or court-martial or other inves-
tigations of a significant nature due to
information contained in the investiga-
tion shall be destroyed 25 years after
the date of the last action. Files in this
latter category that are determined to
be of possible historical value and
those of widespread public or congres-
sional interest may be offered to the
National Archives after 15 years.

(c) Personnel security investigative
reports on persons who are considered
for affiliation with DoD will be de-
stroyed after 1 year if the affiliation is
not completed.

§154.70 Foreign source information.

Information that is classified by a
foreign government is exempt from
public disclosure under the Freedom of
Information and Privacy Acts. Fur-
ther, information provided by foreign
governments requesting an express
promise of confidentiality shall be re-
leased only in a manner that will not
identify or allow unauthorized persons
to identify the foreign agency con-
cerned.

Subpart K—Program Management

§154.75 General.

To ensure uniform implementation of
the DoD personnel security program
throughout the Department, program
responsibility shall be centralized at
DoD Component level.

§154.76 Responsibilities.

(a) The Assistant Secretary of De-
fense for Command, Control, Commu-
nications, and Intelligence (ASD(C31))
shall have primary responsibility for
providing guidance, oversight, develop-
ment and approval for policy and pro-
cedures governing personnel security
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program matters within the Depart-
ment:

(1) Provide program management
through issuance of policy and oper-
ating guidance.

(2) Provide staff assistance to the
DoD Components and defense agencies
in resolving day-to-day security policy
and operating problems.

(3) Conduct inspections of the DoD
Components for implementation and
compliance with DoD security policy
and operating procedures.

(4) Provide policy, oversight, and
guidance to the component adjudica-
tion functions.

(5) Approve, coordinate and oversee
all DoD personnel security research
initiatives and activities.

(b) The General Counsel shall ensure
that the program is administered in a
manner consistent with the laws; all
proceedings are promptly initiated and
expeditiously completed; and that the
rights of individuals involved are pro-
tected, consistent with the interests of
national security. The General Counsel
shall also ensure that all relevant deci-
sions of the courts and legislative ini-
tiatives of the Congress are obtained
on a continuing basis and that analysis
of the foregoing is accomplished and
disseminated to DoD personnel secu-
rity program management authorities.

(c) The Heads of the Components
shall ensure that:

(1) The DoD personnel security pro-
gram is administered within their area
of responsibility in a manner con-
sistent with this part.

(2) A single authority within the of-
fice of the head of the DoD Component
is assigned responsibility for admin-
istering the program within the Com-
ponent.

(3) Information and recommendations
are provided the Assistant Secretary of
Defense for Command, Control, Com-
munications, and Intelligence
(ASD(C31)) and the General Counsel at
their request concerning any aspect of
the program.

[62 FR 11219, Apr. 8, 1987, as amended at 58
FR 61026, Nov. 19, 1993]

§154.77 Reporting requirements.

(a) The OASD(C31) shall be provided
personnel security program manage-
ment data by the Defense Data Man-

32 CFR Ch. I (7-1-11 Edition)

power Center (DMDC) by December 31
each year for the preceding fiscal year.
To facilitate accurate preparation of
this report, all adjudicative determina-
tions must be entered into the DC11 by
all DoD central adjudication facilities
no later than the end of the fiscal year.
The information required below is es-
sential for basic personnel security
program management and in respond-
ing to requests from the Secretary of
Defense and Congress. The report shall
cover the preceding fiscal year, broken
out by clearance category, according to
military (officer or enlisted), civilian
or contractor status and by the central
adjudication facility that took the ac-
tion, using the enclosed format:

(1) Number of Top Secret, Secret, and
Confidential clearances issued;

(2) Number of Top Secret, Secret, and
Confidential clearances denied;

(3) Number of Top Secret, Secret, and
Confidential clearances revoked;

(4) Number of SCI access determina-
tions issued;

(6) Number of SCI access determina-
tions denied;

(6) Number of SCI access determina-
tions revoked; and

(7) Total number of personnel holding
a clearance for Top Secret, Secret,
Confidential and Sensitive Compart-
mented Information as of the end of
the fiscal year.

(b) The Defense Investigative Service
(DIS) shall provide the OASD(C3I) a
quarterly report that reflects inves-
tigative cases opened and closed during
the most recent quarter, by case cat-
egory type, and by major requester.
The information provided by DIS is es-
sential for evaluating statistical data
regarding investigative workload and
the manpower required to perform per-
sonnel security investigations. Case
category types include National Agen-
cy Checks (NACs); Expanded NACSs;
Single Scope Background Investiga-
tions (SSBIs), Periodic Reinvestiga-
tions (PRs); Secret Periodic Reinves-
tigations (SPRs); Post Adjudicative
(PA); Special Investigative Inquiries
(SIIs); and Limited Inquiries (LIs). This
report shall be forwarded to OASD(C3I)
within 45 days after the end of each
quarter.
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(c) The reporting requirement for
DMDC and DIS has been assigned Re-
port Control Symbol DD-C3I(A) 1749.

[58 FR 61026, Nov. 19, 1993]

§154.78 Inspections.

The heads of DoD Components shall
assure that personnel security program
matters are included in their adminis-
trative inspection programs.

APPENDIX A TO PART 154—
INVESTIGATIVE SCOPE

This appendix prescribes the scope of the
various types of personnel security inves-
tigations.

1. National Agency Check (NAC). Compo-
nents of a NAC. At a minimum, the first
three of the described agencies (DCII, FBI/
HQ, and FBI/ID) below shall be included in
each complete NAC; however, a NAC may
also include a check of any or all of the
other described agencies, if appropriate.

a. DCII records consist of an alphabetical
index of personal names and impersonal ti-
tles that appear as subjects or incidentals in
investigative documents held by the crimi-
nal, counterintelligence, fraud, and per-
sonnel security investigative activities of
the three military departments, DIS, De-
fense Criminal Investigative Service (DCIS),
and the National Security Agency. DCII
records will be checked on all subjects of
DoD investigations.

b. FBI/HQ has on file copies of investiga-
tions conducted by the FBI. The FBI/HQ
check, included in every NAC, consists of a
review of files for information of a security
nature and that developed during applicant-
type investigations.

c. An FBI/ID check, included in every NAC
(but not ENTNAC), is based upon a technical
fingerprint search that consists of a classi-
fication of the subject’s fingerprints and
comparison with fingerprint cards submitted
by law enforcement activities. If the finger-
print card is not classifiable, a ‘‘name check
only” of these files is automatically con-
ducted.

d. OPM. The files of OPM contain the re-
sults of investigations conducted by OPM
under Executive Orders 9835 and 10450, those
requested by the Nuclear Regulatory Com-
mission (NRC), the Department of Energy
(DOE) and those requested since August 1952
to serve as a basis for “Q’ clearances. Prior
to that date, ‘“‘Q”’ clearance investigations
were conducted by the FBI. A “‘Q’ clearance
is granted to individuals who require access
to DOE information. In order to receive a
“Q” clearance, a full field background inves-
tigation must be completed on the individual
requiring access in accordance with the
Atomic Energy Act of 1954. Also on file are
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the results of investigations on the operation
of the Merit System, violations of the Vet-
erans Preference Act, appeals of various
types, fraud and collusion in Civil Service
examinations and related matters, data on
all Federal employment, and an index of all
BIs on civilian employees or applicants com-
pleted by agencies of the Executive Branch
of the U.S. Government. The OPM files may
also contain information relative to U.S.
citizens who are, or who were, employed by
a United Nations organization or other pub-
lic international organization such as the
Organization of American States. OPM
records are checked on all persons who are,
or who have been, civilian employees of the
U.S. Government; or U.S. citizens who are,
or who have been, employed by a United Na-
tions organization or other public inter-
national organization; and on those who
have been granted security clearances by the
NRC or DOE.

e. Immigration and Naturalization Service
(I&NS). The files of I&NS contain (or show
where filed) naturalization certificates, cer-
tificates of derivative citizenship, all mili-
tary certificates of naturalization, repatri-
ation files, petitions for naturalization and
declaration of intention, visitors’ visas, and
records of aliens (including government offi-
cials and representatives of international or-
ganizations) admitted temporarily into the
U.S. I&NS records are checked when the sub-
ject is:

(1) An alien in the U.S., or

(2) A naturalized citizen whose naturaliza-
tion has not been verified, or

(3) An immigrant alien, or

(4) A U.S. citizen who receives derivative
citizenship through the naturalization of one
or both parents, provided that such citizen-
ship has not been verified in a prior inves-
tigation.

f. State Department. The State Depart-
ment maintains the following records:

(1) Security Division (S/D) files contain in-
formation pertinent to matters of security,
violations of security, personnel investiga-
tions pertinent to that agency, and cor-
respondence files from 1950 to date. These
files are checked on all former State Depart-
ment employees.

(2) Passport Division (P/D) shall be checked
if subject indicates U.S. citizenship due to
birth in a foreign country of American par-
ents. This is a check of State Department
Embassy files to determine if subject’s birth
was registered at the U.S. Embassy in the
country where he was born. Verification of
this registration is verification of citizen-
ship.

g. Central Intelligence Agency (CIA). The
files of CIA contain information on present
and former employees, including members of
the Office of Strategic Services (0SS), appli-
cants for employment, foreign nationals, in-
cluding immigrant aliens in the U.S., and
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U.S. citizens traveling outside the U.S. after
July 1, 1946. These files shall be checked
under the following guidelines.

Investigation Criteria for CIA Checks

NAC, DNACI or
ENTNAC.

Residence anywhere outside of the U.S.
for a year or more since age 18 ex-
cept under the auspices of the U.S.
Government; and, travel, education,
residence, or employment since age
18 in any designated country (Appen-
dix G).

Same as NAC, DNACI, and ENTNAC re-
quirements plus travel, residence, em-
ployment, and education outside the
U.S. for more than a continuous 3-
month period during the past 5 years,
or since age 18, except when under
the auspices of the Government.

Same as Bl requirements except the pe-
riod of the investigation will cover the
past 15 years, or since age 18. Also
when subject's employment, education
or residence has occurred overseas
for a period of more than one year
under the auspices of the U.S. Gov-
ernment, such checks will be made.

These files shall also be checked if subject
has been an employee of CIA or when other
sources indicate that CIA may have perti-
nent information.

h. Military Personnel Record Center files
are maintained by separate departments of
the Armed Forces, General Services Admin-
istration and the Reserve Records Centers.
They consist of the Master Personnel
Records of retired, separated, reserve, and
active duty members of the Armed Force.
These records shall be checked when the re-
quester provides required identifying data
indicating service during the last 15 years.

i. Treasury Department. The files of Treas-
ury Department agencies (Secret Service, In-
ternal Revenue Service, and Bureau of Cus-
toms) will be checked only when available
information indicates that an agency of the
Treasury Department may be reasonably ex-
pected to have pertinent information.

j. The files of other agencies such as the
National Guard Bureau, the Defense Indus-
trial Security Clearance Office (DISCO), etc.,
will be checked when pertinent to the pur-
pose for which the investigation is being con-
ducted.

2. DoD National Agency Check plus Written
Inquires (DNACI):

a. Scope: The time period covered by the
DNACI is limited to the most recent five (5)
years, or since the 18th birthday, whichever
is shorter, provided that the investigation
covers at least the last two (2) full years of
the subject’s life, although it may be ex-
tended to the period necessary to resolve any
questionable or derogatory information. No
investigation will be conducted prior to an
individual’s 16th birthday. All DNACI inves-
tigation information will be entered on the
DD Form 398-2 and FD-Form 258 and for-
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warded to the Defense Investigative Service
(paragraph D, Appendix B).

b. Components of a DNACI:

(1) NAC. This is the same as described in
paragraph 1, above.

(2) Credit. (a) A credit bureau check will be
conducted to cover the 50 States, the Dis-
trict of Columbia, Puerto Rico, Guam, and
the Virgin Islands, at all locations where
subject has resided (including duty stations
and home ports), been employed, or attended
school for 6 months (cumulative) during the
past five (5) years.

(b) When information developed reflects
unfavorably upon a person’s current credit
reputation or financial responsibility, the in-
vestigation will be expanded as necessary.

(3) Employment—(a) Non-Federal Employ-
ment. (1) Verify, via written inquiry, all em-
ployment within the period of investigation
with a duration of six (6) months or more.
Current employment will be checked regard-
less of duration.

(2) If all previous employments have been
less than 6 months long, the most recent em-
ployment, in addition to the current, will be
checked in all cases.

(3) Seasonal holiday, part-time and tem-
porary employment need not be checked un-
less subparagraph 2 above applies.

(b) Federal employment. All Federal employ-
ment (to include military assignments) with-
in the period of investigation will be verified
by the requester through locally available
records, and a statement reflecting that such
checks have been favorably accomplished
will be contained in the investigative re-
quest. Those that cannot be verified in this
fashion will be accomplished via written in-
quiry by DIS (within the 50 United States,
Puerto Rico, Guam, and the Virgin Islands).

3. Background Investigation (BI). The period
of investigation for the BI is 5 years and ap-
plies to military, civilian, and contractor
personnel.

a. NAC. See paragraph 1, above.

b. Local Agency Checks (LAC). Same as
paragraph 4j, below, except period of cov-
erage is five years.

c. Credit checks.
below.

d. SUBJECT Interview (SI). This is the prin-
cipal component of a BI. In some instances
an issue will arise after the primary SI and
a secondary interview will be conducted.
Interviews in the latter category are nor-
mally ‘‘issue’ interviews that will be re-
ported in the standard BI narrative format.

e. Employment records. Employment records
will be checked at all places where employ-
ment references are interviewed with the ex-
ception of current Federal employment when
the requester indicates that such employ-
ment has been verified with favorable re-
sults.

f. Employment reference coverage. A min-
imum of three references, either supervisors or

Same as paragraph 4i,
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co-workers, who have knowledge of the SUB-
JECT’s activities in the work environment
will be interviewed. At least one employ-
ment reference at the current place of em-
ployment will always be interviewed with
the exception of an individual attending
military basic training, or other military
training schools lasting less than 90 days.
However, if the SUBJECT has only been at
the current employment for less than 6
months, it will be necessary to go not only
to his or her current employment (for exam-
ple, for one employment reference) but also
to the preceding employment of at least 6
months for additional employment ref-
erences. If the SUBJECT has not had prior
employment of at least 6 months, inter-
view(s) will be conducted at the most recent
short-term employment in addition to the
current employment.

g. Developed and Listed Character Ref-
erences. A minimum of three developed char-
acter references (DCR) whose combined asso-
ciation with the SUBJECT covers the entire
period of investigation will be interviewed. If
coverage cannot be obtained through the
DCRs, listed character reference (LCR) will
be contacted to obtain coverage.

h. Unfavorable information. Unfavorable in-
formation developed in the field will be ex-
panded.

4. Special Background Investigation (SBI)—a.
Components of an SBI. The period of inves-
tigation for an SBI is the last 15 years or
since the 18th birthday, whichever is the
shorter period, provided that the investiga-
tion covers at least the last 2 full years of
the subject’s life. No investigation will be
conducted for the period prior to an individ-
ual’s 16th birthday. Emphasis shall be placed
on peer coverage whenever interviews are
held with personal sources in making edu-
cation, employment, and reference (includ-
ing developed) contact.

b. NAC. In addition to conducting a NAC on
the subject of the investigation, the fol-
lowing additional requirements apply.

(1) A DCII, FBI/ID name check only and
FBI/HQ check shall be conducted on subject’s
current spouse or cohabitant. In addition,
such other national agency checks as deemed
appropriate based on information on the sub-
ject’s SPH or PSQ shall be conducted.

(2) A check of FBI/HQ files on members of
subject’s immediate family who are aliens in
the U.S. or immigrant aliens who are 18
years of age or older shall be conducted. As
used throughout the part, members of sub-
ject’s immediate family include the fol-
lowing:

(a) Current spouse.

(b) Adult children, 18 years of age or older,
by birth, adoption, or marriage.

(c) Natural, adopted, foster, or stepparents.

(d) Guardians.

(e) Brothers and sisters either by birth,
adoption, or remarriage of either parent.
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(3) The files of CIA shall be reviewed on
alien members of subject’s immediate family
who are 18 years of age or older, regardless of
whether or not these persons reside in the
U.S.

(4) I&NS files on members of subject’s im-
mediate family 18 years of age or older shall
be reviewed when they are:

(a) Aliens in the U.S., or

(b) Naturalized U.S. citizens whose natu-
ralization has not been verified in a prior in-
vestigation, or

(c) Immigrant aliens, or

(d) U.S. citizens born in a foreign country
of American parent(s) or U.S. citizens who
received derivative citizenship through the
naturalization of one or both parents, pro-
vided that such citizenship has not been
verified in a prior investigation.

c. Birth. Verify subject’s date and place of
birth (DPOB) through education, employ-
ment and/or other records. Verify through
Bureau of Vital Statistics (BVS) records if
not otherwise verified under d., below, or if a
variance is developed.

d. Citizenship. Subject’s citizenship status
must be verified in all cases. U.S. citizens
who are subjects of investigation will be re-
quired to produce documentation that will
confirm their citizenship. Normally such
documentation should be presented to the
DoD Component concerned prior to the initi-
ation of the request for investigation. When
such documentation is not readily available,
investigative action may be initiated with
the understanding that the designated au-
thority in the DoD Component will be pro-
vided with the documentation prior to the
issuance of a clearance. DIS will not check
the BVS for native-born U.S. citizens except
as indicated in 4.c. above. In the case of for-
eign-born U.S. citizens, DIS will check I&NS
records. The citizenship status of all foreign-
born members of subject’s immediate family
shall be verified. Additionally, when the in-
vestigation indicates that a member of sub-
ject’s immediate family has not obtained
U.S. citizenship after having been eligible for
a considerable period of time, an attempt
should be made to determine the reason. The
documents listed below are acceptable for
proof of U.S. citizenship for personnel secu-
rity determination purposes:

(1) A birth certificate must be presented if
the individual was born in the United States.
To be acceptable, the certificate must show
that the birth record was filed shortly after
birth and must be certified with the reg-
istrar’s signature and the raised, impressed,
or multicolored seal of his office except for
States or jurisdictions which, as a matter of
policy, do not issue certificates with a raised
or impressed seal. Uncertified copies of birth
certificates are not acceptable.

(a) A delayed birth certificate (a record
filed more than one year after the date of
birth) is acceptable provided that it shows
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that the report of birth was supported by ac-
ceptable secondary evidence of birth as de-
scribed in subparagraph (b), below.

(b) If such primary evidence is not obtain-
able, a notice from the registrar stating that
no birth record exists should be submitted.
The notice shall be accompanied by the best
combination of secondary evidence obtain-
able. Such evidence may include a baptismal
certificate, a certificate of circumcision, a
hospital birth record, affidavits of persons
having personal knowledge of the facts of the
birth, or other documentary evidence such as
early census, school, or family bible records,
newspaper files and insurance papers. Sec-
ondary evidence should have been created as
close to the time of birth as possible.

(c) All documents submitted as evidence of
birth in the United States shall be original
or certified documents. Uncertified copies
are not acceptable.

(2) A certificate of naturalization shall be
submitted if the individual claims citizen-
ship by naturalization.

(3) A certificate of citizenship issued by the
I&NS shall be submitted if citizenship was
acquired by birth abroad to a U.S. citizen
parent or parents.

(4) A Report of Birth Abroad of A Citizen of
The United States of America (Form FS-240),
a Certification of Birth (Form FS-545 or DS—
1350), or a Certificate of Citizenship is ac-
ceptable if citizenship was acquired by birth
abroad to a U.S. citizen parent or parents.

(5) A passport or one in which the indi-
vidual was included will be accepted as proof
of citizenship.

e. Education. (1) Verify graduation or at-
tendance at institutions of higher learning
in the U.S. within the last 15 years, if such
attendance was not verified during a prior
investigation.

(2) Attempts will be made to review
records at overseas educational institutions
when the subject resided overseas in excess
of one year.

(3) Verify attendance or graduation at the
last secondary school attended within the
past 10 years if there was no attendance at
an institution of higher learning within the
period of investigation.

(4) Verification of attendance at military
academies is only required when the subject
failed to graduate.

f. Employment. (1) Non-Federal employ-
ment. Verify all employment within the pe-
riod of investigation to include seasonal,
holiday, Christmas, part-time, and tem-
porary employment. Interview one super-
visor and one co-worker at subject’s current
place of employment as well as at each prior
place of employment during the past 10 years
of six months duration or longer. The inter-
view requirement for supervisors and co-
workers does not apply to seasonal, holiday,
Christmas, part-time, and temporary em-
ployment (4 months or less) unless there are
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unfavorable issues to resolve or the letter of
inquiry provides insufficient information.

(2) Federal employment. All Federal employ-
ment will be verified within the period of in-
vestigation to include Christmas, seasonal
temporary, summer hire, part-time, and hol-
iday employment. Do not verify Federal em-
ployment through review of records if al-
ready verified by the requester. If Federal
employment has not been verified by the re-
quester, then subject’s personnel file at his/
her current place of employment will be re-
viewed. All previous Federal employment
will be verified during this review. In the
case of former Federal employees, records
shall be examined at the Federal Records
Center in St. Louis, Missouri. Interview one
supervisor and one co-worker at all places of
employment during the past 10 years if so
employed for 6 months or more.

(3) Military employment. Military service for
the last 15 years shall be verified. The sub-
ject’s duty station, for the purpose of inter-
view coverage, is considered as a place of em-
ployment. One supervisor and one co-worker
shall be interviewed at subject’s current
duty station if subject has been stationed
there for 6 months or more; additionally, a
supervisor and a co-worker at subject’s prior
duty stations where assigned for 6 months or
more during the past 10 years shall be inter-
viewed.

(4) Unemployment. Subject’s activities dur-
ing all periods of unemployment in excess of
30 consecutive days, within the period of in-
vestigation, that are not otherwise ac-
counted for shall be verified.

(5) When an individual has resided outside
the U.S. continuously for over one year, at-
tempts will be made to confirm overseas em-
ployments as well as conduct required inter-
views of a supervisor and co-worker.

g. References. Three developed character
references who have sufficient knowledge of
subject to comment on his background, suit-
ability, and loyalty shall be interviewed per-
sonally. Efforts shall be made to interview
developed references whose combined asso-
ciation with subject covers the full period of
the investigation with particular emphasis
on the last 5 years. Employment, education,
and neighborhood references, in addition to
the required ones, may be used as developed
references provided that they have personal
knowledge concerning the individual’s char-
acter, discretion, and loyalty. Listed char-
acter references will be interviewed only
when developed references are not available
or when it is necessary to identify and locate
additional developed character references or
when it is necessary to verify subject’s ac-
tivities (e.g., unemployment).

h. Neighborhood investigation. Conduct a
neighborhood investigation to verify each of
subject’s residences in the U.S. of a period of
6 months or more on a cumulative basis, dur-
ing the past 5 years or during the period of
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investigation, whichever is shorter. During
each neighborhood investigation, interview
two neighbors who can verify subject’s pe-
riod of residence in that area and who were
sufficiently acquainted to comment on sub-
ject’s suitability for a position of trust.
Neighborhood investigations will be ex-
panded beyond this 5-year period only when
there is unfavorable information to resolve
in the investigation.

i. Credit. Conduct credit bureau check in
the 50 States, the District of Columbia, Puer-
to Rico and overseas (where APO/FPO ad-
dresses are provided) at all places where sub-
ject has resided (including duty stations and
home ports), been employed, or attended
school for 6 months or more, on a cumulative
basis, during the last 7 years or during the
period of the investigation, whichever is
shorter. When coverage by a credit bureau is
not available, credit references located in
that area will be interviewed. Financial re-
sponsibility, including unexplained afflu-
ence, will be stressed in all reference inter-
views.

j. Local Agency Checks (LAC’s). LACs, in-
cluding State central criminal history
record repositories, will be conducted on sub-
ject at all places of residence to include duty
stations and/or home ports, in the 50 States,
the District of Columbia, and Puerto Rico,
where residence occurred during the past 15
years or during the period of investigation,
whichever is shorter. If subject’s place of em-
ployment and/or education is serviced by a
different law enforcement agency than that
servicing the area of residence, LACs shall be
conducted also in these areas.

k. Foreign travel. If subject has been em-
ployed, educated, traveled or resided outside
of the U.S. for more than 90 days during the
period of investigation, except under the aus-
pices of the U.S. Government, additional
record checks during the NAC shall be made
in accordance with paragraph 1.f. of this Ap-
pendix. In addition, the following require-
ments apply:

(1) Foreign travel not under the auspices of
the U.S. Government. When employment,
education, or residence has occurred over-
seas for more than 90 days during the past 15
years or since age 18, which was not under
the auspices of the U.S. Government, a check
of records will be made at the Passport Of-
fice of the Department of State, the CIA, and
other appropriate agencies. Efforts shall be
made to develop sources, generally in the
U.S., who knew the individual overseas to
cover significant employment, education, or
residence and to determine whether any last-
ing foreign contacts or connections were es-
tablished during this period. If the individual
has worked or lived outside of the U.S. con-
tinuously for over one year, the investiga-
tion will be expanded to cover fully this pe-
riod through the use of such investigative as-
sets and checks of record sources as may be
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available to the U.S. Government in the for-
eign country in which the individual resided.

(2) Foreign travel under the auspices of the
U.S. Government. When employment, edu-
cation, or residence has occurred overseas
for a period of more than one year, under the
auspices of the U.S. Government, a record
check will be made at the Passport Office of
the Department of State, the CIA and other
appropriate agencies. Efforts shall be made
to develop sources (generally in the U.S.)
who knew the individual overseas to cover
significant employment, education, or resi-
dence and to determine whether any lasting
foreign contacts or connections were estab-
lished during this period. Additionally, the
investigation will be expanded to cover fully
this period through the use of such inves-
tigative assets and checks of record sources
as may be available to the U.S. Government
in the foreign country in which the indi-
vidual resided.

1. Foreign connections. All foreign connec-
tions (friends, relatives, and/or business con-
nections) of subject and immediate family in
the U.S. or abroad, except where such asso-
ciation was the direct result of subject’s offi-
cial duties with the U.S. Government, shall
be ascertained. Investigation shall be di-
rected toward determining the significance
of foreign connections on the part of subject
and the immediate family, particularly
where the association is or has been with
persons whose origin was within a country
whose national interests are inimical to
those of the U.S. When subject or his spouse
has close relatives residing in a Communist-
controlled country, or subject has resided,
visited, or traveled in such a country, not
under U.S. Government auspices, the provi-
sions of §154.8(i)(3) of this part apply.

m. Organizations. Efforts will be made dur-
ing reference interviews and record reviews
to determine if subject and/or the immediate
family has, or formerly had, membership in,
affiliation with, sympathetic association to-
wards, or participated in any foreign or do-
mestic organization, association, movement,
group, or combination of persons of the type
described in §154.7(a) through (d) of this part.

n. Divorce. Divorces, annulments, and legal
separations of subject shall be verified only
when there is reason to believe that the
grounds for the action could reflect on sub-
ject’s suitability for a position of trust.

0. Military service. All military service and
types of discharge during the last 15 years
shall be verified.

p. Medical records. Medical records shall
not be reviewed unless:

(1) The requester indicates that subject’s
medical records were unavailable for review
prior to submitting the request for investiga-
tion, or

(2) The requester indicates that unfavor-
able information is contained in subject’s
medical records, or
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(3) The subject lists one or more of the fol-
lowing on the SPH or PSQ:

(a) A history of mental or nervous dis-
orders.

(b) That subject is now or has been ad-
dicted to the use of habit-forming drugs such
as narcotics or barbiturates or is now or has
been a chronic user to excess of alcoholic
beverages.

q. Updating a previous investigation to SBI
standards. If a previous investigation does
not substantially meet the minimum stand-
ards of an SBI or if it is more than 5 years
old, a current investigation is required but
may be limited to that necessary to bring
the individual’s file up to date in accordance
with the investigative requirements of an
SBI. Should new information be developed
during the current investigation that bears
unfavorably upon the individual’s activities
covered by the previous investigation, the
current inquiries shall be expanded as nec-
essary to develop full details of this new in-
formation.

5. Periodic Reinvestigation (PR). a. Each DoD
military, civilian, consultant and contractor
employee (to include non-U.S. citizens (for-
eign nationals and/or immigrant aliens)
holding a limited access authorization) occu-
pying a critical sensitive position, possessing
a TOP SECRET clearance, or occupying a
special access program position shall be the
subject of a PR initiated 5 years from the
date of completion of the last investigation.
The PR shall cover the period of the last 5
years.

b. Minimum investigative requirements. A PR
shall include the following minimum scope.

(1) NAC. A valid NAC on the SUBJECT will
be conducted in all cases. Additionally, for
positions requiring SCI access, checks of
DCII, FBI/HQ, FBI/ID name check only, and
other agencies deemed appropriate, will be
conducted on the SUBJECT’s current spouse
or cohabitant, if not previously conducted.
Additionally, NACs will be conducted on im-
mediate family members, 18 years of age or
older, who are aliens and/or immigrant
aliens, if not previously accomplished.

(2) Credit. Credit bureau checks covering
all places where the SUBJECT resided for 6
months or more, on a cumulative basis, dur-
ing the period of investigation, in the 50
States, District of Columbia, Puerto Rico
and overseas (where APO/FPO addresses are
provided), will be conducted.

(3) Subject interview. The interview should
cover the entire period of time since the last
investigation, not just the last 5-year period.
Significant information disclosed during the
interview, which has been satisfactorily cov-
ered during a previous investigation, need
not be explored again unless additional rel-
evant information warrants further cov-
erage. An SI is not required if one of the fol-
lowing conditions exists:
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(a) The SUBJECT is aboard a deployed ship
or in some remote area that would cause the
interview to be excessively delayed.

(b) The SUBJECT is in an overseas loca-
tion serviced by the State Department or the
FBI.

(4) Employment. Current employment will
be verified. Military and Federal service
records will not routinely be checked, if pre-
viously checked by the requester when PR
was originally submitted. Also, employment
records will be checked wherever employ-
ment interviews are conducted. Records need
be checked only when they are locally avail-
able, unless unfavorable information has
been detected.

(5) Employment references. Two supervisors
or co-workers at the most recent place of
employment or duty station of 6 months; if
the current employment is less than 6
months employment reference interviews
will be conducted at the next prior place of
employment, which was at least a 6-month
duration.

(6) Developed Character References (DCRS).
Two developed character references who are
knowledgeable of the SUBJECT will be
interviewed. Developed character references
who were previously interviewed will only be
reinterviewed when other developed ref-
erences are not available.

(7)) Local Agency Checks (LACs). DIS will
conduct local agency checks on the SUB-
JECT at all places of residence, employment,
and education during the period of investiga-
tion, regardless of duration, including over-
seas locations.

(8) Neighborhood Investigation. Conduct a
neighborhood investigation to verify sub-
jects’ current residence in the United States.
Two neighbors who can verify subject’s pe-
riod of residence in that area and who are
sufficiently acquainted to comment on the
subject’s suitability for a position of trust
will be interviewed. Neighborhood investiga-
tions will be expanded beyond the current
residence when unfavorable information
arises.

(9) Ex-spouse interview. If the subject of in-
vestigation is divorced, the ex-spouse will be
interviewed when the date of final divorce
action is within the period of investigation.

(10) Select scoping. When the facts of the
case warrant, additional select scoping will
be accomplished, as necessary, to fully de-
velop or resolve an issue.

[62 FR 11219, Apr. 8, 1987, as amended at 58
FR 61026, Nov. 19, 1993]

APPENDIX B TO PART 154—REQUEST
PROCEDURES

A. General. To conserve investigative re-
sources and to insure that personnel security
investigations are limited to those essential
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to current operations and are clearly author-
ized by DoD policies, organizations request-
ing investigations must assure that con-
tinuing command attention is given to the
investigative request process.

In this connection, it is particularly im-
portant that the provision of Executive
Order 12356 requiring strict limitations on
the dissemination of official information and
material be closely adhered to and that in-
vestigations requested for issuing clearances
are limited to those instances in which an
individual has a clear need for access to clas-
sified information. Similarly, investigations
required to determine eligibility for appoint-
ment or retention in DoD, in either a civil-
ian or military capacity, must not be re-
quested in frequency or scope exceeding that
provided for in this part.

In view of the foregoing, the following
guidelines have been developed to simplify
and facilitate the investigative request proc-
ess:

1. Limit requests for investigation to those
that are essential to current operations and
clearly authorized by DoD policies and at-
tempt to utilize individuals who, under the
provisions of this part, have already met the
security standard;

2. Assure that military personnel on whom
investigative requests are initiated will have
sufficient time remaining in service after
completion of the investigation to warrant
conducting it;

3. Insure that request forms and prescribed
documentation are properly executed in ac-
cordance with instructions;

4. Dispatch the request directly to the DIS
Personnel Investigations Center;

5. Promptly notify the DIS Personnel In-
vestigations Center if the investigation is no
longer needed (notify OPM if a NACI is no
longer needed); and

6. Limit access through strict need-to-
know, thereby requiring fewer investiga-
tions.

In summary, close observance of the above-
cited guidelines will allow the DIS to oper-
ate more efficiently and permit more effec-
tive, timely, and responsive service in ac-
complishing investigations.

B. National Agency Check (NAC). When a
NAC is requested an original only of the DD
Form 398-2 (National Agency Check Request)
and a completed FD 258 (Applicant Finger-
print Card) are required. If the request is for
an ENTNANC, an original only of the DD
Form 398-2 and a completed DD Form 2280
(Armed Forces Fingerprint Card) are re-
quired. Those forms should be sent directly
to: Personnel Investigation Center, Defense
Investigative Service, P.O. Box 1083, Balti-
more, Maryland 21203.

C. National Agency Check plus written In-
quiries (NACI). When a NACI is requested, an
original and one copy of the SF 85 (Data for
Nonsensitive or Noncritical-sensitive Posi-
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tion), an SF 171 (Personal Qualifications
Statement), and an SF 87 (U.S. Civil Service
Commission Fingerprint Chart) shall be sent
directly to: Office of Personnel Management,
Bureau of Personnel Investigations, NACI
Center, Boyers, Pennsylvania 16018.

The notation ‘“ALL REFERENCES” shall
be stamped immediately above the title at
the top of the Standard Form 85.

D. DoD National Agency Check with Inquiries
(DNACI). 1. When a DNACIT is requested, one
copy of DD Form 1879, an original and two
copies of the DD Form 398-2 (National Agen-
cy Check Request), two copies of FD 258
(Fingerprint Card), and an original of DD
Form 2221 (Authority for Release of Informa-
tion and Records) shall be sent directly to:
Personnel Investigations Center, Defense In-
vestigative Service, P.O. Box 1083, Balti-
more, Maryland 21203.

2. The DD Form 398-2 must be completed to
cover the most recent five year period. All
information, to include items relative to
residences and employment, must be com-
plete and accurate to avoid delays in proc-
essing.

E. Special Background Investigation (SBI)/
Background Investigation (BI). 1. When re-
questing a BI or SBI, one copy of DD Form
1879 (Request for Personnel Security Inves-
tigation), an original and four copies of DD
Form 398 (Statement of Personnel History),
two copies of FD 258, and an original of DD
Form 2221 (Authority for Release of Informa-
tion and Records) shall be sent directly to
the: Personnel Investigations Center, De-
fense Investigative Service, P.O. Box 454,
Baltimore, Maryland 21203.

2. For the BI and SBI, the DD Form 398
must be completed to cover the most recent
five and 15 year period, respectively, or since
the 18th birthday, whichever is shorter.

F. Periodic Reinvestigation (PR). 1. PRs shall
be requested only in such cases as are au-
thorized by §154.19 (a) through (k) of this
part.

a. For a PR requested in accordance with
§154.19 (a) and (k) and the DD Form 1879
must be accompanied by the following docu-
ments:

(1) Original and four copies of DD Form
398.

(2) Two copies of FD-258.

(3) Original copy of DD Form 2221.

b. In processing PRs, previous investiga-
tive reports will not be requested by the re-
questing organization, unless significant de-
rogatory or adverse information, postdating
the most recent favorable adjudication, is
developed during the course of reviewing
other locally available records. In the latter
instance, requests for previous investigative
reports may only be made if it is determined
by the requesting organization that the de-
rogatory information is so significant that a
review of previous investigative reports is
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necessary for current adjudicative deter-
minations.

2. No abbreviated version of DD Form 398
may be submitted in connection with a PR.

3. The PR request shall be sent to the ad-
dress in paragraph E.1.

G. Additional investigation to resolve deroga-
tory or adverse information. 1. Requests for ad-
ditional investigation required to resolve de-
rogatory or adverse information shall be sub-
mitted by DD Form 1879 (Request for Per-
sonnel Security Investigation) to the: De-
fense Investigative Service, P.O. Box 454,
Baltimore, Maryland 21203.

Such requests shall set forth the basis for
the additional investigation and describe the
specific matter to be substantiated or dis-
proved.

2. The request should be accompanied by
an original and four copies of the DD Form
398, where appropriate, two copies of FD-258
and an original copy of DD Form 2221, unless
such documentation was submitted within
the last 12 months to DIS as part of a NAC
or other personnel security investigation. If
pertinent, the results of a recently com-
pleted NAC, NACI, or other related inves-
tigative reports available should also accom-
pany the request.

H. Obtaining results of prior investigations.
Requesters requiring verification of a speci-
fied type of personnel security investigation,
and/or requiring copies of prior investiga-
tions conducted by the DIS shall submit re-
quests by letter or message to: Defense In-
vestigative Service Investigative Files Divi-
sion, P.O. Box 1211, Baltimore, Maryland
21203, Message Address: DIS PIC BALTI-
MORE MDY/ /D0640.

The request will include subject’s name,
grade, social security number, date and place
of birth, and DIS case control number if
known.

1. Requesting postadjudication cases. 1. Re-
quests pertaining to issues arising after ad-
judication of an investigation
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(postadjudication cases) shall be addressed
to DIS on a DD Form 1879 accompanied by a
DD Form 398, where appropriate.

2. All requests for initial investigations
will be submitted to PIC regardless of their
urgency. If, however, there is an urgent need
for a postadjudication investigation, or the
mailing of a request to PIC for initiation of
a Dpostadjudication case would prejudice
timely pursuit of investigative action, the
DD Form 1879 may be directed for initiation,
in CONUS, to the nearest DIS Field Office,
and in overseas locations, to the military in-
vestigative service element supporting the
requester (Appendix I). The field element (ei-
ther DIS or the military investigative agen-
cy) will subsequently forward either the DD
Form 1879 or completed investigation to PIC.

3. A fully executed DD Form 1879 and ap-
propriate supporting documents may not be
immediately available. Further, a case that
is based on sensitive security issues may be
compromised by a request that the subject
submit a DD Form 398. A brief explanation
should appear on DD Form 1879s which does
not include complete supporting documenta-
tion.

J. Requests involving contractor employees.
To preclude duplicative investigative re-
quests and double handling of contractor em-
ployee cases involving access to classified in-
formation, all requests for investigation of
contractor personnel must be submitted,
using authorized industrial security clear-
ance forms, for processing through the De-
fense Industrial Security Clearance Office,
except for programs in which specific ap-
proval has been obtained from the Deputy
Under Secretary of Defense for Policy to uti-
lize other procedures.

K. Responsibility for proper documentation of
requests. The official signing the request for
investigation shall be responsible for insur-
ing that all documentation is completed in
accordance with these instructions.

APPENDIX C TO PART 154—TABLES FOR REQUESTING INVESTIGATIONS

GUIDE FOR REQUESTING BACKGROUND INVESTIGATIONS (BI) (TABLE 1)

A

If the individual is a:

And duties require:

B Cc

Then a Bl is required before:

U.S. national military member, civilian, con-
sultant, or contractor employee.
U.S. national civilian employee ...

tion.
U.S. national military member, DoD civilian
or contractor employee.

gram (PRP).
U.S. national military member or civilian
employee.
U.S. national military member or civilian
employee. ing, or review board.

Immigrant alien ...

formation.

Top Secret clearance ...........ccocecevveieiiiniens
Assignment to a “Critical” sensitive posi-

Occupying a “critical” position in the Nu-
clear Weapon Personnel Reliability Pro-

Granting, denying clearances .....................
Membership on security screening, hear-

Limited access to Secret or Confidential in-

Granting final clearance.
Assignment to the position.

Occupying a “critical” position.

Performing clearance functions.
Appointment to the board.

Issuing limited access authorization
(Note 1).
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GUIDE FOR REQUESTING BACKGROUND INVESTIGATIONS (BI) (TABLE 1)—Continued

A

If the individual is a:

B

And duties require:

C

Then a Bl is required before:

Non-U.S. national employee excluding im-
migrant alien.

Non-U.S. national nominee military edu-
cation and orientation program (from a
country listed at Appendix G).

U.S. national military member DoD civilian
or contractor employee.

U.S. national military member, DoD civilian
or contractor employee assigned to
NATO.

Limited access to Secret or Confidential in-
formation.

Education and orientation for of military
personnel.

Assignment to a category two Presidential
Support position.
Access to NATO COSMIC information

Issuing limited access authorization.

Before performing duties.

Assignment.

Access may be granted.

Note 1: Bl will cover a 10 year scope.

GUIDE FOR REQUESTING

SPECIAL BACKGROUND INVESTIGATIONS (SBI) (TABLE 2)

A

If the individual is a:

B

And duties require:

Cc

Then a SBl is required before:

U.S. national military member, DoD civilian,
consultant, or contractor employee.

Access to SCI

Assisgnment to a category one Presi-
dential Support position.

Access to SIOP-ESI

Assignment to the National Security Agen-
cy.

Access to other Special Access programs
approved under § 154.17(g).

Assignment to personnel security, counter-
intelligence, or criminal investigative or
direct investigative support duties.

Granting Access.
Assignment.

Granting access.
Assignment.

Granting access.

Assignment.

GUIDE FOR REQUESTING PERIODIC REINVESTIGATIONS (

PR) (TABLE 3)

A

If the individual is a:

B

And duties require:

C

Then a PR is required before:

U.S. national military member, DoD civilian,
consultant, or contractor employee.

U.S. national civilian employee

Non-U.S. national employee

Access to SCI ...
Top Secret Clearance .

Access to NATO COSMIC

Assignment to Presidential Support activi-
ties.

Assignment to a “Critical” sensitive posi-
tion.

Current limited access authorization to Se-

cret or Confidential information.

o

years from date of last SBI/BI or
PR.

years from date of last SBI/BI or
PR.

years from date of last SBI/BI or
PR.

years from date of last SBI/BI or
PR.

5 years from last SBI/BI or PR.

(&)

o

5

5 years from last SBI/BI or PR.

GUIDE FOR REQUESTING DOD NATI

IONAL AGENCY CHECK WITH INQUIR
4)

IES (DNACI) OR NACI (TABLE

A

If the individual is a:

B

And duties require:

C
Then DNACI/NACI is required

U.S. national military member or contractor

U.S. national civilian employee or consult-
ant.

U.S. national military member, DoD civilian

Interim Secret Clearance
Secret clearance
Interim Secret Clearance

Appointment to “Non Critical” sensitive po-
sition.
Occupying a “controlled” position in the

or contractor employee.

Nuclear Weapon PRR.
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Before granting clearance (note 1).

May be automatically issued (note
2).

Before granting clearance.

May be automatically issued (note
3).

Before appointment.

Before assignment.
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GUIDE FOR REQUESTING DOD NATIONAL AGENCY CHECK WITH INQUIRIES (DNACI) OR NACI (TABLE

4)—Continued

A

If the individual is a:

B

And duties require:

Cc

Then DNACI/NACI is required

Applicant for appointment as a commis-
sioned officer.

Naval Academy Midshipman, Military Acad-
emy Cadet, or Air Force Academy Cadet.

Reserve Officer Training Corps Cadet of
Midshipman.

Commission in the Award Forces ...............

Enrollment

Entry to advanced course or College
Scholarship Program.

Before appointment (after appoint-
ment for health professionals,
chaplains, and attorneys, under
conditions authorized by
§154.15(d) of this part).

To be initiated 90 days after entry.

Then a DNACI is required to be initi-
ated 90 days after entry.

Note 1: First term enlistees shall require an ENTNAC.

Note 2: Provided DD Form 398-2 is favorably reviewed, local records check favorably accomplished, and DNACI initiated.

Note 3: Provided an authority designated in Appendix E finds delay in such appointment would be harmful to national security;
favorable review of DD Form 398-2; NACI initiated; favorable local records check accomplished. Table 5.

GUIDE FOR REQUESTING NATIONAL AGENCY CHECKS (NAC) (TABLE 5)

A

If the individual is a:

B

And duties require:

Cc
Then a NAC is required:

A first-term enlistee .........cccccoviiiiiiiiiine

Prior service member reentering military
service after break in Federal employ-
ment exceeding 1 year.

Nominee for military education and orienta-
tion program.

U.S. national military, DoD civilian, or con-
tractor employee.

Nonappropriated fund
(NAFI) civilian employee.

instrumentality

Persons to chemical
agents.

U.S. national, civilian employee nominee
for customs inspection duties.

Red Cross/United States Organization per-
sonnel.
U.S. national
Foreign national employed overseas

requiring access

Retention in the Armed Forces (including
National Guard and Reserve).

Retention in the Armed Forces (including
National Guard and Reserve).

Education and orientation of military per-
sonnel.

Access to restricted areas, sensitive infor-
mation, or equipment as defined in
§154.18(b).

Appointment as NAFI custodian

Accountability for non appropriated funds ..

Fiscal responsibility as determined by
NAFI custodian.

Other “positions of trust”

Access to or security of chemical agents ...

Wavier under provisions of § 154.18(d) ......

Assignment with the Armed Forces over-
seas.

DoD building pass

No access to classified information

To be initiated NLT three work days
after entry (note 1).

To be initiated NLT three work days
after reentry.

Before performing duties (note 2).

Before authorizing entry.

Before appointment.

Before completion
period.

Before completion
period.

Before appointment.

Before assignment.

of probationary

of probationary

Before appointment (note 3).

Before assignment (See note 4 for
foreign national personnel).

Prior to issuance.

Prior to employment (note 4).

Note 1: Request ENTNAC only.

Note 2: Except where personnel whose country of origin is a country listed at Appendix G, a Bl will be required (See

§154.18(1)).

Note 3: A NAC not over 5 years old suffices unless there has been a break in employment over 12 months. Then a current

NAC is required.

Note 4: In such cases, the NAC shall consist of: (a) Host government law enforcement and security agency record checks at
the city, state (province), and national level, and (b) DCII.

APPENDIX D TO PART 154—REPORTING OF
NONDEROGATORY CASES

Background Investigation (BI) and Special
Background Investigation (SBI) shall be con-
sidered as devoid of significant adverse infor-
mation unless they contain information list-
ed below:

1. Incidents, infractions, offenses, charges,
citations, arrests, suspicion or allegations of
illegal use or abuse of drugs or alcohol, theft
or dishonesty, unreliability, irresponsibility,
immaturity, instability or recklessness, the

use of force, violence or weapons or actions
that indicate disregard for the law due to
multiplicity of minor infractions.

2. All indications of moral turpitude, het-
erosexual promiscuity, aberrant, deviant, or
bizarre sexual conduct or behavior,
transvestitism, transsexualism, indecent ex-
posure, rape, contributing to the delinquency
of a minor, child molestation, wife-swapping,
window-peeping, and similar situations from
whatever source. Unlisted full-time employ-
ment or education; full-time education or
employment that cannot be verified by any
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reference or record source or that contains
indications of falsified education or employ-
ment experience. Records or testimony of
employment, education, or military service
where the individual was involved in serious
offenses or incidents that would reflect ad-
versely on the honesty, reliability, trust-
worthiness, or stability of the individual.

3. Foreign travel, education, visits, cor-
respondence, relatives, or contact with per-
sons from or living in a foreign country or
foreign intelligence service.

4. Mental, nervous, emotional, psycho-
logical, psychiatric, or character disorders/
behavior or treatment reported or alleged
from any source.

5. Excessive indebtedness, bad checks, fi-
nancial difficulties or irresponsibility, unex-
plained affluence, bankruptcy, or evidence of
living beyond the individual’s means.

6. Any other significant information relat-
ing to the criteria included in paragraphs (a)
through (q) of §154.7 or Appendix H of this
part.

[62 FR 11219, Apr. 8, 1987, as amended at 58
FR 61026, Nov. 19, 1993]

APPENDIX E TO PART 154—PERSONNEL
SECURITY DETERMINATION AUTHORITIES

A. Officials authorized to grant, deny or re-
voke personnel security clearances (Top Secret,
Secret, and Confidential):

1. Secretary of Defense and/or designee

2. Secretary of the Army and/or designee

3. Secretary of the Navy and/or designee

4. Secretary of the Air Force and/or designee

5. Chairman, Joint Chiefs of Staff and/or des-
ignee

6. Directors of the Defense Agencies and/or
designee

7. Commanders of the Unified and Specified
Commands and/or designee

B. Officials authorized to grant Limited Ac-
cess Authorizations:

1. Secretaries of the Military Departments
and/or designee

2. Director, Washington Headquarters Serv-
ice for OSD and/or designee

3. Chairman, JCS and/or designee

4. Directors of the Defense Agencies and/or
designee

5. Commanders, Unified and Specified Com-
mands and/or designee

C. Officials authorized to grant access to SCI:

Director, NSA—for NSA

Director, DIA—for OSD, OJCS, and Defense
Agencies

Senior Officers of the Intelligence Commu-
nity of the Army, Navy, and Air Force—for
their respective Military Departments, or
their single designee.
D. Officials authorized to certify personnel

under their jurisdiction for access to Re-

stricted Data (to include Critical Nuclear
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Weapon Design Information): see enclosure
to DoD Directive 5210.2.

E. Officials authorized to approve per-
sonnel for assignment to Presidential Sup-
port activities: The Executive Secretary to
the Secretary and Deputy Secretary of De-
fense or designee.

F. Officials authoriced to grant access to
SIOP-ESI:

1. Director of Strategic Target Planning

2. Director, Joint Staff, OJCS

3. Chief of Staff, U.S. Army

4. Chief of Naval Operations

5. Chief of Staff, U.S. Air Force

6. Commandant of the Marine Corps

7. Commanders of Unified and Specified Com-
mands

8. The authority to grant access delegated
above may be further delegated in writing
by the above officials to the appropriate
subordinates.

G. Officials authorized to designate sensitive
positions:

1. Heads of DoD Components or their des-
ignees for critical-sensitive positions.

2. Organizational commanders for non-
critical-sensitive positions.

H. Nonappropriated Fund Positions of Trust:

Officials authorized to designate non-
appropriated fund positions of trust: Heads
of DoD Components and/or their designees.

APPENDIX F TO PART 154—GUIDELINES
FOR CONDUCTING PRENOMINATION
PERSONAL INTERVIEWS

A. Purpose. The purpose of the personal
interview is to assist in determining the ac-
ceptability of an individual for nomination
and further processing for a position requir-
ing an SBI.

B. Scope. Questions asked during the
course of a personal interview must have a
relevance to a security determination. Care
must be taken not to inject improper mat-
ters into the personal interview. For exam-
ple, religious beliefs and affiliations, beliefs
and opinions regarding racial matters, polit-
ical beliefs and affiliations of a nonsubver-
sive nature, opinions regarding the constitu-
tionality of legislative policies, and affili-
ations with labor unions and fraternal orga-
nizations are not proper subjects for inquiry.
Department of Defense representatives con-
ducting personal interviews should always be
prepared to explain the relevance of their in-
quiries. Adverse inferences shall not be
drawn from the refusal of a person to answer
questions the relevance of which has not
been established.

C. The interviewer. Except as prescribed in
paragraph B. above, persons conducting per-
sonal interviews normally will have broad
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latitude in performing this essential and im-
portant function and, therefore, a high pre-
mium must necessarily be placed upon the
exercise of good judgment and common
sense. To insure that personal interviews are
conducted in a manner that does not violate
lawful civil and private rights or discourage
lawful political activity in any of its forms,
or intimidate free expression, it is necessary
that interviewers have a keen and well-de-
veloped awareness of and respect for the
rights of interviewees. Interviewers shall
never offer an opinion as to the relevance or
significance of information provided by the
interviewee to eligibility for access to SCI. If
explanation in this regard is required, the
interviewer will indicate that the sole func-
tion of the interview is to obtain informa-
tion and that the determination of relevance
or significance to the individual’s eligibility
will be made by other designated officials.

D. Interview procedures. 1. The Head of the
DoD Component concerned shall establish
uniform procedures for conducting the inter-
view that are designed to elicit information
relevant to making a determination of
whether the interviewee, on the basis of the
interview and other locally available infor-
mation (DD 398, Personnel Security Inves-
tigation Questionnaire, personnel records,
security file, etc.), is considered acceptable
for nomination and further processing.

2. Such procedures shall be structured to
insure the interviewee his full rights under
the Constitution of the United States, the
Privacy Act of 1974 and other applicable stat-
utes and regulations.

E. Protection of interview results. All infor-
mation developed during the course of the
interview shall be maintained in personnel
security channels and made available only to
those authorities who have a need-to-know
in connection with the processing of an indi-
vidual’s nomination for duties requiring ac-
cess to SCI or those who need access to infor-
mation either to conduct the required SBI or
to adjudicate the matter of the interviewee’s
eligibility for access to SCI, or as otherwise
authorized by Executive order or statute.

F. Acceptability determination. 1. The deter-
mination of the interviewee’s acceptability
for nomination for duties requiring access to
sensitive information shall be made by the
commander, or designee, of the DoD organi-
zation that is considering nominating the
interviewee for such duties.

2. Criteria guidelines contained in DCID 1/
14 upon which the acceptability for nomina-
tion determination is to be based shall be
provided to commanders of DoD organiza-
tions who may nominate individuals for ac-
cess to SCI and shall be consistent with
those established by the Senior Officer of the
Intelligence Community of the Component
concerned with respect to acceptability for
nomination to duties requiring access to
SCI.
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APPENDIX G TO PART 154 [RESERVED]

APPENDIX H TO PART 154—ADJUDICATIVE
GUIDELINES FOR DETERMINING ELIGI-
BILITY FOR ACCESS TO CLASSIFIED
INFORMATION

1. Introduction. The following adjudicative
guidelines are established for all U.S. Gov-
ernment civilian and military personnel,
consultants, contractors, employees of con-
tractors, licensees, certificate holders or
grantees and their employees, and other in-
dividuals who require access to classified in-
formation. They apply to persons being con-
sidered for initial or continued eligibility for
access to classified information, to include
sensitive compartmented information and
special access programs, and are to be used
by government departments and agencies in
all final clearance determinations. Govern-
ment departments and agencies may also
choose to apply these guidelines to analo-
gous situations regarding persons being con-
sidered for access to other types of protected
information.

Decisions regarding eligibility for access
to classified information take into account
factors that could cause a conflict of interest
and place a person in the position of having
to choose between his or her commitments
to the United States, including the commit-
ment to protect classified information, and
any other compelling loyalty. Accesses deci-
sions also take into account a person’s reli-
ability, trustworthiness and ability to pro-
tect classified information. No coercive po-
licing could replace the self-discipline and
integrity of the person entrusted with the
nation’s secrets as the most effective means
of protecting them. When a person’s life his-
tory shows evidence of unreliability or
untrustworthiness, questions arise whether
the person can be relied on and trusted to ex-
ercise the responsibility necessary for work-
ing in a secure environment where pro-
tecting classified information is paramount.

2. The adjudicative process.

(a) The adjudicative process is an examina-
tion of a sufficient period of a person’s life to
make an affirmative determination that the
person is an acceptable security risk. Eligi-
bility for access to classified information is
predicated upon the individual meeting these
personnel security guidelines. The adjudica-
tion process is the careful weighing of a
number of variables known as the whole-per-
son concept. Available, reliable information
about the person, past and present, favorable
and unfavorable, should be considered in
reaching a determination. In evaluating the
relevance of an individual’s conduct, the ad-
judicator should consider the following fac-
tors:

(1) The nature, extent, and seriousness of
the conduct;
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(2) The circumstances surrounding the con-
duct, to include knowledgeable participa-
tion;

(3) The frequency and recency of the con-
duct;

(4) The individual’s age and maturity at
the time of the conduct;

(5) The extent to which participation is

voluntary;

(6) The presence or absence of rehabilita-
tion and other permanent behavioral
changes;

(7) The motivation for the conduct;

(8) The potential for pressure, coercion, ex-
ploitation, or duress; and

(9) The likelihood of continuation or recur-
rence;

(b) BEach case must be judged on its own
merits, and final determination remains the
responsibility of the specific department or
agency. Any doubt concerning personnel
being considered for access to classified in-
formation will be resolved in favor of the na-
tional security.

(c) The ability to develop specific thresh-
olds for action under these guidelines is lim-
ited by the nature and complexity of human
behavior. The ultimate determination of
whether the granting or continuing of eligi-
bility for a security clearance is clearly con-
sistent with the interests of national secu-
rity must be an overall common sense judg-
ment based upon careful consideration of the
following guidelines, each of which is to be
evaluated in the context of the whole person.

(1) GUIDELINE A: Allegiance to the
United States;

(2) GUIDELINE B: Foreign Influence;

(3) GUIDELINE C: Foreign Preference;

(4) GUIDELINE D: Sexual Behavior;

(5) GUIDELINE E: Personal Conduct;

(6) GUIDELINE F: Financial Consider-
ations;

(7) GUIDELINE G: Alcohol Consumption;

(8) GUIDELINE H: Drug Involvement;

(9) GUIDELINE I: Psychological Condi-
tions;

(10) GUIDELINE J: Criminal Conduct;

(11) GUIDELINE K: Handling Protected In-
formation;

(12) GUIDELINE L: Outside Activities;

(13) GUIDELINE M: Use of Information
Technology Systems

(d) Although adverse information con-
cerning a single criterion may not be suffi-
cient for an unfavorable determination, the
individual may be disqualified if available
information reflects a recent or recurring
pattern of questionable judgment, irrespon-
sibility, or emotionally unstable behavior.
Notwithstanding the whole-person concept,
pursuit of further investigation may be ter-
minated by an appropriate adjudicative
agency in the face of reliable, significant,
disqualifying, adverse information.

(e) When information of security concern
becomes known about an individual who is
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currently eligible for access to classified in-
formation, the adjudicator should consider
whether the person:

(1) Voluntarily reported the information;

(2) Was truthful and complete in respond-
ing to questions;

(3) Sought assistance and followed profes-
sional guidance, where appropriate;

(4) Resolved or appears likely to favorably
resolve the security concern;

(5) Has demonstrated positive changes in
behavior and employment;

(6) Should have his or her access tempo-
rarily suspended pending final adjudication
of the information.

(f) If after evaluating information of secu-
rity concern, the adjudicator decides that
the information is not serious enough to
warrant a recommendation of disapproval or
revocation of the security clearance, it may
be appropriate to recommend approval with
a warning that future incidents of a similar
nature may result in revocation of access.

GUIDELINE A: ALLEGIANCE TO THE UNITED
STATES

3. The concern. An individual must be of un-
questioned allegiance to the United States.
The willingness to safeguard classified infor-
mation is in doubt if there is any reason to
suspect an individual’s allegiance to the
United States.

4. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Involvement in, support of, training to
commit, or advocacy of any act of sabotage,
espionage, treason, terrorism, or sedition
against the United States of America;

(b) Association or sympathy with persons
who are attempting to commit, or who are
committing, any of the above acts;

(c) Association or sympathy with persons
or organizations that advocate, threaten, or
use force or violence, or use any other illegal
or unconstitutional means, in an effort to:

(1) Overthrow or influence the government
of the United States or any state or local
government;

(2) Prevent Federal, state, or local govern-
ment personnel from performing their offi-
cial duties;

(3) Gain retribution for perceived wrongs
caused by the Federal, state, or local govern-
ment;

(4) Prevent others from exercising their
rights under the Constitution or laws of the
United States or of any state.

5. Conditions that could mitigate security con-
cerns include:

(a) The individual was unaware of the un-
lawful aims of the individual or organization
and severed ties upon learning of these;

(b) The individual’s involvement was only
with the lawful or humanitarian aspects of
such an organization;

(c) Involvement in the above activities oc-
curred for only a short period of time and
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was attributable to curiosity or academic in-
terest;

(d) The involvement or association with
such activities occurred under such unusual
circumstances, or so much time has elapsed,
that it is unlikely to recur and does not cast
doubt on the individual’s current reliability,
trustworthiness, or loyalty.

GUIDELINE B: FOREIGN INFLUENCE

6. The concern. Foreign contacts and inter-
ests may be a security concern if the indi-
vidual has divided loyalties or foreign finan-
cial interests, may be manipulated or in-
duced to help a foreign person, group, organi-
zation, or government in a way that is not in
U.S. interests, or is vulnerable to pressure or
coercion by any foreign interest. Adjudica-
tion under this Guideline can and should
consider the identity of the foreign country
in which the foreign contact or financial in-
terest is located, including, but not limited
to, such considerations as whether the for-
eign country is known to target United
States citizens to obtain protected informa-
tion and/or is associated with a risk of ter-
rorism.

7. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Contact with a foreign family member,
business or professional associate, friend, or
other person who is a citizen of or resident in
a foreign country if that contact creates a
heightened risk of foreign exploitation, in-
ducement, manipulation, pressure, or coer-
cion;

(b) Connections to a foreign person, group,
government, or country that create a poten-
tial conflict of interest between the individ-
ual’s obligation to protect sensitive informa-
tion or technology and the individual’s de-
sire to help a foreign person, group, or coun-
try by providing that information;

(c) Counterintelligence information, that
may be classified, indicates that the individ-
ual’s access to protected information may
involve unacceptable risk to national secu-
rity;

(d) Sharing living quarters with a person
or persons, regardless of citizenship status, if
that relationship creates a heightened risk
of foreign inducement, manipulation, pres-
sure, or coercion;

(e) A substantial business, financial, or
property interest in a foreign country, or in
any foreign-owned or foreign-operated busi-
ness, which could subject the individual to
heightened risk of foreign influence or ex-
ploitation;

(f) Failure to report, when required, asso-
ciation with a foreign national;

(g) Unauthorized association with a sus-
pected or known agent, associate, or em-
ployee of a foreign intelligence service;

(h) Indications that representatives or na-
tionals from a foreign country are acting to
increase the vulnerability of the individual
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to possible future exploitation, inducement,
manipulation, pressure, or coercion;

(i) Conduct, especially while traveling out-
side the U.S., which may make the indi-
vidual vulnerable to exploitation, pressure,
or coercion by a foreign person, group, gov-
ernment, or country.

8. Conditions that could mitigate security con-
cerns include:

(a) The nature of the relationships with
foreign persons, the country in which these
persons are located, or the positions or ac-
tivities of those persons in that country are
such that it is unlikely the individual will be
placed in a position of having to choose be-
tween the interests of a foreign individual,
group, organization, or government and the
interests of the U.S.;

(b) There is no conflict of interest, either
because the individual’s sense of loyalty or
obligation to the foreign person, group, gov-
ernment, or country is so minimal, or the in-
dividual has such deep and longstanding re-
lationships and loyalties in the U.S., that
the individual can be expected to resolve any
conflict of interest in favor of the U.S. inter-
est;

(c) Contact or communication with foreign
citizens is so casual and infrequent that
there is little likelihood that it could create
a risk for foreign influence or exploitation;

(d) The foreign contacts and activities are
on U.S. Government business or are approved
by the cognizant security authority;

(e) The individual has promptly complied
with existing agency requirements regarding
the reporting of contacts, requests, or
threats from persons, groups, or organiza-
tions from a foreign country;

(f) The value or routine nature of the for-
eign business, financial, or property inter-
ests is such that they are unlikely to result
in a conflict and could not be used effec-
tively to influence, manipulate, or pressure
the individual.

GUIDELINE C: FOREIGN PREFERENCE

9. The concern. When an individual acts in
such a way as to indicate a preference for a
foreign country over the United States, then
he or she may be prone to provide informa-
tion or make decisions that are harmful to
the interests of the United States.

10. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Exercise of any right, privilege or obli-
gation of foreign citizenship after becoming
a U.S. citizen or through the foreign citizen-
ship of a family member. This includes but is
not limited to:

(1) Possession of a current foreign pass-
port;

(2) Military service or a willingness to bear
arms for a foreign country;

(3) Accepting educational, medical, retire-
ment, social welfare, or other such benefits
from a foreign country;
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(4) Residence in a foreign country to meet
citizenship requirements;

(5) Using foreign citizenship to protect fi-
nancial or business interests in another
country;

(6) Seeking or holding political office in a
foreign country;

(7) Voting in a foreign election;

(b) Action to acquire or obtain recognition
of a foreign citizenship by an American cit-
izen;

(¢c) Performing or attempting to perform
duties, or otherwise acting, so as to serve the
interests of a foreign person, group, organi-
zation, or government in conflict with the
national security interest;

(d) Any statement or action that shows al-
legiance to a country other than the United
States: for example, declaration of intent to
renounce United States citizenship; renunci-
ation of United States citizenship.

11. Conditions that could mitigate security
concerns include:

(a) Dual citizenship is based solely on par-
ents’ citizenship or birth in a foreign coun-
try;

(b) The individual has expressed a willing-
ness to renounce dual citizenship;

(c) Exercise of the rights, privileges, or ob-
ligations of foreign citizenship occurred be-
fore the individual became a U.S. citizen or
when the individual was a minor;

(d) Use of a foreign passport is approved by
the cognizant security authority.

(e) The passport has been destroyed, sur-
rendered to the cognizant security author-
ity, or otherwise invalidated;

(f) The vote in a foreign election was en-
couraged by the United States Government.

GUIDELINE D: SEXUAL BEHAVIOR

12. The concern. Sexual behavior that in-
volves a criminal offense indicates a person-
ality or emotional disorder, reflects lack of
judgment or discretion, or which may sub-
ject the individual to undue influence or co-
ercion, exploitation, or duress can raise
questions about an individual’s reliability,
trustworthiness and ability to protect classi-
fied information. No adverse inference con-
cerning the standards in this Guideline may
be raised solely on the basis of the sexual
orientation of the individual.

13. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Sexual behavior of a criminal nature,
whether or not the individual has been pros-
ecuted;

(b) A pattern of compulsive, self-destruc-
tive, or high risk sexual behavior that the
person is unable to stop or that may be
symptomatic of a personality disorder;

(c) Sexual behavior that causes an indi-
vidual to be vulnerable to coercion, exploi-
tation, or duress;
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(d) Sexual behavior of a public nature and/
or that reflects lack of discretion or judg-
ment.

14. Conditions that could mitigate security
concerns include:

(a) The behavior occurred prior to or dur-
ing adolescence and there is no evidence of
subsequent conduct of a similar nature;

(b) The sexual behavior happened so long
ago, so infrequently, or under such unusual
circumstances, that it is unlikely to recur
and does not cast doubt on the individual’s
current reliability, trustworthiness, or good
judgment;

(c) The behavior no longer serves as a basis
for coercion, exploitation, or duress.

(d) The sexual behavior is strictly private,
consensual, and discreet.

GUIDELINE E: PERSONAL CONDUCT

15. The concern. Conduct involving ques-
tionable judgment, lack of candor, dishon-
esty, or unwillingness to comply with rules
and regulations can raise questions about an
individual’s reliability, trustworthiness and
ability to protect classified information. Of
special interest is any failure to provide
truthful and candid answers during the secu-
rity clearance process or any other failure to
cooperate with the security clearance proc-
ess.

The following will normally result in an
unfavorable clearance action or administra-
tive termination of further processing for
clearance eligibility:

(a) Refusal, or failure without reasonable
cause, to undergo or cooperate with security
processing, including but not limited to
meeting with a security investigator for sub-
ject interview, completing security forms or
releases, and cooperation with medical or
psychological evaluation;

(b) Refusal to provide full, frank and truth-
ful answers to lawful questions of investiga-
tors, security officials, or other official rep-
resentatives in connection with a personnel
security or trustworthiness determination.

16. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Deliberate omission, concealment, or
falsification of relevant facts from any per-
sonnel security questionnaire, personal his-
tory statement, or similar form used to con-
duct investigations, determine employment
qualifications, award benefits or status, de-
termine security clearance eligibility or
trustworthiness, or award fiduciary respon-
sibilities;

(b) Deliberately providing false or mis-
leading information concerning relevant
facts to an employer, investigator, security
official, competent medical authority, or
other official government representative;

(c) Credible adverse information in several
adjudicative issue areas that is not sufficient
for an adverse determination under any
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other single guideline, but which, when con-
sidered as a whole, supports a whole-person
assessment of questionable judgment,
untrustworthiness, unreliability, lack of
candor, unwillingness to comply with rules
and regulations, or other characteristics in-
dicating that the person may not properly
safeguard protected information;

(d) Credible adverse information that is
not explicitly covered under any other guide-
line and may not be sufficient by itself for an
adverse determination, but which, when
combined with all available information sup-
ports a whole-person assessment of question-
able judgment, untrustworthiness,
unreliability, lack of candor, unwillingness
to comply with rules and regulations, or
other characteristics indicating that the per-
son may not properly safeguard protected in-
formation. This includes but is not limited
to consideration of:

(1) Untrustworthy or unreliable behavior
to include breach of client confidentiality,
release of proprietary information, unau-
thorized release of sensitive corporate or
other government protected information:

(2) Disruptive, violent, or other inappro-
priate behavior in the workplace;

(3) A pattern of dishonesty or rule viola-
tions;

(4) Evidence of significant misuse of Gov-
ernment or other employer’s time or re-
sources;

(e) Personal conduct or concealment of in-
formation about one’s conduct that creates a
vulnerability to exploitation, manipulation,
or duress, such as:

(1) Engaging in activities which, if known,
may affect the person’s personal, profes-
sional, or community standing, or

(2) While in another country, engaging in
any activity that is illegal in that country
or that is legal in that country but illegal in
the United States and may serve as a basis
for exploitation or pressure by the foreign
security or intelligence service or other
group;

(f) violation of a written or recorded com-
mitment made by the individual to the em-
ployer as a condition of employment;

(g) association with persons involved in
criminal activity.

17. Conditions that could mitigate security
concerns include:

(a) The individual made prompt, good-faith
efforts to correct the omission, concealment,
or falsification before being confronted with
the facts;

(b) The refusal or failure to cooperate,
omission, or concealment was caused or sig-
nificantly contributed to by improper or in-
adequate advice of authorized personnel or
legal counsel advising or instructing the in-
dividual specifically concerning the security
clearance process. Upon being made aware of
the requirement to cooperate or provide the
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information, the individual cooperated fully
and truthfully.

(c) The offense is so minor, or so much
time has passed, or the behavior is so infre-
quent, or it happened under such unique cir-
cumstances that it is unlikely to recur and
does not cast doubt on the individual’s reli-
ability, trustworthiness, or good judgment;

(d) The individual has acknowledged the
behavior and obtained counseling to change
the behavior or taken other positive steps to
alleviate the stressors, circumstances, or
factors that caused untrustworthy, unreli-
able, or other inappropriate behavior, and
such behavior is unlikely to recur;

(e) The individual has taken positive steps
to reduce or eliminate vulnerability to ex-
ploitation, manipulation, or duress;

(f) The information was unsubstantiated or
from a source of questionable reliability;

(g) Association with persons involved in
criminal activity has ceased or occurs under
circumstances that do not cast doubt upon
the individual’s reliability, trustworthiness,
judgment, or willingness to comply with
rules and regulations.

GUIDELINE F: FINANCIAL CONSIDERATIONS

18. The concern. Failure or inability to live
within one’s means, satisfy debts, and meet
financial obligations may indicate poor self-
control, lack of judgment, or unwillingness
to abide by rules and regulations, all of
which can raise questions about an individ-
ual’s reliability, trustworthiness and ability
to protect classified information. An indi-
vidual who is financially overextended is at
risk of having to engage in illegal acts to
generate funds. Compulsive gambling is a
concern as it may lead to financial crimes
including espionage. Affluence that cannot
be explained by known sources of income is
also a security concern. It may indicate pro-
ceeds from financially profitable criminal
acts.

19. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Inability or unwillingness to satisfy
debts;

(b) Indebtedness caused by frivolous or ir-
responsible spending and the absence of any
evidence of willingness or intent to pay the
debt or establish a realistic plan to pay the
debt.

(c) A history of not meeting financial obli-
gations;

(d) Deceptive or illegal financial practices
such as embezzlement, employee theft, check
fraud, income tax evasion, expense account
fraud, filing deceptive loan statements, and
other intentional financial breaches of trust;

(e) Consistent spending beyond one’s
means, which may be indicated by excessive
indebtedness, significant negative cash flow,
high debt-to-income ratio, and/or other fi-
nancial analysis;
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(f) Financial problems that are linked to
drug abuse, alcoholism, gambling problems,
or other issues of security concern;

(g) Failure to file annual Federal, state, or
local income tax returns as required or the
fraudulent filing of the same;

(h) Unexplained affluence, as shown by a
lifestyle or standard of living, increase in net
worth, or money transfers that cannot be ex-
plained by subject’s known legal sources of
income;

(i) Compulsive or addictive gambling as in-
dicated by an unsuccessful attempt to stop
gambling, ‘‘chasing losses’ (i.e. increasing
the bets or returning another day in an ef-
fort to get even), concealment of gambling
losses, borrowing money to fund gambling or
pay gambling debts, family conflict or other
problems caused by gambling.

20. Conditions that could mitigate security
concerns include:

(a) The behavior happened so long ago, was
so infrequent, or occurred under such cir-
cumstances that it is unlikely to recur and
does not cast doubt on the individual’s cur-
rent reliability, trustworthiness, or good
judgment;

(b) The conditions that resulted in the fi-
nancial problem were largely beyond the per-
son’s control (e.g., loss of employment, a
business downturn, unexpected medical
emergency, or a death, divorce or separa-
tion), and the individual acted responsibly
under the circumstances;

(c) The person has received or is receiving
counseling for the problem and/or there are
clear indications that the problem is being
resolved or is under control;

(d) The individual initiated a good-faith ef-
fort to repay overdue creditors or otherwise
resolve debts;

(e) The individual has a reasonable basis to
dispute the legitimacy of the past-due debt
which is the cause of the problem and pro-
vides documented proof to substantiate the
basis of the dispute or provides evidence of
actions to resolve the issue;

(f) The affluence resulted from a legal
source of income.

GUIDELINE G: ALCOHOL CONSUMPTION

21. The concern. Excessive alcohol con-
sumption often leads to the exercise of ques-
tionable judgment or the failure to control
impulses, and can raise questions about an
individual’s reliability and trustworthiness.

22. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Alcohol-related incidents away from
work, such as driving while under the influ-
ence, fighting, child or spouse abuse, dis-
turbing the peace, or other incidents of con-
cern, regardless of whether the individual is
diagnosed as an alcohol abuser or alcohol de-
pendent;

(b) Alcohol-related incidents at work, such
as reporting for work or duty in an intoxi-
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cated or impaired condition, or drinking on
the job, regardless of whether the individual
is diagnosed as an alcohol abuser or alcohol
dependent;

(c) Habitual or binge consumption of alco-
hol to the point of impaired judgment, re-
gardless of whether the individual is diag-
nosed as an alcohol abuser or alcohol depend-
ent;

(d) Diagnosis by a duly qualified medical
professional (e.g., physician, clinical psy-
chologist, or psychiatrist) of alcohol abuse
or alcohol dependence;

(e) Evaluation of alcohol abuse or alcohol
dependence by a licensed clinical social
worker who is a staff member of a recognized
alcohol treatment program;

(f) Relapse after diagnosis of alcohol abuse
or dependence and completion of an alcohol
rehabilitation program;

(g) Failure to follow any court order re-
garding alcohol education, evaluation, treat-
ment, or abstinence.

23. Conditions that could mitigate security
concerns include:

(a) So much time has passed, or the behav-
ior was so infrequent, or it happened under
such unusual circumstances that it is un-
likely to recur or does not cast doubt on the
individual’s current reliability, trust-
worthiness, or good judgment;

(b) The individual acknowledges his or her
alcoholism or issues of alcohol abuse, pro-
vides evidence of actions taken to overcome
this problem, and has established a pattern
of abstinence (if alcohol dependent) or re-
sponsible use (if an alcohol abuser);

(¢c) The individual is a current employee
who is participating in a counseling or treat-
ment program, has no history of previous
treatment and relapse, and is making satis-
factory progress;

(d) The individual has successfully com-
pleted inpatient or outpatient counseling or
rehabilitation along with any required
aftercare, has demonstrated a clear and es-
tablished pattern of modified consumption
or abstinence in accordance with treatment
recommendations, such as participation in
meetings of Alcoholics Anonymous or a simi-
lar organization and has received a favorable
prognosis by a duly qualified medical profes-
sional or a licensed clinical social worker
who is a staff member of a recognized alcohol
treatment program.

GUIDELINE H: DRUG INVOLVEMENT

24. The concern. Use of an illegal drug or
misuse of a prescription drug can raise ques-
tions about an individual’s reliability and
trustworthiness, both because it may impair
judgment and because it raises questions
about a person’s ability or willingness to
comply with laws, rules, and regulations.

(a) Drugs are defined as mood and behavior
altering substances, and include:
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(1) Drugs, materials, and other chemical
compounds identified and listed in the Con-
trolled Substances Act of 1970, as amended

(e.g., marijuana or cannabis, depressants,
narcotics, stimulants, and hallucinogens),
and

(2) Inhalants and other similar substances;

(b) Drug abuse is the illegal use of a drug
or use of a legal drug in a manner that devi-
ates from approved medical direction.

25. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Any drug abuse (see above definition);?!

(b) Testing positive for illegal drug use;

(c) Illegal drug possession, including cul-
tivation, processing, manufacture, purchase,
sale, or distribution; or possession of drug
paraphernalia;

(d) Diagnosis by a duly qualified medical
professional (e.g., physician, clinical psy-
chologist, or psychiatrist) of drug abuse or
drug dependence;

(e) Evaluation of drug abuse or drug de-
pendence by a licensed clinical social worker
who is a staff member of a recognized drug
treatment program;

(f) Failure to successfully complete a drug
treatment program prescribed by a duly
qualified medical professional;

(g) Any illegal drug use after being granted
a security clearance;

(h) Expressed intent to continue illegal
drug use, or failure to clearly and convinc-
ingly commit to discontinue drug use.

26. Conditions that could mitigate security
concerns include:

(a) The behavior happened so long ago, was
so infrequent, or happened under such cir-
cumstances that it is unlikely to recur or
does not cast doubt on the individual’s cur-
rent reliability, trustworthiness, or good
judgment;

(b) A demonstrated intent not to abuse any
drugs in the future, such as:

(1) Disassociation from drug-using associ-
ates and contacts;

(2) Changing or avoiding the environment
where drugs were used;

(3) An appropriate period of abstinence;

(4) A signed statement of intent with auto-
matic revocation of clearance for any viola-
tion;

(c) Abuse of prescription drugs was after a
severe or prolonged illness during which
these drugs were prescribed, and abuse has
since ended;

(d) Satisfactory completion of a prescribed
drug treatment program, including but not

1Under the provisions of 10 U.S.C. 986 any
person who is an unlawful user of, or is ad-
dicted to, a controlled substance as defined
in section 102 of the Controlled Substances
Act (21 U.S.C. 802), may not be granted or
have renewed their access to classified infor-
mation.
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limited to rehabilitation and aftercare re-
quirements, without recurrence of abuse, and
a favorable prognosis by a duly qualified
medical professional.

GUIDELINE I: PSYCHOLOGICAL CONDITIONS

27. The concern. Certain emotional, mental,
and personality conditions can impair judg-
ment, reliability, or trustworthiness. A for-
mal diagnosis of a disorder is not required
for there to be a concern under this guide-
line. A duly qualified mental health profes-
sional (e.g., clinical psychologist or psychia-
trist) employed by, or acceptable to and ap-
proved by the U.S. Government, should be
consulted when evaluating potentially dis-
qualifying and mitigating information under
this guideline. No negative inference con-
cerning the standards in this Guideline may
be raised solely on the basis of seeking men-
tal health counseling.

28. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Behavior that casts doubt on an indi-
vidual’s judgment, reliability, or trust-
worthiness that is not covered under any
other guideline, including but not limited to
emotionally unstable, irresponsible, dysfunc-
tional, violent, paranoid, or bizarre behavior;

(b) An opinion by a duly qualified mental
health professional that the individual has a
condition not covered under any other guide-
line that may impair judgment, reliability,
or trustworthiness; 2

(¢) The individual has failed to follow
treatment advice related to a diagnosed
emotional, mental, or personality condition,
e.g., failure to take prescribed medication.

29. Conditions that could mitigate security
concerns include:

(a) The identified condition is readily con-
trollable with treatment, and the individual
has demonstrated ongoing and consistent
compliance with the treatment plan;

(b) The individual has voluntarily entered
a counseling or treatment program for a con-
dition that is amenable to treatment, and
the individual is currently receiving coun-
seling or treatment with a favorable prog-
nosis by a duly qualified mental health pro-
fessional;

(c) Recent opinion by a duly qualified men-
tal health professional employed by, or ac-
ceptable to and approved by the U.S. Govern-
ment that an individual’s previous condition
is under control or in remission, and has a
low probability of recurrence or exacer-
bation;

2Under the provisions of 10 U.S.C. 986, any

person who is mentally incompetent, as de-
termined by a credentialed mental health
professional approved by the Department of
Defense, may not be granted or have renewed
their access to classified information.
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(d) The past emotional instability was a
temporary condition (e.g., one caused by
death, illness, or marital breakup), the situa-
tion has been resolved, and the individual no
longer shows indications of emotional insta-
bility;

(e) There is no indication of a current prob-
lem.

GUIDELINE J: CRIMINAL CONDUCT

30. The concern. Criminal activity creates
doubt about a person’s judgment, reliability,
and trustworthiness. By its very nature, it
calls into question a person’s ability or will-
ingness to comply with laws, rules and regu-
lations.

31. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) A single serious crime or multiple less-
er offenses;

(b) Discharge or dismissal from the Armed
Forces under dishonorable conditions;3

(c) Allegation or admission of criminal
conduct, regardless of whether the person
was formally charged, formally prosecuted
or convicted;

(d) Individual is currently on parole or pro-
bation;

(e) Violation of parole or probation, or fail-
ure to complete a court-mandated rehabili-
tation program;

(f) Conviction in a Federal or State court,
including a court-martial of a crime, sen-
tenced to imprisonment for a term exceeding
one year and incarcerated as a result of that
sentence for not less than a year.4

32. Conditions that could mitigate security
concerns include:

(a) So much time has elapsed since the
criminal behavior happened, or it happened
under such unusual circumstances that it is
unlikely to recur and does not cast doubt on
the individual’s reliability, trustworthiness,
or good judgment;

(b) The person was pressured or coerced
into committing the act and those pressures
are no longer present in the person’s life;

3Under the provisions of 10 U.S.C. 986, a
person who has received a dishonorable dis-
charge or has been dismissed from the Armed
Forces may not be granted or have renewed
access to classified information. In a meri-
torious case, the Secretaries of the Military
Departments or designee; or the Directors of
WHS, DIA, NSA, DOHA or designee may au-
thorize a waiver of this prohibition.

4Under the above mentioned statute, a per-
son who has been convicted in a Federal or
State court, including courts martial, sen-
tenced to imprisonment for a term exceeding
one year and incarcerated for not less than
one year, may not be granted or have re-
newed access to classified information. The
same waiver provision also applies.

Pt. 154, App. H

(c) Evidence that the person did not com-
mit the offense;

(d) There is evidence of successful rehabili-
tation; including but not limited to the pas-
sage of time without recurrence of criminal
activity, remorse or restitution, job training
or higher education, good employment
record, or constructive community involve-
ment;

(e) Potentially disqualifying conditions 31.
(b) and (f) may not be mitigated unless,
where meritorious circumstances exist, the
Secretaries of the Military Departments or
designee; or the Directors of Washington
Headquarters Services (WHS), Defense Intel-
ligence Agency (DIA), National Security
Agency (NSA), Defense Office of Hearings
and Appeals (DOHA) or designee has granted
a waiver.

GUIDELINE K: HANDLING PROTECTED
INFORMATION

33. The concern. Deliberate or negligent
failure to comply with rules and regulations
for protecting classified or other sensitive
information raises doubt about an individ-
ual’s trustworthiness, judgment, reliability,
or willingness and ability to safeguard such
information, and is a serious security con-
cern.

34. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Deliberate or negligent disclosure of
classified or other protected information to
unauthorized persons, including but not lim-
ited to personal or business contacts, to the
media, or to persons present at seminars,
meetings, or conferences;

(b) Collecting or storing classified or other
protected information at home or in any
other unauthorized location;

(¢) Loading, drafting, editing, modifying,
storing, transmitting, or otherwise handling
classified reports, data, or other information
on any unapproved equipment including but
not limited to any typewriter, word proc-
essor, or computer hardware, software, drive,
system, gameboard, handheld, ‘‘palm’ or
pocket device or other adjunct equipment;

(d) Inappropriate efforts to obtain or view
classified or other protected information
outside one’s need to know;

(e) Copying classified or other protected
information in a manner designed to conceal
or remove classification or other document
control markings;

(f) Viewing or downloading information
from a secure system when the information
is beyond the individual’s need-to-know;

(g) Any failure to comply with rules for the
protection of classified or other sensitive in-
formation;

(h) Negligence or lax security habits that
persist despite counseling by management.

(i) Failure to comply with rules or regula-
tions that results in damage to the National
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Security, regardless of whether it was delib-
erate or negligent.

35. Conditions that could mitigate security
concerns include:

(a) So much time has elapsed since the be-
havior, or it has happened so infrequently or
under such unusual circumstances, that it is
unlikely to recur and does not cast doubt on
the individual’s current reliability, trust-
worthiness, or good judgment;

(b) The individual responded favorably to
counseling or remedial security training and
now demonstrates a positive attitude toward
the discharge of security responsibilities;

(c) The security violations were due to im-
proper or inadequate training.

GUIDELINE L: OUTSIDE ACTIVITIES

36. The concern. Involvement in certain
types of outside employment or activities is
of security concern if it poses a conflict of
interest with an individual’s security respon-
sibilities and could create an increased risk
of unauthorized disclosure of classified infor-
mation.

37. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Any employment or service, whether
compensated or volunteer, with:

(1) The government of a foreign country;

(2) Any foreign national, organization, or
other entity;

(3) A representative of any foreign interest;

(4) Any foreign, domestic, or international
organization or person engaged in analysis,
discussion, or publication of material on in-
telligence, defense, foreign affairs, or pro-
tected technology;

(b) Failure to report or fully disclose an
outside activity when this is required.

38. Conditions that could mitigate security
concerns include:

(a) Evaluation of the outside employment
or activity by the appropriate security or
counterintelligence office indicates that it
does not pose a conflict with an individual’s
security responsibilities or with the national
security interests of the United States;

(b) The individual terminated the employ-
ment or discontinued the activity upon being
notified that it was in conflict with his or
her security responsibilities.

GUIDELINE M: USE OF INFORMATION
TECHNOLOGY SYSTEMS

39. The concern. Noncompliance with rules,
procedures, guidelines or regulations per-
taining to information technology systems
may raise security concerns about an indi-
vidual’s reliability and trustworthiness, call-
ing into question the willingness or ability
to properly protect sensitive systems, net-
works, and information. Information Tech-
nology Systems include all related computer
hardware, software, firmware, and data used
for the communication, transmission, proc-
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essing, manipulation, storage, or protection
of information.

40. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Illegal or unauthorized entry into any
information technology system or compo-
nent thereof;

(b) Illegal or unauthorized modification,
destruction, manipulation or denial of access
to information, software, firmware, or hard-
ware in an information technology system;

(c) Use of any information technology sys-
tem to gain unauthorized access to another
system or to a compartmented area within
the same system;

(d) Downloading, storing, or transmitting
classified information on or to any unau-
thorized software, hardware, or information
technology system;

(e) Unauthorized use of a government or
other information technology system;

(f) Introduction, removal, or duplication of
hardware, firmware, software, or media to or
from any information technology system
without authorization, when prohibited by
rules, procedures, guidelines or regulations;

(g) Negligence or lax security habits in
handling information technology that per-
sist despite counseling by management;

(h) Any misuse of information technology,
whether deliberate or negligent, that results
in damage to the national security.

41. Conditions that could mitigate security
concerns include:

(a) So much time has elapsed since the be-
havior happened, or it happened under such
unusual circumstances, that it is unlikely to
recur and does not cast doubt on the individ-
ual’s reliability, trustworthiness, or good
judgment;

(b) The misuse was minor and done only in
the interest of organizational efficiency and
effectiveness, such as letting another person
use one’s password or computer when no
other timely alternative was readily avail-
able;

(¢) The conduct was unintentional or inad-
vertent and was followed by a prompt, good-
faith effort to correct the situation and by
notification of supervisor.

[71 FR 51475, Aug. 30, 2006]

APPENDIX I TO PART 154—QOVERSEAS
INVESTIGATIONS

1. Purpose

The purpose of this appendix is to estab-
lish, within the framework of this part, 32
CFR part 361 and Defense Investigative Serv-
ice Manual 20-1, standardized procedures for
the military investigative agencies to follow
when they perform administrative and inves-
tigative functions on behalf of DIS at over-
seas locations.
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2. Type Investigation

This part describes in detail Background
Investigations (BI) which are conducted for
Limited Access Authorizations and those
Special Investigative Inquiries conducted for
post-adjudicative purposes. Hereafter they
are referred to as LAA and Post-adjudicative
cases and are briefly described in paragraphs
a and b below:

a. Limited access authorization. A level of
access to classified defense information that
may be granted to a non-U.S. citizen under
certain conditions, one of which is that a BI
must have been completed with satisfactory
results. §154.16(d) further describes LAA
cases.

b. Post-adjudication investigation. A Per-
sonnel Security Investigation (PSI) predi-
cated on new, adverse or questionable secu-
rity, suitability or hostage information that
arises and requires the application of inves-
tigation procedures subsequent to adjudica-
tive action on a DoD-affiliated person’s eligi-
bility for continued access to classified in-
formation, assignment to or retention in
sensitive duties or other designated duties
requiring such investigation. While these
cases are normally predicated on the sur-
facing of unfavorable information subse-
quent to favorable adjudication, they may
also be opened when favorable information is
offered to counter a previous unfavorable ad-
judication. §154.9(c)(3) further describes
these cases.

3. General

a. As a rule, investigative activity in most
PSIs occurs in the U.S. even when the Sub-
ject is at an overseas location. Therefore, the
submission of requests for investigation to
the Personnel Investigation Center (PIC) at
Baltimore is a required procedure as it en-
sures uniform application of DoD PSI policy
and the efficient dispatch and coordination
of leads.

b. When the purpose of the investigation is
for an LAA or post-adjudication on a Subject
overseas, much, if not all of the leads are at
an overseas location. While these cases also
may be submitted directly to PIC for action,
there is an inherent delay in the mailing of
the request, the exchange of leads and re-
ports with PIC, and transmittal of the re-
ports back to the requester. To avoid this
delay, the military investigative agencies,
when acting for DIS overseas in accordance
with 32 CFR part 361 may, with their Head-
quarters approval, accept these requests for
investigations, initiate them and dissemi-
nate the results from the same level as they
open, close, and disseminate their own cases.
Usually this will greatly improve response
time to the requester.

c. Under the procedures in paragraph b.,
above, DIS will not often be in a position to
directly exercise its responsibility for con-
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trol and direction until the case or lead is in
progress or even completed; therefore, adher-
ence to the policy stated in referenced docu-
ments, and as modified herein, is mandatory.
When the policy of the military investiga-
tive agency is at variance with the above,
the matter will be referred to the respective
headquarters for resolution.

d. Since DIS is ultimately responsible for
the personnel security product, it must be
kept informed of all such matters referred to
in this appendix. For instance, when the in-
vestigative agency overseas receives a DD
Form 1879, Request for Personnel Security
Investigation, which sets forth an issue out-
side DIS jurisdiction, it will reject the re-
quest, inform the requester of the reason and
furnish an information copy of the DD Form
1879 and rejection letter to PIC. When the
issue/jurisdiction is unclear to the investiga-
tive agency, the DD Form 1879 and the per-
ceived jurisdictional question should be
promptly forwarded to DIS for action and, if
appropriate, to the component’s head-
quarters for information. Questions on the
interpretation of DIS or DoD policy and Di-
rectives pertaining to individual PSI cases
can usually be resolved through direct com-
munications with PIC.

e. 32 CFR part 361 establishes the sup-
porting relationship of the military inves-
tigative agencies to DIS in overseas areas,
and DIS provides these agencies with copies
of relevant policy and interpretive guidance.
For these reasons, the investigative agency
vice the requester, is responsible for evalu-
ating the request, processing it, collecting
and evaluating the results within their juris-
diction for sufficiency, and forwarding the
completed product to the appropriate activ-
ity.

f. The magnitude of operations at PIC re-
quires that methods of handling LAA and
post-adjudicative cases be consistent to the
maximum extent possible. For this reason,
the procedures for LAA cases are nearly
identical to those for post-adjudicative
cases. Briefly, the main exceptions are:

(1) The notification to PIC that a post-ad-
judication case has been opened will be by
message, since an issue is present at the out-
set, whereas notification of an LAA case
should normally be by mail.

(2) The scope of the LAA investigation is 10
years or since the person’s 18th birthday,
whichever is shortest, whereas the leads in a
post-djudication case are limited to resolv-
ing the issue.

4. Jurisdiction

a. As set-forth in 32 CFR part 361 DIS is re-
sponsible for conducting all DoD PSIs in the
50 States, District of Columbia, and Puerto
Rico, and will request the military depart-
ments to accomplish investigative require-
ments elsewhere. The military investigative
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agencies in overseas locations routinely re-
spond to personnel security investigative
leads for DIS.

b. DIS jurisdiction also includes investiga-
tion of subversive affiliations, suitability in-
formation, and hostage situations when such
inquiries are required for personnel security
purposes; however, jurisdiction will rest with
the military investigative agencies, FBI and/
or civil authorities as appropriate when the
alleged subversion or suitability issue rep-
resents a violation of law or, in the case of
a hostage situation, there is an indication
that the person concerned is actually being
pressured, coerced, or influenced by interests
inimical to the United States, or that hostile
intelligence is taking action specifically di-
rected against that person. Specific policy
guidance on the applicability of these proce-
dures and the jurisdictional considerations
are stated in §154.9.

5. Case Opening

a. A request for investigation must be sub-
mitted by using DD Form 1879 and accom-
panied by supporting documentation unless
such documentation is not immediately
available, or the obtaining of documentation
would compromise a sensitive investigation.
Upon receipt of the request, the military in-
vestigative component will identify the
issue(s), scope the leads, and ensure that the
proposed action is that which is authorized
for DIS as delineated in this part, 32 CFR
part 361 and Defense Investigative Service
Manual 201-1.

b. Upon such determination, the Compo-
nent will prepare an Action Lead Sheet
(ALS) which fully identifies the Subject and
the scope of the case, and specifies precisely
the leads which each investigative compo-
nent (including DIS/PIC when appropriate) is
to conduct.

c. Case opening procedures described above
are identical for LAA and post-adjudication
cases except with respect to notification of
case opening to PIC:

(1) Post-adjudication Cases. These cases,
because they involve an issue, are poten-
tially sensitive and must be examined as
early as possible by PIC for conformity to
the latest DoD policy. Accordingly, the ini-
tial notification to PIC of case openings will
always be by message. The message will con-
tain at a minimum:

(a) Full identification of the subject;

(b) A narrative describing the allegation/
facts in sufficient detail to support opening
of the case; and

(c) A brief listing of the leads that are
planned.

The DD Form 1879 and supporting docu-
ments, along with the agency’s ALS, should
be subsequently mailed to PIC.

(2) LAA Cases. The notification to PIC of
case opening will normally be accomplished
by mailing the DD Form 1879, DD Form 398
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(Personal History Statement), a copy of the
ALS, and any other supporting documents to
PIC. Message notification to PIC in LAA
cases will only be required if there is a secu-
rity or suitability issue apparent in the DD
Form 1879 or supporting documents.

(d) Beyond initial actions necessary to test
allegation for investigative merit and juris-
diction, no further investigative action
should commence until the notification of
case opening to PIC has been dispatched.

(e) PIC will promptly respond to the notifi-
cation of case opening by mail or message
specifying any qualifying remarks along
with a summary of previously existing data.
PIC will also provide a DIS case control
number (CCN). This number must be used by
all components on all case related paper-
work/reports.

(The investigating agency may assign its
unique service CCN for interim internal con-
trol; however, the case will be processed, ref-
erenced, and entered into the DCII by the
DIS case control number.) The first five dig-
its of the DIS CCN will be the Julian date of
the case opening when received at DIS.

6. Case Processing

a. The expected completion time for leads
in LAA cases is 50 calendar days and for
post-adjudication cases, 30 days, as computed
from the date of receipt of the request. If
conditions preclude completion in this time
period, a pending report of the results to
date, along with an estimated date of com-
pletion will be submitted to PIC.

b. Copies of all ALSs will be furnished to
PIC. In addition, PIC will be promptly noti-
fied of any significant change in the scope of
the case, or the development of an investiga-
tive issue.

c. The procedures for implementing the
Privacy Act in PSI cases are set in DIS Man-
ual 20-1-M 1. Any other restrictions on the
release of information imposed by an over-
seas source or by regulations of the country
where the inquiry takes place will be clearly
stated in the report.

d. The report format for these cases will be
that used by the military investigative agen-
cy.

e. Investigative action outside the jurisdic-
tional area of an investigative component of-
fice may be directed elsewhere by ALS as
needed in accordance with that agency’s pro-
cedures and within the following geo-
graphical considerations:

(1) Leads will be sent to PIC if the inves-
tigative action is in the United States, Dis-
trict of Columbia, Puerto Rico, American
Samoa, Bahama Islands, the U.S. Virgin Is-
lands, and the following islands in the Pa-
cific: Wake, Midway, Kwajalin, Johnston,
Carolines, Marshalls, and Eniwetok.

(2) Leads to areas not listed above may be
dispatched to other units of the investigative
agency or even to another military agency’s
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field units if there is an agreement or memo-
randum of understanding that provides for
such action. For case accountability pur-
poses, copies of such ‘‘lateral” leads must be
sent to the PIC.

(3) Leads that cannot be dispatched as de-
scribed in paragraph (2) above, and those
that must be sent to a non-DoD investigative
agency should be sent to PIC for disposition.

f. The Defense Investigative Manual calls
for obtaining PIC approval before conducting
a Subject interview on a post-adjudicative
investigation. To avoid the delay that com-
pliance with this procedure would create, a
military investigative component may con-
duct the interview provided:

(1) All other investigative leads have been
completed and reviewed.

(2) The CCN has been received, signifying
DIS concurrence with the appropriateness of
the investigation.

(3) Contrary instructions have not been re-
ceived from the PIC.

(4) The interview is limited to the resolu-
tion of the relevant issues disclosed by the
investigation.

g. Notwithstanding the provisions of para-
graphs f.(1) through (4) of this Appendix, if
time is of the essence due to imminent trans-
fer of the subject, a subject interview may be
conducted at the discretion of the investiga-
tive agency.

7. Case Responsibility LAA and PA

Paragraph 3, above, describes the advan-
tages of timely handling which accrue when
the military investigative components act
for DIS overseas. These actions for DIS may,
however, be limited by the component’s
staffing and resource limitations, especially
since some cases require more administra-
tion and management than others. Post-ad-
judication case leads, for instance, will nor-
mally be within the geographical jurisdic-
tion of the component that accepted the re-
quest for investigation; therefore, relatively
little case management is required. In con-
trast, LAA cases may require leads world-
wide, and, therefore, create more complex
case management and administration, espe-
cially in the tracking, monitoring and re-
viewing of leads outside the component’s
geographical area. Accordingly, an inves-
tigative component will accept the case from
the requester, but only assign itself the ap-
propriate leads within its own geographical
jurisdiction and send the balance to PIC for
appropriate disposition in accordance with
the following:

a. The investigative agency will accept the
request for investigation (thereby saving
time otherwise lost in mailing to PIC) but
limit its involvement in case management
by extracting only those leads it will con-
duct or manage locally.

b. The agency should then prepare an ALS
that shows clearly what leads it will cover
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and send PIC a copy of this ALS, along with
the request for investigation and any other
appropriate documentation. It must be clear
in the ALS that PIC is to act on all those
leads that the unit has not assigned to itself.

c. PIC, as case manager, will assume re-
sponsibility for the complete investigative
package and, upon receipt of the last lead,
will send the results to the appropriate ac-
tivity.

d. The agency that accepted the case and
assigned itself leads may send a copy of its
report to the activity in the ‘“Results to”’
block at the same time it sends the originals
to PIC. If so, the letter of transmittal must
inform the recipient that these reports are
only a portion of the investigation, and that
the balance will be forthcoming from PIC.
Similarly, PIC must be informed of which in-
vestigative reports were disseminated. (This
is normally done by sending PIC a copy of
the letter of transmittal.)

8. Scope

a. LAA. The scope of investigation is 10
years or from age 18, whichever is the short-
est period.

b. Post-Adjudication Cases. There is no
standard scope. The inquiries conducted will
be limited to those necessary to resolve the
issue(s).

9. Case Closing: LAA and PA

a. Whether the investigative component or
PIC closes out an investigation, there are
three key elements to consider:

(1) The investigative results must be re-
viewed for quality and conformance to pol-
icy.

(2) The results must be sent to the activity
listed in the ‘‘Results to’ block of the DD
Form 1879.

(3) PIC must be informed whether or not
any dissemination was made by the inves-
tigative agency and, if so, what reports were
furnished.

b. Investigative results may also be sent to
a requester or higher level activity that
makes a statement of need for the results. In
such instances, a copy of the letter request-
ing the results and the corresponding letter
of transmittal must be sent to PIC for reten-
tion.

c. When an investigative agency dissemi-
nates reports for PIC, it may use the trans-
mittal documents, letters, or cover sheets it
customarily uses for its own cases.

d. The material that is to be provided to
PIC will consist of: The originals of all re-
ports, and all other case documentation such
as original statements, confidential source
sheets, interview logs, requests for investiga-
tion, letters of transmittal to adjudicaters/
requesters, or communications with the re-
quester, such as those that modify the scope
of the investigation.
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e. For DIS to fulfill its responsibilities
under DoD 5220.22-R and the Privacy Act of
1974 all inquiries conducted in its behalf
must be set forth in an ROI for the perma-
nent file, whether the case is completed, ter-
minated early, or referred to another agency.

10. Referral

A case may require premature closing at
any time after receipt of the DD Form 1879
by the investigative component if the infor-
mation accompanying the request, or that
which is later developed, is outside DIS juris-
diction. For example, alleged violations of
law, a counterintelligence matter, or actual
coercion/influence in a hostage situation (see
paragraph 4.b. of this Appendix ) must be re-
ferred to the appropriate agency, and DIS in-
volvement terminated. The requester will be
informed by letter or indorsement to the DD
Form 1879 of the information developed that,
due to jurisdictional consideration, the case
was referred to (fill in appropriate address)
and that the DIS case is closed. The agency
to which referral was made and PIC will be
furnished with the results of all investiga-
tions conducted under DIS auspices. DIS,
however, has an interest in the referral agen-
cy’s actions and no information should be so-
licited from that agency.

APPENDIX J TO PART 154—ADP POSITION
CATEGORIES AND CRITERIA FOR DES-
IGNATING POSITIONS

OMB Circular A-71 (and Transmittal Memo
#B1), July 1978 OMB Circular A-130, Decem-
ber 12, 1985, and FPM Letter 732, November
14, 1978 contain the criteria for designating
positions under the existing categories used
in the personnel security program for Fed-
eral civilian employees as well as the cri-
teria for designating ADP and ADP related
positions. This policy is outlined below:

ADP Position Categories

1. Critical-Sensitive Positions

ADP-I positions. Those positions in which
the incumbent is responsible for the plan-
ning, direction, and implementation of a
computer security program; major responsi-
bility for the direction, planning and design
of a computer system, including the hard-
ware and software; or, can access a system
during the operation or maintenance in such
a way, and with a relatively high risk for
causing grave damage, or realize a signifi-
cant personal gain.

2. Noncritical-Sensitive Positions

ADP-II positions. Those positions in which
the incumbent is responsible for the direc-
tion, planning, design, operation, or mainte-
nance of a computer system, and whose work
is technically reviewed by a higher authority
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of the ADP-I category to insure the integrity
of the system.

3. Nonsensitive Positions

ADP-IIT positions. All other positions in-
volved in computer activities.

In establishing the categories of positions,
other factors may enter into the determina-
tion, permitting placement in higher or
lower categories based on the agency’s judge-
ment as to the unique characteristics of the
system or the safeguards protecting the sys-
tem.

Criteria for Designating Positions

Three categories have been established for
designating computer and computer-related
positions—ADP-I, ADP-II, and ADP-III. Spe-
cific criteria for assigning positions to one of
these categories is as follows:

Category Criteria

Responsibility or the development and admin-
istration of agency computer security pro-
grams, and also including direction and
control of risk analysis and/or threat as-
sessment.

Significant involvement in life-critical or mis-
sion-critical systems.

Significant involvement in life-critical or mis-
sion-critical systems.

Responsibility for the preparation or approval
of data for input into a system which does
not necessarily involve personal access to
the system, but with relatively high risk for
effecting grave damage or realizing signifi-
cant personal gain.

Relatively high risk assignments associated
with or directly involving the accounting,
disbursement, or authorization for disburse-
ment from systems of (1) dollar amounts of
$10 million per year or greater, or (2) lesser
amounts if the activities of the individual are
not subject to technical review by higher
authority in the ADP-I category to ensure
the integrity of the system.

Positions involving major responsibility for the
direction planning, design, testing, mainte-
nance, operation, monitoring, and/or man-
agement of systems hardware and soft-
ware.

Other positions as designated by the agency
head that involve relatively high risk for ef-
fecting grave damage or realizing signifi-
cant personal gain.

Responsibility for systems design, operation,
testing, maintenance, and/or monitoring that
is carried out under technical review of
higher authority in the ADP-I category, in-
cludes, but is not limited to:

(1) access to and/or processing of proprietary
data, information requiring protection under
the Privacy Act of 1974, and Government-
developed privileged information involving
the award of contracts;

ADP-II ...
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Category Criteria

(2) accounting, disbursement, or authorization
for disbursement from systems of dollar
amounts less than $10 million per year.
Other positions are designated by the
agency head that involve a degree of ac-
cess to a system that creates a significant
potential for damage or personal gain less
than that in ADP-| positions.

All other positions involved in Federal com-
puter activities.

ADP-III .........

PART 155—DEFENSE INDUSTRIAL
PERSONNEL SECURITY CLEAR-
ANCE PROGRAM

Sec.
155.1
155.2
155.3
155.4

Purpose.

Applicability and scope.

Definitions.

Policy.

155.5 Responsibilities.

155.6 Procedures.

APPENDIX A TO PART 155—ADDITIONAL PROCE-
DURAL GUIDANCE

AUTHORITY: E.O. 10865, 3 CFR 1959-1963
Comp., p. 398, as amended by E.O. 10909, 3
CFR 1959-1963 Comp., p. 437; E.O. 11382, 3 CFR
1966-1970 Comp., p. 690; and E.O. 12829, 3 CFR
1993 Comp., p. 570.

SOURCE: 57 FR 5383, Feb. 14, 1992, unless
otherwise noted.

§155.1 Purpose.

This part updates policy, responsibil-
ities, and procedures of the Defense In-
dustrial Personnel Security Clearance
Review Program implementing E.O.
10865, as amended.

[67 FR 5383, Feb. 14, 1992, as amended at 59
FR 48565, Sept. 22, 1994]

§155.2 Applicability and scope.

This part:

(a) Applies to the Office of the Sec-
retary of Defense, the Military Depart-
ments, the Chairman of the Joint
Chiefs of Staff and the Joint Staff, the
Inspector General of the Department of
Defense (IG, DoD), and the Defense
Agencies (hereafter referred to collec-
tively as ‘‘the DoD Components’’).

(b) By mutual agreement, also ex-
tends to other Federal Agencies that
include:

(1) Department of Agriculture.

(2) Department of Commerce.

(3) Department of Interior.

(4) Department of Justice.

(5) Department of Labor.

§155.2

(6) Department of State.

(7T) Department of Transportation.

(8) Department of Treasury.

(9) Environmental Protection Agen-
cy.

(10) Federal Emergency Management
Agency.

(11) Federal Reserve System.

(12) General Accounting Office.

(13) General Services Administration.

(14) National Aeronautics and Space
Administration.

(15) National Science Foundation.

(16) Small Business Administration.

(17) United States Arms Control and
Disarmament Agency.

(18) United States Information Agen-
cy.

(19) TUnited States
Trade Commission.

(20) United States Trade Representa-
tive.

(c) Applies to cases that the Defense
Industrial Security Clearance Office
(DISCO) forwards to the ‘“‘Defense Of-
fice of Hearings and Appeals (DOHA)”
for action under this part to determine
whether it is clearly consistent with
the national interest to grant or con-
tinue a security clearance for the ap-
plicant.

(d) Provides a program that may be
extended to other security cases at the
direction of the Assistant Secretary of
Defense for Command, Control, Com-
munications, and Intelligence
(ASD(C3I)).

(e) Does not apply to cases in which:

(1) A security clearance is withdrawn
because the applicant no longer has a
need for access to classified informa-
tion;

(2) An interim security clearance is
withdrawn by the DISCO during an in-
vestigation; or

(3) A security clearance is withdrawn
for administrative reasons that are
without prejudice as to a later deter-
mination of whether the grant or con-
tinuance of the applicant’s security
clearance would be clearly consistent
with the national interest.

(f) Does not apply to cases for access
to sensitive compartmented informa-
tion or a special access program.

International

[67 FR 5383, Feb. 14, 1992, as amended at 59
FR 35464, July 12, 1994]
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§155.3 Definitions.

(a) Applicant. Any U.S. citizen who
holds or requires a security clearance
or any immigrant alien who holds or
requires a limited access authorization
for access to classified information
needed in connection with his or her
employment in the private sector; any
U.S. citizen who is a direct-hire em-
ployee or selectee for a position with
the North Atlantic Treaty Organiza-
tion (NATO) and who holds or requires
NATO certificates of security clear-
ance or security assurances for access
to U.S. or foreign classified informa-
tion; or any U.S. citizen nominated by
the Red Cross or United Service Orga-
nizations for assignment with the Mili-
tary Services overseas. The term ‘‘ap-
plicant” does not apply to those U.S.
citizens who are seconded to NATO by
U.S. Departments and Agencies or to
U.S. citizens recruited through such
Agencies in response to a request from
NATO.

(b) Clearance Decision. A decision
made in accordance with this part con-
cerning whether it is clearly consistent
with the national interest to grant an
applicant a security clearance for ac-
cess to Confidential, Secret, or Top Se-
cret information. A favorable clearance
decision establishes eligibility of the
applicant to be granted a security
clearance for access at the level gov-
erned by the documented need for such
access, and the type of investigation
specified for that level in 32 CFR part
154. An unfavorable clearance decision
denies any application for a security
clearance and revokes any existing se-
curity clearance, thereby preventing
access to classified information at any
level and the retention of any existing
security clearance.

§155.4 Policy.

It is DoD policy that:

(a) All proceedings provided for by
this part shall be conducted in a fair
and impartial manner.

(b) A clearance decision reflects the
basis for an ultimate finding as to
whether it is clearly consistent with
the national interest to grant or con-
tinue a security clearance for the ap-
plicant.

(c) Except as otherwise provided for
by E.O. 10865, as amended, or this part,
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a final unfavorable clearance decision
shall not be made without first pro-
viding the applicant with:

(1) Notice of specific reasons for the
proposed action.

(2) An opportunity to respond to the
reasons.

(3) Notice of the right to a hearing
and the opportunity to cross-examine
persons providing information adverse
to the applicant.

(4) Opportunity to present evidence
on his or her own behalf, or to be rep-
resented by counsel or personal rep-
resentative.

(5) Written notice of final clearance
decisions.

(6) Notice of appeal procedures.

(d) Actions pursuant to this part
shall cease upon termination of the ap-
plicant’s need for access to classified
information except in those cases in
which:

(1) A hearing has commenced;

(2) A clearance decision has been
issued; or

(3) The applicant’s security clearance
was suspended and the applicant pro-
vided a written request that the case
continue.

[67 FR 5383, Feb. 14, 1992, as amended at 59
FR 48565, Sept. 22, 1994]

§155.5 Responsibilities.

(a) The Assistant Secretary of De-
fense of Command, Control, Commu-
nications and Intelligence shall:

(1) Establish investigative policy and
adjudicative standards and oversee
their application.

(2) Coordinate with the General
Counsel of the Department of Defense
(GC, DoD) on policy affecting clearance
decisions.

(3) Issue clarifying guidance and in-
structions as needed.

(b) The General Counsel of the De-
partment of Defense shall:

(1) Establish guidance and provide
oversight as to legal sufficiency of pro-
cedures and standards established by
this part.

(2) Establish the organization and
composition of the DOHA.

(3) Designate a civilian attorney to
be the Director, DOHA.

(4) Issue clarifying guidance and in-
structions as needed.
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(5) Administer the program estab-
lished by this part.

(6) Issue invitational travel orders in
appropriate cases to persons to appear
and testify who have provided oral or
written statements adverse to the ap-
plicant relating to a controverted
issue.

(7) Designate attorneys to be Depart-
ment Counsels assigned to the DOHA
to represent the Government’s interest
in cases and related matters within the
applicability and scope of this part.

(8) Designate attorneys to be Admin-
istrative Judges assigned to the DOHA.

(9) Designate attorneys to be Admin-
istrative Judge members of the DOHA
Appeal Board.

(10) Provide for supervision of attor-
neys and other personnel assigned or
attached to the DOHA.

(11) Develop and implement policy es-
tablished or coordinated with the GC,
DoD, in accordance with this part.

(12) Establish and maintain quali-
tative and quantitative standards for
all work by DOHA employees arising
within the applicability and scope of
this part.

(13) Ensure that the Administrative
Judges and Appeal Board members
have the requisite independence to
render fair and impartial decisions con-
sistent with DoD policy.

(14) Provide training, clarify policy,
or initiate personnel actions, as appro-
priate, to ensure that all DOHA deci-
sions are made in accordance with pol-
icy, procedures, and standards estab-
lished by this part.

(15) Provide for maintenance and con-
trol of all DOHA records.

(16) Take actions as provided for in
§1565.6(b), and the additional procedural
guidance in appendix A to this part.

(17) Establish and maintain proce-
dures for timely assignment and com-
pletion of cases.

(18) Issue guidance and instructions,
as needed, to fulfill the foregoing re-
sponsibilities.

(19) Designate the Director, DOHA, to
implement paragraphs (b)(6) through
(b)(18) of this section, under general
guidance of the GC, DoD.

(c) The Heads of the DoD Components
shall provide (from resources available
to the designated DoD Component) fi-
nancing, personnel, personnel spaces,

§155.6

office facilities, and related adminis-
trative support required by the DOHA.

(d) The ASD(C3I) shall ensure that
cases within the scope and applica-
bility of this part are referred prompt-
ly to the DOHA, as required, and that
clearance decisions by the DOHA are
acted upon without delay.

[67 FR 5383, Feb. 14, 1992, as amended at 59
FR 35464, July 12, 1994]

§155.6 Procedures.

(a) Applicants shall be investigated
in accordance with the standards in 32
CFR part 154.

(b) An applicant is required to give,
and to authorize others to give, full,
frank, and truthful answers to relevant
and material questions needed by the
DOHA to reach a clearance decision
and to otherwise comply with the pro-
cedures authorized by this part. The
applicant may elect on constitutional
or other grounds not to comply; but re-
fusal or failure to furnish or authorize
the providing of relevant and material
information or otherwise cooperate at
any stage in the investigation or adju-
dicative process may prevent the
DOHA from making a clearance deci-
sion. If an applicant fails or refuses to:

(1) Provide relevant and material in-
formation or to authorize others to
provide such information; or

(2) Proceed in a timely or orderly
fashion in accordance with this part; or

(3) Follow directions of an Adminis-
trative Judge or the Appeal Board;
then the Director, DOHA, or designee,
may revoke any security clearance
held by the applicant and discontinue
case processing. Requests for resump-
tion of case processing and reinstate-
ment of a security clearance may be
approved by the Director, DOHA, only
upon a showing of good cause. If the re-
quest is denied, in whole or in part, the
decision is final and bars reapplication
for a security clearance for 1 year from
the date of the revocation.

(c) Bach clearance decision must be a
fair and impartial common sense deter-
mination based upon consideration of
all the relevant and material informa-
tion and the pertinent criteria in 32
CFR 154.7 and adjudication policy in
appendix H to 32 CFR part 154, includ-
ing as appropriate:
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(1) Nature and seriousness of the con-
duct and surrounding circumstances.

(2) Frequency and recency of the con-
duct.

(3) Age of the applicant.

(4) Motivation of the applicant, and
the extent to which the conduct was
negligent, willful, voluntary, or under-
taken with knowledge of the con-
sequences involved.

(6) Absence or presence of rehabilita-
tion.

(6) Probability that the cir-
cumstances or conduct will continue or
recur in the future.

(d) Whenever there is a reasonable
basis for concluding that an applicant’s
continued access to classified informa-
tion poses an imminent threat to the
national interest, any security clear-
ance held by the applicant may be sus-
pended by the ASD(C3I), with the con-
currence of the GC, DoD, pending a
final clearance decision. This suspen-
sion may be rescinded by the same au-
thorities upon presentation of addi-
tional information that conclusively
demonstrates that an imminent threat
to the national interest no longer ex-
ists. Procedures in appendix A to this
part shall be expedited whenever an ap-
plicant’s security clearance has been
suspended pursuant to this section.

(e) Nothing contained in this part
shall limit or affect the responsibility
and powers of the Secretary of Defense
or the head of another Department or
Agency to deny or revoke a security
clearance when the security of the na-
tion so requires. Such authority may
not be delegated and may be exercised
only when the Secretary of Defense or
the head of another Department or
Agency determines that the hearing
procedures and other provisions of this
part cannot be invoked consistent with
the national security. Such a deter-
mination shall be conclusive.

(f) Additional procedural guidance is
in appendix A to this part.

[67 FR 5383, Feb. 14, 1992, as amended at 59
FR 35464, July 12, 1994]

APPENDIX A TO PART 155—ADDITIONAL
PROCEDURAL GUIDANCE

1. When the DISCO cannot affirmatively
find that it is clearly consistent with the na-
tional interest to grant or continue a secu-
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rity clearance for an applicant, the case will
be promptly referred to the DOHA.

2. Upon referral, the DOHA shall make a
prompt determination whether to grant or
continue a security clearance, issue a state-
ment of reasons (SOR) as to why it is not
clearly consistent with the national interest
to do so, or take interim actions, including
but not limited to:

a. Direct further investigation.

b. Propound written interrogatories to the
applicant or other persons with relevant in-
formation.

c. Requiring the applicant to undergo a
medical evaluation by a DoD Psychiatric
Consultant.

d. Interviewing the applicant.

3. An unfavorable clearance decision shall
not be made unless the applicant has been
provided with a written SOR that shall be as
detailed and comprehensive as the national
security permits. A letter of instruction with
the SOR shall explain that the applicant or
Department Counsel may request a hearing.
It shall also explain the adverse con-
sequences for failure to respond to the SOR
within the prescribed time frame.

4. The applicant must submit a detailed
written answer to the SOR under oath or af-
firmation that shall admit or deny each list-
ed allegation. A general denial or other simi-
lar answer is insufficient. To be entitled to a
hearing, the applicant must specifically re-
quest a hearing in his or her answer. The an-
swer must be received by the DOHA within 20
days from receipt of the SOR. Requests for
an extension of time to file an answer may
be submitted to the Director, DOHA, or des-
ignee, who in turn may grant the extension
only upon a showing of good cause.

5. If the applicant does not file a timely
and responsive answer to the SOR, the Direc-
tor, DOHA, or designee, may discontinue
processing the case, deny issuance of the re-
quested security clearance, and direct the
DISCO to revoke any security clearance held
by the applicant.

6. Should review of the applicant’s answer
to the SOR indicate that allegations are un-
founded, or evidence is insufficient for fur-
ther processing, Department Counsel shall
take such action as appropriate under the
circumstances, including but not limited to
withdrawal of the SOR and transmittal to
the Director for notification of the DISCO
for appropriate action.

7. If the applicant has not requested a
hearing with his or her answer to the SOR
and Department Counsel has not requested a
hearing within 20 days of receipt of the appli-
cant’s answer, the case shall be assigned to
an Administrative Judge for a clearance de-
cision based on the written record. Depart-
ment Counsel shall provide the applicant
with a copy of all relevant and material in-
formation that could be adduced at a hear-
ing. The applicant shall have 30 days from
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receipt of the information in which to sub-
mit a documentary response setting forth
objections, rebuttal, extenuation, mitiga-
tion, or explanation, as appropriate.

8. If a hearing is requested by the applicant
or Department Counsel, the case shall be as-
signed to an Administrative Judge for a
clearance decision based on the hearing
record. Following issuance of a notice of
hearing by the Administrative Judge, or des-
ignee, the applicant shall appear in person
with or without counsel or a personal rep-
resentative at a time and place designated
by the notice of hearing. The applicant shall
have a reasonable time to prepare his or her
case. The applicant shall be notified at least
15 days in advance of the time and place of
the hearing, which generally shall be held at
a location in the United States within a met-
ropolitan area near the applicant’s place of
employment or residence. A continuance
may be granted by the Administrative Judge
only for good cause. Hearings may be held
outside of the United States in NATO cases,
or in other cases upon a finding of good
cause by the Director, DOHA, or designee.

9. The Administrative Judge may require a
prehearing conference.

10. The Administrative Judge may rule on
questions of procedure, discovery, and evi-
dence and shall conduct all proceedings in a
fair, timely, and orderly manner.

11. Discovery by the applicant is limited to
non-privileged documents and materials sub-
ject to control by the DOHA. Discovery by
Department Counsel after issuance of an
SOR may be granted by the Administrative
Judge only upon a showing of good cause.

12. A hearing shall be open except when the
applicant requests that it be closed, or when
the Administrative Judge determines that
there is a need to protect classified informa-
tion or there is other good cause for keeping
the proceeding closed. No inference shall be
drawn as to the merits of a case on the basis
of a request that the hearing be closed.

13. As far in advance as practical, Depart-
ment Counsel and the applicant shall serve
one another with a copy of any pleading, pro-
posed documentary evidence, or other writ-
ten communication to be submitted to the
Administrative Judge.

14. Department Counsel is responsible for
presenting witnesses and other evidence to
establish facts alleged in the SOR that have
been controverted.

15. The applicant is responsible for pre-
senting witnesses and other evidence to
rebut, explain, extenuate, or mitigate facts
admitted by the applicant or proven by De-
partment Counsel, and has the ultimate bur-
den of persuasion as to obtaining a favorable
clearance decision.

16. Witnesses shall be subject to cross-ex-
amination.

17. The SOR may be amended at the hear-
ing by the Administrative Judge on his or
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her own motion, or upon motion by Depart-
ment Counsel or the applicant, so as to
render it in conformity with the evidence ad-
mitted or for other good cause. When such
amendments are made, the Administrative
Judge may grant either party’s request for
such additional time as the Administrative
Judge may deem appropriate for further
preparation or other good cause.

18. The Administrative Judge hearing the
case shall notify the applicant and all wit-
nesses testifying that 18 U.S.C. 1001 is appli-
cable.

19. The Federal Rules of Evidence (28
U.S.C. 101 et seq.) shall serve as a guide. Rel-
evant and material evidence may be received
subject to rebuttal, and technical rules of
evidence may be relaxed, except as otherwise
provided herein, to permit the development
of a full and complete record.

20. Official records or evidence compiled or
created in the regular course of business,
other than DoD personnel background re-
ports of investigation (ROI), may be received
and considered by the Administrative Judge
without authenticating witnesses, provided
that such information has been furnished by
an investigative agency pursuant to its re-
sponsibilities in connection with assisting
the Secretary of Defense, or the Department
or Agency head concerned, to safeguard clas-
sified information within industry under to
E.O. 10865, as amended. An ROI may be re-
ceived with an authenticating witness pro-
vided it is otherwise admissible under the
Federal Rules of Evidence (28 U.S.C. 101 et
seq.).

21. Records that cannot be inspected by the
applicant because they are classified may be
received and considered by the Administra-
tive Judge, provided the GC, DoD, has:

a. Made a preliminary determination that
such evidence appears to be relevant and ma-
terial.

b. Determined that failure to receive and
consider such evidence would be substan-
tially harmful to the national security.

22. A written or oral statement adverse to
the applicant on a controverted issue may be
received and considered by the Administra-
tive Judge without affording an opportunity
to cross-examine the person making the
statement orally, or in writing when justi-
fied by the circumstances, only in either of
the following circumstances:

a. If the head of the Department or Agency
supplying the statement certifies that the
person who furnished the information is a
confidential informant who has been engaged
in obtaining intelligence information for the
Government and that disclosure of his or her
identity would be substantially harmful to
the national interest; or

b. If the GC, DoD, has determined the
statement concerned appears to be relevant,
material, and reliable; failure to receive and
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consider the statement would be substan-
tially harmful to the national security; and
the person who furnished the information
cannot appear to testify due to the fol-
lowing:

(1) Death, severe illness, or similar cause,
in which case the identity of the person and
the information to be considered shall be
made available to the applicant; or

(2) Some other cause determined by the
Secretary of Defense, or when appropriate by
the Department or Agency head, to be good
and sufficient.

23. Whenever evidence is received under
item 21. or 22., the applicant shall be fur-
nished with as comprehensive and detailed a
summary of the information as the national
security permits. The Administrative Judge
and Appeal Board may make a clearance de-
cision either favorable or unfavorable to the
applicant based on such evidence after giving
appropriate consideration to the fact that
the applicant did not have an opportunity to
confront such evidence, but any final deter-
mination adverse to the applicant shall be
made only by the Secretary of Defense, or
the Department or Agency head, based on a
personal review of the case record.

24. A verbatim transcript shall be made of
the hearing. The applicant shall be furnished
one copy of the transcript, less the exhibits,
without cost.

25. The Administrative Judge shall make a
written clearance decision in a timely man-
ner setting forth pertinent findings of fact,
policies, and conclusions as to the allega-
tions in the SOR, and whether it is clearly
consistent with the national interest to
grant or continue a security clearance for
the applicant. The applicant and Department
Counsel shall each be provided a copy of the
clearance decision. In cases in which evi-
dence is received under items 21. and 22., the
Administrative Judge’s written clearance de-
cision may require deletions in the interest
of national security.

26. If the Administrative Judge decides
that it is clearly consistent with the na-
tional interest for the applicant to be grant-
ed or to retain a security clearance, the
DISCO shall be so notified by the Director,
DOHA, or designee, when the clearance deci-
sion becomes final in accordance with item
36., below.

27. If the Administrative Judge decides
that it is not clearly consistent with the na-
tional interest for the applicant to be grant-
ed or to retain a security clearance, the Di-
rector, DOHA, or designee, shall expedi-
tiously notify the DISCO, which shall in turn
notify the applicant’s employer of the denial
or revocation of the applicant’s security
clearance. The letter forwarding the Admin-
istrative Judge’s clearance decision to the
applicant shall advise the applicant that
these actions are being taken, and that the
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applicant may appeal the Administrative
Judge’s clearance decision.

28. The applicant or Department Counsel
may appeal the Administrative Judge’s
clearance decision by filing a written notice
of appeal with the Appeal Board within 15
days after the date of the Administrative
Judge’s clearance decision. A notice of ap-
peal received after 15 days from the date of
the clearance decision shall not be accepted
by the Appeal Board, or designated Board
Member, except for good cause. A notice of
cross appeal may be filed with the Appeal
Board within 10 days of receipt of the notice
of appeal. An untimely cross appeal shall not
be accepted by the Appeal Board, or des-
ignated Board Member, except for good
cause.

29. Upon receipt of a notice of appeal, the
Appeal Board shall be provided the case
record. No new evidence shall be received or
considered by the Appeal Board.

30. After filing a timely notice of appeal, a
written appeal brief must be received by the
Appeal Board within 45 days from the date of
the Administrative Judge’s clearance deci-
sion. The appeal brief must state the specific
issue or issues being raised, and cite specific
portions of the case record supporting any
alleged error. A written reply brief, if any,
must be filed within 20 days from receipt of
the appeal brief. A copy of any brief filed
must be served upon the applicant or Depart-
ment Counsel, as appropriate.

31. Requests for extension of time for sub-
mission of briefs may be submitted to the
Appeal Board or designated Board Member.

A copy of any request for extension of time
must be served on the opposing party at the
time of submission. The Appeal Board, or
designated Board Member, shall be respon-
sible for controlling the Appeal Board’s
docket, and may enter an order dismissing
an appeal in an appropriate case or vacate
such an order upon a showing of good cause.

32. The Appeal Board shall address the ma-
terial issues raised by the parties to deter-
mine whether harmful error occurred. Its
scope of review shall be to determine wheth-
er or not:

a. The Administrative Judge’s findings of
fact are supported by such relevant evidence
as a reasonable mind might accept as ade-
quate to support a conclusion in light of all
the contrary evidence in the same record. In
making this review, the Appeal Board shall
give deference to the credibility determina-
tions of the Administrative Judge;

b. The Administrative Judge adhered to
the procedures required by E.O. 10865, as
amended and this part; or

c. The Administrative Judge’s rulings or
conclusions are arbitrary, capricious, or con-
trary to law.

33. The Appeal Board shall issue a written
clearance decision addressing the material
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issues raised on appeal. The Appeal Board
shall have authority to:

a. Affirm the decision of the Administra-
tive Judge;

b. Remand the case to an Administrative
Judge to correct identified error. If the case
is remanded, the Appeal Board shall specify
the action to be taken on remand; or

c. Reverse the decision of the Administra-
tive Judge if correction of identified error
mandates such action.

34. A copy of the Appeal Board’s written
clearance decision shall be provided to the
parties. In cases in which evidence was re-
ceived under items 21. and 22., the Appeal
Board’s clearance decision may require dele-
tions in the interest of national security.

35. Upon remand, the case file shall be as-
signed to an Administrative Judge for cor-
rection of error(s) in accordance with the Ap-
peal Board’s clearance decision. The assigned
Administrative Judge shall make a new
clearance decision in the case after cor-
recting the error(s) identified by the Appeal
Board. The Administrative Judge’s clearance
decision after remand shall be provided to
the parties. The clearance decision after re-
mand may be appealed pursuant to items 28.
to 35.

36. A clearance decision shall be considered
final when:

a. A security clearance is granted or con-
tinued pursuant to item 2.;

b. No timely notice of appeal is filed;

c. No timely appeal brief is filed after a no-
tice of appeal has been filed;

d. The appeal has been withdrawn;

e. When the Appeal Board affirms or re-
verses an Administrative Judge’s clearance
decision; or

f. When a decision has been made by the
Secretary of Defense, or the Department or
Agency head, under item 23.

The Director, DOHA, or designee, shall no-
tify the DISCO of all final clearance deci-
sions.

37. An applicant whose security clearance
has been finally denied or revoked by the
DOHA is barred from reapplication for 1 year
from the date of the initial unfavorable
clearance decision.

38. A reapplication for a security clearance
must be made initially by the applicant’s
employer to the DISCO and is subject to the
same processing requirements as those for a
new security clearance application. The ap-
plicant shall thereafter be advised he is re-
sponsible for providing the Director, DOHA,
with a copy of any adverse clearance deci-
sion together with evidence that cir-
cumstances or conditions previously found
against the applicant have been rectified or
sufficiently mitigated to warrant reconsider-
ation.

39. If the Director, DOHA, determines that
reconsideration is warranted, the case shall
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be subject to this part for making a clear-
ance decision.

40. If the Director, DOHA, determines that
reconsideration is not warranted, the DOHA
shall notify the applicant of this decision.
Such a decision is final and bars further re-
application for an additional one year period
from the date of the decision rejecting the
application.

41. Nothing in this part is intended to give
an applicant reapplying for a security clear-
ance any greater rights than those applica-
ble to any other applicant under this part.

42. An applicant may file a written peti-
tion, under oath or affirmation, for reim-
bursement of loss of earnings resulting from
the suspension, revocation, or denial of his
or her security clearance. The petition for
reimbursement must include as an attach-
ment the favorable clearance decision and
documentation supporting the reimburse-
ment claim. The Director, DOHA, or des-
ignee, may in his or her discretion require
additional information from the petitioner.

43. Claims for reimbursement must be filed
with the Director, DOHA, or designee, within
1 year after the date the security clearance
is granted. Department Counsel generally
shall file a response within 60 days after re-
ceipt of applicant’s petition for reimburse-
ment and provide a copy thereof to the appli-
cant.

44. Reimbursement is authorized only if
the applicant demonstrates by clear and con-
vincing evidence to the Director, DOHA, that
all of the following conditions are met:

a. The suspension, denial, or revocation
was the primary cause of the claimed pecu-
niary loss; and

b. The suspension, denial, or revocation
was due to gross negligence of the Depart-
ment of Defense at the time the action was
taken, and not in any way by the applicant’s
failure or refusal to cooperate.

45. The amount of reimbursement shall not
exceed the difference between the earnings of
the applicant at the time of the suspension,
revocation, or denial and the applicant’s in-
terim earnings, and further shall be subject
to reasonable efforts on the part of the appli-
cant to mitigate any loss of earnings. No re-
imbursement shall be allowed for any period
of undue delay resulting from the applicant’s
acts or failure to act. Reimbursement is not
authorized for loss of merit raises and gen-
eral increases, loss of employment opportu-
nities, counsel’s fees, or other costs relating
to proceedings under this part.

46. Claims approved by the Director,
DOHA, shall be forwarded to the Department
or Agency concerned for payment. Any pay-
ment made in response to a claim for reim-
bursement shall be in full satisfaction of any
further claim against the United States or
any Federal Department or Agency, or any
of its officers or employees.
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47. Clearance decisions issued by Adminis-
trative Judges and the Appeal Board shall be
indexed and made available in redacted form
to the public.

[67 FR 5383, Feb. 14, 1992, as amended at 59
FR 35464, July 12, 1994; 59 FR 48565, Sept. 22,
1994]

PART 156—DEPARTMENT OF DE-
FENSE PERSONNEL SECURITY
PROGRAM (DoDPSP)

Sec.
156.1
156.2

Purpose.

Applicability and scope.
156.3 Policy

156.4 Responsibilities.

AUTHORITY: 50 U.S.C. 781.

SOURCE: 58 FR 42855, Aug. 12, 1993, unless
otherwise noted.

§156.1 Purpose.

This part:

(a) Updates the policy and respon-
sibilities for the DoDPSP under Pub. L.
81-832; E.O. 10450, 18 FR 2489, 3 CFR,
1949-1953 Comp., p. 936; E.O. 10865, 256 FR
1583, 3 CFR, 1959-1963 Comp., p. 398; E.O.
12333, 46 FR 59941, 3 CFR, 1981 Comp.,
p.200; and E.O. 12356, 47 FR 14874 and
15557, 3 CFR 1982 Comp., p. 166.

(b) Continues to authorize the publi-
cation of DoD 5200.2-R! in accordance
with DoD 5025.1-M. 2

§156.2 Applicability and scope.

This part applies to:

(a) The Office of the Secretary of De-
fense, the Military Departments (in-
cluding the Coast Guard when it is op-
erating as a Military Service in the
Navy), the Chairman of the Joint
Chiefs of Staff and the Joint Staff, the
Unified and Specified Commands, and
the Defense Agencies, except as pro-
vided for the National Security Agency
(NSA) in paragraph (b) of this section
(hereafter referred to collectively as
‘““the DoD Components’).

(b) The NSA is exempt from the pro-
visions of this Directive. The personnel
security program for the NSA is imple-
mented pursuant to DoD Directive

1Copies may be obtained at cost, from the
National Technical Information Service, 5285
Port Royal Road, Springfield, VA 22161.

2See footnote 1 to 156.1(b).

32 CFR Ch. I (7-1-11 Edition)

5210.45,3 and internal regulations of the
NSA.

(c) DoD military and civilian per-
sonnel, consultants to the Department
of Defense, contractors cleared under
the Defense Industrial Security Pro-
gram (DISP) Regulations DoD 5220.224
and others affiliated with the Depart-
ment of Defense.

§156.3 Policy.

It is DoD policy that:

(a) No person shall be appointed as a
civilian employee of the Department of
Defense, accepted for entrance into the
Armed Forces of the United States, au-
thorized access to classified informa-
tion, or assigned to duties that are sub-
ject to investigation under this part
unless such appointment, acceptance,
clearance, or assignment is clearly
consistent with the interests of na-
tional security.

(b) A personnel security clearance
shall be granted and assignment to sen-
sitive duties shall be authorized only
to U.S. citizens. As an exception, a
non-U.S. citizen may, by an authorized
official (as specified in 32 CFR part 154)
be assigned to sensitive duties or
granted a Limited Access Authoriza-
tion for access to classified informa-
tion if there is a need for access in sup-
port of a specific DoD program, project,
or contract.

(c) The personnel security standard
that shall be applied in determining a
person’s eligibility for a security clear-
ance or assignment to sensitive duties
is whether, based on all available infor-
mation, the person’s allegiance, trust-
worthiness, reliability, and judgment
are such that the person can reason-
ably to expected to comply with Gov-
ernment policy and procedures for safe-
guarding classified information and
performing sensitive duties.

(d) 32 CFR part 154 shall identify
those positions and duties that require
a personnel security investigation
(PSI). A PSI is required for:

(1) Appointment to a sensitive civil-
ian position.

(2) Entry into military service.

3See footnote 1 to 156.1(b).

4See footnote 1 to 156.1(b).
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(3) The granting of a security clear-
ance or approval for access to classified
information.

(4) Assignment to other duties that
require a personnel security or trust-
worthiness determination.

(6) Continuing eligibility for reten-
tion of a security clearance and ap-
proval for access to classified informa-
tion or for assignment to other sen-
sitive duties.

(e) 32 CFR part 154 shall contain per-
sonnel security criteria and adjudica-
tive guidance to assist in determining
whether an individual meets the clear-
ance and sensitive position standards
referred to in paragraphs (a) and (c) of
this section.

(f) No unfavorable personnel security
determination shall be made except in
accordance with procedures set forth in
32 CFR part 154 or 32 CFR part 155 or as
otherwise authorized by law.

§156.4 Responsibilities.

(a) The Assistant Secretary of Defense
for Command, Control, Communications,
and Intelligence shall:

(1) Be responsible for overall policy,
guidance, and control of the DoDPSP.

(2) Develop and implement plans,
policies, and ©procedures for the
DoDPSP.

(3) Issue and maintain DoD 5200.2-R
consistent with DoD 5025.1-M.

(4) Conduct an active oversight pro-
gram to ensure compliance with
DoDPSP requirements.

(5) Ensure that research is conducted
to assess and improve the effectiveness
of the DoDPSP (DoD Directive
5210.795).

(6) Ensure that the Defense Inves-
tigative Service is operated pursuant
to 32 CFR part 361.

(7) Ensure that the DoD Security In-
stitute provides the education, train-
ing, and awareness support to the
DoDPSP under DoD Directive 5200.32. ¢

(8) Be authorized to make exceptions
to the requirements of this part on a
case-by-case basis when it is deter-
mined that doing so furthers the mis-
sion of the Department of Defense and
is consistent with the protection of

5See footnote 1 to 156.1(b).
6 See footnote 1 to 156.1(b).

§159.1

classified information from unauthor-
ized disclosure.

(b) The General Counsel of the Depart-
ment of Defense shall:

(1) Be responsible for providing ad-
vice and guidance as to the legal suffi-
ciency of procedures and standards im-
plementing the DoDPSP and the DISP.

(2) Exercise oversight of PSP appeals
procedures to verify that the rights of
individuals are being protected con-
sistent with the constitution, laws of
the United States, Executive Orders,
Directives, or Regulations that imple-
ment the DoDPSP and DISP, and with
the interests of national security.

(c) The Heads of the DoD Components
shall:

(1) Designate a senior official who
shall be responsible for implementing
the DoDPSP within their components.

(2) Ensure that the DoDPSP is prop-
erly administered under this Directive
within their components.

(3) Ensure that information and rec-
ommendations are provided to the As-
sistant Secretary of Defense for Com-
mand, Control, Communications, and
Intelligence on any aspect of the pro-
gram.

PART  159—PRIVATE = SECURITY
CONTRACTORS OPERATING IN
CONTINGENCY OPERATIONS

Sec.
159.1
159.2
159.3
159.4
159.5
159.6

AUTHORITY: Public Law 110-181; Pub. L.
110-417.

SOURCE: 74 FR 34691, July 17, 2009, unless
otherwise noted.

Purpose.

Applicability and scope.
Definitions.

Policy.
Responsibilities.
Procedures.

§159.1 Purpose.

This part establishes policy, assigns
responsibilities and provides proce-
dures for the regulation of the selec-
tion, accountability, training, equip-
ping, and conduct of personnel per-
forming private security functions
under a covered contract. It also as-
signs responsibilities and establishes
procedures for incident reporting, use
of and accountability for equipment,
rules for the use of force, and a process
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for administrative action or the re-

moval, as appropriate, of PSCs and
PSC personnel.
§159.2 Applicability and scope.

This part:

(a) Applies to:

(1) The Office of the Secretary of De-
fense, the Military Departments, the
Office of the Chairman of the Joint
Chiefs of Staff and the Joint Staff, the
Combatant Commands, the Office of
the Inspector General of the Depart-
ment of Defense, the Defense Agencies,
the DoD Field Activities, and all other
organizational entities in the Depart-
ment of Defense (hereafter referred to
as the “DoD Components’’).

(2) The Department of State and
other U.S. Federal agencies insofar as
it implements the requirements of sec-
tion 862 of Public Law 110-181. Specifi-
cally, in areas of operations which re-
quire enhanced coordination of PSC
and PSC personnel working for U.S.
Government (U.S.G.) agencies, the Sec-
retary of Defense may designate such
areas as areas of combat operations for
the limited purposes of this part. In
such an instance, the standards estab-
lished in accordance with this part
would, in coordination with the Sec-
retary of State, expand from covering
only DoD PSCs and PSC personnel to
cover all U.S.G.-funded PSCs and PSC
personnel operating in the designated
area.

(b) Prescribes policies applicable to
all:

(1) DoD PSCs and PSC personnel per-
forming private security functions dur-
ing contingency operations outside the
United States.

(2) USG-funded PSCs and PSC per-
sonnel performing private security
functions in an area of combat oper-
ations, as designated by the Secretary
of Defense.

§159.3 Definitions.

Unless otherwise noted, these terms
and their definitions are for the pur-
pose of this part.

Area of combat operations. An area of
operations designated as such by the
Secretary of Defense for the purpose of
this part, when enhanced coordination
of PSCs working for U.S.G. agencies is
required.

32 CFR Ch. I (7-1-11 Edition)

Contingency operation. A military op-
eration that is either designated by the
Secretary of Defense as a contingency
operation or becomes a contingency op-
eration as a matter of law (10 U.S.C.
101(a)(13)). It is a military operation
that: a. Is designated by the Secretary
of Defense as an operation in which
members of the Armed Forces are or
may become involved in military ac-
tions, operations, or hostilities against
an enemy of the United States or
against an opposing force; or b. Is cre-
ated by definition of law. Under 10
U.S.C. 101(a)(13)(B), a contingency oper-
ation exists if a military operation re-
sults in the (1) call-up to (or retention
on) active duty of members of the uni-
formed Services under certain enumer-
ated statutes (10 U.S.C. 688, 12301(a),
12302, 12304, 12305, 12406, or 331-335); and
(2) the call-up to (or retention on) ac-
tive duty of members of the uniformed
Services under any other (non-enumer-
ated) provision of law during war or na-
tional emergency declared by the
President or Congress. These may in-
clude humanitarian or peacekeeping
operations or other military operations
or exercises.

Contractor. The contractor, subcon-
tractor, grantee, or other party car-
rying out the covered contract.

Covered contract. A DoD contract for
performance of services in an area of
contingency operations or a contract of
a non-DoD Federal agency for perform-
ance of services in an area of combat
operations, as designated by the Sec-
retary of Defense;

A subcontract at any tier under such
a contract; or

A task order or delivery order issued
under such a contract or subcontract.

Also 1includes contracts or sub-
contracts funded under grants and sub-
grants by a Federal agency for per-
formance in an area of combat oper-
ations as designated by the Secretary
of Defense. Excludes temporary ar-
rangements entered into by non-DoD
contractors or grantees for the per-
formance of private security functions
by individual indigenous personnel not
affiliated with a local or expatriate se-
curity company. Such arrangements
must still be in compliance with local
law.
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Private security functions. Activities
engaged in by a contractor under a cov-
ered contract as follows:

(1) Guarding of personnel, facilities,
designated sites, or property of a Fed-
eral agency, the contractor or subcon-
tractor, or a third party.!

(2) Any other activity for which per-
sonnel are required to carry weapons in
the performance of their duties. For
the DoD, DoDI Instruction 3020.41,
“Contractor Personnel Authorized to
Accompany the U.S. Armed Forces,” 2
prescribes policies related to personnel
allowed to carry weapons for self de-
fense.

PSC. During contingency operations
“PSC” means a company employed by
the DoD performing private security
functions under a covered contract. In
a designated area of combat oper-
ations, the term “PSC” expands to in-
clude all companies employed by
U.S.G. agencies performing private se-
curity functions under a covered con-
tract.

PSC personnel. Any individual per-
forming private security functions
under a covered contract.

§159.4 Policy.

(a) Consistent with the requirements
of paragraph (a)(2) of section 862 of
Public Law 110-181, the selection,
training, equipping, and conduct of
PSC personnel including the establish-
ment of appropriate processes shall be
coordinated between the DoD and the
Department of State.

(b) Geographic Combatant Com-
manders will provide tailored PSC
guidance and procedures for the oper-
ational environment in their Area of
Responsibility (AOR) in accordance
with this part, the Federal Acquisition
Regulation (FAR)3 and the Defense

1Contractors performing private security
functions are not authorized to perform in-
herently governmental functions. In this re-
gard, they are limited to a defensive re-
sponse to hostile acts or demonstrated hos-
tile intent.

2 Available at http:/www.dtic.mil/whs/direc-
tives/corres/pdf/302041p.pdf.

3Published in Title 48 of the Code of Fed-
eral Regulations.

§159.5

Federal Acquisition Regulation Sup-
plement (DFARS).4

(c) In a designated area of combat op-
erations, the relevant Chief of Mission
will be responsible for developing and
issuing implementing instructions for
non-DoD PSCs and their personnel con-
sistent with the standards set forth by
the geographic Combatant Commander
in accordance with paragraph (b) of
this section. The Chief of Mission has
the option to instruct non DoD PSCs
and their personnel to follow the guid-
ance and procedures developed by the
Geographic Combatant Commander
and/or Subordinate Commander.

(d) The requirements of this part
shall not apply to contracts entered
into by elements of the intelligence
community in support of intelligence
activities.

§159.5

(a) The Assistant Deputy Under Sec-
retary of Defense for Program Support,
under the authority, direction, and
control of the Deputy Under Secretary
of Defense for Logistics and Materiel
Readiness, shall monitor the reg-
istering, processing, and accounting of
PSC personnel in an area of contin-
gency operations.

(b) The Director, Defense Procure-
ment and Acquisition Policy, under the
authority, direction, and control of the
Deputy Under Secretary of Defense for
Acquisition and Technology
(DUSD(AT)), shall ensure that the
DFARS and (in consultation with the
other members of the FAR Council) the
FAR provide appropriate guidance and
contract clauses consistent with this
part and paragraph (b) of section 862 of
Public Law 110-181.

(c) The Director, Defense Business
Transformation Agency, under the au-
thority, direction, and control of the
Deputy Chief Management Officer of
the Department of Defense, through
the DUSD(AT), shall ensure that infor-
mation systems effectively support the
accountability and visibility of con-
tracts, contractors, and specified
equipment associated with private se-
curity functions.

Responsibilities.

4Published in Title 48 of the Code of Fed-

eral Regulations.
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(d) The Chairman of the Joint Chiefs
of Staff shall ensure that joint doctrine
is consistent with the principles estab-
lished by DoD Directive 3020.49 ‘‘Or-
chestrating, Synchronizing, and Inte-
grating Program Management of Con-
tingency Acquisition Planning and Its
Operational Execution,’’ 5 DoD Instruc-
tion 3020.41, ‘“‘Contractor Personnel Au-
thorized to Accompany the U.S. Armed
Forces,” and this part.

(e) The geographic Combatant Com-
manders in whose AOR a contingency
operation is occurring, and within
which PSCs and PSC personnel perform
under covered contracts, shall:

(1) Provide guidance and procedures,
as necessary and consistent with the
principles established by DoD Directive
3020.49, ‘‘Orchestrating, Synchronizing,
and Integrating Program Management
of Contingency Acquisition Planning
and Its Operational Execution,” DoD
Instruction 3020.41, ‘‘Contractor Per-
sonnel Authorized to Accompany the
U.S. Armed Forces,” 6 and this part, for
the selection, training, accountability
and equipping of such PSC personnel
and the conduct of PSCs and PSC per-
sonnel within their AOR. Individual
training and qualification standards
shall meet, at a minimum, one of the
Military  Departments’ established
standards.

Within a geographic Combatant Com-
mand, Subordinate Commanders shall
be responsible for developing and
issuing implementing procedures as
warranted by the situation, operation,
and environment, in consultation with
the relevant Chief of Mission in des-
ignated areas of combat operations.

(2) Through the Contracting Officer,
ensure that PSC personnel acknowl-
edge, through their PSC, their under-
standing and obligation to comply with
the terms and conditions of their cov-
ered contracts.

(3) Issue written authorization to the
PSC identifying individual PSC per-
sonnel who are authorized to be armed.
Rules for the use of force, developed in
accordance with Chairman of the Joint
Chief of Staff Instruction 3121.01B,

5 Available from http:/www.dtic.mil/whs/di-
rectives/corres/pdf/302040p.pdf.

6 Available from http:/www.dtic.mil/whs/di-
rectives/corres/html/302041.htm.

32 CFR Ch. I (7-1-11 Edition)

“Standing Rules of Engagement/Stand-
ing Rules for the Use of Force for U.S.
Forces,”” shall be included with the
written authorization.

(4) Ensure that the procedures, or-
ders, directives and instructions pre-
scribed §159.6(a) of this part are avail-
able through a single location (to in-
clude an Internet Web site, consistent
with security considerations and re-
quirements).

(f) The Heads of the DoD Components
shall:

(1) Ensure that all private security-
related requirement documents are in
compliance with the procedures listed
in §159.6 of this part and the guidance
and procedures issued by the geo-
graphic Combatant Command,

(2) Ensure private security-related
contracts contain the appropriate
clauses in accordance with the applica-
ble FAR clause and include additional
mission-specific requirements as appro-
priate.

§159.6 Procedures.

(a) Standing Combatant Command
Guidance and Procedures. Each geo-
graphic Combatant Commander shall
develop and publish guidance and pro-
cedures for PSCs and PSC personnel
operating during a contingency oper-
ation within their AOR, consistent
with applicable law; this part; applica-
ble Military Department publications;
and other applicable DoD issuances to
include DoD Directive 3020.49, ‘‘Or-
chestrating, Synchronizing, and Inte-
grating Program Management of Con-
tingency Acquisition Planning and Its
Operational Execution,” DFARS, DoD
Directive 2311.01E, “DoD Law of War
Program,”8 DoD 5200.8-R, ‘‘Physical
Security Program,”® CJCSI 3121.01B,

7CJCSI 3121.01B provides guidance on the

standing rules of engagement (SROE) and es-
tablishes standing rules for the use of force
(SRUF) for DOD operations worldwide. This
document is classified secret. CJCSI 3121.01B
is available via Secure Internet Protocol
Router Network at http:/js.smil.mil If the re-
quester is not an authorized user of the clas-
sified network, the requester should contact
Joint Staff J-3 at 703-614-0425.

8 Available at http:/www.dtic.mil/whs/direc-
tives/corres/html/231101.him.

9Available at http:/www.dtic.mil/whs/direc-
tives/corres/pdf/520008r.pdf.
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“Standing Rules of Engagement/Stand-
ing Rules for the Use of Force for U.S.
Forces,” and DoD Directive 5210.56,
“Use of Deadly Force and the Carrying
of Firearms by DoD Personnel Engaged
in Law Enforcement and Security Du-
ties.””’10 The guidance and procedures
shall:

(1) Contain, at a minimum, proce-
dures to implement the following proc-
esses, and identify the organization re-
sponsible for managing these processes:

(i) Registering, processing, account-
ing for and keeping appropriate records
of PSCs and PSC personnel in accord-
ance with DoD Instruction 3020.41,
“Contractor Personnel Authorized to
Accompany the U.S. Armed Forces.”

(ii) PSC verification that PSC per-
sonnel meet all the legal, training, and
qualification requirements for author-
ization to carry a weapon in accord-
ance with the terms and conditions of
their contract and host country law.
Weapons accountability procedures
will be established and approved prior
to the weapons authorization.

(iii) Arming of PSC personnel. Re-
quests for permission to arm PSC per-
sonnel shall be reviewed on a case-by-
case basis by the appropriate Staff
Judge Advocate to the geographic
Combatant Commander (or a designee)
to ensure there is a legal basis for ap-
proval. The request will then be ap-
proved or denied by the geographic
Combatant Commander or a specifi-
cally identified designee, no lower than
the flag officer level. Requests to arm
non-DOD PSC personnel shall be re-
viewed and approved in accordance
with §159.4(c) of this part. Requests for
permission to arm PSC personnel shall
include:

(A) A description of where PSC per-
sonnel will operate, the anticipated
threat, and what property or personnel
such personnel are intended to protect,
if any.

(B) A description of how the move-
ment of PSC personnel will be coordi-
nated through areas of increased risk
or planned or ongoing military oper-
ations, including how PSC personnel
will be rapidly identified by members
of the U.S. Armed Forces.

10 Available at http:/www.dtic.mil/whs/direc-
tives/corres/html/521056.htm.

§159.6

(C) A communication plan, to include
a description of how relevant threat in-
formation will be shared between PSC
personnel and U.S. military forces and
how appropriate assistance will be pro-
vided to PSC personnel who become en-
gaged in hostile situations. DoD con-
tractors performing private security
functions are only to be used in accord-
ance with DoD Instruction 1100.22,
“Guidance for Determining Workforce
Mix,””11 that is, they are limited to a
defensive response to hostile acts or
demonstrated hostile intent.

(D) Documentation of individual
training covering weapons familiariza-
tion and qualification, rules for the use
of force, limits on the use of force in-
cluding whether defense of others is
consistent with host nation Status of
Forces Agreements or local law, the
distinction between the rules of en-
gagement applicable to military forces
and the prescribed rules for the use of
force that control the use of weapons
by civilians, and the Law of Armed
Conflict.

(E) Written acknowledgment by the
PSC and its individual PSC personnel,
after investigation of background of
PSC personnel by the contractor,
verifying such personnel are not pro-
hibited under U.S. law to possess fire-
arms.

(F) Written acknowledgment by the
PSC and individual PSC personnel
that:

(1) Potential civil and criminal liabil-
ity exists under U.S. and local law or
host nation Status of Forces Agree-
ments for the use of weapons.12

(2) Proof of authorization to be
armed must be carried by each PSC
personnel.

(3) PSC personnel may possess only
U.S.G.-issued and/or -approved weapons
and ammunition for which they have
been qualified according to paragraph
(a)(1)(iii)(E) of this section.

11 Available at http:/www.dtic.mil/whs/direc-

tives/corres/pdf/110022p.padf.

12This requirement is specific to arming
procedures. Such written acknowledgement
should not be construed to limit civil and
criminal liability to conduct arising from
‘“‘the use of weapons.” PSC personnel could
be held criminally liable for any conduct
that would constitute a federal offense (see
MEJA, 18 USC 3261(a)).
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(4) PSC personnel were briefed and
understand limitations on the use of
force.

(5) Authorization to possess weapons
and ammunition may be revoked for
non-compliance with established rules
for the use of force.

(6) PSC personnel are prohibited from
consuming alcoholic beverages or being
under the influence of alcohol while
armed.

(iv) Registration and identification
in the Synchronized Predeployment
and Operational Tracker (or its suc-
cessor database) of armored vehicles,
helicopters, and other vehicles oper-
ated by PSC personnel.

(v) Reporting alleged criminal activ-
ity or other incidents involving PSCs
or PSC personnel by another company
or any other person. All incidents in-
volving the following shall be reported
and documented:

(A) A weapon is discharged by an in-
dividual performing private security
functions;

(B) An individual performing private
security functions is killed or injured
in the performance of their duties;

(C) A person other than an individual
performing private security functions
is killed or injured as a result of con-
duct by PSC personnel;

(D) Property is destroyed as a result
of conduct by a PSC or PSC personnel;

(E) An individual performing private
security functions has come under at-
tack including in cases where a weapon
is discharged against an individual per-
forming private security functions or
personnel performing such functions
believe a weapon was so discharged; or

(F) Active, non-lethal counter-meas-
ures (other than the discharge of a
weapon) are employed by PSC per-
sonnel in response to a perceived im-
mediate threat in an incident that
could significantly affect U.S. objec-
tives with regard to the military mis-
sion or international relations.

(vi) The independent review and, if
practicable, investigation of incidents
reported pursuant to paragraphs
(a)(1)(v)(A) through (a)(1)(v)(F) of this
section and incidents of alleged mis-
conduct by PSC personnel.

(vii) Identification of ultimate crimi-
nal jurisdiction and investigative re-
sponsibilities, where conduct of U.S.G.-

32 CFR Ch. I (7-1-11 Edition)

funded PSCs or PSC personnel are in
question, in accordance with applicable
laws to include a recognition of inves-
tigative jurisdiction and coordination
for joint investigations (i.e., other
U.S.G. agencies, host nation, or third
country agencies), where the conduct
of PSCs and PSC personnel is in ques-
tion.

(viii) A mechanism by which a com-
mander of a combatant command may
request an action by which PSC per-
sonnel who are non-compliant with
contract requirements are removed
from the designated operational area.

(ix) Interagency coordination of ad-
ministrative penalties or removal, as
appropriate, of non-DoD PSC personnel
who fail to comply with the terms and
conditions of their contract, as is ap-
plicable to this part.

(x) Implementation of the training
requirements contained below in para-
graph (a)(2)(ii) of this section.

(2) Specifically cover:

(i) Matters relating to authorized
equipment, force protection, security,
health, safety, and relations and inter-
action with locals in accordance with
DoD Instruction 3020.41, ‘‘Contractor
Personnel Authorized to Accompany
the U.S. Armed Forces.”

(ii) Predeployment training require-
ments addressing, at a minimum, the
identification of resources and assist-
ance available to PSC personnel as well
as country information and cultural
training, and guidance on working with
host country nationals and military
personnel.

(iii) Rules for the use of force and
graduated force procedures.

(iv) Requirements and procedures for
direction, control and the maintenance
of communications with regard to the
movement and coordination of PSCs
and PSC personnel, including speci-
fying interoperability requirements.
These include coordinating with the
Chief of Mission, as necessary, private
security operations outside secure
bases and U.S. diplomatic properties to
include movement control procedures
for all contractors, including PSC per-
sonnel.

(b) Availability of Guidance and Proce-
dures. The geographic Combatant Com-
mander shall ensure the guidance and
procedures prescribed in paragraph (a)
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of this section are readily available
and accessible by PSCs and their per-
sonnel (e.g., on a Web page and/or
through contract terms), consistent
with security considerations and re-
quirements.

(c) Subordinate Guidance and Proce-
dures. The Subordinate Commander, in
consultation with the Chief of Mission,
will issue guidance and procedures im-
plementing the standing combatant
command publications specified in
paragraph (a) of this section, con-
sistent with the situation and oper-
ating environment.

(d) Consultation and Coordination. The
Chief of Mission and the geographic

§159.6

Combatant Commander/Subordinate
Commander shall make every effort to
consult and coordinate responses to
common threats and common concerns
related to oversight of the conduct of
U.S.G.-funded PSC and their personnel.
The Memorandum of Agreement be-
tween the Department of Defense and
Department of State on U.S.G. Private
Security Contractors!3 shall provide
the framework for the development of
guidance and procedures without re-
gard to the specific locations identified
therein.

13 Available at http:/www.acq.osd.mil/log/PS/
p_vault.hitml.
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