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§ 1017.16

10 CFR Ch. X (1–1–11 Edition)

him or her why the document cannot
be controlled as UCNI. This does not
preclude control of the same information as UCNI if it is contained in another document that is not widely disseminated.
(2) If the document is not determined
to be widely disseminated in the public
domain, the Reviewing Official evaluates the information in the document
using guidance to determine whether
the document contains UCNI. If the Reviewing Official determines that the
document does contain UCNI, the Reviewing Official marks or authorizes
the marking of the document as specified in § 1017.16. If the Reviewing Official determines that the document does
not contain UCNI, the Reviewing Official returns the document to the person who sent it and informs him or her
that the document does not contain
UCNI. For documentation purposes,
the Reviewing Official may mark or
authorize the marking of the document
as specified in § 1017.17(b).
(3) If no applicable guidance exists,
but the Reviewing Official thinks the
information should be identified as
UCNI, then the Reviewing Official
must send the document to the appropriate official identified in applicable
DOE directives issued by the Secretary
or his or her designee. The Reviewing
Official should also include a written
recommendation as to why the information should be identified as UCNI.
(b) Review exemption for documents in
files. Any document that was permanently filed prior to May 22, 1985, is not
required to be reviewed for UCNI while
in the files or when retrieved from the
files for reference, inventory, or similar purposes as long as the document
will be returned to the files and is not
accessible by individuals who are not
Authorized Individuals for the UCNI
contained in the document. However,
when a document that is likely to contain UCNI is removed from the files for
dissemination within or outside of the
immediate organization, it must be reviewed by a Reviewing Official with
cognizance over the information.
(c) Reviewing material for UCNI. Anyone who produces or possesses material
that he or she thinks may contain or
reveal UCNI must consult with a Reviewing Official for a determination. If

the Reviewing Official determines that
the material does contain or reveal
UCNI, the Reviewing Official marks or
authorizes the marking of the material
as specified in § 1017.16(b).
§ 1017.16 Unclassified Controlled Nuclear Information markings on documents or material.
(a) Marking documents. If a Reviewing
Official determines that a document
contains UCNI, the Reviewing Official
must mark or authorize the marking of
the document as described in this section.
(1) Front marking. The following
marking must appear on the front of
the document:
Unclassified Controlled Nuclear Information Not for Public Dissemination
Unauthorized dissemination subject to civil
and criminal sanctions under section 148 of
the Atomic Energy Act of 1954, as amended
(42 U.S.C. 2168).
Reviewing Official:
llllllllllllllllllllllll
(Name/Organization)
Date: llllllllllllllllllll
Guidance Used: lllllllllllllll

(2) Page marking. The marking ‘‘Unclassified Controlled Nuclear Information’’ must be placed on the bottom of
the front of the document and on the
bottom of each interior page of the
document that contains text or if more
convenient, on the bottom of only
those interior pages that contain
UCNI. The page marking must also be
placed on the back of the last page. If
space limitations do not allow for use
of the full page marking, the acronym
‘‘UCNI’’ may be used as the page marking.
(3) Classified documents. UCNI front
and page markings are not applied to a
classified document that also contains
UCNI. If a classified document is portion marked, the acronym ‘‘UCNI’’ is
used to indicate those unclassified portions that contain UCNI.
(4) Obsolete ‘‘May Contain UCNI’’
marking. The ‘‘May Contain UCNI’’
marking is no longer used. Any document marked with the ‘‘May Contain
UCNI’’ marking is considered to contain UCNI and must be protected accordingly until a Reviewing Official or
Denying Official determines otherwise.
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§ 1017.20

The obsolete ‘‘May Contain
marking reads as follows:

UCNI’’

Not for Public Dissemination May contain
Unclassified Controlled Nuclear Information
subject to section 148 of the Atomic Energy
Act of 1954 (42 U.S.C. 2168). Approval by the
Department of Energy prior to release is required.

(b) Marking material. If possible, material containing or revealing UCNI
must be marked as described in
§ 1017.16(a)(1). If space limitations do
not allow for use of the full marking in
§ 1017.16(a)(1), the acronym ‘‘UCNI’’ may
be used.
§ 1017.17 Determining that a document
or material no longer contains or
does not contain Unclassified Controlled Nuclear Information.
(a) Document or material no longer contains UCNI. A Reviewing Official with
cognizance over the information in a
document or material marked as containing UCNI may determine that the
document or material no longer contains UCNI. A Denying Official may
also determine that such a document
or material no longer contains UCNI.
The official making this determination
must base it on applicable guidance
and must ensure that any UCNI markings are crossed out (for documents) or
removed (for material). The official
marks or authorizes the marking of the
document (or the material, if space allows) as follows:
Does Not Contain Unclassified
Controlled Nuclear Information
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Reviewing/Denying Official:
llllllllllllllllllllllll
(Name and organization)
Date: llllllllllllllllllll

(b) Document or material does not contain UCNI. A Reviewing Official with
cognizance over the information in a
document or material may confirm
that an unmarked document or material does not contain UCNI based on applicable guidance. No UCNI markings
are required in this case; however, for
documentation purposes, the Reviewing Official may mark or may authorize the marking of the document or
material with the same marking used
in § 1017.17(a).

§ 1017.18

Joint documents or material.

If a document or material marked as
containing UCNI is under consideration
for decontrol and falls under the cognizance of another DOE organization or
other Government agency, the Reviewing Official or Denying Official must
coordinate the decontrol review with
that DOE organization or other Government agency. Any disagreement
concerning the control or decontrol of
any document or material that contains UCNI that was originated by or
for DOE or another Government agency is resolved by the Secretary or his
or her designee.

Subpart D—Access to Unclassified
Controlled Nuclear Information
§ 1017.19

Access limitations.

A person may only have access to
UCNI if he or she has been granted routine access by an Authorized Individual
(see § 1017.20) or limited access by the
DOE Program Secretarial Officer or
NNSA Deputy or Associate Administrator with cognizance over the UCNI
(see § 1017.21). The Secretary, or his or
her designee, may impose additional
administrative controls concerning the
granting of routine or limited access to
UCNI to a person who is not a U.S. citizen.
§ 1017.20

Routine access.

(a) Authorized Individual. The Reviewing Official who determines that a document or material contains UCNI is
the initial Authorized Individual for
that document or material. An Authorized Individual, for UCNI in his or her
possession or control, may determine
that another person is an Authorized
Individual who may be granted access
to the UCNI, subject to limitations in
paragraph (b) of this section, and who
may further disseminate the UCNI
under the provisions of this section.
(b) Requirements for routine access. To
be eligible for routine access to UCNI,
the person must have a need to know
the UCNI in order to perform official
duties or other Government-authorized
activities and must be:
(1) A U.S. citizen who is:
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