AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

§1016.1

GENERAL PROVISIONS

§1016.1 Purpose.

The regulations in this part establish
requirements for the safeguarding of
Secret and Confidential Restricted
Data received or developed under an
access permit. This part does not apply
to Top Secret information since no
such information may be forwarded to
an access permittee within the scope of
this regulation.

§1016.2 Scope.

The regulations in this part apply to
all persons who may require access to
Retricted Data used, processed, stored,
reproduced, transmitted, or handled in
connection with an access permit.

§1016.3 Definitions.

(a) Access authorication or security
clearance. An administrative deter-
mination by the DOE that an indi-
vidual who is either a DOE employee,
applicant for employment, consultant,
assignee, other Federal department or
agency employee (and other persons
who may be designated by the Sec-
retary of Energy), or a DOE contractor
or subcontractor employee and an ac-
cess permittee is eligible for access to
Restricted Data. Access authorizations
or security clearances granted by DOE
are designated as “Q,” “QX),” “L,)”
“L(X),” “Top Secret,” or “Secret.” For
the purpose of this chapter only “Q,”
“Q(X),” “L,” and “L(X)” access author-
izations or clearances will be defined.

(1) “Q” access authorizations or clear-
ances are based upon full field inves-
tigations conducted by the Federal Bu-
reau of Investigation, Office of Per-
sonnel Management, or another Gov-
ernment agency which conducts per-
sonnel security investigations. They
permit an individual to have access, on
a “need to know” basis, to Top Secret,
Secret, and Confidential Restricted
Data, Formerly Restricted Data, Na-
tional Security Information, or special
nuclear material in Category I or II
quantities as required in the perform-
ance of duties.

(2) “Q(X)” access authorizations or
clearances are based upon the same full
field investigations as described in
§1016.3(a)(1), above. When “Q” access au-
thorizations or clearances are granted
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to access permittees they are identified
as “Q(X)” access authorizations or
clearances and authorize access only to
the type of Secret Restricted Data as
specified in the permit and consistent
with appendix A, 10 CFR part 725, “Cat-
egories of Restricted Data Available.”

(3) “L” access authorizations or clear-
ances are based upon National Agency
Checks and Inquiries (NACI) for Fed-
eral employees, or National Agency
Checks (NAC) for non-Federal employ-
ees, conducted by the Office of Per-
sonnel Management. They permit an
individual to have access, on a “need to
know” basis, to Confidential Restricted
Data, Secret and Confidential For-
merly Restricted Data, or Secret and
Confidential National Security Infor-
mation, required in the performance of
duties, provided such information is
not designated “CRYPTO” (classified
cryptographic information), other clas-
sified communications security
(“COMSEC”) information, or intel-
ligence information.

(4) “L(X)” access authorizations or
clearances are based upon the same Na-
tional Agency Checks as described in
paragraph (a)(3), of this section. When
“L” access authorizations or clearances
are granted to access permittees, they
are identified as “L(X)” access author-
izations or clearances and authorize ac-
cess only to the type of Confidential
Retricted Data as specified in the per-
mit and consistent with appendix A, 10
CFR part 725, “Categories of Restricted
Data Available.”

(b) Act. The Atomic Emnergy Act of
1954 (68 Stat. 919) as amended.

(c) Authorized classifier. An individual
authorized in writing by appropriate
DOE authority to classify, declassify,
or downgrade the classification of in-
formation, work, projects, documents,
and materials.

(d) Classified mail address. A mail ad-
dress established for each access per-
mittee approved by the DOE to which
all Restricted Data for the permittee is
to be sent.

(e) Classified matter. Documents and
material containing classified informa-
tion.

(f) Combination lock. A built-in com-
bination lock on a security container
which is of tempered steel alloy hard
plate, at least %” in thickness and
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