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§106.235

amendment, and disclosure. The fol-
lowing records must be kept:

(1) Training. For training under
§106.215, the date of each session, dura-
tion of session, a description of the
training, and a list of attendees;

(2) Drills and exercises. For each drill
or exercise, the date held, a description
of the drill or exercise, a list of partici-
pants, and any best practices or lessons
learned which may improve the FSP;

(3) Incidents and breaches of security.
Date and time of occurrence, location
within the OCS facility, a description
of the incident or breach, the identity
of the individual to whom it was re-
ported, and a description of the re-
sponse;

(4) Changes in MARSEC Levels. Date
and time of the notification received,
and the time of compliance with addi-
tional requirements;

(5) Maintenance, calibration, and test-
ing of security equipment. For each oc-
currence of maintenance, calibration,
and testing, record the date and time,
and the specific security equipment in-
volved;

(6) Security threats. Date and time of
occurrence, how the threat was com-
municated, who received or identified
the threat, a description of the threat,
to whom it was reported, and a descrip-
tion of the response;

(7T Declaration of Security (DoS). A
copy of each DoS for at least 90 days
after the end of its effective period; and

(8) Annual audit of the Facility Secu-
rity Plan (FSP). For each annual audit,
a letter certified by the FSO stating
the date the audit was conducted.

[USCG-2003-14759, 68 FR 39345, July 1, 2003, as
amended at 68 FR 60558, Oct. 22, 2003]

§106.235 Maritime Security (MARSEC)
Level coordination and implemen-
tation.

(a) The OCS facility owner or oper-
ator must ensure the OCS facility oper-
ates in compliance with the security
requirements in this part for the
MARSEC Level in effect for the OCS
facility.

(b) When notified of an increase in
the MARSEC Level, the OCS facility
owner or operator must ensure:

(1) Vessels conducting operations
with the OCS facility and vessels
scheduled to arrive at the OCS facility
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within 96 hours of the MARSEC Level
change are notified of the new
MARSEC Level and the Declaration of
Security (DoS), if applicable, is revised
as necessary;

(2) The OCS facility complies with
the required additional security meas-
ures within 12 hours; and

(3) The OCS facility reports compli-
ance or noncompliance to the cog-
nizant District Commander.

(¢c) For MARSEC Levels 2 and 3, the
Facility Security Officer (FSO) must
inform all OCS facility personnel about
identified threats, emphasize reporting
procedures, and stress the need for in-
creased vigilance.

(d) An OCS facility owner or operator
whose facility is not in compliance
with the requirements of this section
must so inform the cognizant District
Commander and obtain approval prior
to interfacing with another vessel or
prior to continuing operations.

[USCG-2003-14759, 68 FR 39345, July 1, 2003; 68
FR 41917, July 16, 2003]

§106.240 Communications.

(a) The PFacility Security Officer
(F'SO) must have a means to effectively
notify OCS facility personnel of
changes in security conditions at the
OCS facility.

(b) Communication systems and pro-
cedures must allow effective and con-
tinuous communications between the
OCS facility security personnel, vessels
interfacing with the OCS facility, the
cognizant District Commander, and na-
tional and local authorities with secu-
rity responsibilities.

(c) Facility communications systems
must have a backup means for both in-
ternal and external communications.

[USCG-2003-14759, 68 FR 39345, July 1, 2003; 68
FR 41917, July 16, 2003]

§106.245 Procedures for interfacing
with vessels.

The OCS facility owner or operator
must ensure that there are measures
for interfacing with vessels at all
MARSEC Levels.
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