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statements, such as ‘‘To other federal agencies as required’’ or ‘‘To any other appropriate federal agency’’.
(j) Polices and Practices for Storing, Retrieving, Accessing, Retaining, and Disposing of
Records in the System:
(k) Storage: State the medium in which DA
maintains the records; for example, in file
folders, card files, microfiche, computer, or a
combination of those methods. Storage does
not refer to the storage container.
(l) Retrievability: State how the Army retrieves the records; for example, by name,
fingerprints or voiceprints.
(m) Safeguards: Identify the system safeguards; for example, storage in safes, vaults,
locked cabinets or rooms, use of guards, visitor controls, personnel screening, computer
systems software, and so on. Describe safeguards fully without compromising system
security.
(n) Retention and Disposal. State how long
AR 25–400–2 requires the activity to maintain
the records. Indicate when or if the records
may be transferred to a Federal Records Center and how long the record stays there.
Specify when the Records Center sends the
record to the National Archives or destroys
it. Indicate how the records may be destroyed.
(o) System Manager(s) and Address: List the
position title and duty address of the system
manager. For decentralized systems, show
the locations, the position, or duty title of
each category of officials responsible for any
segment of the system.
(p) Notification Procedures: List the title
and duty address of the official authorized to
tell requesters if their records are in the system. Specify the information a requester
must submit; for example, full name, military status, SSN, date of birth, or proof of
identity, and so on.
(q) Record Access Procedures: Explain how
individuals may arrange to access their
records. Include the titles or categories of officials who may assist; for example, the system manager.
(r) Contesting Records Procedures: The
standard language to use is ‘‘The Army’s
rules for accessing records, and for contesting contents and appealing initial agency
determinations are contained in Army Regulation 25–71; 32 CFR part 505; or may be obtained from the system manager.’’
(s) Record Source Categories: Show categories of individuals or other information
sources for the system. Do not list confidential sources protected by 5 U.S.C. 552a(k)(2),
(k)(5), or (k)(7).
(t) Exemptions Claimed for the System: Specifically list any approved exemption including the subsection in the Act. When a system
has no approved exemption, write ‘‘none’’
under this heading.

APPENDIX G TO PART 505—MANAGEMENT
CONTROL EVALUATION CHECKLIST
(a) Function. The function covered by this
checklist is DA Privacy Act Program.
(b) Purpose. The purpose of this checklist is
to assist Denial Authorities and Activity
Program Coordinators in evaluating the key
management controls listed below. This
checklist is not intended to cover all controls.
(c) Instructions. Answer should be based on
the actual testing of key management controls (e.g., document analysis, direct observation, sampling, simulation, other). Answers that indicate deficiencies should be explained and corrective action indicated in
supporting documentation. These management controls must be evaluated at least
once every five years. Certificate of this
evaluation has been conducted and should be
accomplished on DA Form 11–2–R (Management
Control
Evaluation
Certification
Statement).
TEST QUESTIONS
a. Is a Privacy Act Program established
and implemented in your organization?
b. Is an individual appointed to implement
the Privacy Act requirements?
c. Are provisions of AR 25–71 concerning
protection of OPSEC sensitive information
regularly brought to the attention of managers responsible for responding to Privacy
Act requests and those responsible for control of the Army’s records?
d. When more than twenty working days
are required to respond, is the Privacy Act
requester informed, explaining the circumstance requiring the delay and provided
an appropriate date for completion.
e. Are Accounting Disclosures Logs being
maintained?
Comments: Assist in making this a better
tool for evaluating management controls.
Submit comments to the Department of
Army, Freedom of Information and Privacy
Division.

APPENDIX H TO PART 505—DEFINITIONS
FUNCTION
(a) Access. Review or copying a record or
parts thereof contained in a Privacy Act system of records by an individual.
(b) Agency. For the purposes of disclosing
records subject to the Privacy Act, Components of the Department of Defense are considered a single agency. For other purposes
including access, amendment, appeals from
denials of access or amendment, exempting
systems of records, and recordkeeping for release to non-DOD agencies, the Department
of the Army is considered its own agency.
(c) Amendment. The process of adding, deleting, or changing information in a system
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