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may request a review of the denial(s)
from the OIG designated official.
[56 FR 51976, Oct. 17, 1991, as amended at 69
FR 7366, Feb. 17, 2004]

§ 312.9 Appeal of initial amendment
decision.
(a) All appeals on an initial amendment decision should be addressed to
the Office of Communications and Congressional Liaison, ATTN: FOIA/PA Office, 400 Army Navy Drive, Arlington,
VA 22202–4704. The appeal should be
concise and should specify the reasons
the requester believes that the initial
amendment action by the OIG was not
satisfactory. Upon receipt of the appeal, the designated official will review
the request and make a determination
to approve or deny the appeal.
(b) If the OIG designated official decides to amend the record, the requester and all previous recipients of
the disputed information will be notified of the amendment. If the appeal is
denied, the designated official will notify the requester of the reason of the
denial, of the requester’s right to file a
statement of dispute disagreeing with
the denial, that such statement of dispute will be retained in the file, that
the statement will be provided to all
future users of the file, and that the requester may file suit in a federal district court to contest the OIG decision
not to amend the record.
(c) The OIG designated official will
respond to all appeals within 30 working days or will notify the requester of
an estimated date of completion if the
30 day limit cannot be met.
[56 FR 51976, Oct. 17, 1991, as amended at 68
FR 37969, June 26, 2003]
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§ 312.10 Disclosure of OIG records to
other than subject.
No record containing personally identifiable information within a OIG system of records shall be disclosed by any
means to any person or agency outside
the Department of Defense, except with
the written consent of the individual
subject of the record or as provided for
in the Act and DoD 5400.11–R (32 CFR
part 286a).

§ 312.11 Penalties.
(a) An individual may bring a civil
action against the OIG to correct or
amend the record, or where there is a
refusal to comply with an individual
request or failure to maintain any
records with accuracy, relevance, timeliness and completeness, so as to guarantee fairness, or failure to comply
with any other provision of the Privacy
Act. The court may order correction or
amendment of records. The court may
enjoin the OIG from withholding the
records and order the production of the
record.
(b) Where it is determined that the
action was willful or intentional with
respect to 5 U.S.C. 552a(g)(1) (C) or (D),
the United States shall be liable for the
actual damages sustained, but in no
case less than the sum of $1,000 and the
costs of the action with attorney fees.
(c) Criminal penalties may be imposed against an officer or employee of
the OIG who discloses material, which
he/she knows is prohibited from disclosure, or who willfully maintains a system of records without compliance
with the notice requirements.
(d) Criminal penalties may be imposed against any person who knowingly and willfully requests or obtains
any record concerning another individual from an agency under false pretenses.
(e) All of these offenses are misdemeanors with a fine not to exceed
$5,000.
§ 312.12 Exemptions.
(a) Exemption for classified records.
Any record in a system of records
maintained by the Office of the Inspector General which falls within the provisions of 5 U.S.C. 552a(k)(1) may be exempt from the following subsections of
5 U.S.C. 552a: (c)(3), (d), (e)(1), (e)(4)(G)
through (I) and (f) to the extent that a
record system contains any record
properly classified under Executive
Order 12958 and that the record is required to be kept classified in the interest of national defense or foreign
policy. This specific exemption rule,
claimed by the Inspector General under
authority of 5 U.S.C. 552a(k)(1), is applicable to all systems of records maintained, including those individually
designated for an exemption herein as
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well as those not otherwise specifically
designated for an exemption, which
may contain isolated items of properly
classified information
(b) The Inspector General of the Department of Defense claims an exemption for the following record systems
under the provisions of 5 U.S.C. 552a(j)
and (k)(1)–(k)(7) from certain indicated
subsections of the Privacy Act of 1974.
The exemptions may be invoked and
exercised on a case-by-case basis by the
Deputy Inspector General for Investigations or the Director, Communications and Congressional Liaison Office,
and the Chief, Freedom of Information/
Privacy Act Office, which serve as the
Systems Program Managers. Exemptions will be exercised only when necessary for a specific, significant and legitimate reason connected with the
purpose of the records system.
(c) No personal records releasable
under the provisions of The Freedom of
Information Act (5 U.S.C. 552) will be
withheld from the subject individual
based on these exemptions.
(d) System Identifier: CIG–04
(1) System name: Case Control System.
(2) Exemption: Any portion of this
system which falls within the provisions of 5 U.S.C. 552a(j)(2) may be exempt from the following subsections of
5 U.S.C. 552a: (c)(3), (c)(4), (d), (e)(1),
(e)(2), (e)(3), (e)(4)(G), (H), (I), (e)(5),
(e)(8), (f), and (g).
(3) Authority: 5 U.S.C. 552a(j)(2).
(4) Reasons: From subsection (c)(3)
because the release of accounting of
disclosure would inform a subject that
he or she is under investigation. This
information would provide considerable advantage to the subject in providing him or her with knowledge concerning the nature of the investigation
and the coordinated investigative efforts and techniques employed by the
cooperating agencies. This would
greatly impede OIG’s criminal law enforcement.
(5) From subsection (c)(4) and (d), because notification would alert a subject
to the fact that an open investigation
on that individual is taking place, and
might weaken the on-going investigation, reveal investigatory techniques,
and place confidential informants in
jeopardy.

(6) From subsection (e)(1) because the
nature of the criminal and/or civil investigative function creates unique
problems in prescribing a specific parameter in a particular case with respect to what information is relevant
or necessary. Also, due to OIG’s close
liaison and working relationships with
other Federal, state, local and foreign
country law enforcement agencies, information may be received which may
relate to a case under the investigative
jurisdiction of another agency. The
maintenance of this information may
be necessary to provide leads for appropriate law enforcement purposes and to
establish patterns of activity which
may relate to the jurisdiction of other
cooperating agencies.
(7) From subsection (e)(2) because
collecting information to the fullest
extent possible directly from the subject individual may or may not be
practical in a criminal and/or civil investigation.
(8) From subsection (e)(3) because
supplying an individual with a form
containing a Privacy Act Statement
would tend to inhibit cooperation by
many individuals involved in a criminal and/or civil investigation. The effect would be somewhat adverse to established investigative methods and
techniques.
(9) From subsection (e)(4) (G) through
(I) because this system of records is exempt from the access provisions of subsection (d).
(10) From subsection (e)(5) because
the requirement that records be maintained with attention to accuracy, relevance, timeliness, and completeness
would unfairly hamper the investigative process. It is the nature of law enforcement for investigations to uncover the commission of illegal acts at
diverse stages. It is frequently impossible to determine initially what information is accurate, relevant, timely,
and least of all complete. With the passage of time, seemingly irrelevant or
untimely information may acquire new
significance as further investigation
brings new details to light.
(11) From subsection (e)(8) because
the notice requirements of this provision could present a serious impediment to law enforcement by revealing
investigative techniques, procedures,
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and existence of confidential investigations.
(12) From subsection (f) because the
agency’s rules are inapplicable to those
portions of the system that are exempt
and would place the burden on the
agency of either confirming or denying
the existence of a record pertaining to
a requesting individual might in itself
provide an answer to that individual
relating to an on-going investigation.
The conduct of a successful investigation leading to the indictment of a
criminal offender precludes the applicability of established agency rules relating to verification of record, disclosure of the record to that individual,
and record amendment procedures for
this record system.
(13) For comparability with the exemption claimed from subsection (f),
the civil remedies provisions of subsection (g) must be suspended for this
record system. Because of the nature of
criminal investigations, standards of
accuracy, relevance, timeliness, and
completeness cannot apply to this
record system. Information gathered in
an investigation is often fragmentary
and leads relating to an individual in
the context of one investigation may
instead pertain to a second investigation.
(e) System Identification: CIG–06.
(1) System name: Investigative Files.
(2) Exemption: Any portion of this
system which falls within the provisions of 5 U.S.C. 552a(j)(2) may be exempt from the following subsections of
5 U.S.C. 552a (c)(3), (c)(4), (d), (e)(1),
(e)(2), (e)(3), (e)(4) (G), (H), (I), (e)(5),
(e)(8), (f), and (g).
(3) Authority: 5 U.S.C. 552a(j)(2).
(4) Reasons: From subsection (c)(3)
because the release of accounting of
disclosure would inform a subject that
he or she is under investigation. This
information would provide considerable advantage to the subject in providing him or her with knowledge concerning the nature of the investigation
and the coordinated investigative efforts and techniques employed by the
cooperating agencies. This would
greatly impede OIG’s criminal law enforcement.
(5) From subsection (c)(4) and (d), because notification would alert a subject
to the fact that an open investigation

on that individual is taking place, and
might weaken the on-going investigation, reveal investigatory techniques,
and place confidential informants in
jeopardy.
(6) From subsection (e)(1) because the
nature of the criminal and/or civil investigative function creates unique
problems in prescribing a specific parameter in a particular case with respect to what information is relevant
or necessary. Also, due to OIG’s close
liaison and working relationships with
other Federal, state, local and foreign
country law enforcement agencies, information may be received which may
relate to a case under the investigative
jurisdiction of another agency. The
maintenance of this information may
be necessary to provide leads for appropriate law enforcement purposes and to
establish patterns of activity which
may relate to the jurisdiction of other
cooperating agencies.
(7) From subsection (e)(2) because
collecting information to the fullest
extent possible directly from the subject individual may or may not be
practical in a criminal and/or civil investigation.
(8) From subsection (e)(3) because
supplying an individual with a form
containing a Privacy Act Statement
would tend to inhibit cooperation by
many individuals involved in a criminal and/or civil investigation. The effect would be somewhat adverse to established investigative methods and
techniques.
(9) From subsection (e)(4) (G) through
(I) because this system of records is exempt from the access provisions of subsection (d).
(10) From subsection (e)(5) because
the requirement that records be maintained with attention to accuracy, relevance, timeliness, and completeness
would unfairly hamper the investigative process. It is the nature of law enforcement for investigations to uncover the commission of illegal acts at
diverse stages. It is frequently impossible to determine initially what information is accurate, relevant, timely,
and least of all complete. With the passage of time, seemingly irrelevant or
untimely information may acquire new
significance as further investigation
brings new details to light.
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(11) From subsection (e)(8) because
the notice requirements of this provision could present a serious impediment to law enforcement by revealing
investigative techniques, procedures,
and existence of confidential investigations.
(12) From subsection (f) because the
agency’s rules are inapplicable to those
portions of the system that are exempt
and would place the burden on the
agency of either confirming or denying
the existence of a record pertaining to
a requesting individual might in itself
provide an answer to that individual
relating to an on-going investigation.
The conduct of a successful investigation leading to the indictment of a
criminal offender precludes the applicability of established agency rules relating to verification of record, disclosure of the record to that individual,
and record amendment procedures for
this record system.
(13) For comparability with the exemption claimed from subsection (f),
the civil remedies provisions of subsection (g) must be suspended for this
record system. Because of the nature of
criminal investigations, standards of
accuracy, relevance, timeliness, and
completeness cannot apply to this
record system. Information gathered in
an investigation is often fragmentary
and leads relating to an individual in
the context of one investigation may
instead pertain to a second investigation.
(f) System identifier: CIG–15.
(1) System name: Departmental Inquiries Case System.
(2) Exemption: Investigatory material
compiled for law enforcement purposes
may be exempt pursuant to 5 U.S.C.
552a(k)(2). However, if an individual is
denied any right, privilege, or benefit
for which he would otherwise be entitled by Federal law or for which he
would otherwise be eligible, as a result
of the maintenance of such information, the individual will be provided access to such information except to the
extent that disclosure would reveal the
identity of a confidential source. Any
portions of this system which fall
under the provisions of 5 U.S.C.
552a(k)(2) may be exempt from the following subsection of 5 U.S.C. 552a(c)(3),
(d), (e)(1), (e)(4)(G), (H), and (I).

(3) Authority: 5 U.S.C. 552a(k)(2).
(4) Reasons: From subsection (c)(3)
because disclosures from this system
could interfere with the just, thorough
and timely resolution of the compliant
or inquiry, and possibly enable individuals to conceal their wrongdoing or
mislead the course of the investigation
by concealing, destroying or fabricating evidence or documents.
(5) From subsection (d) because disclosures from this system could interfere with the just thorough and timely
resolution of the compliant or inquiry,
and possibly enable individuals to conceal their wrongdoing or mislead the
course of the investigation by concealing, destroying or fabricating evidence or documents. Disclosures could
also subject sources and witnesses to
harassment or intimidation which
jeopardize the safety and well-being of
themselves and their families.
(6) From subsection (e)(1) because the
nature of the investigation function
creates unique problems in prescribing
specific parameters in a particular case
as to what information is relevant or
necessary. Due to close liaison and
working relationships with other Federal, state, local and foreign country
law enforcement agencies, information
may be received which may relate to a
case under the investigative jurisdiction of another government agency. It
is necessary to maintain this information in order to provide leads for appropriate law enforcement purposes and to
establish patterns of activity which
may relate to the jurisdiction of other
cooperating agencies.
(7) From subsection (e)(4) (G) through
(H) because this system of records is
exempt from the access provisions of
subsection (d).
(8) From subsection (f) because the
agency’s rules are inapplicable to those
portions of the system that are exempt
and would place the burden on the
agency of either confirming or denying
the existence of a record pertaining to
a requesting individual might in itself
provide an answer to that individual
relating to an on-going investigation.
The conduct of a successful investigation leading to the indictment of a

898

VerDate Mar<15>2010

10:37 Aug 12, 2010

Jkt 220125

PO 00000

Frm 00908

Fmt 8010

Sfmt 8010

Y:\SGML\220125.XXX

220125

erowe on DSK5CLS3C1PROD with CFR

Office of the Secretary of Defense

§ 312.12

criminal offender precludes the applicability of established agency rules relating to verification of record, disclosure of the record to that individual,
and record amendment procedures for
this record system.
(g) System Identifier: CIG–16.
(1) System name: DOD Hotline Program Case Files.
(2) Exemption: Any portions of this
system of records which fall under the
provisions of 5 U.S.C. 552a(k)(2) and
(k)(5) may be exempt from the following subsections of 5 U.S.C. 552a:
(c)(3), (d), (e)(1), (e)(4)(G), (H), and (f).
(3) Authority: 5 U.S.C. 552a(k)(2) and
(k)(5).
(4) Reasons: From subsection (c)(3)
because disclosures from this system
could interfere with the just, thorough
and timely resolution of the complaint
or inquiry, and possibly enable individuals to conceal their wrongdoing or
mislead the course of the investigation
by concealing, destroying or fabricating evidence or documents.
(5) From subsection (d) because disclosures from this system could interfere with the just, thorough and timely
resolution of the complaint or inquiry,
and possibly enable individuals to conceal their wrongdoing or mislead the
course of the investigation by concealing, destroying or fabricating evidence or documents. Disclosures could
also subject sources and witnesses to
harassment or intimidation which
jeopardize the safety and well-being of
themselves and their families.
(6) From subsection (e)(1) because the
nature of the investigation functions
creates unique problems in prescribing
specific parameters in a particular case
as to what information is relevant or
necessary. Due to close liaison and
working relationships with other Federal, state, local, and foreign country
law enforcement agencies, information
may be received which may relate to a
case under the investigative jurisdiction of another government agency. It
is necessary to maintain this information in order to provide leads for appropriate law enforcement purposes and to
establish patterns of activity which
may relate to the jurisdiction of other
cooperating agencies.
(7) From subsection (e)(4)(G) through
(H) because this system of records is

exempt from the access provisions of
subsection (d).
(8) From subsection (f) because the
agency’s rules are inapplicable to those
portions of the system that are exempt
and would place the burden on the
agency of either confirming or denying
the existence of a record pertaining to
a requesting individual might in itself
provide an answer to that individual
relating to an on-going investigation.
The conduct of a successful investigation leading to the indictment of a
criminal offender precludes the applicability of established agency rules relating to verification of record, disclosure of the record to that individual,
and record amendment procedures for
this record system.
(h) System Identifier: CIG 01.
(1) System name: Privacy Act and
Freedom of Information Act Case Files.
(2) Exemption: During the processing
of a Freedom of Information Act
(FOIA) and Privacy Act (PA) request,
exempt materials from other systems
of records may in turn become part of
the case record in this system. To the
extent that copies of exempt records
from those ‘‘other’’ systems of records
are entered into this system, the Inspector General, DoD, claims the same
exemptions for the records from those
‘‘other’’ systems that are entered into
this system, as claimed for the original
primary system of which they are a
part.
(3) Authority: 5 U.S.C. 552a(j)(2), (k)(1),
(k)(2), (k)(3), (k)(4), (k)(5), (k)(6), and
(k)(7).
(4) Reasons: Records are only exempt
from pertinent provisions of 5 U.S.C.
552a to the extent such provisions have
been identified and an exemption
claimed for the original record and the
purposes underlying the exemption for
the original record still pertain to the
record which is now contained in this
system of records. In general, the exemptions were claimed in order to protect properly classified information relating to national defense and foreign
policy, to avoid interference during the
conduct of criminal, civil, or administrative actions or investigations, to ensure protective services provided the
President and others are not compromised, to protect the identity of
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confidential sources incident to Federal employment, military service,
contract, and security clearance determinations, to preserve the confidentiality and integrity of Federal testing
materials, and to safeguard evaluation
materials used for military promotions
when furnished by a confidential
source. The exemption rule for the
original records will identify the specific reasons why the records are exempt from specific provisions of 5
U.S.C. 552a.
(i) System Identifier: CIG–21
(1) System name: Congressional Correspondence Tracking System.
(2) Exemption: During the processing
of a Congressional inquiry, exempt materials from other systems of records
may in turn become part of the case
record in this system. To the extent
that copies of exempt records from
those ‘‘other’’ systems of records are
entered into this system, the Inspector
General, DoD, claims the same exemptions for the records from those
‘‘other’’ systems that are entered into
this system, as claimed for the original
primary system of which they are a
part.
(3) Authority: 5 U.S.C. 552a(j)(2), (k)(1),
(k)(2), (k)(3), (k)(4), (k)(5), (k)(6), and
(k)(7)
(4) Reasons: Records are only exempt
from pertinent provisions of 5 U.S.C.
552a to the extent such provisions have
been identified and an exemption
claimed for the original record and the
purposes underlying the exemption for
the original record still pertain to the
record which is now contained in this
system of records. In general, the exemptions were claimed in order to protect properly classified information relating to national defense and foreign
policy, to avoid interference during the
conduct of criminal, civil, or administrative actions or investigations, to ensure protective services provided the
President and others are not compromised, to protect the identity of
confidential sources incident to Federal employment, military service,
contract, and security clearance determinations, to preserve the confidentiality and integrity of Federal testing
materials, and to safeguard evaluation
materials used for military promotions

when furnished by a confidential
source. The exemption rule for the
original records will identify the specific reasons why the records are exempt from specific provisions of 5
U.S.C. 552a.
(j) System identifier: CIG 23
(1) System name: Public Affairs Files.
(2) Exemption: During the course of
processing a General Counsel action,
exempt materials from other systems
of records may in turn become part of
the case records in this system. To the
extent that copies of exempt records
from those ‘other’ systems of records
are entered into the Public Affairs
Files, the Office of the Inspector General hereby claims the same exemptions for the records from those ‘other’
systems that are entered into this system, as claimed for the original primary systems of records which they
are a part.
(3) Authority: 5 U.S.C. 552a(j)(2), (k)(1),
(k)(2), (k)(3), (k)(4), (k)(5), (k)(6), and
(k)(7).
(4) Reasons: Records are only exempt
from pertinent provisions of 5 U.S.C.
552a to the extent (1) such provisions
have been identified and an exemption
claimed for the original record and (2)
the purposes underlying the exemption
for the original record still pertain to
the record which is now contained in
this system of records. In general, the
exemptions were claimed in order to
protect properly classified information
relating to national defense and foreign
policy, to avoid interference during the
conduct of criminal, civil, or administrative actions or investigations, to ensure protective services provided the
President and others are not compromised, to protect the identity of
confidential sources incident to Federal employment, military service,
contract, and security clearance determinations, to preserve the confidentiality and integrity of Federal testing
materials, and to safeguard evaluation
materials used for military promotions
when furnished by a confidential
source. The exemption rule for the
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original records will identify the specific reasons why the records are exempt from specific provisions of 5
U.S.C. 552a.
[56 FR 51976, Oct. 17, 1991, as amended at 57
FR 24547, June 10, 1992; 61 FR 2916, Jan. 30,
1996; 64 FR 72929, Dec. 29, 1999; 68 FR 37969,
June 26, 2003; 69 FR 7366, Feb. 17, 2004; 71 FR
64632, Nov. 3, 2006]

§ 312.13 Ownership of OIG investigative records.
(a) Criminal and or civil investigative reports shall not be retained by
DoD recipient organizations. Such reports are the property of OIG and are
on loan to the recipient organization
for the purpose for which requested or
provided. All copies of such reports
shall be destroyed within 180 days after
the completion of the final action by
the requesting organization.
(b) Investigative reports which require longer periods of retention may
be retained only with the specific written approval of OIG.
§ 312.14

Referral of records.

An OIG system of records may contain records other DoD Components or
Federal agencies originated, and who
may have claimed exemptions for them
under the Privacy Act of 1974. When
any action is initiated on a portion of
any several records from another agency which may be exempt, consultation
with the originating agency or component will be affected. Documents located within OIG system of records
coming under the cognizance of another agency will be referred to that
agency for review and direct response
to the requester.

PART 313—THE CHAIRMAN OF THE
JOINT CHIEFS OF STAFF AND THE
JOINT STAFF PRIVACY PROGRAM
AUTHORITY: Pub. L. 93–579, 88 Stat. 1896 (5
U.S.C. 552a).
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§ 313.1

Source of regulations.

The Office of the Joint Chiefs of Staff
is governed by the Privacy Act implementation regulations of the Office of

the Secretary of Defense, 32 CFR part
311.
[40 FR 55535, Nov. 28, 1975. Redesignated at 56
FR 55631, Oct. 29, 1991, as amended at 56 FR
57802, Nov. 14, 1991]

PART 314—DEFENSE ADVANCED
RESEARCH PROJECTS AGENCY,
PRIVACY ACT OF 1974
AUTHORITY: Pub. L. 93–579, 88 Stat. 1896 (5
U.S.C. 552a).

§ 314.1

Source of regulations.

The Defense Advanced Research
Projects Agency is governed by the
Privacy Act implementation regulations of the Office of the Secretary of
Defense, 32 CFR part 311.
[40 FR 55535, Nov. 28, 1975. Redesignated at 56
FR 55631, Oct. 29, 1991, as amended at 56 FR
57802, Nov. 14, 1991]

PART 315—UNIFORMED SERVICES
UNIVERSITY
OF
HEALTH
SCIENCES, PRIVACY ACT OF
1974
AUTHORITY: Pub. L. 93–579, 88 Stat. 1896 (5
U.S.C. 552a).

§ 315.1

Source of regulations.

The Uniformed Services University of
the Health Sciences, is governed by the
Privacy Act implementation regulations of the Office of the Secretary of
Defense, 32 CFR part 311.
[40 FR 55535, Nov. 28, 1975. Redesignated at 56
FR 55631, Oct. 29, 1991, as amended at 56 FR
57802, Nov. 14, 1991]

PART 316—DEFENSE INFORMATION
SYSTEMS
AGENCY
PRIVACY
PROGRAM
Sec.
316.1 Purpose.
316.2 Applicability.
316.3 Authority.
316.4 Definitions.
316.5 Policy.
316.6 Procedures and responsibilities.
316.7 Questions.
316.8 Exemptions.
AUTHORITY: Pub. L. 93–579, 88 Stat. 1986 (5
U.S.C. 552a).
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