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may be released to a commercial enter-
prise without the individual’s consent
(see paragraph (b) of §310.22).

(2) Commercial enterprises may
present a signed consent statement set-
ting forth specific conditions for re-
lease of personal information. State-
ments such as the following, if signed
by the individual, are considered valid:

I hereby authorize the Department of De-
fense to verify my Social Security Number
or other identifying information and to dis-
close my home address and telephone num-
ber to authorized representatives of (name of
commercial enterprise) so that they may use
this information in connection with my com-
mercial dealings with that enterprise. All in-
formation furnished shall be used in connec-
tion with my financial relationship with
(name of commercial enterprise).

(3) When a statement of consent as
outlined in paragraph (b)(2) of this sec-
tion is presented, provide the requested
information if its release is not prohib-
ited by some other regulation or stat-
ute.

(4) Blanket statements of consent
that do not identify the Department of
Defense or any of its Components, or
that do not specify exactly the type of
information to be released, may be
honored if it is clear the individual in
signing the consent statement intended
to obtain a personal benefit (for exam-
ple, a loan to buy a house) and was
aware of the type of information that
would be sought. Care should be exer-
cised in these situations to release only
the minimum amount of personal in-
formation essential to obtain the ben-
efit sought.

(56) Do not honor requests from com-
mercial enterprises for official evalua-
tion of personal characteristics, such
as evaluation of personal financial hab-
its.

§310.24 Disclosures to the public from
medical records.

(a) Disclosures from medical records
are not only governed by the require-
ment of this part but also by the dis-
closure provisions of DoD 6025.18-R.”’

(b) Any medical records that are sub-
ject to both this part and DoD 6025.18—
R may only be disclosed if disclosure is
authorized under both. If disclosure is
permitted under this part (e.g., pursu-
ant to a routine use), but the disclo-
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sure is not authorized under DoD
6025.18-R, disclosure is not authorized.
If a disclosure is authorized under DoD
6025.18-R (e.g., releases outside the De-
partment of Defense), but the disclo-
sure is not authorized under this part,
disclosure is not authorized.

§310.25 Disclosure accounting.

(a) Disclosure accountings. (1) Keep an
accurate record of all disclosures made
from any system of records except dis-
closures:

(i) To DoD personnel for use in the
performance of their official duties; or

(ii) Under 5 U.S.C. 552, the FOIA.

(2) In all other cases a disclosure ac-
counting is required even if the indi-
vidual has consented to the disclosure
of the information.

(3) Disclosure accountings:

(i) Permit individuals to determine
to whom information has been dis-
closed;

(ii) Enable the activity to notify past
recipients of disputed or corrected in-
formation (§310.19(i)); and

(iii) Provide a method of determining
compliance with paragraph (c) of
§310.21.

(b) Contents of disclosure accountings.
As a minimum, disclosure accounting
shall contain:

(1) The date of the disclosure.

(2) A description of the information
released.

(3) The purpose of the disclosure.

(4) The name and address of the per-
son or Agency to whom the disclosure
was made.

(c) Methods of disclosure accounting.
Use any system of disclosure account-
ing that shall provide readily the nec-
essary disclosure information (see
paragraph (a)(3) of this section).

(d) Accounting for mass disclosures.
When numerous similar records are re-
leased, identify the category of records
disclosed and include the data required
by paragraph (b) of this section in a
form that can be used to construct an
accounting disclosure record for indi-
vidual records if required (see para-
graph (a)(3) of this section).

(e) Disposition of disclosure accounting
records. Retain disclosure accounting
records for 5 years after the disclosure
or the life of the record, whichever is
longer.
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(f) Furnishing disclosure accountings to
the individual. (1) Make available to the
individual to whom the record pertains
all disclosure accountings except when:

(i) The disclosure has been made to a
law enforcement activity under para-
graph (g) of §310.22 and the law enforce-
ment activity has requested that dis-
closure not be made; or

(ii) The system of records has been
exempted from the requirement to fur-
nish the disclosure accounting under
the provisions of §310.26(b).

(2) If disclosure accountings are not
maintained with the record and the in-
dividual requests access to the ac-
counting, prepare a listing of all disclo-
sures (see paragraph (b) of this section)
and provide this to the individual upon
request.

Subpart F—Exemptions

§310.26 Use and establishment of ex-
emptions.

(a) Types of exemptions. (1) There are
three types of exemptions permitted by
the Privacy Act (b U.S.C. 552a).

(i) An access exemption that exempts
records compiled in reasonable antici-
pation of a civil action or proceeding
from the access provisions of the Act.

(ii) General exemptions that author-
ize the exemption of a system of
records from all but certain specifi-
cally identified provisions of the Act
(see appendix D).

(iii) Specific exemptions that allow a
system of records to be exempted only
from certain designated provisions of
the Act (see appendix D).

(2) Nothing in the Act permits ex-
emption of any system of records from
all provisions of the Act.

(b) Establishing exemptions. (1) The ac-
cess exemption is self-executing. It
does not require an implementing rule
to be effective.

(2) Neither a general nor a specific
exemption is established automatically
for any system of records. The Heads of
the DoD Components maintaining the
system of records must make a deter-
mination whether the system is one for
which an exemption properly may be
claimed and then propose and establish
an exemption rule for the system. No
system of records within the Depart-
ment of Defense shall be considered ex-

§310.26

empted until the Head of the Compo-
nent has approved the exemption and
an exemption rule has been published
as a final rule in the FEDERAL REG-
ISTER (See §310.30(e).)

(3) Only the Head of the DoD Compo-
nent or an authorized designee may
claim an exemption for a system of
records.

(4) A system of records is considered
exempt only from those provision of
the Privacy Act (6 U.S.C. 552a) that are
identified specifically in the Compo-
nent exemption rule for the system and
that are authorized by the Privacy Act.

(5) To establish an exemption rule,
see §310.31.

(c) Blanket exemption for classified ma-
terial. (1) Component rules shall include
a blanket exemption under 5 U.S.C.
562a(k)(1) of the Privacy Act from the
access provisions (5 U.S.C. 552a(d)) and
the notification of access procedures (b
U.S.C. 522a(e)(4)(H)) of the Act for all
classified material in any systems of
records maintained.

(2) Do not claim specifically an ex-
emption under section 552a(k)(1) of the
Privacy Act for any system of records.
The blanket exemption affords protec-
tion to all classified material in all
system of records maintained.

(d) Provisions from which exemptions
may be claimed. The Head of a DoD
Component may claim an exemption
from any provision of the Act from
which an exemption is allowed (see ap-
pendix D).

(e) Use of exemptions. (1) Use exemp-
tions only for the specific purposes set
forth in the exemption rules (see para-
graph (b) of §310.31).

(2) Use exemptions only when they
are in the best interest of the Govern-
ment and limit them to the specific
portions of the records requiring pro-
tection.

(3) Do not use an exemption to deny
an individual access to any record to
which he or she would have access
under 32 CFR part 286.

(f) Exempt records in mon-erempt Sys-
tems. (1) Exempt records temporarily in
the custody of another Component are
considered the property of the origi-
nating Component. Access to these
records is controlled by the system no-
tices and rules of the originating Com-
ponent.
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