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Monetary Offices, Treasury § 103.121 

Subpart I—Anti-Money Laundering 
Programs 

ANTI-MONEY LAUNDERING PROGRAMS 

§ 103.120 Anti-money laundering pro-
gram requirements for financial in-
stitutions regulated by a Federal 
functional regulator or a self-regu-
latory organization, and casinos. 

(a) Definitions. For purposes of this 
section: 

(1) Financial institution means a fi-
nancial institution defined in 31 U.S.C. 
5312(a)(2) or (c)(1) that is subject to reg-
ulation by a Federal functional regu-
lator or a self-regulatory organization. 

(2) Federal functional regulator means: 
(i) The Board of Governors of the 

Federal Reserve System; 
(ii) The Office of the Comptroller of 

the Currency; 
(iii) The Board of Directors of the 

Federal Deposit Insurance Corporation; 
(iv) The Office of Thrift Supervision; 
(v) The National Credit Union Ad-

ministration; 
(vi) The Securities and Exchange 

Commission; or 
(vii) The Commodity Futures Trad-

ing Commission. 
(3) Self-regulatory organization: 
(i) Shall have the same meaning as 

provided in section 3(a)(26) of the Secu-
rities Exchange Act of 1934 (15 U.S.C. 
78c(a)(26)); and 

(ii) Means a ‘‘registered entity’’ or a 
‘‘registered futures association’’ as pro-
vided in section 1a(29) or 17, respec-
tively, of the Commodity Exchange Act 
(7 U.S.C. 1a(29), 21). 

(4) Casino has the same meaning as 
provided in § 103.11(n)(5). 

(b) Requirements for financial institu-
tions regulated only by a Federal func-
tional regulator, including banks, savings 
associations, and credit unions. A finan-
cial institution regulated by a Federal 
functional regulator that is not subject 
to the regulations of a self regulatory 
organization shall be deemed to satisfy 
the requirements of 31 U.S.C. 5318(h)(1) 
if it implements and maintains an anti- 
money laundering program that com-
plies with the requirements of §§ 103.176 
and 103.178 and the regulation of its 
Federal functional regulator governing 
such programs. 

(c) Requirements for financial institu-
tions regulated by a self-regulatory orga-

nization, including registered securities 
broker-dealers and futures commission 
merchants. A financial institution regu-
lated by a self-regulatory organization 
shall be deemed to satisfy the require-
ments of 31 U.S.C. 5318(h)(1) if: 

(1) The financial institution complies 
with the requirements of §§ 103.176 and 
103.178 and any applicable regulation of 
its Federal functional regulator gov-
erning the establishment and imple-
mentation of anti-money laundering 
programs; and 

(2)(i) The financial institution imple-
ments and maintains an anti-money 
laundering program that complies with 
the rules, regulations, or requirements 
of its self-regulatory organization gov-
erning such programs; and 

(ii) The rules, regulations, or require-
ments of the self-regulatory organiza-
tion have been approved, if required, by 
the appropriate Federal functional reg-
ulator. 

(d) Requirements for casinos. A casino 
shall be deemed to satisfy the require-
ments of 31 U.S.C. 5318(h)(1) if it imple-
ments and maintains a compliance pro-
gram described in § 103.64. 

[67 FR 21113, Apr. 29, 2002, as amended at 71 
FR 512, Jan. 4, 2006] 

§ 103.121 Customer Identification Pro-
grams for banks, savings associa-
tions, credit unions, and certain 
non-Federally regulated banks. 

(a) Definitions. For purposes of this 
section: 

(1)(i) Account means a formal bank-
ing relationship established to provide 
or engage in services, dealings, or other 
financial transactions including a de-
posit account, a transaction or asset 
account, a credit account, or other ex-
tension of credit. Account also includes 
a relationship established to provide a 
safety deposit box or other safekeeping 
services, or cash management, custo-
dian, and trust services. 

(ii) Account does not include: 
(A) A product or service where a for-

mal banking relationship is not estab-
lished with a person, such as check- 
cashing, wire transfer, or sale of a 
check or money order; 

(B) An account that the bank ac-
quires through an acquisition, merger, 
purchase of assets, or assumption of li-
abilities; or 
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(C) An account opened for the pur-
pose of participating in an employee 
benefit plan established under the Em-
ployee Retirement Income Security 
Act of 1974. 

(2) Bank means: 
(i) A bank, as that term is defined in 

§ 103.11(c), that is subject to regulation 
by a Federal functional regulator; and 

(ii) A credit union, private bank, and 
trust company, as set forth in 
§ 103.11(c), that does not have a Federal 
functional regulator. 

(3)(i) Customer means: 
(A) A person that opens a new ac-

count; and 
(B) An individual who opens a new 

account for: 
(1) An individual who lacks legal ca-

pacity, such as a minor; or 
(2) An entity that is not a legal per-

son, such as a civic club. 
(ii) Customer does not include: 
(A) A financial institution regulated 

by a Federal functional regulator or a 
bank regulated by a state bank regu-
lator; 

(B) A person described in 
§ 103.22(d)(2)(ii) through (iv); or 

(C) A person that has an existing ac-
count with the bank, provided that the 
bank has a reasonable belief that it 
knows the true identity of the person. 

(4) Federal functional regulator is de-
fined at § 103.120(a)(2). 

(5) Financial institution is defined at 
31 U.S.C. 5312(a)(2) and (c)(1). 

(6) Taxpayer identification number is 
defined by section 6109 of the Internal 
Revenue Code of 1986 (26 U.S.C. 6109) 
and the Internal Revenue Service regu-
lations implementing that section (e.g., 
social security number or employer 
identification number). 

(7) U.S. person means: 
(i) A United States citizen; or 
(ii) A person other than an individual 

(such as a corporation, partnership, or 
trust), that is established or organized 
under the laws of a State or the United 
States. 

(8) Non-U.S. person means a person 
that is not a U.S. person. 

(b) Customer Identification Program: 
minimum requirements—(1) In general. A 
bank must implement a written Cus-
tomer Identification Program (CIP) ap-
propriate for its size and type of busi-
ness that, at a minimum, includes each 

of the requirements of paragraphs (b)(1) 
through (5) of this section. If a bank is 
required to have an anti-money laun-
dering compliance program under the 
regulations implementing 31 U.S.C. 
5318(h), 12 U.S.C. 1818(s), or 12 U.S.C. 
1786(q)(1), then the CIP must be a part 
of the anti-money laundering compli-
ance program. Until such time as cred-
it unions, private banks, and trust 
companies without a Federal func-
tional regulator are subject to such a 
program, their CIPs must be approved 
by their boards of directors. 

(2) Identity verification procedures. The 
CIP must include risk-based procedures 
for verifying the identity of each cus-
tomer to the extent reasonable and 
practicable. The procedures must en-
able the bank to form a reasonable be-
lief that it knows the true identity of 
each customer. These procedures must 
be based on the bank’s assessment of 
the relevant risks, including those pre-
sented by the various types of accounts 
maintained by the bank, the various 
methods of opening accounts provided 
by the bank, the various types of iden-
tifying information available, and the 
bank’s size, location, and customer 
base. At a minimum, these procedures 
must contain the elements described in 
this paragraph (b)(2). 

(i) Customer information required—(A) 
In general. The CIP must contain proce-
dures for opening an account that 
specify the identifying information 
that will be obtained from each cus-
tomer. Except as permitted by para-
graphs (b)(2)(i)(B) and (C) of this sec-
tion, the bank must obtain, at a min-
imum, the following information from 
the customer prior to opening an ac-
count: 

(1) Name; 
(2) Date of birth, for an individual; 
(3) Address, which shall be: 
(i) For an individual, a residential or 

business street address; 
(ii) For an individual who does not 

have a residential or business street 
address, an Army Post Office (APO) or 
Fleet Post Office (FPO) box number, or 
the residential or business street ad-
dress of next of kin or of another con-
tact individual; or 

(iii) For a person other than an indi-
vidual (such as a corporation, partner-
ship, or trust), a principal place of 
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business, local office, or other physical 
location; and 

(4) Identification number, which shall 
be: 

(i) For a U.S. person, a taxpayer iden-
tification number; or 

(ii) For a non-U.S. person, one or 
more of the following: a taxpayer iden-
tification number; passport number 
and country of issuance; alien identi-
fication card number; or number and 
country of issuance of any other gov-
ernment-issued document evidencing 
nationality or residence and bearing a 
photograph or similar safeguard. 

NOTE TO PARAGRAPH (b)(2)(i)(A)(4)(ii): When 
opening an account for a foreign business or 
enterprise that does not have an identifica-
tion number, the bank must request alter-
native government-issued documentation 
certifying the existence of the business or 
enterprise. 

(B) Exception for persons applying for a 
taxpayer identification number. Instead 
of obtaining a taxpayer identification 
number from a customer prior to open-
ing the account, the CIP may include 
procedures for opening an account for a 
customer that has applied for, but has 
not received, a taxpayer identification 
number. In this case, the CIP must in-
clude procedures to confirm that the 
application was filed before the cus-
tomer opens the account and to obtain 
the taxpayer identification number 
within a reasonable period of time 
after the account is opened. 

(C) Credit card accounts. In connection 
with a customer who opens a credit 
card account, a bank may obtain the 
identifying information about a cus-
tomer required under paragraph 
(b)(2)(i)(A) by acquiring it from a third- 
party source prior to extending credit 
to the customer. 

(ii) Customer verification. The CIP 
must contain procedures for verifying 
the identity of the customer, using in-
formation obtained in accordance with 
paragraph (b)(2)(i) of this section, with-
in a reasonable time after the account 
is opened. The procedures must de-
scribe when the bank will use docu-
ments, non-documentary methods, or a 
combination of both methods as de-
scribed in this paragraph (b)(2)(ii). 

(A) Verification through documents. 
For a bank relying on documents, the 
CIP must contain procedures that set 

forth the documents that the bank will 
use. These documents may include: 

(1) For an individual, unexpired gov-
ernment-issued identification evidenc-
ing nationality or residence and bear-
ing a photograph or similar safeguard, 
such as a driver’s license or passport; 
and 

(2) For a person other than an indi-
vidual (such as a corporation, partner-
ship, or trust), documents showing the 
existence of the entity, such as cer-
tified articles of incorporation, a gov-
ernment-issued business license, a 
partnership agreement, or trust instru-
ment. 

(B) Verification through non-documen-
tary methods. For a bank relying on 
non-documentary methods, the CIP 
must contain procedures that describe 
the non-documentary methods the 
bank will use. 

(1) These methods may include con-
tacting a customer; independently 
verifying the customer’s identity 
through the comparison of information 
provided by the customer with infor-
mation obtained from a consumer re-
porting agency, public database, or 
other source; checking references with 
other financial institutions; and ob-
taining a financial statement. 

(2) The bank’s non-documentary pro-
cedures must address situations where 
an individual is unable to present an 
unexpired government-issued identi-
fication document that bears a photo-
graph or similar safeguard; the bank is 
not familiar with the documents pre-
sented; the account is opened without 
obtaining documents; the customer 
opens the account without appearing in 
person at the bank; and where the bank 
is otherwise presented with cir-
cumstances that increase the risk that 
the bank will be unable to verify the 
true identity of a customer through 
documents. 

(C) Additional verification for certain 
customers. The CIP must address situa-
tions where, based on the bank’s risk 
assessment of a new account opened by 
a customer that is not an individual, 
the bank will obtain information about 
individuals with authority or control 
over such account, including signato-
ries, in order to verify the customer’s 
identity. This verification method ap-
plies only when the bank cannot verify 
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the customer’s true identity using the 
verification methods described in para-
graphs (b)(2)(ii)(A) and (B) of this sec-
tion. 

(iii) Lack of verification. The CIP must 
include procedures for responding to 
circumstances in which the bank can-
not form a reasonable belief that it 
knows the true identity of a customer. 
These procedures should describe: 

(A) When the bank should not open 
an account; 

(B) The terms under which a cus-
tomer may use an account while the 
bank attempts to verify the customer’s 
identity; 

(C) When the bank should close an 
account, after attempts to verify a cus-
tomer’s identity have failed; and 

(D) When the bank should file a Sus-
picious Activity Report in accordance 
with applicable law and regulation. 

(3) Recordkeeping. The CIP must in-
clude procedures for making and main-
taining a record of all information ob-
tained under the procedures imple-
menting paragraph (b) of this section. 

(i) Required records. At a minimum, 
the record must include: 

(A) All identifying information about 
a customer obtained under paragraph 
(b)(2)(i) of this section; 

(B) A description of any document 
that was relied on under paragraph 
(b)(2)(ii)(A) of this section noting the 
type of document, any identification 
number contained in the document, the 
place of issuance and, if any, the date 
of issuance and expiration date; 

(C) A description of the methods and 
the results of any measures undertaken 
to verify the identity of the customer 
under paragraph (b)(2)(ii)(B) or (C) of 
this section; and 

(D) A description of the resolution of 
any substantive discrepancy discovered 
when verifying the identifying infor-
mation obtained. 

(ii) Retention of records. The bank 
must retain the information in para-
graph (b)(3)(i)(A) of this section for five 
years after the date the account is 
closed or, in the case of credit card ac-
counts, five years after the account is 
closed or becomes dormant. The bank 
must retain the information in para-
graphs (b)(3)(i)(B), (C), and (D) of this 
section for five years after the record is 
made. 

(4) Comparison with government lists. 
The CIP must include procedures for 
determining whether the customer ap-
pears on any list of known or suspected 
terrorists or terrorist organizations 
issued by any Federal government 
agency and designated as such by 
Treasury in consultation with the Fed-
eral functional regulators. The proce-
dures must require the bank to make 
such a determination within a reason-
able period of time after the account is 
opened, or earlier, if required by an-
other Federal law or regulation or Fed-
eral directive issued in connection with 
the applicable list. The procedures 
must also require the bank to follow 
all Federal directives issued in connec-
tion with such lists. 

(5)(i) Customer notice. The CIP must 
include procedures for providing bank 
customers with adequate notice that 
the bank is requesting information to 
verify their identities. 

(ii) Adequate notice. Notice is ade-
quate if the bank generally describes 
the identification requirements of this 
section and provides the notice in a 
manner reasonably designed to ensure 
that a customer is able to view the no-
tice, or is otherwise given notice, be-
fore opening an account. For example, 
depending upon the manner in which 
the account is opened, a bank may post 
a notice in the lobby or on its website, 
include the notice on its account appli-
cations, or use any other form of writ-
ten or oral notice. 

(iii) Sample notice. If appropriate, a 
bank may use the following sample 
language to provide notice to its cus-
tomers: 

IMPORTANT INFORMATION ABOUT PRO-
CEDURES FOR OPENING A NEW AC-
COUNT 

To help the government fight the funding 
of terrorism and money laundering activi-
ties, Federal law requires all financial insti-
tutions to obtain, verify, and record informa-
tion that identifies each person who opens an 
account. 

What this means for you: When you open 
an account, we will ask for your name, ad-
dress, date of birth, and other information 
that will allow us to identify you. We may 
also ask to see your driver’s license or other 
identifying documents. 

(6) Reliance on another financial insti-
tution. The CIP may include procedures 
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specifying when a bank will rely on the 
performance by another financial insti-
tution (including an affiliate) of any 
procedures of the bank’s CIP, with re-
spect to any customer of the bank that 
is opening, or has opened, an account 
or has established a similar formal 
banking or business relationship with 
the other financial institution to pro-
vide or engage in services, dealings, or 
other financial transactions, provided 
that: 

(i) Such reliance is reasonable under 
the circumstances; 

(ii) The other financial institution is 
subject to a rule implementing 31 
U.S.C. 5318(h) and is regulated by a 
Federal functional regulator; and 

(iii) The other financial institution 
enters into a contract requiring it to 
certify annually to the bank that it 
has implemented its anti-money laun-
dering program, and that it will per-
form (or its agent will perform) the 
specified requirements of the bank’s 
CIP. 

(c) Exemptions. The appropriate Fed-
eral functional regulator, with the con-
currence of the Secretary, may, by 
order or regulation, exempt any bank 
or type of account from the require-
ments of this section. The Federal 
functional regulator and the Secretary 
shall consider whether the exemption 
is consistent with the purposes of the 
Bank Secrecy Act and with safe and 
sound banking, and may consider other 
appropriate factors. The Secretary will 
make these determinations for any 
bank or type of account that is not 
subject to the authority of a Federal 
functional regulator. 

(d) Other requirements unaffected. 
Nothing in this section relieves a bank 
of its obligation to comply with any 
other provision in this part, including 
provisions concerning information that 
must be obtained, verified, or main-
tained in connection with any account 
or transaction. 

[68 FR 25109, May 9, 2003] 

§ 103.122 Customer identification pro-
grams for broker-dealers. 

(a) Definitions. For the purposes of 
this section: 

(1)(i) Account means a formal rela-
tionship with a broker-dealer estab-
lished to effect transactions in securi-

ties, including, but not limited to, the 
purchase or sale of securities and secu-
rities loaned and borrowed activity, 
and to hold securities or other assets 
for safekeeping or as collateral. 

(ii) Account does not include: 
(A) An account that the broker-deal-

er acquires through any acquisition, 
merger, purchase of assets, or assump-
tion of liabilities; or 

(B) An account opened for the pur-
pose of participating in an employee 
benefit plan established under the Em-
ployee Retirement Income Security 
Act of 1974. 

(2) Broker-dealer means a person reg-
istered or required to be registered as a 
broker or dealer with the Commission 
under the Securities Exchange Act of 
1934 (15 U.S.C 77a et seq.), except per-
sons who register pursuant to 15 U.S.C 
78o(b)(11). 

(3) Commission means the United 
States Securities and Exchange Com-
mission. 

(4)(i) Customer means: (A) A person 
that opens a new account; and (B) an 
individual who opens a new account 
for: (1) An individual who lacks legal 
capacity; or (2) an entity that is not a 
legal person. 

(ii) Customer does not include: (A) A 
financial institution regulated by a 
Federal functional regulator or a bank 
regulated by a state bank regulator; 
(B) a person described in 
§ 103.22(d)(2)(ii) through (iv); or (C) a 
person that has an existing account 
with the broker-dealer, provided the 
broker-dealer has a reasonable belief 
that it knows the true identity of the 
person. 

(5) Federal functional regulator is de-
fined at § 103.120(a)(2). 

(6) Financial institution is defined at 
31 U.S.C. 5312(a)(2) and (c)(1). 

(7) Taxpayer identification number is 
defined by section 6109 of the Internal 
Revenue Code of 1986 (26 U.S.C. 6109) 
and the Internal Revenue Service regu-
lations implementing that section (e.g., 
social security number or employer 
identification number). 

(8) U.S. person means: (i) A United 
States citizen; or (ii) a person other 
than an individual (such as a corpora-
tion, partnership or trust) that is es-
tablished or organized under the laws 
of a State or the United States. 
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(9) Non-U.S. person means a person 
that is not a U.S. person. 

(b) Customer identification program: 
minimum requirements—(1) In general. A 
broker-dealer must establish, docu-
ment, and maintain a written Cus-
tomer Identification Program (‘‘CIP’’) 
appropriate for its size and business 
that, at a minimum, includes each of 
the requirements of paragraphs (b)(1) 
through (b)(5) of this section. The CIP 
must be a part of the broker-dealer’s 
anti-money laundering compliance pro-
gram required under 31 U.S.C. 5318(h). 

(2) Identity verification procedures. The 
CIP must include risk-based procedures 
for verifying the identity of each cus-
tomer to the extent reasonable and 
practicable. The procedures must en-
able the broker-dealer to form a rea-
sonable belief that it knows the true 
identity of each customer. The proce-
dures must be based on the broker- 
dealer’s assessment of the relevant 
risks, including those presented by the 
various types of accounts maintained 
by the broker-dealer, the various meth-
ods of opening accounts provided by 
the broker-dealer, the various types of 
identifying information available and 
the broker-dealer’s size, location and 
customer base. At a minimum, these 
procedures must contain the elements 
described in this paragraph (b)(2). 

(i)(A) Customer information required. 
The CIP must contain procedures for 
opening an account that specify identi-
fying information that will be obtained 
from each customer. Except as per-
mitted by paragraph (b)(2)(i)(B) of this 
section, the broker-dealer must obtain, 
at a minimum, the following informa-
tion prior to opening an account: 

(1) Name; 
(2) Date of birth, for an individual; 
(3) Address, which shall be: (i) For an 

individual, a residential or business 
street address; (ii) for an individual 
who does not have a residential or busi-
ness street address, an Army Post Of-
fice (APO) or Fleet Post Office (FPO) 
box number, or the residential or busi-
ness street address of a next of kin or 
another contact individual; or (iii) for a 
person other than an individual (such 
as a corporation, partnership or trust), 
a principal place of business, local of-
fice or other physical location; and 

(4) Identification number, which shall 
be: (i) For a U.S. person, a taxpayer 
identification number; or (ii) for a non- 
U.S. person, one or more of the fol-
lowing: a taxpayer identification num-
ber, a passport number and country of 
issuance, an alien identification card 
number, or the number and country of 
issuance of any other government- 
issued document evidencing nation-
ality or residence and bearing a photo-
graph or similar safeguard. 

NOTE TO PARAGRAPH (b)(2)(i)(A)(4)(ii): When 
opening an account for a foreign business or 
enterprise that does not have an identifica-
tion number, the broker-dealer must request 
alternative government-issued documenta-
tion certifying the existence of the business 
or enterprise. 

(B) Exception for persons applying for a 
taxpayer identification number. Instead 
of obtaining a taxpayer identification 
number from a customer prior to open-
ing an account, the CIP may include 
procedures for opening an account for a 
customer that has applied for, but has 
not received, a taxpayer identification 
number. In this case, the CIP must in-
clude procedures to confirm that the 
application was filed before the cus-
tomer opens the account and to obtain 
the taxpayer identification number 
within a reasonable period of time 
after the account is opened. 

(ii) Customer verification. The CIP 
must contain procedures for verifying 
the identity of each customer, using in-
formation obtained in accordance with 
paragraph (b)(2)(i) of this section, with-
in a reasonable time before or after the 
customer’s account is opened. The pro-
cedures must describe when the broker- 
dealer will use documents, non-docu-
mentary methods, or a combination of 
both methods, as described in this 
paragraph (b)(2)(ii). 

(A) Verification through documents. 
For a broker-dealer relying on docu-
ments, the CIP must contain proce-
dures that set forth the documents the 
broker-dealer will use. These docu-
ments may include: 

(1) For an individual, an unexpired 
government-issued identification evi-
dencing nationality or residence and 
bearing a photograph or similar safe-
guard, such as a driver’s license or 
passport; and 
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(2) For a person other than an indi-
vidual (such as a corporation, partner-
ship or trust), documents showing the 
existence of the entity, such as cer-
tified articles of incorporation, a gov-
ernment-issued business license, a 
partnership agreement, or a trust in-
strument. 

(B) Verification through non-documen-
tary methods. For a broker-dealer rely-
ing on non-documentary methods, the 
CIP must contain procedures that set 
forth the non-documentary methods 
the broker-dealer will use. 

(1) These methods may include con-
tacting a customer; independently 
verifying the customer’s identity 
through the comparison of information 
provided by the customer with infor-
mation obtained from a consumer re-
porting agency, public database, or 
other source; checking references with 
other financial institutions; or obtain-
ing a financial statement. 

(2) The broker-dealer’s non-documen-
tary procedures must address situa-
tions where an individual is unable to 
present an unexpired government- 
issued identification document that 
bears a photograph or similar safe-
guard; the broker-dealer is not familiar 
with the documents presented; the ac-
count is opened without obtaining doc-
uments; the customer opens the ac-
count without appearing in person at 
the broker-dealer; and where the 
broker-dealer is otherwise presented 
with circumstances that increase the 
risk that the broker-dealer will be un-
able to verify the true identity of a 
customer through documents. 

(C) Additional verification for certain 
customers. The CIP must address situa-
tions where, based on the broker-deal-
er’s risk assessment of a new account 
opened by a customer that is not an in-
dividual, the broker-dealer will obtain 
information about individuals with au-
thority or control over such account. 
This verification method applies only 
when the broker-dealer cannot verify 
the customer’s true identity using the 
verification methods described in para-
graphs (b)(2)(ii)(A) and (B) of this sec-
tion. 

(iii) Lack of verification. The CIP must 
include procedures for responding to 
circumstances in which the broker- 
dealer cannot form a reasonable belief 

that it knows the true identity of a 
customer. These procedures should de-
scribe: 

(A) When the broker-dealer should 
not open an account; 

(B) The terms under which a cus-
tomer may conduct transactions while 
the broker-dealer attempts to verify 
the customer’s identity; 

(C) When the broker-dealer should 
close an account after attempts to 
verify a customer’s identity fail; and 

(D) When the broker-dealer should 
file a Suspicious Activity Report in ac-
cordance with applicable law and regu-
lation. 

(3) Recordkeeping. The CIP must in-
clude procedures for making and main-
taining a record of all information ob-
tained under procedures implementing 
paragraph (b) of this section. 

(i) Required records. At a minimum, 
the record must include: 

(A) All identifying information about 
a customer obtained under paragraph 
(b)(2)(i) of this section, 

(B) A description of any document 
that was relied on under paragraph 
(b)(2)(ii)(A) of this section noting the 
type of document, any identification 
number contained in the document, the 
place of issuance, and if any, the date 
of issuance and expiration date; 

(C) A description of the methods and 
the results of any measures undertaken 
to verify the identity of a customer 
under paragraphs (b)(2)(ii)(B) and (C) of 
this section; and 

(D) A description of the resolution of 
each substantive discrepancy discov-
ered when verifying the identifying in-
formation obtained. 

(ii) Retention of records. The broker- 
dealer must retain the records made 
under paragraph (b)(3)(i)(A) of this sec-
tion for five years after the account is 
closed and the records made under 
paragraphs (b)(3)(i)(B), (C) and (D) of 
this section for five years after the 
record is made. In all other respects, 
the records must be maintained pursu-
ant to the provisions of 17 CFR 240.17a– 
4. 

(4) Comparison with government lists. 
The CIP must include procedures for 
determining whether a customer ap-
pears on any list of known or suspected 
terrorists or terrorist organizations 
issued by any Federal government 
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agency and designated as such by 
Treasury in consultation with the Fed-
eral functional regulators. The proce-
dures must require the broker-dealer to 
make such a determination within a 
reasonable period of time after the ac-
count is opened, or earlier if required 
by another Federal law or regulation 
or Federal directive issued in connec-
tion with the applicable list. The pro-
cedures also must require the broker- 
dealer to follow all Federal directives 
issued in connection with such lists. 

(5)(i) Customer notice. The CIP must 
include procedures for providing cus-
tomers with adequate notice that the 
broker-dealer is requesting informa-
tion to verify their identities. 

(ii) Adequate notice. Notice is ade-
quate if the broker-dealer generally de-
scribes the identification requirements 
of this section and provides such notice 
in a manner reasonably designed to en-
sure that a customer is able to view 
the notice, or is otherwise given notice, 
before opening an account. For exam-
ple, depending upon the manner in 
which the account is opened, a broker- 
dealer may post a notice in the lobby 
or on its Web site, include the notice 
on its account applications or use any 
other form of oral or written notice. 

(iii) Sample notice. If appropriate, a 
broker-dealer may use the following 
sample language to provide notice to 
its customers: 

IMPORTANT INFORMATION ABOUT PROCEDURES 
FOR OPENING A NEW ACCOUNT 

To help the government fight the funding 
of terrorism and money laundering activi-
ties, Federal law requires all financial insti-
tutions to obtain, verify, and record informa-
tion that identifies each person who opens an 
account. 

What this means for you: When you open 
an account, we will ask for your name, ad-
dress, date of birth and other information 
that will allow us to identify you. We may 
also ask to see your driver’s license or other 
identifying documents. 

(6) Reliance on another financial insti-
tution. The CIP may include procedures 
specifying when the broker-dealer will 
rely on the performance by another fi-
nancial institution (including an affil-
iate) of any procedures of the broker- 
dealer’s CIP, with respect to any cus-
tomer of the broker-dealer that is 
opening an account or has established 

an account or similar business rela-
tionship with the other financial insti-
tution to provide or engage in services, 
dealings, or other financial trans-
actions, provided that: 

(i) Such reliance is reasonable under 
the circumstances; 

(ii) The other financial institution is 
subject to a rule implementing 31 
U.S.C. 5318(h), and regulated by a Fed-
eral functional regulator; and 

(iii) The other financial institution 
enters into a contract requiring it to 
certify annually to the broker-dealer 
that it has implemented its anti-money 
laundering program, and that it will 
perform (or its agent will perform) 
specified requirements of the broker- 
dealer’s CIP. 

(c) Exemptions. The Commission, with 
the concurrence of the Secretary, may 
by order or regulation exempt any 
broker-dealer that registers with the 
Commission pursuant to 15 U.S.C. 78o 
or 15 U.S.C. 78o–4 or any type of ac-
count from the requirements of this 
section. The Secretary, with the con-
currence of the Commission, may ex-
empt any broker-dealer that registers 
with the Commission pursuant to 15 
U.S.C. 78o–5. In issuing such exemp-
tions, the Commission and the Sec-
retary shall consider whether the ex-
emption is consistent with the pur-
poses of the Bank Secrecy Act, and in 
the public interest, and may consider 
other necessary and appropriate fac-
tors. 

(d) Other requirements unaffected. 
Nothing in this section relieves a 
broker-dealer of its obligation to com-
ply with any other provision of this 
part, including provisions concerning 
information that must be obtained, 
verified, or maintained in connection 
with any account or transaction. 

[68 FR 25129, May 9, 2003] 

§ 103.123 Customer identification pro-
grams for futures commission mer-
chants and introducing brokers. 

(a) Definitions. For the purposes of 
this section: 

(1)(i) Account means a formal rela-
tionship with a futures commission 
merchant, including, but not limited 
to, those established to effect trans-
actions in contracts of sale of a com-
modity for future delivery, options on 
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any contract of sale of a commodity for 
future delivery, or options on a com-
modity. 

(ii) Account does not include: 
(A) An account that the futures com-

mission merchant acquires through 
any acquisition, merger, purchase of 
assets, or assumption of liabilities; or 

(B) An account opened for the pur-
pose of participating in an employee 
benefit plan established under the Em-
ployee Retirement Income Security 
Act of 1974. 

(2) Commission means the United 
States Commodity Futures Trading 
Commission. 

(3) Commodity means any good, arti-
cle, service, right, or interest described 
in Section 1a(4) of the Commodity Ex-
change Act (7 U.S.C. 1a(4)). 

(4) Contract of sale means any sale, 
agreement of sale or agreement to sell 
as described in Section 1a(7) of the 
Commodity Exchange Act (7 U.S.C. 
1a(7)). 

(5)(i) Customer means: 
(A) A person that opens a new ac-

count with a futures commission mer-
chant; and 

(B) An individual who opens a new 
account with a futures commission 
merchant for: 

(1) An individual who lacks legal ca-
pacity; or 

(2) An entity that is not a legal per-
son. 

(ii) Customer does not include: 
(A) A financial institution regulated 

by a Federal functional regulator or a 
bank regulated by a state bank regu-
lator; 

(B) A person described in 
§ 103.22(d)(2)(ii) through (iv); or 

(C) A person that has an existing ac-
count, provided the futures commission 
merchant or introducing broker has a 
reasonable belief that it knows the 
true identity of the person. 

(iii) When an account is introduced 
to a futures commission merchant by 
an introducing broker, the person or 
individual opening the account shall be 
deemed to be a customer of both the fu-
tures commission merchant and the in-
troducing broker for the purposes of 
this section. 

(6) Federal functional regulator is de-
fined at § 103.120(a)(2). 

(7) Financial institution is defined at 
31 U.S.C. 5312(a)(2) and (c)(1). 

(8) Futures commission merchant means 
any person registered or required to be 
registered as a futures commission 
merchant with the Commission under 
the Commodity Exchange Act (7 U.S.C. 
1 et seq.), except persons who register 
pursuant to Section 4f(a)(2) of the Com-
modity Exchange Act (7 U.S.C. 6f(a)(2)). 

(9) Introducing broker means any per-
son registered or required to be reg-
istered as an introducing broker with 
the Commission under the Commodity 
Exchange Act (7 U.S.C. 1 et seq.), except 
persons who register pursuant to Sec-
tion 4f(a)(2) of the Commodity Ex-
change Act (7 U.S.C. 6f(a)(2)). 

(10) Option means an agreement, con-
tract or transaction described in Sec-
tion 1a(26) of the Commodity Exchange 
Act (7 U.S.C. 1a(26)). 

(11) Taxpayer identification number is 
defined by section 6109 of the Internal 
Revenue Code of 1986 (26 U.S.C. 6109) 
and the Internal Revenue Service regu-
lations implementing that section (e.g., 
social security number or employer 
identification number). 

(12) U.S. person means: 
(i) A United States citizen; or 
(ii) A person other than an individual 

(such as a corporation, partnership or 
trust) that is established or organized 
under the laws of a State or the United 
States. 

(13) Non-U.S. person means a person 
that is not a U.S. person. 

(b) Customer identification program: 
minimum requirements—(1) In general. 
Each futures commission merchant and 
introducing broker must implement a 
written Customer Identification Pro-
gram (CIP) appropriate for its size and 
business that, at a minimum, includes 
each of the requirements of paragraphs 
(b)(1) through (b)(5) of this section. The 
CIP must be a part of each futures 
commission merchant’s and intro-
ducing broker’s anti-money laundering 
compliance program required under 31 
U.S.C. 5318(h). 

(2) Identity verification procedures. The 
CIP must include risk-based procedures 
for verifying the identity of each cus-
tomer to the extent reasonable and 
practicable. The procedures must en-
able each futures commission mer-
chant and introducing broker to form a 
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reasonable belief that it knows the 
true identity of each customer. The 
procedures must be based on the fu-
tures commission merchant’s or intro-
ducing broker’s assessment of the rel-
evant risks, including those presented 
by the various types of accounts main-
tained, the various methods of opening 
accounts, the various types of identi-
fying information available, and the 
futures commission merchant’s or in-
troducing broker’s size, location and 
customer base. At a minimum, these 
procedures must contain the elements 
described in paragraph (b)(2) of this 
section. 

(i)(A) Customer information required. 
The CIP must include procedures for 
opening an account that specify identi-
fying information that will be obtained 
from each customer. Except as per-
mitted by paragraph (b)(2)(i)(B) of this 
section, each futures commission mer-
chant and introducing broker must ob-
tain, at a minimum, the following in-
formation prior to opening an account: 

(1) Name; 
(2) Date of birth, for an individual; 
(3) Address, which shall be: 
(i) For an individual, a residential or 

business street address; 
(ii) For an individual who does not 

have a residential or business street 
address, an Army Post Office (APO) or 
Fleet Post Office (FPO) box number, or 
the residential or business street ad-
dress of a next of kin or another con-
tact individual; or 

(iii) For a person other than an indi-
vidual (such as a corporation, partner-
ship or trust), a principal place of busi-
ness, local office or other physical lo-
cation; and 

(4) Identification number, which shall 
be: 

(i) For a U.S. person, a taxpayer iden-
tification number; or 

(ii) For a non-U.S. person, one or 
more of the following: a taxpayer iden-
tification number, a passport number 
and country of issuance, an alien iden-
tification card number, or the number 
and country of issuance of any other 
government-issued document evidenc-
ing nationality or residence and bear-
ing a photograph or similar safeguard. 

NOTE TO PARAGRAPH (b)(2)(i)(A)(4)(ii): When 
opening an account for a foreign business or 
enterprise that does not have an identifica-

tion number, the futures commission mer-
chant or introducing broker must request al-
ternative government-issued documentation 
certifying the existence of the business or 
enterprise. 

(B) Exception for persons applying for a 
taxpayer identification number. Instead 
of obtaining a taxpayer identification 
number from a customer prior to open-
ing an account, the CIP may include 
procedures for opening an account for a 
customer that has applied for, but has 
not received, a taxpayer identification 
number. In this case, the CIP must in-
clude procedures to confirm that the 
application was filed before the cus-
tomer opens the account and to obtain 
the taxpayer identification number 
within a reasonable period of time 
after the account is opened. 

(ii) Customer verification. The CIP 
must contain procedures for verifying 
the identity of each customer, using in-
formation obtained in accordance with 
paragraph (b)(2)(i) of this section, with-
in a reasonable time before or after the 
customer’s account is opened. The pro-
cedures must describe when the futures 
commission merchant or introducing 
broker will use documents, non-docu-
mentary methods, or a combination of 
both methods, as described in this 
paragraph (b)(2)(ii). 

(A) Verification through documents. 
For a futures commission merchant or 
introducing broker relying on docu-
ments, the CIP must contain proce-
dures that set forth the documents the 
futures commission merchant or intro-
ducing broker will use. These docu-
ments may include: 

(1) For an individual, an unexpired 
government-issued identification evi-
dencing nationality or residence and 
bearing a photograph or similar safe-
guard, such as a driver’s license or 
passport; and 

(2) For a person other than an indi-
vidual (such as a corporation, partner-
ship or trust), documents showing the 
existence of the entity, such as cer-
tified articles of incorporation, a gov-
ernment-issued business license, a 
partnership agreement, or a trust in-
strument. 

(B) Verification through non-documen-
tary methods. For a futures commission 
merchant or introducing broker rely-
ing on non-documentary methods, the 
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CIP must contain procedures that set 
forth the non-documentary methods 
the futures commission merchant or 
introducing broker will use. 

(1) These methods may include con-
tacting a customer; independently 
verifying the customer’s identity 
through the comparison of information 
provided by the customer with infor-
mation obtained from a consumer re-
porting agency, public database, or 
other source; checking references with 
other financial institutions; or obtain-
ing a financial statement. 

(2) The futures commission mer-
chant’s or introducing broker’s non- 
documentary procedures must address 
situations where an individual is un-
able to present an unexpired govern-
ment-issued identification document 
that bears a photograph or similar 
safeguard; the futures commission mer-
chant or introducing broker is not fa-
miliar with the documents presented; 
the account is opened without obtain-
ing documents; the customer opens the 
account without appearing in person at 
the futures commission merchant or 
introducing broker; and where the fu-
tures commission merchant or intro-
ducing broker is otherwise presented 
with circumstances that increase the 
risk that the futures commission mer-
chant or introducing broker will be un-
able to verify the true identity of a 
customer through documents. 

(C) Additional verification for certain 
customers. The CIP must address situa-
tions where, based on the futures com-
mission merchant’s or introducing bro-
ker’s risk assessment of a new account 
opened by a customer that is not an in-
dividual, the futures commission mer-
chant or introducing broker will obtain 
information about individuals with au-
thority or control over such account in 
order to verify the customer’s identity. 
This verification method applies only 
when the futures commission merchant 
or introducing broker cannot verify the 
customer’s true identity after using 
the verification methods described in 
paragraphs (b)(2)(ii)(A) and (B) of this 
section. 

(iii) Lack of verification. The CIP must 
include procedures for responding to 
circumstances in which the futures 
commission merchant or introducing 
broker cannot form a reasonable belief 

that it knows the true identity of a 
customer. These procedures should de-
scribe: 

(A) When an account should not be 
opened; 

(B) The terms under which a cus-
tomer may conduct transactions while 
the futures commission merchant or 
introducing broker attempts to verify 
the customer’s identity; 

(C) When an account should be closed 
after attempts to verify a customer’s 
identity have failed; and 

(D) When the futures commission 
merchant or introducing broker should 
file a Suspicious Activity Report in ac-
cordance with applicable law and regu-
lation. 

(3) Recordkeeping. The CIP must in-
clude procedures for making and main-
taining a record of all information ob-
tained under procedures implementing 
paragraph (b) of this section. 

(i) Required records. At a minimum, 
the record must include: 

(A) All identifying information about 
a customer obtained under paragraph 
(b)(2)(i) of this section; 

(B) A description of any document 
that was relied on under paragraph 
(b)(2)(ii)(A) of this section noting the 
type of document, any identification 
number contained in the document, the 
place of issuance, and if any, the date 
of issuance and expiration date; 

(C) A description of the methods and 
the results of any measures undertaken 
to verify the identity of a customer 
under paragraphs (b)(2)(ii)(B) and (C) of 
this section; and 

(D) A description of the resolution of 
each substantive discrepancy discov-
ered when verifying the identifying in-
formation obtained. 

(ii) Retention of records. Each futures 
commission merchant and introducing 
broker must retain the records made 
under paragraph (b)(3)(i)(A) of this sec-
tion for five years after the account is 
closed and the records made under 
paragraphs (b)(3)(i)(B), (C), and (D) of 
this section for five years after the 
record is made. In all other respects, 
the records must be maintained pursu-
ant to the provisions of 17 CFR 1.31. 

(4) Comparison with government lists. 
The CIP must include procedures for 
determining whether a customer ap-
pears on any list of known or suspected 
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terrorists or terrorist organizations 
issued by any Federal government 
agency and designated as such by 
Treasury in consultation with the Fed-
eral functional regulators. The proce-
dures must require the futures commis-
sion merchant or introducing broker to 
make such a determination within a 
reasonable period of time after the ac-
count is opened, or earlier if required 
by another Federal law or regulation 
or Federal directive issued in connec-
tion with the applicable list. The pro-
cedures also must require the futures 
commission merchant or introducing 
broker to follow all Federal directives 
issued in connection with such lists. 

(5)(i) Customer notice. The CIP must 
include procedures for providing cus-
tomers with adequate notice that the 
futures commission merchant or intro-
ducing broker is requesting informa-
tion to verify their identities. 

(ii) Adequate notice. Notice is ade-
quate if the futures commission mer-
chant or introducing broker generally 
describes the identification require-
ments of this section and provides such 
notice in a manner reasonably designed 
to ensure that a customer is able to 
view the notice, or is otherwise given 
notice, before opening an account. For 
example, depending upon the manner 
in which the account is opened, a fu-
tures commission merchant or intro-
ducing broker may post a notice in the 
lobby or on its Web site, include the 
notice on its account applications or 
use any other form of written or oral 
notice. 

(iii) Sample notice. If appropriate, a 
futures commission merchant or intro-
ducing broker may use the following 
sample language to provide notice to 
its customers: 

IMPORTANT INFORMATION ABOUT PROCEDURES 
FOR OPENING A NEW ACCOUNT 

To help the government fight the funding 
of terrorism and money laundering activi-
ties, Federal law requires all financial insti-
tutions to obtain, verify, and record informa-
tion that identifies each person who opens an 
account. 

What this means for you: When you open 
an account, we will ask for your name, ad-
dress, date of birth and other information 
that will allow us to identify you. We may 
also ask to see your driver’s license or other 
identifying documents. 

(6) Reliance on another financial insti-
tution. The CIP may include procedures 
specifying when the futures commis-
sion merchant or introducing broker 
will rely on the performance by an-
other financial institution (including 
an affiliate) of any procedures of its 
CIP, with respect to any customer of 
the futures commission merchant or 
introducing broker that is opening an 
account, or has established an account 
or similar business relationship with 
the other financial institution to pro-
vide or engage in services, dealings, or 
other financial transactions, provided 
that: 

(i) Such reliance is reasonable under 
the circumstances; 

(ii) The other financial institution is 
subject to a rule implementing 31 
U.S.C. 5318(h), and is regulated by a 
Federal functional regulator; and 

(iii) The other financial institution 
enters into a contract requiring it to 
certify annually to the futures com-
mission merchant or introducing 
broker that it has implemented its 
anti-money laundering program, and 
that it will perform (or its agent will 
perform) specified requirements of the 
futures commission merchant’s or in-
troducing broker’s CIP. 

(c) Exemptions. The Commission, with 
the concurrence of the Secretary, may 
by order or regulation exempt any fu-
tures commission merchant or intro-
ducing broker that registers with the 
Commission or any type of account 
from the requirements of this section. 
In issuing such exemptions, the Com-
mission and the Secretary shall con-
sider whether the exemption is con-
sistent with the purposes of the Bank 
Secrecy Act, and in the public interest, 
and may consider other necessary and 
appropriate factors. 

(d) Other requirements unaffected. 
Nothing in this section relieves a fu-
tures commission merchant or intro-
ducing broker of its obligation to com-
ply with any other provision of this 
part, including provisions concerning 
information that must be obtained, 
verified, or maintained in connection 
with any account or transaction. 

[68 FR 25160, May 9, 2003] 
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§ 103.125 Anti-money laundering pro-
grams for money services busi-
nesses. 

(a) Each money services business, as 
defined by § 103.11(uu), shall develop, 
implement, and maintain an effective 
anti-money laundering program. An ef-
fective anti-money laundering program 
is one that is reasonably designed to 
prevent the money services business 
from being used to facilitate money 
laundering and the financing of ter-
rorist activities. 

(b) The program shall be commensu-
rate with the risks posed by the loca-
tion and size of, and the nature and 
volume of the financial services pro-
vided by, the money services business. 

(c) The program shall be in writing, 
and a money services business shall 
make copies of the anti-money laun-
dering program available for inspection 
to the Department of the Treasury 
upon request. 

(d) At a minimum, the program shall: 
(1) Incorporate policies, procedures, 

and internal controls reasonably de-
signed to assure compliance with this 
part. 

(i) Policies, procedures, and internal 
controls developed and implemented 
under this section shall include provi-
sions for complying with the require-
ments of this part including, to the ex-
tent applicable to the money services 
business, requirements for: 

(A) Verifying customer identifica-
tion; 

(B) Filing reports; 
(C) Creating and retaining records; 

and 
(D) Responding to law enforcement 

requests. 
(ii) Money services businesses that 

have automated data processing sys-
tems should integrate their compliance 
procedures with such systems. 

(iii) A person that is a money serv-
ices business solely because it is an 
agent for another money services busi-
ness as set forth in § 103.41(a)(2), and 
the money services business for which 
it serves as agent, may by agreement 
allocate between them responsibility 
for development of policies, procedures, 
and internal controls required by this 
paragraph (d)(1). Each money services 
business shall remain solely respon-
sible for implementation of the re-

quirements set forth in this section, 
and nothing in this paragraph (d)(1) re-
lieves any money services business 
from its obligation to establish and 
maintain an effective anti-money laun-
dering program. 

(2) Designate a person to assure day 
to day compliance with the program 
and this part. The responsibilities of 
such person shall include assuring 
that: 

(i) The money services business prop-
erly files reports, and creates and re-
tains records, in accordance with appli-
cable requirements of this part; 

(ii) The compliance program is up-
dated as necessary to reflect current 
requirements of this part, and related 
guidance issued by the Department of 
the Treasury; and 

(iii) The money services business pro-
vides appropriate training and edu-
cation in accordance with paragraph 
(d)(3) of this section. 

(3) Provide education and/or training 
of appropriate personnel concerning 
their responsibilities under the pro-
gram, including training in the detec-
tion of suspicious transactions to the 
extent that the money services busi-
ness is required to report such trans-
actions under this part. 

(4) Provide for independent review to 
monitor and maintain an adequate pro-
gram. The scope and frequency of the 
review shall be commensurate with the 
risk of the financial services provided 
by the money services business. Such 
review may be conducted by an officer 
or employee of the money services 
business so long as the reviewer is not 
the person designated in paragraph 
(d)(2) of this section. 

(e) Effective date. A money services 
business must develop and implement 
an anti-money laundering program 
that complies with the requirements of 
this section on or before the later of 
July 24, 2002, and the end of the 90-day 
period beginning on the day following 
the date the business is established. 

[67 FR 21116, Apr. 29, 2002] 

§ 103.130 Anti-money laundering pro-
grams for mutual funds. 

(a) For purposes of this section mu-
tual fund means an ‘‘investment com-
pany’’ (as that term is defined in sec-
tion 3 of the Investment Company Act 
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(15 U.S.C. (15 U.S.C. 80a–3)) that is an 
‘‘open-end company’’ (as that term is 
defined in section 5 of the Investment 
Company Act (15 U.S.C. 80a–5)) reg-
istered or required to register with the 
Commission under section 8 of the In-
vestment Company Act (15 U.S.C. 80a– 
8). 

(b) Effective July 24, 2002, each mu-
tual fund shall develop and implement 
a written anti-money laundering pro-
gram reasonably designed to prevent 
the mutual fund from being used for 
money laundering or the financing of 
terrorist activities and to achieve and 
monitor compliance with the applica-
ble requirements of the Bank Secrecy 
Act (31 U.S.C. 5311, et seq.), and the im-
plementing regulations promulgated 
thereunder by the Department of the 
Treasury. Each mutual fund’s anti- 
money laundering program must be ap-
proved in writing by its board of direc-
tors or trustees. A mutual fund shall 
make its anti-money laundering pro-
gram available for inspection by the 
Commission. 

(c) The anti-money laundering pro-
gram shall at a minimum: 

(1) Establish and implement policies, 
procedures, and internal controls rea-
sonably designed to prevent the mutual 
fund from being used for money laun-
dering or the financing of terrorist ac-
tivities and to achieve compliance with 
the applicable provisions of the Bank 
Secrecy Act and the implementing reg-
ulations thereunder; 

(2) Provide for independent testing 
for compliance to be conducted by the 
mutual fund’s personnel or by a quali-
fied outside party; 

(3) Designate a person or persons re-
sponsible for implementing and moni-
toring the operations and internal con-
trols of the program; and 

(4) Provide ongoing training for ap-
propriate persons. 

[67 FR 21121, Apr. 29, 2002, as amended at 75 
FR 19245, Apr. 14, 2010] 

§ 103.131 Customer identification pro-
grams for mutual funds. 

(a) Definitions. For purposes of this 
section: 

(1)(i) Account means any contractual 
or other business relationship between 
a person and a mutual fund established 
to effect transactions in securities 

issued by the mutual fund, including 
the purchase or sale of securities. 

(ii) Account does not include: 
(A) An account that a mutual fund 

acquires through any acquisition, 
merger, purchase of assets, or assump-
tion of liabilities; or 

(B) An account opened for the pur-
pose of participating in an employee 
benefit plan established under the Em-
ployee Retirement Income Security 
Act of 1974. 

(2)(i) Customer means: 
(A) A person that opens a new ac-

count; and 
(B) An individual who opens a new 

account for: 
(1) An individual who lacks legal ca-

pacity, such as a minor; or 
(2) An entity that is not a legal per-

son, such as a civic club. 
(ii) Customer does not include: 
(A) A financial institution regulated 

by a federal functional regulator or a 
bank regulated by a state bank regu-
lator; 

(B) A person described in 
§ 103.22(d)(2)(ii) through (iv); or 

(C) A person that has an existing ac-
count with the mutual fund, provided 
that the mutual fund has a reasonable 
belief that it knows the true identity 
of the person. 

(3) Federal functional regulator is de-
fined at § 103.120(a)(2). 

(4) Financial institution is defined at 
31 U.S.C. 5312(a)(2) and (c)(1). 

(5) Mutual fund means an ‘‘invest-
ment company’’ (as the term is defined 
in section 3 of the Investment Com-
pany Act (15 U.S.C. 80a–3)) that is an 
‘‘open-end company’’ (as that term is 
defined in section 5 of the Investment 
Company Act (15 U.S.C. 80a–5)) that is 
registered or is required to register 
with the Commission under section 8 of 
the Investment Company Act (15 U.S.C. 
80a–8). 

(6) Non-U.S. person means a person 
that is not a U.S. person. 

(7) Taxpayer identification number is 
defined by section 6109 of the Internal 
Revenue Code of 1986 (26 U.S.C. 6109) 
and Internal Revenue Service regula-
tions implementing that section (e.g., 
social security number or employer 
identification number). 

(8) U.S. person means: 
(i) A United States citizen; or 
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(ii) A person other than an individual 
(such as a corporation, partnership or 
trust), that is established or organized 
under the laws of a State or the United 
States. 

(b) Customer identification program: 
minimum requirements—(1) In general. A 
mutual fund must implement a written 
Customer Identification Program 
(‘‘CIP’’) appropriate for its size and 
type of business that, at a minimum, 
includes each of the requirements of 
paragraphs (b)(1) through (5) of this 
section. The CIP must be a part of the 
mutual fund’s anti-money laundering 
program required under the regulations 
implementing 31 U.S.C. 5318(h). 

(2) Identity verification procedures. The 
CIP must include risk-based procedures 
for verifying the identity of each cus-
tomer to the extent reasonable and 
practicable. The procedures must en-
able the mutual fund to form a reason-
able belief that it knows the true iden-
tity of each customer. The procedures 
must be based on the mutual fund’s as-
sessment of the relevant risks, includ-
ing those presented by the manner in 
which accounts are opened, fund shares 
are distributed, and purchases, sales 
and exchanges are effected, the various 
types of accounts maintained by the 
mutual fund, the various types of iden-
tifying information available, and the 
mutual fund’s customer base. At a min-
imum, these procedures must contain 
the elements described in this para-
graph (b)(2). 

(i) Customer information required—(A) 
In general. The CIP must contain proce-
dures for opening an account that 
specify the identifying information 
that will be obtained with respect to 
each customer. Except as permitted by 
paragraph (b)(2)(i)(B) of this section, a 
mutual fund must obtain, at a min-
imum, the following information prior 
to opening an account: 

(1) Name; 
(2) Date of birth, for an individual; 
(3) Address, which shall be: 
(i) For an individual, a residential or 

business street address; 
(ii) For an individual who does not 

have a residential or business street 
address, an Army Post Office (APO) or 
Fleet Post Office (FPO) box number, or 
the residential or business street ad-

dress of next of kin or of another con-
tact individual; or 

(iii) For a person other than an indi-
vidual (such as a corporation, partner-
ship, or trust), a principal place of 
business, local office or other physical 
location; and 

(4) Identification number, which shall 
be: 

(i) For a U.S. person, a taxpayer iden-
tification number; or 

(ii) For a non-U.S. person, one or 
more of the following: a taxpayer iden-
tification number; passport number 
and country of issuance; alien identi-
fication card number; or number and 
country of issuance of any other gov-
ernment-issued document evidencing 
nationality or residence and bearing a 
photograph or similar safeguard. 

NOTE TO PARAGRAPH (b)(2)(i)(A)(4)(ii): When 
opening an account for a foreign business or 
enterprise that does not have an identifica-
tion number, the mutual fund must request 
alternative government-issued documenta-
tion certifying the existence of the business 
or enterprise. 

(B) Exception for persons applying for a 
taxpayer identification number. Instead 
of obtaining a taxpayer identification 
number from a customer prior to open-
ing an account, the CIP may include 
procedures for opening an account for a 
person that has applied for, but has not 
received, a taxpayer identification 
number. In this case, the CIP must in-
clude procedures to confirm that the 
application was filed before the person 
opens the account and to obtain the 
taxpayer identification number within 
a reasonable period of time after the 
account is opened. 

(ii) Customer verification. The CIP 
must contain procedures for verifying 
the identity of the customer, using the 
information obtained in accordance 
with paragraph (b)(2)(i) of this section, 
within a reasonable time after the ac-
count is opened. The procedures must 
describe when the mutual fund will use 
documents, non-documentary methods, 
or a combination of both methods as 
described in this paragraph (b)(2)(ii). 

(A) Verification through documents. 
For a mutual fund relying on docu-
ments, the CIP must contain proce-
dures that set forth the documents 
that the mutual fund will use. These 
documents may include: 
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(1) For an individual, unexpired gov-
ernment-issued identification evidenc-
ing nationality or residence and bear-
ing a photograph or similar safeguard, 
such as a driver’s license or passport; 
and 

(2) For a person other than an indi-
vidual (such as a corporation, partner-
ship, or trust), documents showing the 
existence of the entity, such as cer-
tified articles of incorporation, a gov-
ernment-issued business license, a 
partnership agreement, or trust instru-
ment. 

(B) Verification through non-documen-
tary methods. For a mutual fund relying 
on non-documentary methods, the CIP 
must contain procedures that describe 
the non-documentary methods the mu-
tual fund will use. 

(1) These methods may include con-
tacting a customer; independently 
verifying the customer’s identity 
through the comparison of information 
provided by the customer with infor-
mation obtained from a consumer re-
porting agency, public database, or 
other source; checking references with 
other financial institutions; and ob-
taining a financial statement. 

(2) The mutual fund’s non-documen-
tary procedures must address situa-
tions where an individual is unable to 
present an unexpired government- 
issued identification document that 
bears a photograph or similar safe-
guard; the mutual fund is not familiar 
with the documents presented; the ac-
count is opened without obtaining doc-
uments; the customer opens the ac-
count without appearing in person; and 
where the mutual fund is otherwise 
presented with circumstances that in-
crease the risk that the mutual fund 
will be unable to verify the true iden-
tity of a customer through documents. 

(C) Additional verification for certain 
customers. The CIP must address situa-
tions where, based on the mutual 
fund’s risk assessment of a new ac-
count opened by a customer that is not 
an individual, the mutual fund will ob-
tain information about individuals 
with authority or control over such ac-
count, including persons authorized to 
effect transactions in the shareholder 
of record’s account, in order to verify 
the customer’s identity. This 
verification method applies only when 

the mutual fund cannot verify the cus-
tomer’s true identity using the 
verification methods described in para-
graphs (b)(2)(ii)(A) and (B) of this sec-
tion. 

(iii) Lack of verification. The CIP must 
include procedures for responding to 
circumstances in which the mutual 
fund cannot form a reasonable belief 
that it knows the true identity of a 
customer. These procedures should de-
scribe: 

(A) When the mutual fund should not 
open an account; 

(B) The terms under which a cus-
tomer may use an account while the 
mutual fund attempts to verify the 
customer’s identity; 

(C) When the mutual fund should file 
a Suspicious Activity Report in accord-
ance with applicable law and regula-
tion; and 

(D) When the mutual fund should 
close an account, after attempts to 
verify a customer’s identity have 
failed. 

(3) Recordkeeping. The CIP must in-
clude procedures for making and main-
taining a record of all information ob-
tained under paragraph (b) of this sec-
tion. 

(i) Required records. At a minimum, 
the record must include: 

(A) All identifying information about 
a customer obtained under paragraph 
(b)(2)(i) of this section; 

(B) A description of any document 
that was relied on under paragraph 
(b)(2)(ii)(A) of this section noting the 
type of document, any identification 
number contained in the document, the 
place of issuance, and if any, the date 
of issuance and expiration date; 

(C) A description of the methods and 
the results of any measures undertaken 
to verify the identity of the customer 
under paragraph (b)(2)(ii)(B) or (C) of 
this section; and 

(D) A description of the resolution of 
any substantive discrepancy discovered 
when verifying the identifying infor-
mation obtained. 

(ii) Retention of records. The mutual 
fund must retain the information in 
paragraph (b)(3)(i)(A) of this section for 
five years after the date the account is 
closed. The mutual fund must retain 
the information in paragraphs 
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(b)(3)(i)(B), (C), and (D) of this section 
for five years after the record is made. 

(4) Comparison with government lists. 
The CIP must include procedures for 
determining whether the customer ap-
pears on any list of known or suspected 
terrorists or terrorist organizations 
issued by any federal government agen-
cy and designated as such by the De-
partment of the Treasury in consulta-
tion with the federal functional regu-
lators. The procedures must require 
the mutual fund to make such a deter-
mination within a reasonable period of 
time after the account is opened, or 
earlier, if required by another federal 
law or regulation or federal directive 
issued in connection with the applica-
ble list. The procedures must also re-
quire the mutual fund to follow all fed-
eral directives issued in connection 
with such lists. 

(5)(i) Customer notice. The CIP must 
include procedures for providing mu-
tual fund customers with adequate no-
tice that the mutual fund is requesting 
information to verify their identities. 

(ii) Adequate notice. Notice is ade-
quate if the mutual fund generally de-
scribes the identification requirements 
of this section and provides the notice 
in a manner reasonably designed to en-
sure that a customer is able to view 
the notice, or is otherwise given notice, 
before opening an account. For exam-
ple, depending on the manner in which 
the account is opened, a mutual fund 
may post a notice on its website, in-
clude the notice on its account applica-
tions, or use any other form of written 
or oral notice. 

(iii) Sample notice. If appropriate, a 
mutual fund may use the following 
sample language to provide notice to 
its customers: 

IMPORTANT INFORMATION ABOUT PRO-
CEDURES FOR OPENING A NEW AC-
COUNT 

To help the government fight the funding 
of terrorism and money laundering activi-
ties, Federal law requires all financial insti-
tutions to obtain, verify, and record informa-
tion that identifies each person who opens an 
account. 

What this means for you: When you open 
an account, we will ask for your name, ad-
dress, date of birth, and other information 
that will allow us to identify you. We may 
also ask to see your driver’s license or other 
identifying documents. 

(6) Reliance on other financial institu-
tions. The CIP may include procedures 
specifying when a mutual fund will 
rely on the performance by another fi-
nancial institution (including an affil-
iate) of any procedures of the mutual 
fund’s CIP, with respect to any cus-
tomer of the mutual fund that is open-
ing, or has opened, an account or has 
established a similar formal business 
relationship with the other financial 
institution to provide or engage in 
services, dealings, or other financial 
transactions, provided that: 

(i) Such reliance is reasonable under 
the circumstances; 

(ii) The other financial institution is 
subject to a rule implementing 31 
U.S.C. 5318(h) and is regulated by a fed-
eral functional regulator; and 

(iii) The other financial institution 
enters into a contract requiring it to 
certify annually to the mutual fund 
that it has implemented its anti-money 
laundering program, and that it (or its 
agent) will perform the specific re-
quirements of the mutual fund’s CIP. 

(c) Exemptions. The Commission, with 
the concurrence of the Secretary, may, 
by order or regulation, exempt any mu-
tual fund or type of account from the 
requirements of this section. The Com-
mission and the Secretary shall con-
sider whether the exemption is con-
sistent with the purposes of the Bank 
Secrecy Act and is in the public inter-
est, and may consider other appro-
priate factors. 

(d) Other requirements unaffected. 
Nothing in this section relieves a mu-
tual fund of its obligation to comply 
with any other provision in this part, 
including provisions concerning infor-
mation that must be obtained, verified, 
or maintained in connection with any 
account or transaction. 

[68 FR 25147, May 9, 2003] 

§ 103.135 Anti-money laundering pro-
grams for operators of credit card 
systems. 

(a) Definitions. For purposes of this 
section: 

(1) Operator of a credit card system 
means any person doing business in the 
United States that operates a system 
for clearing and settling transactions 
in which the operator’s credit card, 
whether acting as a credit or debit 
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card, is used to purchase goods or serv-
ices or to obtain a cash advance. To 
fall within this definition, the operator 
must also have authorized another per-
son (whether located in the United 
States or not) to be an issuing or ac-
quiring institution for the operator’s 
credit card. 

(2) Issuing institution means a person 
authorized by the operator of a credit 
card system to issue the operator’s 
credit card. 

(3) Acquiring institution means a per-
son authorized by the operator of a 
credit card system to contract, directly 
or indirectly, with merchants or other 
persons to process transactions, includ-
ing cash advances, involving the opera-
tor’s credit card. 

(4) Operator’s credit card means a 
credit card capable of being used in the 
United States that: 

(i) Has been issued by an issuing in-
stitution; and 

(ii) Can be used in the operator’s 
credit card system. 

(5) Credit card has the same meaning 
as in 15 U.S.C. 1602(k). It includes 
charge cards as defined in 12 CFR 
226.2(15). 

(6) Foreign bank means any organiza-
tion that is organized under the laws of 
a foreign country; engages in the busi-
ness of banking; is recognized as a 
bank by the bank supervisory or mone-
tary authority of the country of its or-
ganization or the country of its prin-
cipal banking operations; and receives 
deposits in the regular course of its 
business. For purposes of this defini-
tion: 

(i) The term foreign bank includes a 
branch of a foreign bank in a territory 
of the United States, Puerto Rico, 
Guam, American Samoa, or the U.S. 
Virgin Islands. 

(ii) The term foreign bank does not 
include: 

(A) A U.S. agency or branch of a for-
eign bank; and 

(B) An insured bank organized under 
the laws of a territory of the United 
States, Puerto Rico, Guam, American 
Samoa, or the U.S. Virgin Islands. 

(b) Anti-money laundering program re-
quirement. Effective July 24, 2002, each 
operator of a credit card system shall 
develop and implement a written anti- 
money laundering program reasonably 

designed to prevent the operator of a 
credit card system from being used to 
facilitate money laundering and the fi-
nancing of terrorist activities. The pro-
gram must be approved by senior man-
agement. Operators of credit card sys-
tems must make their anti-money 
laundering programs available to the 
Department of the Treasury or the ap-
propriate Federal regulator for review. 

(c) Minimum requirements. At a min-
imum, the program must: 

(1) Incorporate policies, procedures, 
and internal controls designed to en-
sure the following: 

(i) That the operator does not au-
thorize, or maintain authorization for, 
any person to serve as an issuing or ac-
quiring institution without the oper-
ator taking appropriate steps, based 
upon the operator’s money laundering 
or terrorist financing risk assessment, 
to guard against that person issuing 
the operator’s credit card or acquiring 
merchants who accept the operator’s 
credit card in circumstances that fa-
cilitate money laundering or the fi-
nancing of terrorist activities; 

(ii) For purposes of making the risk 
assessment required by paragraph 
(c)(1)(i) of this section, the following 
persons are presumed to pose a height-
ened risk of money laundering or ter-
rorist financing when evaluating 
whether and under what circumstances 
to authorize, or to maintain authoriza-
tion for, any such person to serve as an 
issuing or acquiring institution: 

(A) A foreign shell bank that is not a 
regulated affiliate, as those terms are 
defined in 31 CFR 104.10(e) and (j); 

(B) A person appearing on the Spe-
cially Designated Nationals List issued 
by Treasury’s Office of Foreign Assets 
Control; 

(C) A person located in, or operating 
under a license issued by, a jurisdiction 
whose government has been identified 
by the Department of State as a spon-
sor of international terrorism under 22 
U.S.C. 2371; 

(D) A foreign bank operating under 
an offshore banking license, other than 
a branch of a foreign bank if such for-
eign bank has been found by the Board 
of Governors of the Federal Reserve 
System under the Bank Holding Com-
pany Act (12 U.S.C. 1841, et seq.) or the 
International Banking Act (12 U.S.C. 
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3101, et seq.) to be subject to com-
prehensive supervision or regulation on 
a consolidated basis by the relevant su-
pervisors in that jurisdiction; 

(E) A person located in, or operating 
under a license issued by, a jurisdiction 
that has been designated as non-
cooperative with international anti- 
money laundering principles or proce-
dures by an intergovernmental group 
or organization of which the United 
States is a member, with which des-
ignation the United States representa-
tive to the group or organization con-
curs; and 

(F) A person located in, or operating 
under a license issued by, a jurisdiction 
that has been designated by the Sec-
retary of the Treasury pursuant to 31 
U.S.C. 5318A as warranting special 
measures due to money laundering con-
cerns; 

(iii) That the operator is in compli-
ance with all applicable provisions of 
subchapter II of chapter 53 of title 31, 
United States Code and this part; 

(2) Designate a compliance officer 
who will be responsible for assuring 
that: 

(i) The anti-money laundering pro-
gram is implemented effectively; 

(ii) The anti-money laundering pro-
gram is updated as necessary to reflect 
changes in risk factors or the risk as-
sessment, current requirements of part 
103, and further guidance issued by the 
Department of the Treasury; and 

(iii) Appropriate personnel are 
trained in accordance with paragraph 
(c)(3) of this section; 

(3) Provide for education and training 
of appropriate personnel concerning 
their responsibilities under the pro-
gram; and 

(4) Provide for an independent audit 
to monitor and maintain an adequate 
program. The scope and frequency of 
the audit shall be commensurate with 
the risks posed by the persons author-
ized to issue or accept the operator’s 
credit card. Such audit may be con-
ducted by an officer or employee of the 
operator, so long as the reviewer is not 
the person designated in paragraph 
(c)(2) of this section or a person in-
volved in the operation of the program. 

[67 FR 21126, Apr. 29, 2002] 

§ 103.137 Anti-money laundering pro-
grams for insurance companies. 

(a) Definitions. For purposes of this 
section: 

(1) Annuity contract means any agree-
ment between the insurer and the con-
tract owner whereby the insurer prom-
ises to pay out a fixed or variable in-
come stream for a period of time. 

(2) Bank has the same meaning as 
provided in § 103.11(c). 

(3) Broker-dealer in securities has the 
same meaning as provided in § 103.11(f). 

(4) Covered product means: 
(i) A permanent life insurance policy, 

other than a group life insurance pol-
icy; 

(ii) An annuity contract, other than 
a group annuity contract; and 

(iii) Any other insurance product 
with features of cash value or invest-
ment. 

(5) Group annuity contract means a 
master contract providing annuities to 
a group of persons under a single con-
tract. 

(6) Group life insurance policy means 
any life insurance policy under which a 
number of persons and their depend-
ents, if appropriate, are insured under 
a single policy. 

(7) Insurance agent means a sales and/ 
or service representative of an insur-
ance company. The term ‘‘insurance 
agent’’ encompasses any person that 
sells, markets, distributes, or services 
an insurance company’s covered prod-
ucts, including, but not limited to, a 
person who represents only one insur-
ance company, a person who represents 
more than one insurance company, and 
a bank or broker-dealer in securities 
that sells any covered product of an in-
surance company. 

(8) Insurance broker means a person 
who, by acting as the customer’s rep-
resentative, arranges and/or services 
covered products on behalf of the cus-
tomer. 

(9) Insurance company or insurer. (i) 
Except as provided in paragraph 
(a)(9)(ii) of this section, the term ‘‘in-
surance company’’ or ‘‘insurer’’ means 
any person engaged within the United 
States as a business in the issuing or 
underwriting of any covered product. 

(ii) The term ‘‘insurance company’’ 
or ‘‘insurer’’ does not include an insur-
ance agent or insurance broker. 
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(10) Permanent life insurance policy 
means an agreement that contains a 
cash value or investment element and 
that obligates the insurer to indemnify 
or to confer a benefit upon the insured 
or beneficiary to the agreement contin-
gent upon the death of the insured. 

(11) Person has the same meaning as 
provided in § 103.11(z). 

(12) United States has the same mean-
ing as provided in § 103.11(nn). 

(b) Anti-money laundering program re-
quirements for insurance companies. Not 
later than May 2, 2006, each insurance 
company shall develop and implement 
a written anti-money laundering pro-
gram applicable to its covered products 
that is reasonably designed to prevent 
the insurance company from being used 
to facilitate money laundering or the 
financing of terrorist activities. The 
program must be approved by senior 
management. An insurance company 
shall make a copy of its anti-money 
laundering program available to the 
Department of the Treasury, the Fi-
nancial Crimes Enforcement Network, 
or their designee upon request. 

(c) Minimum requirements. At a min-
imum, the program required by para-
graph (b) of this section shall: 

(1) Incorporate policies, procedures, 
and internal controls based upon the 
insurance company’s assessment of the 
money laundering and terrorist financ-
ing risks associated with its covered 
products. Policies, procedures, and in-
ternal controls developed and imple-
mented by an insurance company 
under this section shall include provi-
sions for complying with the applicable 
requirements of subchapter II of chap-
ter 53 of title 31, United States Code 
and this part, integrating the com-
pany’s insurance agents and insurance 
brokers into its anti-money laundering 
program, and obtaining all relevant 
customer-related information nec-
essary for an effective anti-money 
laundering program. 

(2) Designate a compliance officer 
who will be responsible for ensuring 
that: 

(i) The anti-money laundering pro-
gram is implemented effectively, in-
cluding monitoring compliance by the 
company’s insurance agents and insur-
ance brokers with their obligations 
under the program; 

(ii) The anti-money laundering pro-
gram is updated as necessary; and 

(iii) Appropriate persons are edu-
cated and trained in accordance with 
paragraph (c)(3) of this section. 

(3) Provide for on-going training of 
appropriate persons concerning their 
responsibilities under the program. An 
insurance company may satisfy this re-
quirement with respect to its employ-
ees, insurance agents, and insurance 
brokers by directly training such per-
sons or verifying that persons have re-
ceived training by another insurance 
company or by a competent third party 
with respect to the covered products 
offered by the insurance company. 

(4) Provide for independent testing to 
monitor and maintain an adequate pro-
gram, including testing to determine 
compliance of the company’s insurance 
agents and insurance brokers with 
their obligations under the program. 
The scope and frequency of the testing 
shall be commensurate with the risks 
posed by the insurance company’s cov-
ered products. Such testing may be 
conducted by a third party or by any 
officer or employee of the insurance 
company, other than the person des-
ignated in paragraph (c)(2) of this sec-
tion. 

(d) Anti-money laundering program re-
quirements for insurance companies reg-
istered or required to register with the Se-
curities and Exchange Commission as 
broker-dealers in securities. An insurance 
company that is registered or required 
to register with the Securities and Ex-
change Commission as a broker-dealer 
in securities shall be deemed to have 
satisfied the requirements of this sec-
tion for its broker-dealer activities to 
the extent that the company is re-
quired to establish and has established 
an anti-money laundering program 
pursuant to § 103.120 and complies with 
such program. 

(e) Compliance. Compliance with this 
section shall be examined by the De-
partment of the Treasury, through the 
Financial Crimes Enforcement Net-
work or its delegees, under the terms 
of the Bank Secrecy Act. Failure to 
comply with the requirements of this 
section may constitute a violation of 
the Bank Secrecy Act and of this part. 

[70 FR 66760, Nov. 3, 2005] 
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§ 103.140 Anti-money laundering pro-
grams for dealers in precious met-
als, precious stones, or jewels. 

(a) Definitions. For purposes of this 
section: 

(1) Covered goods means: 
(i) Jewels (as defined in paragraph 

(a)(3) of this section); 
(ii) Precious metals (as defined in 

paragraph (a)(4) of this section); 
(iii) Precious stones (as defined in 

paragraph (a)(5) of this section); and 
(iv) Finished goods (including, but 

not limited to, jewelry, numismatic 
items, and antiques), that derive 50 
percent or more of their value from 
jewels, precious metals, or precious 
stones contained in or attached to such 
finished goods; 

(2) Dealer. (i) Except as provided in 
paragraphs (a)(2)(ii) and (a)(2)(iii) of 
this section, the term ‘‘dealer’’ means 
a person engaged within the United 
States as a business in the purchase 
and sale of covered goods and who, dur-
ing the prior calendar or tax year: 

(A) Purchased more than $50,000 in 
covered goods; and 

(B) Received more than $50,000 in 
gross proceeds from the sale of covered 
goods. 

(ii) For purposes of this section, the 
term ‘‘dealer’’ does not include: 

(A) A retailer (as defined in para-
graph (a)(7) of this section), unless the 
retailer, during the prior calendar or 
tax year, purchased more than $50,000 
in covered goods from persons other 
than dealers or other retailers (such as 
members of the general public or for-
eign sources of supply); or 

(B) A person licensed or authorized 
under the laws of any State (or polit-
ical subdivision thereof) to conduct 
business as a pawnbroker, but only to 
the extent such person is engaged in 
pawn transactions (including the sale 
of pawn loan collateral). 

(iii) For purposes of paragraph (a)(2) 
of this section, the terms ‘‘purchase’’ 
and ‘‘sale’’ do not include a retail 
transaction in which a retailer or a 
dealer accepts from a customer covered 
goods, the value of which the retailer 
or dealer credits to the account of the 
customer, and the retailer or dealer 
does not provide funds to the customer 
in exchange for such covered goods. 

(iv) For purposes of paragraphs (a)(2) 
and (b) of this section, the terms ‘‘pur-
chase’’ and ‘‘sale’’ do not include the 
purchase of jewels, precious metals, or 
precious stones that are incorporated 
into machinery or equipment to be 
used for industrial purposes, and the 
purchase and sale of such machinery or 
equipment. 

(v) For purposes of applying the 
$50,000 thresholds in paragraphs (a)(2)(i) 
and (a)(2)(ii)(A) of this section to fin-
ished goods defined in paragraph 
(a)(1)(iv) of this section, only the value 
of jewels, precious metals, or precious 
stones contained in, or attached to, 
such goods shall be taken into account. 

(3) Jewel means an organic substance 
with gem quality market-recognized 
beauty, rarity, and value, and includes 
pearl, amber, and coral. 

(4) Precious metal means: 
(i) Gold, iridium, osmium, palladium, 

platinum, rhodium, ruthenium, or sil-
ver, having a level of purity of 500 or 
more parts per thousand; and 

(ii) An alloy containing 500 or more 
parts per thousand, in the aggregate, of 
two or more of the metals listed in 
paragraph (a)(3)(i) of this section. 

(5) Precious stone means a substance 
with gem quality market-recognized 
beauty, rarity, and value, and includes 
diamond, corundum (including rubies 
and sapphires), beryl (including emer-
alds and aquamarines), chrysoberyl, 
spinel, topaz, zircon, tourmaline, gar-
net, crystalline and cryptocrystalline 
quartz, olivine peridot, tanzanite, 
jadeite jade, nephrite jade, spodumene, 
feldspar, turquoise, lapis lazuli, and 
opal. 

(6) Person shall have the same mean-
ing as provided in § 103.11(z). 

(7) Retailer means a person engaged 
within the United States in the busi-
ness of sales primarily to the public of 
covered goods. 

(b) Anti-money laundering program re-
quirement. (1) Each dealer shall develop 
and implement a written anti-money 
laundering program reasonably de-
signed to prevent the dealer from being 
used to facilitate money laundering 
and the financing of terrorist activities 
through the purchase and sale of cov-
ered goods. The program must be ap-
proved by senior management. A dealer 
shall make its anti-money laundering 
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program available to the Department 
of Treasury through FinCEN or its des-
ignee upon request. 

(2) To the extent that a retailer’s 
purchases from persons other than 
dealers and other retailers exceeds the 
$50,000 threshold contained in para-
graph (a)(2)(ii)(A), the anti-money 
laundering compliance program re-
quired of the retailer under this para-
graph need only address such pur-
chases. 

(c) Minimum requirements. At a min-
imum, the anti-money laundering pro-
gram shall: 

(1) Incorporate policies, procedures, 
and internal controls based upon the 
dealer’s assessment of the money laun-
dering and terrorist financing risks as-
sociated with its line(s) of business. 
Policies, procedures, and internal con-
trols developed and implemented by a 
dealer under this section shall include 
provisions for complying with the ap-
plicable requirements of the Bank Se-
crecy Act (31 U.S.C. 5311 et seq.), and 
this part. 

(i) For purposes of making the risk 
assessment required by paragraph (c)(1) 
of this section, a dealer shall take into 
account all relevant factors including, 
but not limited to: 

(A) The type(s) of products the dealer 
buys and sells, as well as the nature of 
the dealer’s customers, suppliers, dis-
tribution channels, and geographic lo-
cations; 

(B) The extent to which the dealer 
engages in transactions other than 
with established customers or sources 
of supply, or other dealers subject to 
this rule; and 

(C) Whether the dealer engages in 
transactions for which payment or ac-
count reconciliation is routed to or 
from accounts located in jurisdictions 
that have been identified by the De-
partment of State as a sponsor of inter-
national terrorism under 22 U.S.C. 2371; 
designated as non-cooperative with 
international anti-money laundering 
principles or procedures by an inter-
governmental group or organization of 
which the United States is a member 
and with which designation the United 
States representative or organization 
concurs; or designated by the Sec-
retary of the Treasury pursuant to 31 
U.S.C. 5318A as warranting special 

measures due to money laundering con-
cerns. 

(ii) A dealer’s program shall incor-
porate policies, procedures, and inter-
nal controls to assist the dealer in 
identifying transactions that may in-
volve use of the dealer to facilitate 
money laundering or terrorist financ-
ing, including provisions for making 
reasonable inquiries to determine 
whether a transaction involves money 
laundering or terrorist financing, and 
for refusing to consummate, with-
drawing from, or terminating such 
transactions. Factors that may indi-
cate a transaction is designed to in-
volve use of the dealer to facilitate 
money laundering or terrorist financ-
ing include, but are not limited to: 

(A) Unusual payment methods, such 
as the use of large amounts of cash, 
multiple or sequentially numbered 
money orders, traveler’s checks, or 
cashier’s checks, or payment from 
third parties; 

(B) Unwillingness by a customer or 
supplier to provide complete or accu-
rate contact information, financial ref-
erences, or business affiliations; 

(C) Attempts by a customer or sup-
plier to maintain an unusual degree of 
secrecy with respect to the trans-
action, such as a request that normal 
business records not be kept; 

(D) Purchases or sales that are un-
usual for the particular customer or 
supplier, or type of customer or sup-
plier; and 

(E) Purchases or sales that are not in 
conformity with standard industry 
practice. 

(2) Designate a compliance officer 
who will be responsible for ensuring 
that: 

(i) The anti-money laundering pro-
gram is implemented effectively; 

(ii) The anti-money laundering pro-
gram is updated as necessary to reflect 
changes in the risk assessment, re-
quirements of this part, and further 
guidance issued by the Department of 
the Treasury; and 

(iii) Appropriate personnel are 
trained in accordance with paragraph 
(c)(3) of this section. 

(3) Provide for on-going education 
and training of appropriate persons 
concerning their responsibilities under 
the program. 
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(4) Provide for independent testing to 
monitor and maintain an adequate pro-
gram. The scope and frequency of the 
testing shall be commensurate with 
the risk assessment conducted by the 
dealer in accordance with paragraph 
(c)(1) of this section. Such testing may 
be conducted by an officer or employee 
of the dealer, so long as the tester is 
not the person designated in paragraph 
(c)(2) of this section or a person in-
volved in the operation of the program. 

(d) Effective date. A dealer must de-
velop and implement an anti-money 
laundering program that complies with 
the requirements of this section on or 
before the later of January 1, 2006, or 
six months after the date a dealer be-
comes subject to the requirements of 
this section. 

[70 FR 33716, June 9, 2005] 

§ 103.170 Exempted anti-money laun-
dering programs for certain finan-
cial institutions. 

(a) Exempt financial institutions. Sub-
ject to the provisions of paragraphs (c) 
and (d) of this section, the following fi-
nancial institutions (as defined in 31 
U.S.C. 5312(a)(2) or (c)(1)) are exempt 
from the requirement in 31 U.S.C. 
5318(h)(1) concerning the establishment 
of anti-money laundering programs: 

(1) An agency of the United States 
Government, or of a State or local gov-
ernment, carrying out a duty or power 
of a business described in 31 U.S.C. 
5312(a)(2); and 

(2) [Reserved] 
(b) Temporary exemption for certain fi-

nancial institutions. (1) Subject to the 
provisions of paragraphs (c) and (d) of 
this section, the following financial in-
stitutions (as defined in 31 U.S.C. 
5312(a)(2) or (c)(1)) are exempt from the 
requirement in 31 U.S.C. 5318(h)(1) con-
cerning the establishment of anti- 
money laundering programs: 

(i) Pawnbroker; 
(ii) Loan or finance company; 
(iii) Travel agency; 
(iv) Telegraph company; 
(v) Seller of vehicles, including auto-

mobiles, airplanes, and boats; 
(vi) Person involved in real estate 

closings and settlements; 
(vii) Private banker; 
(viii) Commodity pool operator; 
(ix) Commodity trading advisor; or 

(x) Investment company. 
(2) Subject to the provisions of para-

graphs (c) and (d) of this section, a 
bank (as defined in § 103.11(c)) that is 
not subject to regulation by a Federal 
functional regulator (as defined in 
§ 103.120(a)(2)) is exempt from the re-
quirement in 31 U.S.C. 5318(h)(1) con-
cerning the establishment of anti- 
money laundering programs. 

(3) Subject to the provisions of para-
graphs (c) and (d) of this section, a per-
son described in § 103.11(n)(7) is exempt 
from the requirement in 31 U.S.C. 
5318(h)(1) concerning the establishment 
of anti-money laundering programs. 

(c) Limitation on exemption. The ex-
emptions described in paragraphs (a)(2) 
and (b) of this section shall not apply 
to any financial institution that is oth-
erwise required to establish an anti- 
money laundering program by this sub-
part I. 

(d) Compliance obligations of deferred 
financial institutions. Nothing in this 
section shall be deemed to relieve an 
exempt financial institution from its 
responsibility to comply with any 
other applicable requirement of law or 
regulation, including title 31 of the 
U.S.C. and this part. 

[67 FR 21113, Apr. 29, 2002, as amended at 67 
FR 67549, Nov. 6, 2002; 67 FR 68935, Nov. 14, 
2002; 73 FR 1976, Jan. 11, 2008] 

SPECIAL DUE DILIGENCE FOR COR-
RESPONDENT ACCOUNTS AND PRIVATE 
BANKING ACCOUNTS 

SOURCE: 67 FR 48351, July 23, 2002, unless 
otherwise noted. 

§ 103.175 Definitions. 

Except as otherwise provided, the fol-
lowing definitions apply for purposes of 
§§ 103.176 through 103.185: 

(a) Attorney General means the Attor-
ney General of the United States. 

(b) Beneficial owner of an account 
means an individual who has a level of 
control over, or entitlement to, the 
funds or assets in the account that, as 
a practical matter, enables the indi-
vidual, directly or indirectly, to con-
trol, manage or direct the account. The 
ability to fund the account or the enti-
tlement to the funds of the account 
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