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relevant to the application that he
deems necessary for determining if the
application should be granted.
(d) Within a reasonable period of
time after the receipt of a completed
application for an exemption under
this section, the Administrator shall
notify the applicant of acceptance or
non-acceptance of the application. If
the application is not accepted, an explanation will be provided. The Administrator is not required to accept an application if any of the information required in paragraph (b) of this section
or requested under paragraph (c) of this
section is lacking or not readily understood. The applicant may, however,
amend the application to meet the requirements of paragraphs (b) and (c) of
this section.
(e) If the application is accepted for
filing, the Administrator shall issue
and publish in the FEDERAL REGISTER
an order on the application, which
shall include a reference to the legal
authority under which the order is
based. This order shall specify the date
on which it shall take effect.
(f) The Administrator shall permit
any interested person to file written
comments on or objections to the
order. If any comments or objections
raise significant issues regarding any
findings of fact or conclusions of law
upon which the order is based, the Administrator shall immediately suspend
the effectiveness of the order until he
may reconsider the application in light
of the comments and objections filed.
Thereafter, the Administrator shall reinstate, revoke, or amend the original
order as deemed appropriate.
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[71 FR 56024, Sept. 26, 2006]

§ 1310.21 Sale by Federal departments
or agencies of chemicals which
could be used to manufacture controlled substances.
(a) A Federal department or agency
may not sell from the stocks of the department or agency any chemical
which, as determined by the Administrator of the Drug Enforcement Administration, could be used in the manufacture of a controlled substance, unless the Administrator certifies in
writing to the head of the department
or agency that there is no reasonable
cause to believe that the sale of the

specific chemical to a specific person
would result in the illegal manufacture
of a controlled substance. For purposes
of this requirement, reasonable cause
to believe means that the Administration has knowledge of facts which
would cause a reasonable person to reasonably conclude that a chemical
would be diverted to the illegal manufacture of a controlled substance.
(b) A Federal department or agency
must request certification by submitting a written request to the Administrator, Drug Enforcement Administration. See the Table of DEA Mailing Addresses in § 1321.01 of this chapter for
the current mailing address. A request
for certification may be transmitted
directly to the Office of Diversion Control, Drug Enforcement Administration, through electronic facsimile
media. A request for certification must
be submitted no later than fifteen calendar days before the proposed sale is
to take place. In order to facilitate the
sale of chemicals from Federal departments’ or agencies’ stocks, Federal departments or agencies may wish to
submit requests as far in advance of
the fifteen calendar days as possible.
The written notification of the proposed sale must include:
(1) The name and amount of the
chemical to be sold;
(2) The name and address of the prospective bidder;
(3) The name and address of the prospective end-user, in cases where a sale
is being brokered;
(4) Point(s) of contact for the prospective bidder and, where appropriate,
prospective end-user; and
(5) The end use of the chemical.
(c) Within fifteen calendar days of receipt of a request for certification, the
Administrator will certify in writing to
the head of the Federal department or
agency that there is, or is not, reasonable cause to believe that the sale of
the specific chemical to the specific
bidder and end-user would result in the
illegal manufacture of a controlled
substance. In making this determination, the following factors must be considered:
(1) Past experience of the prospective
bidder or end-user in the maintenance
of effective controls against diversion
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Drug Enforcement Administration, Justice
of listed chemicals into other than legitimate medical, scientific, and industrial channels;
(2) Compliance of the prospective bidder or end-user with applicable Federal, state and local law;
(3) Prior conviction record of the prospective bidder or end-user relating to
listed chemicals or controlled substances under Federal or state laws;
and
(4) Such other factors as may be relevant to and consistent with the public
health and safety.
(d) If the Administrator certifies to
the head of a Federal department or
agency that there is no reasonable
cause to believe that the sale of a specific chemical to a prospective bidder
and end-user will result in the illegal
manufacture of a controlled substance,
that certification will be effective for
one year from the date of issuance with
respect to further sales of the same
chemical to the same prospective bidder and end-user, unless the Administrator notifies the head of the Federal
department or agency in writing that
the certification is withdrawn. If the
certification is withdrawn, DEA will
also provide written notice to the bidder and end-user, which will contain a
statement of the legal and factual basis
for this determination.
(e) If the Administrator determines
there is reasonable cause to believe the
sale of the specific chemical to a specific bidder and end-user would result
in the illegal manufacture of a controlled substance, DEA will provide
written notice to the head of a Federal
department or agency refusing to certify the proposed sale under the authority of 21 U.S.C. 890. DEA also will
provide, within fifteen calendar days of
receiving a request for certification
from a Federal department or agency,
the same written notice to the prospective bidder and end-user, and this notice also will contain a statement of
the legal and factual basis for the refusal of certification. The prospective
bidder and end-user may, within thirty
calendar days of receipt of notification
of the refusal, submit written comments or written objections to the Administrator’s refusal. At the same
time, the prospective bidder and enduser also may provide supporting docu-

§ 1310.21
mentation to contest the Administrator’s refusal. If such written comments
or written objections raise issues regarding any finding of fact or conclusion of law upon which the refusal is
based, the Administrator will reconsider the refusal of the proposed sale in
light of the written comments or written objections filed. Thereafter, within
a reasonable time, the Administrator
will withdraw or affirm the original refusal of certification as he determines
appropriate. The Administrator will
provide written reasons for any affirmation of the original refusal. Such affirmation of the original refusal will
constitute a final decision for purposes
of judicial review under 21 U.S.C. 877.
(f) If the Administrator determines
there is reasonable cause to believe
that an existing certification should be
withdrawn, DEA will provide written
notice to the head of a Federal department or agency of such withdrawal
under the authority of 21 U.S.C. 890.
DEA also will provide, within fifteen
calendar days of withdrawal of an existing certification, the same written
notice to the bidder and end-user, and
this notice also will contain a statement of the legal and factual basis for
the withdrawal. The bidder and enduser may, within thirty calendar days
of receipt of notification of the withdrawal of the existing certification,
submit written comments or written
objections to the Administrator’s withdrawal. At the same time, the bidder
and end-user also may provide supporting documentation to contest the
Administrator’s withdrawal. If such
written comments or written objections raise issues regarding any finding
of fact or conclusion of law upon which
the withdrawal of the existing certification is based, the Administrator will
reconsider the withdrawal of the existing certification in light of the written
comments or written objections filed.
Thereafter, within a reasonable time,
the Administrator will withdraw or affirm the original withdrawal of the existing certification as he determines
appropriate. The Administrator will
provide written reasons for any affirmation of the original withdrawal of
the existing certification. Such affirmation of the original withdrawal of
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the existing certification will constitute a final decision for purposes of
judicial review under 21 U.S.C. 877.
[68 FR 62737, Nov. 6, 2003, as amended at 75
FR 10681, Mar. 9, 2010]

PART 1311—REQUIREMENTS FOR
ELECTRONIC ORDERS AND PRESCRIPTIONS (Eff. 6-1-10)
Subpart A—General
Sec.
1311.01 Scope.
1311.02 Definitions.
1311.05 Standards for technologies for electronic transmission of orders.
1311.08 Incorporation by reference.

Subpart B—Obtaining and Using Digital
Certificates for Electronic Orders
1311.10 Eligibility to obtain a CSOS digital
certificate.
1311.15 Limitations on CSOS digital certificates.
1311.20 Coordinators for CSOS digital certificate holders.
1311.25 Requirements for obtaining a CSOS
digital certificate.
1311.30 Requirements for storing and using a
private key for digitally signing orders.
1311.35 Number of CSOS digital certificates
needed.
1311.40 Renewal of CSOS digital certificates.
1311.45 Requirements for registrants that
allow powers of attorney to obtain CSOS
digital certificates under their DEA registration.
1311.50 Requirements
for
recipients
of
digitally signed orders.
1311.55 Requirements for systems used to
process digitally signed orders.
1311.60 Recordkeeping.
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Subpart C—Electronic Prescriptions
1311.100 General.
1311.102 Practitioner responsibilities.
1311.105 Requirements for obtaining an authentication credential—Individual practitioners.
1311.110 Requirements for obtaining an authentication credential—Individual practitioners eligible to use an electronic
prescription application of an institutional practitioner.
1311.115 Additional requirements for twofactor authentication.
1311.116 Additional requirements for biometrics.
1311.120 Electronic prescription application
requirements.

1311.125 Requirements for establishing logical access control—Individual practitioner.
1311.130 Requirements for establishing logical access control—Institutional practitioner.
1311.135 Requirements for creating a controlled substance prescription.
1311.140 Requirements for signing a controlled substance prescription.
1311.145 Digitally signing the prescription
with the individual practitioner’s private
key.
1311.150 Additional requirements for internal application audits.
1311.170 Transmission requirements.
1311.200 Pharmacy responsibilities.
1311.205 Pharmacy
application
requirements.
1311.210 Archiving the initial record.
1311.215 Internal audit trail.
1311.300 Application
provider
requirements—Third-party audits or certifications.
1311.302 Additional application provider requirements.
1311.305 Recordkeeping.
AUTHORITY: 21 U.S.C. 821, 828, 829, 871(b),
958(e), 965, unless otherwise noted.
SOURCE: 70 FR 16915, Apr. 1, 2005, unless
otherwise noted.

Subpart A—General
§ 1311.01

Scope.

This part sets forth the rules governing the use of digital signatures and
the protection of private keys by registrants.
EFFECTIVE DATE NOTE: At 75 FR 16310, Mar.
31, 2010, § 1301.01 was revised, effective June 1,
2010. For the convenience of the user, the revised text is set forth as follows:
§ 1311.01 Scope.
This part sets forth the rules governing the
creation, transmission, and storage of electronic orders and prescriptions.

§ 1311.02

Definitions.

For the purposes of this chapter:
Biometric authentication means authentication based on measurement of
the individual’s physical features or repeatable actions where those features
or actions are both unique to the individual and measurable.
Cache means to download and store
information on a local server or hard
drive.
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