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16 CFR Ch. I (1–1–10 Edition) § 314.1 

AUTHORITY: 15 U.S.C. 6801(b), 6805(b)(2). 

SOURCE: 67 FR 36493, May 23, 2002, unless 
otherwise noted. 

§ 314.1 Purpose and scope. 

(a) Purpose. This part, which imple-
ments sections 501 and 505(b)(2) of the 
Gramm-Leach-Bliley Act, sets forth 
standards for developing, imple-
menting, and maintaining reasonable 
administrative, technical, and physical 
safeguards to protect the security, con-
fidentiality, and integrity of customer 
information. 

(b) Scope. This part applies to the 
handling of customer information by 
all financial institutions over which 
the Federal Trade Commission (‘‘FTC’’ 
or ‘‘Commission’’) has jurisdiction. 
This part refers to such entities as 
‘‘you.’’ This part applies to all cus-
tomer information in your possession, 
regardless of whether such information 
pertains to individuals with whom you 
have a customer relationship, or per-
tains to the customers of other finan-
cial institutions that have provided 
such information to you. 

§ 314.2 Definitions. 

(a) In general. Except as modified by 
this part or unless the context other-
wise requires, the terms used in this 
part have the same meaning as set 
forth in the Commission’s rule gov-
erning the Privacy of Consumer Finan-
cial Information, 16 CFR part 313. 

(b) Customer information means any 
record containing nonpublic personal 
information as defined in 16 CFR 
313.3(n), about a customer of a financial 
institution, whether in paper, elec-
tronic, or other form, that is handled 
or maintained by or on behalf of you or 
your affiliates. 

(c) Information security program means 
the administrative, technical, or phys-
ical safeguards you use to access, col-
lect, distribute, process, protect, store, 
use, transmit, dispose of, or otherwise 
handle customer information. 

(d) Service provider means any person 
or entity that receives, maintains, 
processes, or otherwise is permitted ac-
cess to customer information through 
its provision of services directly to a fi-
nancial institution that is subject to 
this part. 

§ 314.3 Standards for safeguarding 
customer information. 

(a) Information security program. You 
shall develop, implement, and main-
tain a comprehensive information se-
curity program that is written in one 
or more readily accessible parts and 
contains administrative, technical, and 
physical safeguards that are appro-
priate to your size and complexity, the 
nature and scope of your activities, and 
the sensitivity of any customer infor-
mation at issue. Such safeguards shall 
include the elements set forth in § 314.4 
and shall be reasonably designed to 
achieve the objectives of this part, as 
set forth in paragraph (b) of this sec-
tion. 

(b) Objectives. The objectives of sec-
tion 501(b) of the Act, and of this part, 
are to: 

(1) Insure the security and confiden-
tiality of customer information; 

(2) Protect against any anticipated 
threats or hazards to the security or 
integrity of such information; and 

(3) Protect against unauthorized ac-
cess to or use of such information that 
could result in substantial harm or in-
convenience to any customer. 

§ 314.4 Elements. 

In order to develop, implement, and 
maintain your information security 
program, you shall: 

(a) Designate an employee or employ-
ees to coordinate your information se-
curity program. 

(b) Identify reasonably foreseeable 
internal and external risks to the secu-
rity, confidentiality, and integrity of 
customer information that could result 
in the unauthorized disclosure, misuse, 
alteration, destruction or other com-
promise of such information, and as-
sess the sufficiency of any safeguards 
in place to control these risks. At a 
minimum, such a risk assessment 
should include consideration of risks in 
each relevant area of your operations, 
including: 

(1) Employee training and manage-
ment; 

(2) Information systems, including 
network and software design, as well as 
information processing, storage, trans-
mission and disposal; and 

VerDate Nov<24>2008 10:03 Mar 10, 2010 Jkt 220051 PO 00000 Frm 00420 Fmt 8010 Sfmt 8010 Y:\SGML\220051.XXX 220051er
ow

e 
on

 D
S

K
5C

LS
3C

1P
R

O
D

 w
ith

 C
F

R


		Superintendent of Documents
	2014-09-02T11:51:05-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




