Federal Housing Finance Agency.

§ 1204.10

of records under FOIA (5 U.S.C. 552) in
12 CFR 1202.11. There are no fees to
search for or review records.
§ 1204.7 Are there any exemptions
from the Privacy Act?
(a) What is a Privacy Act exemption?
The Privacy Act allows the Director to
exempt records or information in a system of records from some of the Privacy Act requirements, if the Director
determines that the exemption is necessary.
(b) How do I know if the records or information I want are exempt? (1) Each
notice of a system of records will advise you if the Director has determined
records or information in records are
exempt from Privacy Act requirements. If the Director has claimed an
exemption for a system of records, the
System of Records Notice will identify
the exemption and the provisions of
the Privacy Act from which the system
is exempt.
(2) Until superseded by FHFA Systems of Records, the following OFHEO
and FHFB Systems of Records are,
under 5 U.S.C. 552a(k)(2) or (k)(5), exempt from the Privacy Act requirements of 5 U.S.C. 552a(c)(3), (d), (e)(1),
(e)(4)(G), (e)(4)(H), (e)(4)(I), and (f):
(i) OFHEO–11 Litigation and Enforcement Information System;
(ii) FHFB–5 Agency Personnel Investigative Records; and
(iii) FHFB–6 Office of Inspector General Audit and Investigative Records.
§ 1204.8 How are records secured?
(a) What controls must FHFA have in
place? Each FHFA office must establish
administrative and physical controls to
prevent unauthorized access to its systems of records, unauthorized or inadvertent disclosure of records, and physical damage to or destruction of
records. The stringency of these controls should correspond to the sensitivity of the records that the controls
protect. At a minimum, the administrative and physical controls must ensure that:
(1) Records are protected from public
view;
(2) The area in which records are
kept is supervised during business
hours to prevent unauthorized persons
from having access to them;

(3) Records are inaccessible to unauthorized persons outside of business
hours; and
(4) Records are not disclosed to unauthorized persons or under unauthorized
circumstances in either oral or written
form.
(b) Is access to records restricted? Access to records is restricted only to authorized employees who require access
in order to perform their official duties.
§ 1204.9 Does FHFA collect and use Social Security numbers?
FHFA collects Social Security numbers only when it is necessary and authorized. At least annually, the Privacy Act Officer or the Senior Agency
Official for Privacy will inform employees who are authorized to collect
information that:
(a) Individuals may not be denied any
right, benefit, or privilege as a result of
refusing to provide their Social Security numbers, unless the collection is
authorized either by a statute or by a
regulation issued prior to 1975; and
(b) They must inform individuals who
are asked to provide their Social Security numbers:
(1) If providing a Social Security
number is mandatory or voluntary;
(2) If any statutory or regulatory authority authorizes collection of a Social Security number; and
(3) The uses that will be made of the
Social Security number.
§ 1204.10 What are FHFA employee responsibilities under the Privacy
Act?
At least annually, the Privacy Act
Officer or the Senior Agency Official
for Privacy will inform employees
about the provisions of the Privacy
Act, including the Privacy Act’s civil
liability and criminal penalty provisions. Unless otherwise permitted by
law, an authorized FHFA employee
shall:
(a) Collect from individuals only information that is relevant and necessary to discharge FHFA responsibilities;
(b) Collect information about an individual directly from that individual
whenever practicable;
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