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Cite this Code: CFR

To cite the regulations in
this volume use title,
part and section num-
ber. Thus, 32 CFR 501.1
refers to title 32, part
501, section 1.




Explanation

The Code of Federal Regulations is a codification of the general and permanent
rules published in the Federal Register by the Executive departments and agen-
cies of the Federal Government. The Code is divided into 50 titles which represent
broad areas subject to Federal regulation. Each title is divided into chapters
which usually bear the name of the issuing agency. Each chapter is further sub-
divided into parts covering specific regulatory areas.

Each volume of the Code is revised at least once each calendar year and issued
on a quarterly basis approximately as follows:

Title 1 through Title 16............. as of January 1
Title 17 through Title 27 ... e as of April 1
Title 28 through Title 41 ... e as of July 1
Title 42 through Title 50 ..., as of October 1

The appropriate revision date is printed on the cover of each volume.
LEGAL STATUS

The contents of the Federal Register are required to be judicially noticed (44
U.S.C. 1507). The Code of Federal Regulations is prima facie evidence of the text
of the original documents (44 U.S.C. 1510).

HOW TO USE THE CODE OF FEDERAL REGULATIONS

The Code of Federal Regulations is kept up to date by the individual issues
of the Federal Register. These two publications must be used together to deter-
mine the latest version of any given rule.

To determine whether a Code volume has been amended since its revision date
(in this case, July 1, 2003), consult the ‘“‘List of CFR Sections Affected (LSA),”
which is issued monthly, and the ‘“‘Cumulative List of Parts Affected,”” which
appears in the Reader Aids section of the daily Federal Register. These two lists
will identify the Federal Register page number of the latest amendment of any
given rule.

EFFECTIVE AND EXPIRATION DATES

Each volume of the Code contains amendments published in the Federal Reg-
ister since the last revision of that volume of the Code. Source citations for
the regulations are referred to by volume number and page number of the Federal
Register and date of publication. Publication dates and effective dates are usu-
ally not the same and care must be exercised by the user in determining the
actual effective date. In instances where the effective date is beyond the cut-
off date for the Code a note has been inserted to reflect the future effective
date. In those instances where a regulation published in the Federal Register
states a date certain for expiration, an appropriate note will be inserted following
the text.

OMB CONTROL NUMBERS
The Paperwork Reduction Act of 1980 (Pub. L. 96-511) requires Federal agencies
to display an OMB control number with their information collection request.
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Many agencies have begun publishing numerous OMB control numbers as amend-
ments to existing regulations in the CFR. These OMB numbers are placed as
close as possible to the applicable recordkeeping or reporting requirements.

OBSOLETE PROVISIONS

Provisions that become obsolete before the revision date stated on the cover
of each volume are not carried. Code users may find the text of provisions in
effect on a given date in the past by using the appropriate numerical list of
sections affected. For the period before January 1, 2001, consult either the List
of CFR Sections Affected, 1949-1963, 1964-1972, 1973-1985, or 1986-2000, published
in 11 separate volumes. For the period beginning January 1, 2001, a ‘“‘List of CFR
Sections Affected’ is published at the end of each CFR volume.

CFR INDEXES AND TABULAR GUIDES

A subject index to the Code of Federal Regulations is contained in a separate
volume, revised annually as of January 1, entitled CFR INDEX AND FINDING AIDS.
This volume contains the Parallel Table of Statutory Authorities and Agency
Rules (Table 1). A list of CFR titles, chapters, and parts and an alphabetical
list of agencies publishing in the CFR are also included in this volume.

An index to the text of “Title 3—The President’ is carried within that volume.

The Federal Register Index is issued monthly in cumulative form. This index
is based on a consolidation of the “Contents’ entries in the daily Federal Reg-
ister.

A List of CFR Sections Affected (LSA) is published monthly, keyed to the
revision dates of the 50 CFR titles.

REPUBLICATION OF MATERIAL

There are no restrictions on the republication of material appearing in the
Code of Federal Regulations.

INQUIRIES

For a legal interpretation or explanation of any regulation in this volume,
contact the issuing agency. The issuing agency’s name appears at the top of
odd-numbered pages.

For inquiries concerning CFR reference assistance, call 202-741-6000 or write
to the Director, Office of the Federal Register, National Archives and Records
Administration, Washington, DC 20408 or e-mail info@fedreg.nara.gov.

SALES

The Government Printing Office (GPO) processes all sales and distribution of
the CFR. For payment by credit card, call toll free, 866-512-1800, or DC area,
202-512-1800, M-F 8 a.m. to 4 p.m. e.s.t. or fax your order to 202-512-2250, 24 hours
a day. For payment by check, write to the Superintendent of Documents, Attn:
New Orders, P.O. Box 371954, Pittsburgh, PA 15250-7954. For GPO Customer Serv-
ice call 202-512-1803.

ELECTRONIC SERVICES

The full text of the Code of Federal Regulations, the LSA (List of CFR Sections
Affected), The United States Government Manual, the Federal Register, Public
Laws, Public Papers, Weekly Compilation of Presidential Documents and the Pri-
vacy Act Compilation are available in electronic format at www.access.gpo.gov/
nara (“‘GPO Access’’). For more information, contact Electronic Information Dis-
semination Services, U.S. Government Printing Office. Phone 202-512-1530, or 888-
293-6498 (toll-free). E-mail, gpoaccess@gpo.gov.
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The Office of the Federal Register also offers a free service on the National
Archives and Records Administration’s (NARA) World Wide Web site for public
law numbers, Federal Register finding aids, and related information. Connect

to NARA’s web site at www.archives.gov/federal register. The NARA site also
contains links to GPO Access.

RAYMOND A. MOSLEY,

Director,

Office of the Federal Register.
July 1, 2003.






THIS TITLE

Title 32—NATIONAL DEFENSE is composed of six volumes. The parts in these
volumes are arranged in the following order: parts 1-190, parts 191-399, parts 400-
629, parts 630-699, parts 700-799, and part 800 to End. The contents of these volumes
represent all current regulations codified under this title of the CFR as of July
1, 2003.

The current regulations issued by the Department of Defense appear in the
volumes containing parts 1-189 and parts 190-399; those issued by the Department
of the Army appear in the volumes containing parts 400-629 and parts 630-699;
those issued by the Department of the Navy appear in the volume containing
parts 700-799, and those issued by the Department of the Air Force, Defense Logis-
tics Agency, Selective Service System, National Counterintelligence Center, Cen-
tral Intelligence Agency, Information Security Oversight Office, National Secu-
rity Council, Office of Science and Technology Policy, Office for Micronesian
Status Negotiations, and Office of the Vice President of the United States appear
in the volume containing parts 800 to end.



Would you like to
know. ..

if any changes have been made to the Code
of Federal Regulations or what documents
have been published in the Federal Register
without reading the Federal Register every
day? If so, you may wish to subscribe to the
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Federal Register Index, or both.

LSA
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designed to lead users of the Code of Federal
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the Federal Register. The LSA is issued monthly in
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$31 per year.
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CHAPTER V—DEPARTMENT OF THE ARMY

(Parts 400 to 629)
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CROSS REFERENCE: Other regulations issued by the Department of the Army appear in title
33, chapter I1; and title 36, chapter IlI.

ABBREVIATIONS:

The following abbreviations are used in this chapter: AGCT=Army General

Classification Test. AGO=Adjutant General’s Office. APP=Army Procurement Proce-

dure.

AR=Army Regulations.

ASPR=Armed Services Procurement Regulations.

ATC=Air Transport Command. A. W.=Articles of War. AWOL=Absent Without

Leave.

ROTC=Reserve Officer’s Training Corps. ZI=Zone of Interior.

Comp. Gen.=Comptroller General. OCF=0Office, Chief of Finance.



SUBCHAPTER A—AID OF CIVIL AUTHORITIES AND PUBLIC
RELATIONS

PARTS 400-500 [RESERVED]

PART 501—EMPLOYMENT OF
TROOPS IN AID OF CIVIL AU-
THORITIES

Sec.

501.1 Basic policies.

501.2
501.3
501.4
501.5

Emergency.

Command authority.

Martial law.

Protection of Federal property.

501.6 End of commitment.

501.7 Loan of military resources to civil au-
thorities.

AUTHORITY: Secs. 331, 332, 333, and 3012, 70A
Stat. 15, 157; 10 U.S.C. 331, 332, 333, 3012.

SOURCE: 34 FR 14126, Sept. 6, 1969, unless
otherwise noted.

§501.1 Basic policies.

(a) The protection of life and prop-
erty and the maintenance of law and
order within the territorial jurisdiction
of any State are the primary responsi-
bility of State and local civil authori-
ties. Generally, Federal Armed Forces
are committed after State and local
civil authorities have utilized all of
their own forces and are unable to con-
trol the situation, or when the situa-
tion is beyond the capabilities of State
or local civil authorities, or when
State and local civil authorities will
not take appropriate action. Commit-
ment of Federal Armed Forces will
take place only—

(1) Under the provisions of this part,
and

(2) When the Secretary of the Army,
pursuant to the orders and policies of
the Secretary of Defense and the Presi-
dent, has generally or specifically so
ordered, except in cases of emergency
(§501.2).

(b) The Secretary of the Army has
been designated as the Executive Agent
for the Department of Defense in all
matters pertaining to the planning for,
and deployment and employment of
military resources in the event of civil
disturbances. The Department of the
Army is responsible for coordinating
the functions of all the Military Serv-

ices Iin this activity for the Executive
Agent. The Secretaries of the other
Military Services are responsible for
providing such assistance as may be re-
quested by the Executive Agent.

(c) Persons not normally subject to
military law taken into custody by the
military forces incident to the use of
Armed Forces, as contemplated by this
part, will be turned over, as soon as
possible, to the civil authorities. The
Army will not operate temporary con-
finement/detention facilities unless
local facilities under the control of
city, county, and State governments
and the U.S. Department of Justice
cannot accommodate the number of
persons apprehended or detained. Fur-
ther, this authority may be exercised
only in the event Federal Armed
Forces have been committed under the
provisions of this part and only with
the prior approval of the Department
of the Army. When the requirement ex-
ists for the Army to operate such fa-
cilities, the provisions of Army con-
finement regulations will apply to the
maximum extent feasible under the
circumstances.

(d) Whenever military aid is re-
quested by civil authorities in the
event of civil disturbances within the
States of Alaska, or Hawaii, the Com-
monwealth of Puerto Rico, or U.S. pos-
sessions and territories, the com-
mander of the unified command con-
cerned coordinates the provision of
such aid.

(e) Units and members of the Army
Reserve on active duty may be em-
ployed in civil disturbance operations
in the same manner as active forces.
Units and members of the Army Re-
serve may be ordered to active duty for
this purpose by the President as pro-
vided by law. Members of the Army Re-
serve, with their consent, may be or-
dered to active duty for civil disturb-
ance operations under the provisions of
10 U.S.C. 672.

§501.2 Emergency.

(a) In cases of sudden and unexpected
invasion or civil disturbance, including



§501.3

civil disturbances incident to earth-
quake, fire, flood, or other public ca-
lamity endangering life or Federal
property or disrupting Federal func-
tions or the normal processes of Gov-
ernment, or other equivalent emer-
gency so imminent as to make it dan-
gerous to await instructions from the
Department of the Army requested
through the speediest means of com-
munications available, an officer of the
Active Army in command of troops
may take such action, before the re-
ceipt of instructions, as the cir-
cumstances of the case reasonably jus-
tify. However, in view of the avail-
ability of rapid communications capa-
bilities, it is unlikely that action under
this authority would be justified with-
out prior Department of the Army ap-
proval while communications facilities
are operating. Such action, without
prior authorization, of necessity may
be prompt and vigorous, but should be
designed for the preservation of law
and order and the protection of life and
property until such time as instruc-
tions from higher authority have been
received, rather than as an assumption
of functions normally performed by the
civil authorities.

(b) Emergency firefighting assistance
may be provided pursuant to agree-
ments with local authorities; emer-
gency explosive ordnance disposal serv-
ice may be provided in accordance with
paragraph 18, AR 75-15.

§501.3 Command authority.

(@) In the enforcement of the laws,
Federal Armed Forces are employed as
a part of the military power of the
United States and act under the orders
of the President as Commander in
Chief. When commitment of Federal
Armed Forces has taken place, the
duly designated military commander
at the objective area will act to the ex-
tent necessary to accomplish his mis-
sion. In the accomplishment of his mis-
sion, reasonable necessity is the meas-
ure of his authority, subject of course,
to instructions he may receive from his
superiors.

(b) Federal Armed Forces committed
in aid of the civil authorities will be
under the command of, and directly re-
sponsible to, their military and civil-
ian superiors through the Department
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of the Army chain of command. They
will not be placed under the command
of an officer of the State Defense
Forces or of the National Guard not in
the Federal service, or of any local or
State civil official; any unlawful or un-
authorized act on the part of such
troops would not be excusable on the
ground that it was the result of an
order received from any such officer or
official. As directed by the Army Chief
of Staff, military commanders will be
responsive to authorized Federal civil
officials.

§501.4 Martial law.

It is unlikely that situations requir-
ing the commitment of Federal Armed
Forces will necessitate the declaration
of martial law. When Federal Armed
Forces are committed in the event of
civil disturbances, their proper role is
to support, not supplant, civil author-
ity. Martial law depends for its jus-
tification upon public necessity. Neces-
sity gives rise to its creation; necessity
justifies its exercise; and necessity lim-
its its duration. The extent of the mili-
tary force used and the actual meas-
ures taken, consequently, will depend
upon the actual threat to order and
public safety which exists at the time.
In most instances the decision to im-
pose martial law is made by the Presi-
dent, who normally announces his deci-
sion by a proclamation, which usually
contains his instructions concerning
its exercise and any limitations there-
on. However, the decision to impose
martial law may be made by the local
commander on the spot, if the cir-
cumstances demand immediate action,
and time and available communica-
tions facilities do not permit obtaining
prior approval from higher authority
(§501.2). Whether or not a proclamation
exists, it is incumbent upon com-
manders concerned to weigh every pro-
posed action against the threat to pub-
lic order and safety it is designed to
meet, in order that the necessity there-
for may be ascertained. When Federal
Armed Forces have been committed in
an objective area in a martial law situ-
ation, the population of the affected
area will be informed of the rules of
conduct and other restrictive measures
the military is authorized to enforce.
These will normally be announced by



Depariment of the Army, DoD

proclamation or order and will be given
the widest possible publicity by all
available media. Federal Armed Forces
ordinarily will exercise police powers
previously inoperative in the affected
area, restore and maintain order, in-
sure the essential mechanics of dis-
tribution, transportation, and commu-
nication, and initiate necessary relief
measures.

§501.5 Protection of Federal property.

The right of the United States to pro-
tect Federal property or functions by
intervention with Federal Armed
Forces is an accepted principle of our
Government. This form of intervention
is warranted only where the need for
protection exists and the local civil au-
thorities cannot or will not give ade-
quate protection. This right is exer-
cised by executive authority and ex-
tends to all Federal property and func-
tions.

§501.6 End of commitment.

The use of Federal Armed Forces for
civil disturbance operations should end
as soon as the necessity therefor ceases
and the normal civil processes can be
restored. Determination of the end of
the necessity will be made by the De-
partment of the Army.

§501.7 Loan of military resources to
civil authorities.

(a) The Department of the Army in
certain limited situations can lend
military equipment to civil law en-
forcement authorities in the event of
civil disturbances. Such loans of equip-
ment are limited to those necessary to
meet an urgent need during an actual
civil disturbance (except as provided in
paragraph (b) of this section) and the
loans are considered to be a temporary
emergency action. Civil law enforce-
ment authorities are to be encouraged
to procure their own equipment for po-
lice use since, even though requests are
handled expeditiously, normally some
time will elapse before the military
equipment can be in the hands of the
civil law enforcement authorities. Law
enforcement authorities are to be cau-
tioned not to rely on the loan of mili-
tary equipment in the event of a civil
disturbance in their locality because
the availability of military equipment
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for civilian use is contingent upon
military requirements for the Depart-
ment of the Army resources.

(b) A loan agreement will be executed
with the civil authority in each case.
The agreement will indicate that the
property may be retained by the civil
authorities only for the duration of the
civil disturbance, but for not more
than 15 days; however, should the civil
disturbance exceed 15 days the approv-
ing authority may extend the agree-
ment for another 15-day period. It is
recognized that there is often a sub-
stantial leadtime before equipment
procured by civil law enforcement au-
thorities will be delivered to them. For
this reason loans of equipment beyond
the 15-day limit are authorized when a
request is made in anticipation of im-
minent threatened civil disturbance
and the civil authority requesting the
loan has initiated procurement action
for equipment substantially similar to
the military property requested. Loans
may be approved for terms of up to 90
days pending delivery to the civil au-
thority of its own equipment and re-
newed by the approving authority for
another 90-day period if necessary.

(c) Each loan agreement will contain
provisions for a cash bond, performance
bond, or the equivalent equal to the
value of the loaned equipment, as a
condition to making the loan; waiver
of the requirement to post bond will be
approved only by the Department of
the Army. With the prior concurrence
of the Department of the Army, the
bond will be forfeited in the event the
equipment is not returned at the time
specified. However, the forfeiture of
the bond will not constitute a sale of
the equipment, and the borrower will
not be relieved of his obligation to re-
turn the loaned equipment. Loan
agreements will clearly state the ex-
penses and obligations assumed by the
civil authority.

PART 502—RELIEF ASSISTANCE

DISASTER RELIEF

Sec.

502.1 Purpose and applicability.

502.2 Definitions.

502.3 Provisions of disaster relief legislation
and Executive orders and other authori-
ties.



§502.1

502.4 Department of Defense policies and
delegation of authority.

502.5 Department of the Army policies and
designation of responsibilities.

RELIEF SHIPMENTS

502.11 Commercial freight shipments of sup-
plies by voluntary non-profit relief agen-
cies.

AUTHORITY: Sec. 3012, 70A Stat. 157; 10

U.S.C. 3012.

SOURCE: 31 FR 7966, June 4, 1966, unless oth-
erwise noted.

DISASTER RELIEF

§502.1 Purpose and applicability.

(a) Sections 502.1 through 502.5 con-
tain Department of the Army policy
and responsibilities for operations in-
volving participation in natural dis-
aster relief activities.

(b) Sections 502.1 through 502.5 are
applicable in the 48 contiguous States
and the District of Columbia, and
where not in conflict with public law or
other proper authority, have equal ap-
plication to Alaska, Hawalii, Puerto
Rico, the Virgin Islands, Guam, Amer-
ican Samoa, and the Trust Territory of
the Pacific Islands. Within the latter
areas, the commander of the unified
command concerned is responsible for
emergency employment of military re-
sources in disaster relief.

(c) Policy and guidance for related
type emergencies involving employ-
ment of Army resources are contained
in AR 600-50 (Civil Disturbances), AR
500-70 (Civil Defense), and AR 420-90
(Fire Prevention and Protection).

(d) The provisions of §8502.1 through
502.5 apply generally except as other-
wise covered in directives of Chief of
Engineers pertinent to the Civil Works
Program.

§502.2 Definitions.

For the purpose of 8§502.1 through
502.5 the following definitions apply:

(a) Natural disaster. All domestic
emergencies except those created as a
result of enemy attack or civil disturb-
ance.

(b) Major disaster. Any disaster
caused by flood, drought, fire, earth-
quake, storm, hurricane, or other ca-
tastrophe, which in the determination
of the President, is or threatens to be,
of such severity and magnitude as to

10

32 CFR Ch. V (7-1-03 Edition)

warrant disaster assistance by the Fed-
eral Government under the provisions
of Pub. L. 875 (see §502.3(a)) to supple-
ment the efforts and available re-
sources of State and local governments
in alleviating the damage, hardship or
suffering caused thereby.

(¢) Imminent seriousness. An emer-
gency condition of immediate urgency
in which it would be dangerous to
delay necessary action by waiting for
instructions from higher authority de-
spite the fact such instructions are re-
quested through command channels by
the most expeditious means of commu-
nication available.

(d) Military resources. Includes per-
sonnel, equipment, and supplies of De-
partment of Defense agencies including
the Army, Navy, Air Force, Marine
Corps, and Defense Supply Agency.

(e) State. Includes any State in the
United States, the District of Colum-
bia, Puerto Rico, the Virgin Islands,
Guam, American Samoa, and the Trust
Territory of the Pacific Islands.

(f) Local government. Includes any
county, city, village, town, district, or
other political subdivision of any
State, or the District of Columbia.

(g) Federal agency. Includes any de-
partmental, independent establish-
ment, government corporation, or
other agency of the executive branch of
the Federal Government, excepting,
however, the American National Red
Cross.

(h) Office of Emergency Planning
(OEP). The Federal Executive agency
in the Executive Office of the President
responsible for coordinating Federal
assistance for major disasters in behalf
of the President.

(i) Office of Civil Defense (OCD). The
office under the Secretary of the Army
responsible for plans and preparations
for civil defense.

() American National Red Cross
(ANRC). The national organization of
the Red Cross organized to undertake
activities for the relief of persons suf-
fering from disaster as stated in sec-
tion 3 of the Act of January 5, 1905,
chapter 23, as amended (36 U.S.C. 3), en-
titled ‘““An Act To Incorporate the
American National Red Cross.”

(k) DOD components. Army, Navy, Air
Force, Marine Corps, Defense Supply
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Agency, and other Department of De-
fense agencies.

§502.3 Provisions of disaster relief leg-
islation and Executive orders and
other authorities.

The following guidelines are perti-
nent to disaster relief action.

(a) Public Law 875, 81st Congress, as
amended, 42 U.S.C. 1855-1855g (Federal
Disaster Act of 30 September 1950),
hereinafter referred to as Pub. L. 875,
which provides for supplementary Fed-
eral assistance to State and local gov-
ernments in major disasters, and for
other purposes.

(b) Executive Order 10427 dated Janu-
ary 16, 1953, as amended, which dele-
gates to the Director, OEP the author-
ity to direct and coordinate other Fed-
eral agencies in rendering assistance to
State and local governments under pro-
visions of Pub. L. 875.

(c) Executive Order 10737, dated Octo-
ber 29, 1957, which amends Executive
Order 10427 to include authority for the
reimbursement of any Federal agency,
subject to the concurrence of the Di-
rector of the Bureau of the Budget, for
authorized expenditures for funds allo-
cated by the President for use in assist-
ance to a specific State.

(d) Executive Order 11051 dated Sep-
tember 27, 1962, which specifically pre-
scribes the responsibility of the Direc-
tor, OEP as set forth in Executive Or-
ders 10427 and 10737.

(e) Federal assistance is authorized
under provisions of Pub. L. 875 only
after the President has declared the
specific disaster as defined in the Act.
Such declaration is made after a re-
quest for Federal assistance by the
Governor of the State (or the Board of
Commissioners of the District of Co-
lumbia), through the appropriate OEP
Regional Office Director.

(f) Section 5 of the Act of August 18,
1941, ch. 377, as amended, 33 U.S.C. 701n;
is commonly known and hereinafter re-
ferred to as Public Law 99 (Pub. L. 99).
It provides basic guidance for the ap-
plicable emergency activities of the
Corps of Engineers. The law provides
discretionary authority for expendi-
tures for flood emergency preparation;
flood fighting and rescue operations,
and emergency repair or restoration of
flood control works and Federal shore
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protection or hurricane flood protec-
tion works. Administration of Pub. L.
99 is under the direction of the Sec-
retary of the Army and the supervision
of the Chief of Engineers. No declara-
tion of a major disaster is required.

(g) Existing statutes and Executive
orders do not in any way limit Federal
agencies from taking necessary action
in accordance with existing policy and
statutory authority in the event of a
disaster which will not brook delay in
the commencement of Federal assist-
ance or other Federal action and/or
pending the designation by the Presi-
dent of a major disaster.

(h) The American National Red Cross
is charged in accordance with its Char-
ter, with continuing a system of na-
tional and international relief with
voluntary service and financing, which
in effect supports official disaster relief
action.

§502.4 Department of Defense policies
and delegation of authority.

(a) Responsibility for alleviating dis-
aster conditions rests primarily with
individuals, families, private industry,
local and State governments, the
American National Red Cross, and
those Federal agencies having special
statutory responsibilities.

(b) DOD components are authorized
to assist civilian authorities as nec-
essary or as directed by competent au-
thority.

(c) Where the disaster is of such im-
minent seriousness that delay in await-
ing instructions from higher authority
is unwarranted, a military commander
will take such action as may be re-
quired and justified under the cir-
cumstances to save human life, prevent
immediate human suffering, or miti-
gate major property damage or de-
struction. The commander will imme-
diately report to higher authority the
action taken and request appropriate
guidance.

(d) DOD components have been di-
rected to develop, as appropriate, con-
tingency plans for major disaster oper-
ations and insure that these are coordi-
nated with appropriate civil authori-
ties at State and local level.
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(e) DOD components overseas will
participate in foreign disaster relief op-
erations as directed by unified com-
manders.

(f) The Department of the Army has
been directed to assume responsibility
for military support in disasters within
the continental United States (48 con-
tiguous States and the District of Co-
lumbia). This includes responsibility
for effective utilization, coordination,
and control of resources made avail-
able by the Department of the Navy,
the Department of the Air Force, and
other DOD components as appropriate.

(g) The Department of the Navy has
been directed to coordinate with the
Department of the Army in planning
and supporting civil authorities in dis-
aster relief operations.

(h) The Department of the Air Force
has been directed to coordinate with
the Department of the Army in plan-
ning and supporting civil authorities in
disaster relief operations including ac-
tivities of the Civil Air Patrol.

(i) The Joint Chiefs of Staff have
been directed to issue instructions to
appropriate unified commanders to in-
sure proper planning and use of mili-
tary resources for disaster relief oper-
ations in Alaska, Hawaii, Puerto Rico,
the Virgin Islands, American Samoa,
Guam, and the Trust Territory of the
Pacific Islands.

§502.5 Department of the Army poli-
cies and designation of responsibil-
ities.

(a) Military commanders will con-
duct relief operations in the event of
emergency as described in §502.4(c), or
when directed by higher military au-
thority or by direction of OEP under
Pub. L. 875.

(b) Use of military resources and
other military participation in disaster
relief will be on a minimum essential
basis and terminated at the earliest
practicable time. Military assistance
in rehabilitation following a disaster is
not authorized, except as directed by
the OEP, or in support of emergency
operations conducted by the Corps of
Engineers as authorized by law.

(c) Federal troops used in disaster re-
lief activities will be under command
of, and directly responsible to, their
military superiors.
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(d) National Guard forces, if not in
active Federal service, will remain
under control of the State governor
and will be considered part of the local
resources available to civil authorities.
Federally owned National Guard equip-
ment may accompany a unit when or-
dered into disaster relief operations by
a governor.

(e) The Commanding General, U.S.
Continental Army Command (CG
USCONARC) is delegated responsibility
for the conduct of Army support activi-
ties. Specifically he—

(1) Is, under the provisions of §§502.1
through 502.5, assigned responsibility
for the conduct of military disaster re-
lief in the 48 contiguous States and the
District of Columbia.

(2) Will be prepared to conduct dis-
aster relief operations as appropriate
in Mexico or Canada upon direction of
the Department of the Army.

(3) Will coordinate and insure estab-
lishment of joint control of the dis-
aster relief efforts of all DOD compo-
nents. In local disasters not warranting
a declaration of a major disaster, local
civil authorities can be expected to
make appeals for assistance direct to
installations or activities other than
those operated by the Department of
the Army.

(4) Will report to the Deputy Chief of
Staff for Military Operations by the
fastest electrical means when re-
sources of DOD components are com-
mitted to disaster relief or when dis-
aster conditions prevail that make
commitment of DOD resources immi-
nent.

(5) Will, as appropriate, furnish avail-
able personnel and resources to Dis-
trict and Division Engineers of the
Corps of Engineers prosecuting a flood
fight under provisions of Pub. L. 99, or
acting in response to a disaster relief
directive from OEP under provisions of
Pub. L. 875.

(6) Will establish and maintain liai-
son with the Directors of OEP and
OCD, the American National Red
Cross, and such other Federal, State,
and local governmental agencies as are
necessary to discharge responsibilities
under §§502.1 through 502.5.
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(7) Has full authority to approve or
disapprove personal requests for mili-
tary assistance made by a State gov-
ernor or a member of Congress. This
authority will not be delegated lower
than ZI army commanders. Informa-
tion on such requests and action taken
will be furnished to Deputy Chief of
Staff for Military Operations, Depart-
ment of the Army, Washington, DC,
20310.

(8) Will insure that ZI army com-
manders have an effective natural dis-
aster information plan for use in the
event of military operations. The plan
should provide for early dispatch of in-
formation personnel to the scene.

(f) ZI army commanders are specifi-
cally charged, under the overall direc-
tion of CG USCONARC, with sup-
porting disaster relief operations, and
they—

(1) Will establish and maintain, as
appropriate, liaison with Regional Di-
rectors, OEP and OCD, area offices of
the American National Red Cross and
other Federal, State, and local govern-
mental agencies.

(2) Will establish and maintain, as
necessary, working relationships with
appropriate DOD component head-
quarters, class Il installations and Di-
vision/District Engineers to insure co-
ordination of the overall military dis-
aster relief effort within the Army area
and will secure necessary information
from such installations as required for
reports.

(3) Will assume control of resources
made available by class Il installations
and activities for disaster assistance. If
class Il installation or activity re-
sources are required but have not been
made available by the activity com-
mander, the ZI army commander will
forward a request with justification
through command channels to the Dep-
uty Chief of Staff for Military Oper-
ations, Department of the Army. In
those cases where commanders are un-
able to communicate with Head-
quarters, Department of the Army, and
where in the opinion of the ZI army
commander concerned, the extreme
emergency warrants the temporary use
of such resources, he will direct their
use and report this action through
command channels to the Deputy Chief
of Staff for Military Operations.
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(4) Will, upon request, make re-
sources available to District and Divi-
sion Engineers performing a flood fight
under provisions of Pub. L. 99 and/or
support the Corps of Engineers re-
sponse to directive from OEP under
provisions of Pub. L. 875.

(5) Will coordinate the military relief
effort with assistance provided by the
Corps of Engineers under statutory au-
thorities of the Chief of Engineers or as
directed by the OEP under Pub. L. 875.

(g) Class Il installation and activity
commanders are responsible for sup-
porting disaster relief efforts under the
provisions of §§502.1 through 502.5, and
they—

(1) Will take action in local disasters
of imminent seriousness as appro-
priate. Such action will be reported
concurrently to his headquarters and
to the respective ZI army commander.

(2) Will, upon the request of the ZI
army commander, designate those re-
sources under their control which can
be made immediately available for dis-
aster relief operations. Only such re-
sources will be placed under the oper-
ational control of the ZI army com-
mander or Division/District Engineer
conducting relief operations.

(h) The Chief of Engineers is respon-
sible for the provision of disaster as-
sistance by applicable Division and
District Engineers when required by
disaster of imminent seriousness and
as authorized by statutory authorities
or as directed by the OEP under Pub.
L. 875. He will—

(1) Insure that Division and District
Engineers establish and maintain ap-
propriate liaison with ZI army com-
manders, regional Directors of OCD
and OEP, the American National Red
Cross, and other Federal, State and
local governmental agencies as nec-
essary to discharge assigned respon-
sibilities.

(2) Furnish the ZI army commanders
concerned all pertinent information on
floods or other natural disas- ters in-
cluding activities undertaken by the
Corps of Engineers. Information fur-
nished will be by the fastest electrical
means and consistent with reporting
requirements placed on ZI army com-
manders.

(3) Insure that Engineers preplanned
procedures for disaster operations are



§502.11

coordinated among Division/District
Engineers and the ZI army com-
manders, and include provisions cov-
ering flood emergencies.

RELIEF SHIPMENTS

§502.11 Commercial freight shipments
of supplies by voluntary non-profit
relief agencies.

(a) Scope of section. Provided in this
section are the rules under which the
Department of the Army, in order to
further the efficient use of United
States voluntary contributions for re-
lief in the foreign country hereinafter
named, will pay ocean freight charges
from United States ports to designated
foreign ports of entry on supplies do-
nated to or purchased by United States
voluntary nonprofit relief agencies reg-
istered with and recommended by the
Advisory Committee on Voluntary For-
eign Aid (called ‘‘the Committee” in
this section), for distribution in the
Ryukyu Islands.

(b) Agencies within scope of this sec-
tion. Any United States voluntary non-
profit relief agency may make applica-
tion to the Chief of Civil Affairs, De-
partment of the Army, Washington, DC
20310, for reimbursement of ocean
freight charges on shipments of sup-
plies donated to or purchased by it for
distribution within the foreign country
listed in paragraph (a) of this section,
Provided:

(1) The agency is registered with and
recommended by the Committee to the
Department of the Army;

(2) The supplies are within the gen-
eral program and projects of the agen-
cy as previously submitted to and ap-
proved by the Committee, and are es-
sential in support of such programs and
projects;

(3) The agency’s representatives to
whom the supplies are consigned for
distribution abroad are acceptable to
the Committee;

(4) The Committee has notified the
Department of the Army that:

(i) The agency is not engaged in com-
mercial or political activities;

(if) Contributions to the agency are
eligible for tax exemption under in-
come tax laws;

(iii) The agency is directed by an ac-
tive and responsible board of American
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citizens who serve without compensa-
tion;

(iv) The accounts of the agency are
regularly audited by a certified public
accountant;

(v) The agency currently reports its
activities and operations to the Com-
mittee including its budget and reports
of income and expenditures, its trans-
fer of funds, and its exports of commod-
ities and such other information as the
Committee may deem necessary, and
such reports are open for public inspec-
tion;

(vi) The general program and projects
by countries of operation of the agency
have been approved by the Committee
to permit the coordination of private
agency programs with each other and
with the programs of the Department
of the Army in the Ryukyu Islands;

(vii) The Government of the country
in which the supplies are distributed
affords appropriate facilities for the
necessary and economic operation of
the agency’s general program and proj-
ects;

(viii) The supplies are free of customs
duties, other duties, tolls, and taxes;

(ix) The agency has assumed respon-
sibility for noncommercial distribution
of the supplies free of cost to the per-
son or persons ultimately receiving
them and distribution of the supplies is
supervised by United States citizens,
and such operations are appropriately
identified as to their American char-
acter.

(c) Manner of payment of ocean freight
charges. (1) The Department of the
Army will reimburse agencies qualified
under this section, to the extent of
ocean freight charges paid by them for
shipments made in conformity with
this section: Provided, That application
for such reimbursement on shipments
must be submitted to the Department
within thirty days of date of shipment,
together with receipted invoices for
such charges, supported by ocean bills
of lading, showing that such charges
are limited to the actual cost of trans-
portation of the supplies from end of
ship’s tackle at the United States port
of loading to end of ship’s tackle at
port of discharge, correctly assessed at
the time of loading by the carrier for
freight on a weight, measurement or
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unit basis,
charges.

(2) The voluntary non-profit relief
agencies which qualify under this sec-
tion may apply to the Office of the
Chief of Civil Affairs, Department of
the Army, Washington, DC 20310, for
authorization to make shipments via
Military Sea Transportation Service
vessels, in conformity with this sec-
tion. Upon approval of the request, the
Chief of Civil Affairs will issue a De-
partment of Army Approved Part Pro-
gram authorizing shipment from a des-
ignated Port of Embarkation to end of
ship’s tackle at port of discharge, and
including fund citation for reimburse-
ment of Chief of Transportation. All
costs of inland transportation are to be
borne by the voluntary agencies.

(d) Refund by agencies. Any agency re-
imbursed under this section will refund
promptly to the Department of the
Army upon demand the entire amount
reimbursed (or such lessor amount as
the Department may demand) when-
ever it is determined that the reim-
bursement was improper as being in
violation of any of the provisions of the
Foreign Assistance Act of 1948, any
acts amendatory thereof or supple-
mental thereto, any relevant appro-
priation acts, or any rules, regulations
or procedures of the Department of the
Army.

(e) Saving clause. The Secretary of
the Army may waive, withdraw, or
amend at any time or from time to
time any or all of the provisions of this
section.

and free of any other

(Interpret or apply Title Il, sec. 112, 75 Stat.
719, 22 U.S.C. 2366 note)

[27 FR 177, Jan 6, 1962]

PART 503—APPREHENSION AND
RESTRAINT

Sec.
503.1 Persons not subject to military law.
503.2 Delivery to civil authorities.

§503.1 Persons not subject to military
law.

Persons not subject to military law
may be apprehended or restrained by
members of the Department of the
Army, other than in foreign countries,
as follows:
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(a) General. All members of the De-
partment of the Army having the ordi-
nary right and duty of citizens to assist
in the maintenance of the peace.
Where, therefore, a felony or a mis-
demeanor amounting to a breach of the
peace is being committed in his pres-
ence, it is the right and duty of every
member of the military service, as of
every civilian, to apprehend the perpe-
trator.

(b) Restraint. The restraint imposed
under the provisions of paragraph (a) of
this section will not exceed that rea-
sonably necessary, nor extend beyond
such time as may be required to dis-
pose of the case by orderly transfer of
custody to civil authority or otherwise,
under the law.

(c) Ejection. Persons not subject to
military law who are found within the
limits of military reservations in the
act of committing a breach of regula-
tions, not amounting to a felony or a
breach of the peace, may be removed
therefrom upon orders from the com-
manding officer and ordered by him not
to reenter. For penalty imposed upon
reentrance after ejection, see title 18,
United States Code, section 1382.

(Sec. 3012, 70A Stat. 157; 10 U.S.C. 3012)
[28 FR 2732, Mar. 20, 1963]

§503.2 Delivery to civil authorities.

(a) Authority. Any commanding offi-
cer exercising general court-martial ju-
risdiction or commanding officer des-
ignated by him may, in accordance
with the Uniform Code of Military Jus-
tice, Article 14 (10 U.S.C. 814), author-
ize the delivery of a member of the
Armed Forces under his command,
when such member is accused of a
crime or offense made punishable by
the laws of the jurisdiction making the
request, to the civil authorities of the
United States, a State of the United
States, or a political subdivision there-
of under the conditions prescribed in
this section.

(b) Policy. The policy of the Depart-
ment of the Army is that commanding
officers will cooperate with civil au-
thorities and, unless the best interests
of the service will be prejudiced there-
by, will deliver a member of the Armed
Forces to such authorities upon presen-
tation of a proper request accompanied
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by reliable information showing that
there is reasonable cause to believe
that the person requested has com-
mitted a crime or offense made punish-
able by the laws of the jurisdiction
making the request. A person will not
be shielded from a just prosecution by
the civil authorities solely because of
his status as a member of the Armed
Forces. In determining whether a mem-
ber of the Armed Forces should be de-
livered to the civil authorities, the
commanding officer will exercise his
sound discretion in the light of the
facts and circumstances of each par-
ticular case. Among other pertinent
matters, he should consider the seri-
ousness of the offense charged, whether
court-martial charges are pending
against the alleged offender, whether
he is serving a sentence imposed by
court-martial, and whether, under the
existing military situation, the best in-
terest of the service warrant his reten-
tion in the Armed Forces. With respect
to extradition process, military per-
sonnel may be considered to be in the
same status as persons not members of
the Armed Forces. It is contrary to the
general policy of the Department of the
Army to transfer military personnel
from a station within one State to a
station within another State for the
purpose of making such individuals
amenable to civilian legal proceedings.
Accordingly, if the delivery of a mem-
ber of the Army is requested by a State
other than the State in which he is lo-
cated, the authorities of the requesting
State will be required to complete ex-
tradition process according to the pre-
scribed procedures to obtain custody of
an individual from the State in which
he is located and to make arrange-
ments to take him into custody there.

(c) Requirements for delivery. There or-
dinarily will be required with each ap-
plication by the civil authorities for
the surrender of a member of the
Armed Forces a copy of an indictment,
presentment, information, or warrant,
together with sufficient information to
identify the person sought as the per-
son who allegedly committed the of-
fense charged and a statement of the
maximum sentence which may be im-
posed upon conviction. If the request
for delivery is based upon an indict-
ment, presentment, or information, it
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will be assumed that there is reason-
able cause to believe that the offense
charged was committed by the person
named therein. If the request for deliv-
ery is based upon a warrant, the com-
manding officer may cause an inquiry
to be made to satisfy himself that rea-
sonable cause exists for the issuance of
the warrant; however, if a warrant is
accompanied by the statement of a
United States attorney or the pros-
ecuting officer of a State of the United
States or political subdivision thereof
that a preliminary official investiga-
tion of the offense charged shows that
there is reasonable cause to believe
that the offense charged was com-
mitted by the person named therein, no
further inquiry need be made.

(d) Retaining custody pending request
for delivery. If the commanding officer
specified in paragraph (a) of this sec-
tion is in receipt of a statement of a
United States attorney or the pros-
ecuting officer of a State of the United
States or a political subdivision there-
of that there is reasonable cause to be-
lieve that a member of the Armed
Forces under his command has com-
mitted an offense punishable by the
laws of the pertinent jurisdiction, the
commanding officer may, upon the re-
quest of such civil official, agree to re-
tain the alleged offender in his com-
mand for a reasonable period of time,
not extending beyond the termination
of his current enlistment or period of
service, pending presentation of a re-
quest for delivery accompanied by the
evidence indicated in paragraph (c) of
this section.

(e) Action by commanding officers.
Commanding officers, other than those
specified in paragraph (a) of this sec-
tion, will refer such requests with their
recommendation for disposition to the
appropriate commanding officer, who,
after determining the propriety of the
request, will take the action indicated
in this paragraph. If the commanding
officer having authority to deliver de-
nies a request for delivery of an of-
fender to the civil authorities, he will
immediately forward the request direct
to The Judge Advocate General, to-
gether with his reasons for denying the
request. In cases involving special cir-
cumstances, the commanding officer
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having authority to deliver may for-
ward the request with his recommenda-
tion for disposition direct to The Judge
Advocate General for advice before
taking his action.

(f) Procedure for executing delivery.
When the commanding officer specified
in paragraph (a) of this section author-
izes the delivery of a person to the civil
authorities, he will inform the appro-
priate requesting agency or official of
the time and place of delivery. In addi-
tion, he will advise the requesting
agency or official that delivery of the
person will be made at no expense to
the Department of the Army and with
the understanding that the civil agen-
cy or official will advise the delivering
commander of the outcome of the trial
and, if the Army authorities desire to
return the person, will deliver him to
the place of original delivery or to an
Army installation nearer the place of
civil detention, as may be designated
by the Army authorities, at no expense
to the Department of the Army. A
written receipt, in substantially the
following form, should be executed by
the official who takes delivery of the
accused:

In consideration of the delivery of
(Grade and name) ——,

(Service number) , United States

Army, to the civil authorities of the:
,  (United States) ,
(State of) at , (Place

of delivery) for trial upon the charge of
——, hereby agree, pursuant to the
authority vested in me as (Offi-
cial designation) that the commanding offi-
cer of —————— (General court-martial ju-
risdiction) will be informed of the outcome
of the trial and that will be re-
turned to the Army authorities at the afore-
said place of delivery or to an Army installa-
tion nearer the place of civil detention, as
may be designated by the authorities of the
Department of the Army, without expense to
such Department or to the person delivered,
immediately upon dismissal of the charges
or completion of the trial in the event he is
acquitted, or immediately upon satisfying
the sentence of the court in the event he is
convicted and a sentence imposed, or upon
other disposition of the case, unless the
Army authorities shall have indicated that
return is not desired.

The above agreement is substantially
complied with when the civil agency or
official advises the delivering com-
mander of the outcome of the trial of
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the alleged offender and of his prospec-
tive release to the Army authorities,
and the individual is furnished trans-
portation and necessary cash to cover
his incidental expenses en route to an
installation designated by Army au-
thorities.

(9) Return to Army control. Upon being
advised of the outcome of the trial or
other disposition of the charges against
the alleged offender, the commanding
officer specified in paragraph (a) of this
section will, if return is desired, inform
the appropriate civil agency or official
of the name and location of the Army
installation to which such person is to
be delivered. Either the place of origi-
nal delivery or an installation nearer
the place of civil detention of the of-
fender may be designated in accord-
ance with existing policies governing
assignments and transfers of personnel.

(Sec. 3012, 70A Stat. 157; 10 U.S.C. 3012)
[28 FR 2732, Mar. 20, 1963]

PART 504—OBTAINING INFORMA-
TION FROM FINANCIAL INSTITU-
TIONS

Sec.

504.1 General.

504.2 Procedures.

APPENDIX A TO PART 504—REQUEST FOR BASIC
IDENTIFYING ACCOUNT DATA—SAMPLE
FORMAT

APPENDIX B TO PART 504—CUSTOMER CONSENT
AND AUTHORIZATION FOR ACCESS—SAMPLE
FORMAT

APPENDIX C TO PART 504—CERTIFICATE OF
COMPLIANCE WITH THE RIGHT TO FINAN-
CIAL PRIVACY ACT OF 1978—SAMPLE FOR-
MAT

APPENDIX D TO PART 504—FORMAL WRITTEN
REQUEST FOR ACCESS—SAMPLE FORMAT

APPENDIX E TO PART 504—CUSTOMER NOTICE
OF FORMAL WRITTEN REQUEST—SAMPLE
FORMAT

AUTHORITY: 12 U.S.C. 3401 et seq., Pub. L.
95-630, unless otherwise noted.

SOURCE: 46 FR 60195, Dec. 9, 1981, unless
otherwise noted.

§504.1 General.

(a) Purpose. This regulation provides
DA policies, procedures, and restric-
tions governing access to and disclo-
sure of financial records maintained by
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financial institutions during the con-
duct of Army investigations or inquir-
ies.

(b) Applicability and scope. (1) This
regulation applies to all DA investiga-
tive activities conducted by the Active
Army, the Army National Guard, and
the US Army Reserve.

(2) The provisions of 12 U.S.C. 3401 et
seq. do not govern obtaining access to
financial records maintained by finan-
cial institutions located outside of the
states or territories of the United
States, Puerto Rico, the District of Co-
lumbia, Guam, American Samoa, or
the Virgin Islands. The procedures out-
lined in §504.2(d)(4) will be followed in
seeking access to financial information
from these facilities.

(3) This regulation applies only to fi-
nancial records maintained by finan-
cial institutions as defined in
§504.1(c)(1).

(c) Explanation of terms. For purposes
of this regulation, the following terms
apply:

(1) Financial institution. Any office of
a_

(i) Bank.

(ii) Savings bank.

(iii) Credit card issuer as defined in
section 103 of the Consumers Credit
Protection Act (15 U.S.C. 1602(n)).

(iv) Industrial loan company.

(v) Trust company.

(vi) Savings and loan association.

(vii) Building and loan association.

(viii) Homestead association (includ-
ing cooperative banks).

(ix) Credit union.

(x) Consumer finance institution.

This includes only those offices located
in any State or territory of the United
States, or in the District of Columbia,
Puerto Rico, Guam, American Samoa,
or the Virgin Islands.

(xi) Military banking contractors lo-
cated outside the States or territories
of the United States or the District of
Columbia, Puerto Rico, Guam, Amer-
ican Samoa, or the Virgin Islands.

(2) Financial record. An original
record, its copy, or information known
to have been derived from the original
record held by a financial institution,
pertaining to a customer’s relationship
with the financial institution.
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(3) Person. An individual or partner-
ship of five or fewer individuals. (Per
DODD 5400.12.)

(4) Customer. Any person or author-
ized representative of that person—

(i) Who used or is using any service of
a financial institution.

(if) For whom a financial institution
is acting or has acted as a fiduciary for
an account maintained in the name of
that person.

(5) Law enforcement inquiry. A lawful
investigation or official proceeding
that inquires into a violation of, or
failure to comply with, a criminal or
civil statute or any enabling regula-
tion, rule, or order issued pursuant
thereto.

(6) Army law enforcement office. Any
army element, agency, or unit author-
ized to conduct investigations under
the Uniform Code of Military Justice
or Army regulations. This broad defini-
tion of, Army law enforcement office
includes military police, criminal in-
vestigation, inspector general, and
military intelligence activities con-
ducting investigations of violations of
law or regulation.

(7) Personnel security investigation. An
investigation required to determine a
person’s eligibility for access to classi-
fied information, assignment or reten-
tion in sensitive duties, or other des-
ignated duties requiring such inves-
tigation. Personnel security investiga-
tion includes investigations of subver-
sive affiliations, suitability informa-
tion, or hostage situations conducted
to make personnel security determina-
tions. It also includes investigations of
allegations that—

(i) Arise after adjudicative action,
and

(i) Require resolution to determine a
person’s current eligibility for access
to classified information or assignment
or retention in a sensitive position.
Within DA, personnel security inves-
tigations are conducted by the Defense
Investigative Service.

(d) Policy—(1) Customer consent. It is
DA policy to seek customer consent to
obtain a customer’s financial records
from a financial institution unless
doing so would compromise or harm-
fully delay a legitimate law enforce-
ment inquiry. If the person declines to
consent to disclosure, the alternative
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means of obtaining the records author-
ized by this regulation will be used.
(See §504.2 (c) through (g).)

(2) Access requests. Except as provided
in paragraph (d)(3) of this section and
§§504.1(f)(1), 504.2(g) and 504.2(j), Army
investigative elements may not have
access to or obtain copies of the infor-
mation in the financial records of any
customer from a financial institution
unless the financial records are reason-
ably described and the—

(i) Customer has authorized such dis-
closure (§504.2(b));

(i) Financial records are disclosed in
response to a search warrant which
meets the requirements of §504.2(d);

(iii) Financial records are disclosed
in response to a judicial subpoena
which meets the requirements of
§504.2(e); or

(iv) Financial records are disclosed in
response to a formal written request
which meets the requirements of
§504.2(f).

(3) Voluntary information. Nothing in
this regulation will preclude any finan-
cial institution, or any officer, em-
ployee, or agent of a financial institu-
tion, from notifying an Army inves-
tigative element that such institution,
or officer, employee or agent has infor-
mation which may be relevant to a pos-
sible violation of any statute or regula-
tion.

(e) Authority. (1) Law enforcement of-
fices are authorized to obtain records
of financial institutions per this regu-
lation, except as provided in §504.2(e).

(2) The head of a law enforcement of-
fice, of field grade rank or higher (or an
equivalent grade civilian official), is
authorized to initiate requests for such
records.

(f) Exceptions and waivers. (1) A law
enforcement office may issue a formal
written request for basic identifying
account information to a financial in-
stitution as part of a legitimate law
enforcement inquiry. The request may
be issued for any or all of the following
identifying data:

(i) Name.

(ii) Address.

(iii) Account number.

(iv) Type of account of any customer
or ascertainable group of customers as-
sociated with a financial transaction or
class of financial transactions.
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(2) A request for disclosure of the
above specified basic identifying data
on a customer’s account may be issued
without complying with the customer
notice, challenge, or transfer proce-
dures described in §504.2. However, if
access to the financial records them-
selves is required, the procedures in
§504.2 must be followed. (A sample for-
mat for requesting basic identifying
account data is in app. A.)

(3) No exceptions or waivers will be
granted for those portions of this regu-
lation required by law. Submit re-
quests for exceptions or waivers of
other aspects of this regulation to
HQDA(DAPE-HRE), WASH, DC 20310.

§504.2 Procedures.

(a) General. A law enforcement offi-
cial seeking access to a person’s finan-
cial records will, when feasible, obtain
the customer’s consent. This chapter
also sets forth other authorized proce-
dures for obtaining financial records if
it is not feasible to obtain the cus-
tomer’s consent. Authorized procedures
for obtaining financial records follow.
All communications with a US Attor-
ney or a US District Court, as required
by this regulation, will be coordinated
with the supporting staff judge advo-
cate before dispatch.

(b) Customer consent. (1) A law en-
forcement office or personnel security
element may gain access to or a copy
of a customer’s financial records by ob-
taining the customer’s consent and au-
thorization in writing. (See app. B for a
sample format.) Any consent obtained
under the provisions of this paragraph
must—

(i) Be in writing, signed, and dated.

(ii) ldentify the particular financial
records being disclosed.

(iii) State that the customer may re-
voke the consent at any time before
disclosure.

(iv) Specify the purpose of disclosure
and to which agency the records may
be disclosed.

(v) Authorize the disclosure for a pe-
riod not over 3 months.

(vi) Contain a ‘“‘Statement of Cus-
tomer Rights Under the Right to Fi-
nancial Privacy Act of 1978 (app. B).

(2) Any customer’s consent not con-
taining all of the elements listed in
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paragraph a of this section will not be
valid.

(3) A copy of the customer’s consent
will be made a part of the law enforce-
ment inquiry file.

(4) A certification of compliance with
12 U.S.C. 3401 et seq. (app- C), along with
the customer’s consent, will be pro-
vided to the financial institution as a
prerequisite to obtaining access to the
financial records.

(5) The annual reporting require-
ments of §504.2(m) apply to requests
made to a financial institution even
with the customer’s consent.

(c) Administrative summons or sub-
poena. The Army has no authority to
issue an administrative summons or
subpoena for access to financial rec-
ords.

(d) Search warrant. (1) A law enforce-
ment office may obtain financial
records by using a search warrant ob-
tained under Rule 41 of the Federal
Rules of Criminal Procedure in appro-
priate cases.

(2) No later than 90 days after the
search warrant is served, unless a delay
of notice is obtained under §504.2(i), a
copy of the search warrant and the fol-
lowing notice must be mailed to the
customer’s last known address:

Records or information concerning your
transactions held by the financial institu-
tion named in the attached search warrant
were obtained by this (office/agency/unit) on
(date) for the following purpose: (state pur-
pose). You may have rights under the Right
to Financial Privacy Act of 1978.

(3) Search authorization signed by in-
stallation commanders or military
judges will not be used to gain access
to financial records from financial in-
stitutions in any State or territory of
the United States.

(4) Access to financial records main-
tained by military banking contractors
in oversea areas or by other financial
institutions located on DOD installa-
tions outside the United States, Puerto
Rico, the District of Columbia, Guam,
American Samoa, or the Virgin Islands
is preferably obtained by customer con-
sent.

(i) In cases where it would not be ap-
propriate to obtain this consent or
such consent is refused and the finan-
cial institution is not otherwise willing
to provide access to its records, the law
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enforcement activity may seek access
by use of a search authorization. This
authorization must be prepared and
issued per AR 27-10, Legal Services.

(ii) Information obtained under this
paragraph should be properly identified
as financial information. It should be
transferred only where an official need-
to-know exists. Failure to do so, how-
ever, does not render the information
inadmissable in courts-martial or other
proceedings.

(iii) Law enforcement activities seek-
ing access to financial records main-
tained by all other financial institu-
tions overseas will comply with local
foreign statutes or procedures gov-
erning such access.

(e) Judicial subpoena. Judicial
poenas—

(1) Are those subpoenas issued in con-
nection with a pending judicial pro-
ceeding.

(2) Include subpoenas issued under
paragraph 115 of the Manual for Courts-
Martial and Article 46 of the Uniform
Code of Military Justice. The servicing
staff judge advocate will be consulted
on the availability and use of judicial
subpoenas. The notice and challenge
provisions of 12 U.S.C. 3407 and 3410 will
be followed.

(f) Formal written request. (1) A law
enforcement office may formally re-
quest financial records when the rec-
ords are relevant to a legitimate law
enforcement inquiry. This request may
be issued only if—

(i) The customer has declined to con-
sent to the disclosure of his or her rec-
ords, or

(ii) Seeking consent from the cus-
tomer would compromise or harmfully
delay a legitimate law enforcement in-
quiry.

(2) A formal written request will be
in a format set forth in appendix D and
will—

(i) State that the request is issued
under the Right to Financial Privacy
Act of 1978 and this regulation.

(ii) Described the specific records to
be examined.

(iii) State that access is sought in
connection with a legitimate law en-
forcement inquiry.

(iv) Describe the nature of the in-
quiry.

sub-
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(v) Be signed by the head of the law
enforcement office or a designee (per-
sons specified in §504.1(e)(2)).

(3) At the same time or before a for-
mal written request is issued to a fi-
nancial institution, a copy of the re-
quest will be personally served upon or
mailed to the customer’s last known
address unless a delay of customer no-
tice has been obtained under §504.2(i).
The notice to the customer will be—

(i) In a format similar to appendix E.

(ii) Personally served at least 14 days
or mailed at least 18 days before the
date on which access is sought.

(4) The official who signs the cus-
tomer notice is designated to receive
any challenge from the customer.

(5) The customer will have 14 days to
challenge a notice request when per-
sonal service is made, and 18 days when
service is by mail.

(6) The head of the law enforcement
office initiating the formal written re-
quest will set up procedures to insure
that no access to financial records is
attempted before expiration of the
above time periods—

(i) While awaiting receipt of a poten-
tial customer challenge, or

(ii) While awaiting the filing of an
application for an injunction by the
customer.

(7) Proper preparation of the formal
written request and notice to the cus-
tomer requires preparation of motion
papers and a statement suitable for
court filing by the customer. Accord-
ingly, the law enforcement office in-
tending to initiate a formal written re-
quest will coordinate preparation of
the request, the notice, motion papers,
and sworn statement with the sup-
porting staff judge advocate. These
documents are required by statute;
their preparation cannot be waived.

(8) The supporting staff judge advo-
cate is responsible for liaison with the
proper United States Attorney and
United States District Court. The re-
questing official will coordinate with
the supporting staff judge advocate to
determine whether the customer has
filed a motion to prevent disclosure of
the financial records within the pre-
scribed time limits.

(9) The head of the law enforcement
office (§504.2(f)(2)) will certify in writ-
ing (see app. C) to the financial institu-
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tion that such office has complied with
the requirements of 12 U.S.C. 3401 et
seq.—

(i) When a customer fails to file a
challenge to access to financial records
within the above time periods, or

(if) When a challenge is adjudicated
in favor of the law enforcement office.

No access to any financial records will

be made before such certification is
given.
(g) Emergency access. (1) In some

cases, the requesting law enforcement
office may determine that a delay in
obtaining access would create an immi-
nent danger of—

(i) Physical injury to a person,

(ii) Serious property damage, or

(iii) Flight to avoid prosecution.
Section 504.2(g)(2)(3) provides for emer-
gency access in such cases of imminent
danger. (No other procedures in this
regulation apply to such emergency ac-
cess.)

(2) When emergency access is made to
financial records, the requesting offi-
cial (§504.1(e)(2)) will—

(i) Certify in writing (in a format
similar to that in app. C) to the finan-
cial institution that the provisions of
12 U.S.C. 3401 et seq. have been complied
with as a prerequisite to obtaining ac-
cess.

(ii) File with the proper court a
signed, sworn statement setting forth
the grounds for the emergency access
within 5 days of obtaining access to fi-
nancial records.

(3) After filing of the signed, sworn
statement, the official who has ob-
tained access to financial records under
this paragraph will—

(i) Personally serve or mail to the
customer a copy of the request to the
financial institution and the following
notice, unless a delay of notice has
been obtained under §504.2(i):

Records concerning your transactions held
by the financial institution named in the at-
tached request were obtained by (office/agen-
cy/unit) under the Right to Financial Pri-
vacy Act of 1978 on (date) for the following
purpose: (state with reasonable detail the na-
ture of the law enforcement inquiry). Emer-
gency access to such records was obtained on
the grounds that (state grounds).
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(i) Insure that mailings under this
section will be by certified or reg-
istered mail to the last known address
of the customer.

(4) The annual reporting require-
ments of §504.2(m) apply to any request
for access under this section.

(h) Release of information obtained
from financial institutions—(1) Records
notice. Financial records, to include de-
rived information, obtained under 12
U.S.C. 3401 et seq. will be marked as fol-
lows:

This record was obtained pursuant to the
Right to Financial Privacy Act of 1978, 12
U.S.C. 3401 et seq., and may not be trans-
ferred to another Federal agency or depart-
ment outside DOD without prior compliance
with the transferring requirements of 12
U.S.C. 3412.

(2) Records transfer. (i) Financial rec-
ords originally obtained under this reg-
ulation will not be transferred to an-
other agency or department outside
the DOD unless the transferring law
enforcement office certifies their rel-
evance in writing. Certification will
state that there is reason to believe
that the records are relevant to a le-
gitimate law enforcement inquiry
within the jurisdiction of the receiving
agency or department. To support this
certification, the transferring office
may require that the requesting agen-
cy submit adequate justification for its
request. File a copy of this certifi-
cation with a copy of the released
records.

(i) Unless a delay of customer notice
has been obtained (§504.2(i)), the trans-
ferring law enforcement office will,
within 14 days, personally serve or mail
the following to the customer at his or
her last known address—

(A) A copy of the certification made
according to §504.2(h)(2)(i) and

(B) The following notice, which will
state the nature of the law enforce-
ment inquiry with reasonable detail:

Copies of, or information contained in,
your financial records lawfully in possession
of the Department of the Army have been
furnished to (state the receiving agency or
department) pursuant to the Right to Finan-
cial Privacy Act of 1978 for (state the pur-
pose). If you believe that this transfer has
not been made to further a legitimate law
enforcement inquiry, you may have legal
rights under the Financial Privacy Act of
1978 or the Privacy Act of 1974.
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(iii) If a request for release of infor-
mation is from a Federal agency au-
thorized to conduct foreign intel-
ligence or foreign counterintelligence
activities (Executive Order 12036) and is
for puposes of conducting such activi-
ties by these agencies, the information
will be released without notifying the
customer, unless permission to provide
notification is given in writing by the
requesting agency.

(iv) Financial information obtained
before the effective date of the Finan-
cial Privacy Act of 1978 (10 March 1978)
may continue to be provided to other
agencies according to existing proce-
dures, to include applicable Privacy
Act System Notices published in AR
340-21 series.

(3) Precautionary measures. Whenever
financial data obtained under this reg-
ulation is incorporated into a report of
investigation or other correspondence,
precautions must be taken to insure
that—

(i) The report or correspondence is
not is not distributed outside of DOD
except in compliance with paragraph
(h)(2)(ii)(B) of this section.

(ii) The report or other correspond-
ence contains the following warning re-
striction on the first page or cover:

Some of the information contained herein
(cite specific paragraphs) is financial record
information which was obtained pursuant to
the Right to Financial Privacy Act of 1978, 12
U.S.C. 3401 et seq. This information may not
be released to another Federal agency or de-
partment outside the DOD without compli-
ance with the specific requirements of 12
U.S.C. 3412 and AR 190-6.

(i) Delay of customer notice proce-
dures—(1) Length of delay. The cus-
tomer notice required by formal writ-
ten request (§504.2(f)(3)), emergency ac-
cess (§504.2(g)(3)), and release of infor-
mation (8§504.2(h)(2)(iii)) may be de-
layed for successive periods of 90 days.
The notice required for search warrant
(8§504.2(d)(2)) may be delayed for one pe-
riod of 180 days and successive periods
of 90 days.

(2) Conditions for delay. A delay of no-
tice may be granted only by a court of
competent jurisdiction. This will be
done only when not granting a delay in
serving the notice would result in—

(i) Endangering the life or physical
safety of any person.



Depariment of the Army, DoD

(ii) Flight from prosecution.

(iii) Destruction of or tampering with
evidence.

(iv) Intimidation of potential
nesses.

(v) Otherwise seriously jeopardizing
an investigation or official proceeding
or unduly delaying a trial or ongoing
official proceeding to the same degree
as the circumstances in §504.2(i)(2)(ii)
through (iv).

(3) Coordination. When a delay of no-
tice is appropriate, the law enforce-
ment office involved will consult with
the supporting staff judge advocate to
obtain such a delay. Applications for
delays of notice should contain reason-
able detail.

(4) After delay expiration. Upon the ex-
piration of a delay of notice under
above and required by—

(i) Section 504.2(d)(1), the law en-
forcement office obtaining financial
records will mail to the customer a
copy of the search warrant and the fol-
lowing notice.

wit-

Records or information concerning your
transactions held by the financial institu-
tion named in the attached search warrant
were obtained by this (agency or office) on
(date). Notification was delayed beyond the
statutory 90-day delay period pursuant to a
determination by the court that such notice
would seriously jeopardize an investigation
concerning (state with reasonable detail).
You may have rights under the Right to Fi-
nancial Privacy Act of 1978.

(if) Section 504.2(f)(3), the law en-
forcement office obtaining financial
records will serve personally or mail to
the customer a copy of the process or
request and the following notice:

Records or information concerning your
transactions which are held by the financial
institution named in the attached process or
request were supplied to or requested by the
government authority named in the process
or request on (date). Notification was with-
held pursuant to a determination by the
(title of the court so ordering) under the
Right to Financial Privacy Act of 1978 that
such notice might (state reason). The pur-
pose of the investigation or official pro-
ceeding was (state purpose with reasonable
detail).

(iii) Section 504.2(g)(3), the law en-
forcement office obtaining financial
records will serve personally or mail to
the customer a copy of the request and
the notice required by §504.2(g)(3).
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(iv) Section 504.2(h)(2), the law en-
forcement office transferring financial
records will serve personally or mail to
the customer the notice required by
§504.2(f)(3). If the law enforcement of-
fice was responsible for obtaining the
court order authoriziang the delay,
such office shall also serve personally
or by mail to the customer the notice
required in §504.2()(3).

(5) Annual reports. The annual report-
ing requirements of §504.2(m) apply to
delays of notice sought or granted
under this paragraph.

(J) Foreign intelligence and foreign
counterintelligence activities. (1) Except
as indicated below, nothing in this reg-
ulation applies to requests for financial
information in connection with author-
ized foreign intelligence and foreign
counterintelligence activities as de-
fined in Executive Order 12036. Appro-
priate foreign intelligence and counter-
intelligence directives should be con-
sulted in these instances.

(2) However, to comply with the Fi-
nancial Privacy Act of 1978, the fol-
lowing guidance will be followed for
such requests. When a request for fi-
nancial records is made—

(i) A military intelligence group
commander, the chief of an investiga-
tive control office, or the Commanding
General (or Deputy CG), US Army In-
telligence and Security Command, will
certify to the financial institution that
the requesting activity has complied
with the provisions of 12 U.S.C. 3403(b).

(ii) The requesting official will notify
the financial institution from which
records are sought that 12 U.S.C.
3414(a)(3) prohibits disclosure to any
person by the institution, its agents, or
employees that financial records have
been sought or obtained.

(3) The annual reporting require-
ments shown in §504.2(m) apply to any
request for access under this section.

(k) Certification. A certificate of com-
pliance with the Right of Financial
Privacy Act of 1978 (app. C) will be pro-
vided to the financial institution as a
prequisite to obtaining access to finan-
cial records under the following access
procedures:

(1) Customer consent (§504.2(b)).

(2) Search warrant (§504.2(d)).

(3) Judicial subpoena (§504.2(e)).

(4) Formal written request (§504.2(f)).
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(5) Emergency access (§504.2(Q)).

(6) Foreign intelligence and foreign
counterintelligence activities (§504.2
an.
(I) Penalties. Obtaining or disclosing
financial records or financial informa-
tion on a customer from a financial in-
stitution in violation of the Act or this
regulation may subject the Army to
payment of civil penalties, actual dam-
ages, punitive damages as the court
may allow, and cost with reasonable
attorney fees. Military and civilian
personnel who willfully or inten-
tionally violate the Act or this regula-
tion may be subject to disciplinary ac-
tion.

(m) Right to Financial Privacy Act of
1978  Annual Report  (RCS DD-
COMP(A)1538). (1) Major Army com-
manders will submit this report to
HQDA(DAPE-HRE) concerning re-
quests for financial information from
financial institutions. Reports are to
include all queries requested or infor-
mation obtained under the provisions
of this regulation by subordinate Army
law enforcement offices (as defined in
§504.1(c)(6)). Negative reports will be
submitted.

(2) This report is to arrive at
HQDA(DAPE-HRE), WASH, DC 20310,
not later than 1 February following the
calendar year reported.

(3) The annual report will contain the
number of—

(i) Requests for access to financial
institutions, specifying the types of ac-
cess and any other information deemed
relevant or useful.

(ii) Customer challenges to access
and whether they were successful.

(iii) Transfers to agencies outside of
the DOD of information obtained under
this regulation.

(iv) Customer challenges to the
transfer of information and whether
they were successful.

(v) Applications for delay of notice,
the number granted, and the names of
the officials requesting such delays.

(vi) Delay of notice extensions sought
and the number granted.

(vii) Refusals by financial institu-
tions to grant access, by category of
authorization, such as customer con-
sent or formal written request.

(4) A consolidated Army report will
be submitted by HQDA(DAPE-HRE) to
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the Defense Privacy Board, Office of
the Deputy Assistant Secretary of De-
fense (Administration), by 15 February
each year.

APPENDIX A TO PART 504—REQUEST FOR
BASIC IDENTIFYING ACCOUNT DATA—
SAMPLE FORMAT

(Official Letterhead)

(Date)

Mr./Mrs. s

Chief Teller (as appropriate), First National
Bank, Little Rock, AR 72203.

Dear Mr./Mrs. : In connection
with a legitimate law enforcement inquiry
and pursuant to section 3414(g) of the Right
to Financial Privacy Act of 1978, section 3401
et seq., Title 12, United States Code, you are
requested to provide the following account
information: (name, address, account num-
ber, and type of account of any customer or
ascertainable group of customers associated
with a certain financial transaction or class
of financial transactions as set forth in
§504.1(f)).

I hereby certify, pursuant to section 3403(b)
of the Right to Financial Privacy Act of 1978,
that the provisions of the Act have been
complied with as to this request for account
information.

(Official Signature Block)

Under section 3417(c) of the Act, good faith
reliance upon this certification relieves your
institution and its employees and agents of
any possible liability to the subject in con-
nection with the disclosure of the requested
financial records.

APPENDIX B TO PART 504—CUSTOMER
CONSENT AND AUTHORIZATION FOR
ACCESS—SAMPLE FORMAT

Pursuant to section 3404(a) of the Right to
Financial Privacy Act of 1978, I, (name of
customer), having read the explanation of
my rights on the reverse side, hereby author-
ize the (name and address of financial insti-
tution) to disclose these financial records:
(list of particular financial records) to
(Army law enforcement office) for the fol-
lowing purpose(s): (specify the purpose(s)).

I understand that this authorization may
be revoked by me in writing at any time be-
fore my records, as described above, are dis-
closed, and that this authorization is valid
for no more than 3 months from the date of
my signature.

Date:

Signature:

(Typed name)

(Mailing address of customer)
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STATEMENT OF CUSTOMER RIGHTS UNDER THE
RIGHT TO FINANCIAL PRIVACY ACT OF 1978

Federal law protects the privacy of your fi-
nancial records. Before banks, savings and
loan associations, credit unions, credit card
issuers, or other financial institutions may
give financial information about you to a
Federal agency, certain procedures must be
followed.

Consent to Financial Records

You may be asked to consent to the finan-
cial institution making your financial rec-
ords available to the Government. You may
withhold your consent, and your consent is
not required as a condition of doing business
with any financial institution. If you give
your consent, it can be revoked in writing at
any time before your records are disclosed.
Futhermore, any consent you give is effec-
tive for only 3 months and your financial in-
stitution must keep a record of the instances
in which it discloses your financial informa-
tion.

Without Your Consent

Without your consent, a Federal agency
that wants to see your financial records may
do so ordinarily only by means of a lawful
subpoena, summons, formal written request,
or search warrant for that purpose. Gen-
erally, the Federal agency must give you ad-
vance notice of its request for your records
explaining why the information is being
sought and telling you how to object in
court. The Federal agency must also send
you copies of court documents to be prepared
by you with instructions for filling them
out. While these procedures will be kept as
simple as possible, you may want to consult
an attorney before making a challenge to a
Federal agency’s request.

Exceptions

In some circumstances, a Federal agency
may obtain financial information about you
without advance notice or your consent. In
most of these cases, the Federal agency will
be required to go to court for permission to
obtain your records without giving you no-
tice beforehand. In these instances, the court
will make the Government show that its in-
vestigation and request for your records are
proper. When the reason for the delay of no-
tice no longer exists, you will usually be no-
tified that your records were obtained.

Transfer of Information

Generally, a Federal agency that obtains
your financial records is prohibited from
transferring them to another Federal agency
unless it certifies in writing the transfer is
proper and sends a notice to you that your
records have been sent to another agency.
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Penalties

If the Federal agency or financial institu-
tion violates the Right to Financial Privacy
Act, you may sue for damages or seek com-
pliance with the law. If you win, you may be
repaid your attorney’s fee and costs.

Additional Information

If you have any questions about your
rights under this law, or about how to con-
sent to release your financial records, please
call the official whose name and telephone
number appears below:

(Last Name, First Name, Middle Initial)
Title (Area Code) (Telephone Number)

(Component activity, address)

APPENDIX C TO PART 504—CERTIFICATE
OF COMPLIANCE WITH THE RIGHT TO
FINANCIAL PRIVACY ACT OF 1978—
SAMPLE FORMAT

(Official Letterhead)

Mr./Mrs. ,
Manager, Army Federal Credit Union, Fort Ord,
CA 93941.

Dear Mr./Mrs. : | certify, pursu-
ant to section 3403(b) of the Right to Finan-
cial Privacy Act of 1978, section 3401 et seq.,
Title 12, United States Code, that the appli-
cable provisions of that statute have been
complied with as to the (customer’s consent,
search warrant or judicial subpoena, formal
written request, emergency access, as appli-
cable) presented on (date), for the following
financial records of (customer’s name):

(Describe the specific records)
(Official Signature Block)

Pursuant to section 3417(c) of the Right to
Financial Privacy Act of 1978, good faith re-
liance upon this certificate relieves your in-
stitution and its employees and agents of
any possible liability to the customer in con-
nection with the disclosure of these financial
records.

APPENDIX D TO PART 504—FORMAL
WRITTEN REQUEST FOR ACCESS—
SAMPLE FORMAT

(Official Letterhead)

(Date)

Mr./Mrs. ,

President (as appropriate), City National Bank

and Trust Company, Altoona, PA 16602.

Dear Mr./Mrs. In connection

with a legitimate law enforcement inquiry

and pursuant to section 3402(5) and section

3408 of the Right to Financial Privacy Act of

1978, section 3401 et seq., Title 12, United

States Code, and Army Regulation 190-6, you
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are requested to provide the following ac-
count information pertaining to (identify
customer);

(Describe the specific records to be exam-
ined)

The Army has no authority to issue an ad-
ministrative summons or subpoena for ac-
cess to these financial records which are re-
quired for (describe the nature or purpose of
the inquiry).

A copy of this request was (personally
served upon or mailed to) the subject on
(date) who has (10 or 14) days in which to
challenge this request by filing an applica-
tion in an appropriate United States district
court if the subject desires to do so.

Upon expiration of the above mentioned
time period and in the absence of any filing
or challenge by the subject, you will be fur-
nished a certification certifying in writing
that the applicable provisions of the Act
have been complied with prior to obtaining
the requested records. Upon your receipt of a
Certificate of Compliance with the Right to
Financial Privacy Act of 1978, you will be re-
lieved of any possible liability to the subject
in connection with the disclosure of the re-
quested financial records.

(Official Signature Block)

APPENDIX E TO PART 504—CUSTOMER
NOTICE OF FORMAL WRITTEN RE-
QUEST—SAMPLE FORMAT

(Official Letterhead)

(Date)
Mr./Ms. ,
1500 N. Main Street, Washington, DC 20314.

Dear Mr./Ms. Information or
records concerning your transactions held by
the financial institution named in the at-
tached request are being sought by the
(agency/department) in accordance with the
Right to Financial Privacy Act of 1978, sec-
tion 3401 et seq., Title 12, United States
Code, and Army Regulation 190-6, for the fol-
lowing purpose(s):

(List the purpose(s))

If you desire that such records or informa-
tion not be made available, you must do the
following:

a. Fill out the accompanying motion paper
and sworn statement or write one of your
own—

(1) Stating that you are the customer
whose records are being requested by the
Government.

(2) Giving the reasons you believe that the
records are not relevant or any other legal
basis for objecting to the release of the
records.

b. File the motion and statement by mail-
ing or delivering them to the clerk of any
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one of the following United States District
Courts:

(List applicable courts)

c. Mail or deliver a copy of your motion
and statement to the requesting authority:
(give title and address).

d. Be prepared to come to court and pre-
sent your position in further detail.

You do not need to have a lawyer, although
you may wish to employ one to represent
you and protect your rights.

If you do not follow the above procedures,
upon the expiration of (10 days from the date
of personal service) (14 days from the date of
mailing) of this notice, the records or infor-
mation requested therein may be made
available.

These records may be transferred to other
Government authorities for legitimate law
enforcement inquiries, in which event you
will be notified after the transfer if such
transfer is made.

3 Inclosures (see para-
(Signature)

PART 505—THE ARMY PRIVACY
PROGRAM

)

Sec.

505.1 General information.

505.2 Individual rights of access and amend-
ment.

505.3 Disclosure of personal information to
other agencies and third parties.

505.4 Record-keeping requirements
the Privacy Act.

505.5 Exemptions.

APPENDIX A TO PART 505—EXAMPLE OF SYS-
TEM OF RECORDS NOTICE

APPENDIX B TO PART 505—EXAMPLE OF RE-
PORT FOR NEW SYSTEM OF RECORDS

APPENDIX C TO PART 505—PROVISIONS OF THE
PRIVACY ACT FROM WHICH A GENERAL OR
SPECIFIC EXEMPTION MAY BE CLAIMED

APPENDIX D TO PART 505—GLOSSARY OF
TERMS

AUTHORITY: Pub. L. 93-579, 88 Stat. 1896 (5
U.S.C. 552a).

SOURCE: 50 FR 42164, Oct. 18, 1985, unless
otherwised noted.

under

§505.1 General information.

(a) Purpose. This regulation sets forth
policies and procedures that govern
personal information kept by the De-
partment of the Army in systems of
records.

(b) References—(1) Required publica-
tions. (i) AR 195-2, Criminal Investiga-
tion Activities. (Cited in §505.2(j))
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(ii) AR 340-17, Release of Information
and Records from Army Files. (Cited in
§§505.2(h) and 505.4(d))

(iii) AR 430-21-8, The Army Privacy
Program; System Notices and Exemp-
tion Rules for Civilian Personnel Func-
tions. (Cited in §505.2(i))

(iv) AR 380-380, Automated System
Security. (Cited in §505.4(d) and (f))

(2) Related publications. (A related
publication is merely a source of addi-
tional information. The user does not
have to read it to understand this regu-
lation.)

(i) DOD Directive 5400.11, DOD Pri-
vacy Program.

(ii) DOD Regulation 5400.11-R, DOD
Privacy Program.

(iii) Treasury Fiscal Requirements
Manual. This publication can be ob-
tained from The Treasury Department,
15th and Pennsylvania Ave., NW, Wash-
ington, DC 20220

(c) Explanation of abbreviations and
terms. Abbreviations and special terms
used in this regulation are explained in
the glossary.

(d) Responsibilities. (1) The Director of
Information Systems for Command,
Control, Communications, and Com-
puters (DISC4) is responsible for
issuing policy and guidance for the
Army Privacy Program in consultation
with the Army General Counsel.

(2) The Commander, U.S. Army Infor-
mation Systems Command is respon-
sible for developing policy for and exe-
cuting the Privacy Act Program under
the policy and guidance of the DISC4.

(3) Heads of Joint Service agencies or
commands for which the Army is the
Executive Agent, or otherwise has re-
sponsibility for providing fiscal,
logistical, or administrative support,
will adhere to the policies and proce-
dures in this regulation.

(4) Commander, Army and Air Force
Exchange Service (AAFES), is respon-
sible for the supervision and execution
of the privacy program within that
command pursuant to this regulation.

(e) Policy. Army Policy concerning
the privacy rights of individuals and
the Army’s responsibilities for compli-
ance with operational requirements es-
tablished by the Privacy Act are as fol-
lows:

(1) Protect, as required by the Pri-
vacy Act of 1974 (5 U.S.C. 552a), as
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amended, the privacy of individuals
from unwarranted intrusion. Individ-
uals covered by this protection are liv-
ing citizens of the United States and
aliens lawfully admitted for permanent
residence.

(2) Collect only the personal informa-
tion about an individual that is legally
authorized and necessary to support
Army operations. Disclose this infor-
mation only as authorized by the Pri-
vacy Act and this regulation.

(3) Keep only personal information
that is timely, accurate, complete, and
relevant to the purpose for which it
was collected.

(4) Safeguard personal information to
prevent unauthorized use, access, dis-
closure, alteration, or destruction.

(5) Let individuals know what records
the Army keeps on them and let them
review or get copies of these records,
subject to exemptions authorized by
law and approved by the Secretary of
the Army. (See §505.5.)

(6) Permit individuals to amend
records about themselves contained in
Army systems of records, which they
can prove are factually in error, not
up-to-date, not complete, or not rel-
evant.

(7) Allow individuals to ask for an ad-
ministrative review or decisions that
deny them access to or the right to
amend their records.

(8) Maintain only information about
an individual that is relevant and nec-
essary for Army purposes required to
be accomplished by statute or Execu-
tive Order.

(9) Act on all requests promptly, ac-
curately, and fairly.

(f) Authority. The Privacy Act of 1974
(5 U.S.C. 552a), as amended, is the stat-
utory basis for the Army Privacy Pro-
gram. With in the Department of De-
fense, the Act is implemented by DOD
Directive 5400.11 and DOD 5400.11-R.
The Act Assigns—

(1) Overall Government-wide respon-
sibilities for implementation to the Of-
fice of Management and Budget.

(2) Specific responsibilities to the Of-
fice of Personnel Management and the
General Services Administration.

(g9) Access and Amendment Refusal Au-
thority (AARA). Each Access and
Amendment Refusal Authority (AARA)
is responsible for action on requests for
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access to, or amendment of, records re-
ferred to them under this part. The of-
ficials listed below are the only AARA
for records in their authority. Author-
ity may be delegated to an officer or
subordinate commander. All delega-
tions must be in writing. If an AARA’s
delegate denies access or amendment,
the delegate must clearly state that he
or she is acting on behalf of the AARA
and identify the AARA by name and
position in the written response to the
requester. Denial of access or amend-
ment by an AARA’s delegate must
have appropriate legal review. Delega-
tions will not be made below the colo-
nel (06) or GS/GM-15 level. Such delega-
tions must not slow Privacy actions.
AARAs will send the names, offices,
telephone numbers of heir delegates to
the Director of Information Systems
for Command, Control, Communica-
tions and Computers, Headquarters,
Department of the Army, ATTN: SAIS-
IDP, Washington, DC 20310-0107; and
the Department of the Army Privacy
Review Board, Crystal Square 1, Suite
201, 1725 Jefferson Davis Highway, Ar-
lington, VA 22202.

(1) The Administrative Assistant to
the Secretary of the Army (AASA) for
records of the Secretariat and its serv-
iced activities, to include the personnel
records maintained by the General Of-
ficer Management Office, personnel
records pertaining to Senior Executive
Service personnel serviced by the Of-
fice of the Secretary of the Army
(0OSA), and Equal Employment Oppor-
tunity (EEO) records from offices serv-
iced by the OSA. The AASA will also
serve as AARA for those records re-
quiring the personal attention of the
Secretary of the Army.

(2) The Inspector General (TIG) for
TIG investigative records.

(3) The president or executive sec-
retary of boards, councils, and similar
bodies established by the Department
of the Army to consider personnel mat-
ters, including the Army Board of Cor-
rection of Military Appeals, for records
under their purview.

(4) The Deputy Chief of Staff for Per-
sonnel (DCSPER) for records of active
and former non-appropriated fund em-
ployees (except those in the Army and
Air Force Exchange Service), alcohol
and drug abuse treatment records, be-
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havioral science records, recruiting,
Armed Services Vocational Aptitude
Battery (ASVAB), equal opportunity,
Junior Reserve Officers’ Training Corps
(ROTC), Senior ROTC Instructor, mili-
tary academy cadet, selection, pro-
motion, and reduction boards; special
review boards; professional staff infor-
mational records; and entrance proc-
essing records (when records pertain to
those not entering active duty).

(5) The Deputy Chief of Staff for Op-
erations and Plans (DCSOPS) for mili-
tary police records and reports and
prisoner confinement and correctional
records.

(6) Chief of Engineers (COE) for
records pertaining to civil work (in-
cluding litigation), military construc-
tion, engineer procurement, other engi-
neering matters not under the purview
of another AARA, ecology, and con-
tractor qualifications.

(7) The Surgeon General (TSG) for
medical records, except properly part
of the Official Personnel Folder (OPM/
GOVT-1 system of records).

(8) Chief of Chaplains (CCH) for eccle-
siastical records.

(9) The Judge Advocate General
(TJAG) for legal records under TJAG
responsibility.

(10) Chief, National
(NGB) for personnel
Army National Guard.

(11) Chief, Army Reserve (CAR) for
personnel records of Army retired, sep-
arated and reserve military personnel
members.

(12) Commander, United States Army
Material Command (USAMC) for
records of Army contractor personnel
of the Army Material Command.

(13) Commander, United States Army
Criminal Investigation Command
(USACIDC) for criminal investigation
reports and military police reports in-
cluded therein.

(14) Commander, United States Total
Army Personnel Command (PERSCOM)
for personnel and personnel related
records of Army members on active
duty and current Federal appropriated
fund civilian employees. (Requests
from former civilian employees to
amend a record in any OPM system of
records such as the Official Personnel
Folder should be sent to the Office of

Guard Bureau
records of the
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Personnel Management, Assistant Di-
rector for Workforce Information,
Compliance and Investigations Group,
1900 E Street, NW., Washington, DC
20415-0001.

(15) Commander, U.S. Army Commu-
nity and Family Support Center
(USACFSC) for records relating to mo-
rale, welfare and recreation activities;
community life programs; family ac-
tion programs, retired activities, club
management, Army emergency relief,
consumer protection, retiree survival
benefits, and records dealing with De-
partment of the Army relationships
and social security veteran’s affairs,
United Service Organizations, U.S. Sol-
diers’ and Airmen’s home and Amer-
ican Red Cross.

(16) Commander, U.S. Army Intel-
ligence and Security Command
(INSCOM) for intelligence, investiga-

tive and security records; foreign sci-
entific and technological information;
intelligence training, mapping and ge-
odesy information; ground surveillance
records; intelligence threat assess-
ments; and missile intelligence data re-
lating to tactical land warfare systems.

(17) Commander, Army and Air Force
Exchange Service (AAFES) for records
pertaining to employees, patrons, and
other matters which are the responsi-
bility of the Exchange Service.

(18) Commander, Military Traffic
Management Command (MTMC) for
transportation records.

(19) Director of Army Safety for safe-
ty records.

(20) Commander, U.S. Army Informa-
tion Systems Command (USAISC) for
records which do not fall within the
functional area of another AARA.

(h) Department of the Army Privacy Re-
view Board. The Department of the
Army Privacy Review Board acts on
behalf of the Secretary of the Army in
deciding appeals from refusal of the ap-
propriate AARAs to amend records.
Board membership is comprised of the
AASA, the Commander, USAISC, Pen-
tagon, and TJAG, or their representa-
tives. The AARA may serve as a non-
voting member when the Board con-
siders matters in the AARA’s area of
functional specialization. The Com-
mander, USAISC, Pentagon, chairs the
Board and provides the recording sec-
retary.

29

§505.2

(i) Privacy Official. (1) Heads of Army
Staff agencies and commanders of
major Army commands and subordi-
nate commands and activities will des-
ignate a privacy official who will serve
as a staff adviser on privacy matters.
This function will not be assigned
below battalion level.

(2) The privacy official will ensure
that (i) requests are processed prompt-
ly and responsively, (ii) records subject
to the Privacy Act in his/lher command/
agency are described properly by a pub-
lished system notice, (iii) privacy
statements are included on forms and
questionnaires that seek personnel in-
formation from an individual, and (iv)
procedures are in place to meet report-
ing requirements.

[50 FR 42164, Oct. 18, 1985, as amended at 58
FR 51012, Sept. 30, 1993]

§505.2 Individual rights of access and
amendment.

(a) Access under the Privacy Act. Upon
a written or oral request, an individual
or his/her designated agent or legal
guardian will be granted access to a
record pertaining to that individual,
maintained in a system of records, un-
less the record is subject to an exemp-
tion and the system manager has in-
voked the exemption (see §505.5), or the
record is information compiled in rea-
sonable anticipation of a civil action or
proceeding. The requester does not
have to state a reason or otherwise jus-
tify the need to gain access. Nor can an
individual be denied access solely be-
cause he/she refused to provide his/her
Social Security Number unless the So-
cial Security Number was required for
access by statute or regulation adopted
prior to January 1, 1975. The request
should be submitted to the custodian of
the record.

(b) Notifying the individual. The custo-
dian of the record will acknowledge re-
quests for access within 10 work days
of receipt. Records will be provided
within 30 days, excluding Saturdays,
Sundays, and legal public holidays.

(¢) Relationship between the Privacy
Act and the Freedom of Information Act.
A Privacy Act request for access to
records should be processed also as a
Freedom of Information Act request. If
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all or any portion of the requested ma-
terial is to be denied, it must be con-
sidered under the substantive provi-
sions of both the Privacy Act and the
Freedom of Information Act. Any with-
holding of information must be justi-
fied by asserting a legally applicable
exemption in each Act.

(d) Functional requests. If an indi-
vidual asks for his/her record and does
not cite, or reasonably imply, either
the Privacy Act or the Freedom of In-
formation Act, and another prescribing
directive  authorizes release, the
records should be released under that
directive. Examples of functional re-
quests are military members asking to
see their Military Personnel Records
Jacket, or civilian employees asking to
see their Official Personnel Folder.

(e) Medical records. If it is determined
that releasing medical information to
the data subject could have an adverse
affect on the mental or physical health
of that individual, the requester should
be asked to name a physician to re-
ceive the record. The data subject’s
failure to designate a physician is not
a denial under the Privacy Act and
cannot be appealed.

(f) Third party information. Third
party information pertaining to the
data subject may not be deleted from a
record when the data subject requests
access to the record unless there is an
established exemption (see §505.5(d)).
However, personal data such as SSN
and home address of third parties in
the data subject’s record normally do
not pertain to the data subject and
therefore may be withheld. Informa-
tion about the relationship between
the data subject and the third party
would normally be disclosed as per-
taining to the data subject.

(9) Referral of records. Requests for
access to Army systems of records con-
taining records that originated with
other DOD Components or Federal
agencies which claimed exemptions for
them will be coordinated with or re-
ferred to the originator for release de-
termination. The requester will be no-
tified of the referral.

(h) Fees. Requesters will be charged
only for the reproduction of requested
documents. Normally, there will be no
charge for the first copy of a record
provided to the individual whose record
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it is. Thereafter, fees will be computed
as set forth in AR 340-17.

(i) Denial of access. (1) The only offi-
cials authorized to deny a request from
a data subject for records in a system
of records pertaining to that individual
are the appropriate Access and Amend-
ment Refusal Authorities (see
§505.1(f)), or the Secretary of the Army,
acting through the General Counsel.
Denial is appropriate only if the
record:

(i) Was compiled in reasonable antici-
pation of a civil action or proceeding,
or

(ii) Is properly exempted by the Sec-
retary of the Army from the disclosure
provisions of the Privacy Act (see
§505.5), there is a legitimate govern-
mental purpose for invoking the ex-
emption, and it is not required to be
disclosed under the Freedom of Infor-
mation Act.

(2) Requests for records recommended
to be denied will be forwarded to the
appropriate AARA within 5 work days
of receipt, together with the request,
disputed records, and justification for
withholding. The requester will be no-
tified of the referral.

(3) Within the 30 work day period (see
§505.2(b)), the AARA will give the fol-
lowing information to the requester in
writing if the decision is to deny the
request for access:

(i) Official’s name, position title, and
business address;

(ii) Date of the denial;

(iii) Reasons for the denial, including
citation of appropriate section(s) of the
Privacy Act and this regulation;

(iv) The opportunity for further re-
view of the denial by the General Coun-
sel, Office, Secretary of the Army, The
Pentagon, Washington, DC 20310,
through the AARA within 60 calendar
days. (For denials made by the Army
when the record is maintained in one of
OPM’s government-wide systems of
records, notices for which are described
at appendix B, AR 340-21-8, an individ-
ual’s request for further review must
be addressed to the Assistant Director
for Agency Compliance and Evaluation,
Office of Personnel Management, 1900 E
Street NW., Washington, DC 20415-
0001.)

(J) Amendment of records. (1) Individ-
uals may request the amendment of
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their records, in writing, when such
records are believed to be inaccurate as
a matter of fact rather than judgment,
irrelevant, untimely, or incomplete.

(2) The amendment procedures are
not intended to permit challenge to a
record that records an event that actu-
ally occurred nor are they designed to
permit collateral attack upon that
which has been the subject of a judicial
or quasi-judicial action. Consideration
of request for an amendment would be
appropriate if it can be shown that cir-
cumstances leading up to the event
that is recorded on the document were
challenged through administrative pro-
cedures and found to be inaccurately
described, that the document is not
identical to the individual’s copy, or
that the document was not constructed
in accordance with the applicable rec-
ordkeeping requirements prescribed.
For example, the amendment provi-
sions do not allow an individual to
challenge the merits of an adverse ac-
tion. However, if the form that docu-
ments the adverse action contains an
error on the fact of the record (e.g., the
individual’s name is misspelled, an im-
proper date of birth or SSN was re-
corded), the amendment procedures
may be used to request correction of
the record.

(3) US Army Criminal Investigations
Command reports of investigation
(records in system notices AOQO501.08e
Informant Register, A0508.11b Criminal
Information Reports and Cross Index
Card Files, and AO508.25a Index to
Criminal Investigative Case Files) have
been exempted from the amendment
provisions of the Privacy Act. Requests
to amend these reports will be consid-
ered under AR 195-2 by the Com-
mander, US Army Criminal Investiga-
tions Command, action by the Com-
mander, US Army Criminal Investiga-
tion Commander will constitute final
action on behalf of the Secretary of the
Army under that regulation.

(4) Records accessioned into the Na-
tional Archives are exempted from the
Privacy Act provision allowing individ-
uals to request amendment of records.
Most provisions of the Privacy Act
apply only to those systems of records
which are under the legal control of
the originating agency; e.g., an agen-
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cy’s current operating files or records
stored at a Federal records center.

(k) Procedures. (1) Requests to amend
a record should be addressed to the cus-
todian or system manager of that
record. The request must reasonably
describe the record to be amended and
the changes sought (i.e., deletion, addi-
tion, amendment). The burden of proof
rests with the requester; therefore, the
alteration of evidence presented to
courts, boards, and other official pro-
ceedings is not permitted. (An indi-
vidual acting for the requester must
supply a written consent signed by the
requester.)

(2) The custodian or system manager
will acknowledge the request within 10
work days and make final response
within 30 work days.

(3) The record for which amendment
is sought must be reviewed by the
proper system manager or custodian
for accuracy, relevance, timeliness,
and completeness so as to assure fair-
ness to the individual in any deter-
mination made about that individual
on the basis of that record.

(4) If the amendment is proper, the
custodian or system manager will
physically amend the record by adding
or deleting information, or destroying
the record or a portion of it, and notify
the requester of such action.

(5) If the amendment is not justified,
the request and all relevant docu-
ments, including the reasons for not
amending, will be forwarded to the ap-
propriate AARA within 5 work days
and the requester so notified.

(6) The AARA, on the basis of the evi-
dence, either will amend the record and
notify the requester and the custodian
of that decision, or will deny the re-
quest and inform the requester:

(i) Of reasons for not amending; and

(ii) Of his/her right to seek further
review by the DA Privacy Review
Board (through the AARA).

(7) On receipt of an appeal from a de-
nial to amend, the AARA will append
any additional records or background
information that substantiates the re-
fusal or renders the case complete and,
within 5 work days of receipt, forward
the appeal to the DA Privacy Review
Board.

(8) The DA Privacy Review Board, on
behalf of the Secretary of the Army,
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will complete action on a request for
further review within 30 work days of
its receipt by the AARA. The General
Counsel may authorize an additional 30
days when unusual circumstances and
good cause so warrant. The Board may
seek additional information, including
the appellant’s official file, if deemed
relevant and necessary to deciding the
appeal.

(i) If the Board determines that
amendment is justified, it will amend
the record and notify the requester, the
AARA, the custodian of the record, and
any prior recipients of the record.

(ii) If the Board denies the request, it
will obtain the General Counsel’s con-
currence. Response to the appellant
will include reasons for denial and the
appellant’s right to file a statement of
disagreement with the Board’s action
and to seek judicial review of the
Army’s refusal to amend.

(9) Statements of disagreement will
be an integral part of the record to
which it pertains so the fact that the
record is disputed is apparent to any-
one who may have access to, use of, or
need to disclose from it. The disclosing
authority may include a brief summary
of the Board’s reasons for not amend-
ing the disputed record. The summary
will be limited to the reasons stated to
the individual by the Board.

() Privacy case files. Whenever an in-
dividual submits a Privacy Act re-
quest, a case file will be established;
see system notice AO240.01DAAG. In no
instance will the individual’s request
and Army actions thereon be included
in the individual’s personnel file. The
case file will comprise the request for
access/amendment, grants, refusals, co-
ordination action, and related papers.
This file will not be used to make any
determinations about the individuals.

§505.3 Disclosure of personal informa-
tion to other agencies and third
parties.

(a) Disclosure without consent. The
Army is prohibited from disclosing a
record from a system of records with-
out obtaining the prior written consent
of the data subject, except when disclo-
sure is:

(1) To those officers and employees of
the Department of Defense who have a
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need for the record in the performance
of their duties;

(2) Required under the Freedom of In-
formation Act (see §505.3(c) for infor-
mation normally releasable);

(3) Permitted by a routine use that
has been published in the FEDERAL
REGISTER,;

(4) To the Bureau of the Census for
purposes of planning or carrying out a
census or survey or related activity
pursuant to title 13 of the United
States Code;

(5) To a recipient who has provided
the Army with advance adequate writ-
ten assurance that the record will be
used solely as a statistical research or
reporting record, and the record is to
be transferred in a form that is not in-
dividually identifiable;

(6) To the National Archives of the
United States as a record that has suf-
ficient historical or other value to war-
rant its continued preservation by the
U.S. Government, or for determination
of such value by the Administrator of
the General Services Administration
(GSA), or designee. (Records sent to
Federal Records Centers for storage re-
main under Army control; these trans-
fers are not disclosures and do not
therefore need an accounting.)

(7) To another agency or to an instru-
mentality of any governmental juris-
diction within or under the control of
the United States for a civil or crimi-
nal law enforcement activity if the ac-
tivity is authorized by law, and if the
head of the agency or instrumentality
has made a written request to the
Army element which maintains the
record. The request must specify the
particular portion desired and the law
enforcement activity for which the
record is sought;

(8) To a person pursuant to a showing
of compelling circumstances affecting
the health and safety of an individual.
Upon such disclosure, notification will
be transmitted to the last known ad-
dress of such individual,

(9) To either House of Congress, or to
a committee or subcommittee to the
extent that the subject matter falls
within the jurisdiction of the com-
mittee or subcommittee;

(10) To the Comptroller General, or
any authorized representative in the
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course of the performance of the duties
of the General Accounting Office;

(11) Pursuant to the order signed by a
judge of a court of competent
jurisidiction. (Reasonable efforts must
be made to notify the individual if the
legal process is a matter of public
record); or

(12) To a consumer reporting agency
in accordance with section 3(d) of the
Federal Claims Collection Act of 1966
(originally codified at 31 U.S.C. 952(d);
recodified at 31 U.S.C. 3711(f), the
name, address, SSN, other information
identifying the individual; amount,
status, and history of the claim, and
the agency or program under which the
case arose may be disclosed in this in-
stance.

(b) Blanket routine use disclosures. In
addition to the routine uses in each
system notice, the following blanket
routine uses apply to all records from
systems of records maintained by the
Army except those which state
othewise.

(1) Law enforcement. Relevant records
maintained to carry out Army func-
tions may be referred to Federal,
State, local, or foreign law enforce-
ment agencies if the record indicates a
violation or potential violation of law.
The agency to which the records are re-
ferred must be the appropriate agency
charged with the responsibility of in-
vestigating or prosecuting the viola-
tion or charges, with enforcing or im-
plementing the statute, rule, regula-
tion, or order issued pursuant thereto.

(2) Disclosure when requesting informa-
tion. A record may be disclosed to a
Federal, State, or local agency main-
taining civil, criminal, or other rel-
evant enforcement information or
other pertinent information, such as
current licenses, to obtain information
relevant to an Army decision con-
cerning the hiring or retention of an
employee, the issuance of a security
clearance, the letting of a contract, or
the issuance of a license, grant, or
other benefit.

(3) Disclosure of requested information.
If the information is relevant and nec-
essary to the requesting agency’s deci-
sion, a record may be disclosed to a
Federal agency, in response to its re-
quest, in connection with the hiring or
retention of an employee, the issuance
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of a security clearance, the reporting
of an investigation of an employee, the
letting of a contract, or the issuance of
a license, grant, or other benefit by the
requesting agency, to the extent that
the information is relevant and nec-
essary to the requesting agency’s deci-
sion on the matter.

(4) Congressional inquiries. Disclosure
from a system of records maintained
by the Army may be made to a Con-
gressional office from the record of an
individual in response to an inquiry
from the Congressional office made at
the request of that individual.

(5) Private relief legislation. Relevant
information in all systems of records of
the Department of Defense published
on or before August 22, 1975, will be dis-
closed to the Office of Management and
Budget (OMB) review of private relief
legislation as set forth in OMB Circular
A-19 at any stage of the legislative co-
ordination and clearance process.

(6) Disclosures required by international
agreements. A record may be disclosed
to foreign law enforcement, security,
investigatory, or administrative au-
thorities. These disclosures are in com-
pliance with requirements imposed by,
or to claim rights conferred in, inter-
national agreements and arrangements
including those regulating the sta-
tioning and status in foreign countries
of DOD military and civilian personnel.

(7) Disclosure to State and local taxing
authorities. Any information normally
contained in Internal Revenue Service
Form W-2 which is maintained in a
record from a system of records of the
Army may be disclosed to State and
local taxing authorities with which the
Secretary of the Treasury has entered
into agreements under 5 U.S.C., sec-
tions 5516, 5517, and 5520 only to those
State and local taxing authorities for
which an employee or military member
is or was subject to tax regardless of
whether tax is or was withheld. This
routine use complies with Treasury
Fiscal Requirements Manual, Sec. 5060.

(8) Disclosures to the Office of Per-
sonnel Management. A record may be
disclosed to the Office of Personnel
Management (OPM) concerning infor-
mation on pay and leave, benefits, re-
tirement deduction, and any other in-
formation necessary for the OPM to
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carry out its legally authorized govern-
ment-wide personnel management
functions and studies.

(9) Disclosure to National Archives and
Records Administration. A record may be
disclosed to the National Archives and
Records Administration in records
management inspections conducted
under authority of title 44 U.S.C., sec-
tions 2904 and 2906.

(10) Disclosure to the Department of
Justice for Litigation. A record may be
disclosed as a routine use to any com-
ponent of the Department of Justice,
when—

(i) The agency, or any component
there of, or

(i) Any employee of the agency in
his or her official capacity, or

(iii) Any employee of the agency in
his or her individual capacity where
the Department of Justice has agreed
to represent the employee, or

(iv) The United States, where the
agency determines that litigation is
likely to affect the agency or any of its
components, is a party to litigation or
has an interest in such litigation, and
the use of such records by the Depart-
ment of Justice is deemed by the agen-
cy to be relevant and necessary to the
litigation, provided, however, that in
each case, the agency determines that
disclosure of the records to the Depart-
ment of Justice is a use of the informa-
tion contained in the records that is
compatible with the purpose for which
it is collected.

(11) Disclosure for Agency use in Litiga-
tion. A record may be disclosed in a
proceeding before a court or adjudica-
tive body before which the agency is
authorized to appear, when—

(i) The agency, or any component
there of, or

(i) Any employee of the agency in
his or her official capacity, or

(iii) Any employee of the agency in
his or her official capacity where the
Department of Justice has agreed to
represent the employee, or

(iv) The United States, where the
agency determines that litigation is
likely to affect the agency or any of its
components, is a party to litigation or
has an interest in such litigation, and
the agency determines that their use of
such records is relevant and necessary
to the litigation, provided; however,
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that in each case, the agency deter-
mines that disclosure of the records to
the court or adjudicative body is a use
of the information contained in the
records that is compatible with the
purpose for which it is collected.

(c) Disclosure to third parties. Personal
information which may be disclosed
under the Freedom of Information Act:

(1) On military personnel: Name,
rank, date of rank, gross salary,
present and past duty assignments, fu-
ture assignments that are officially es-
tablished, office or duty telephone
number, source of commission, pro-
motion sequence number, awards and
decorations, military and civilian edu-
cational level, duty status at any given
time.

(2) On civilian employees: Name,
present and past position titles, grades,
salaries, duty stations that include of-
fice or duty telephone numbers. How-
ever, disclosure of this information
will not be made where the information
requested is a list of present or past po-
sition titles, grades, salaries, and/or
duty stations and, as such, is:

(i) Selected to constitute a clearly
unwarranted invasion of personal pri-
vacy. For example, the nature of the
request calls for a response that would
reveal more about the employee than
the five enumerated items;

(ii) Would be protected from manda-
tory disclosure under an exemption of
the Freedom of Information Act.

(iii) In addition to the information in
§505.3(c)(2) above, the following infor-
mation may be made available to a
prospective employer of a current or
former Army employee: Tenure of em-
ployment, civil service status, length
of service in the Army and the Govern-
ment and, date and reason for separa-
tion shown on the Notification of Per-
sonnel Action, SF 50.

(d) Accounting of disclosure. (1) An ac-
counting of disclosure is required
whenever a record from an Army sys-
tem of records is disclosed to someone
other than the data subject, except
when that record:

(i) Is disclosed to officials within the
Department of Defense who have a
need for it in the performance of offi-
cial business;

(ii) Is required to be disclosed under
the Freedom of Information Act.
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(2) Since the characteristics of
records maintained within the Army
vary widely, no uniform method for
keeping the disclosure of accounting is
prescribed. For most paper records, the
accounting may be affixed to the
record being disclosed. It must be a
written record and consist of:

(i) Description of the record dis-
closed,;

(if) Name, position title, and address
of the person to whom disclosure was
made;

(iii) Date, method, and purpose of the
disclosure; and

(iv) Name and position title of the
person making the disclosure.

(3) Purpose of the accounting of dis-
closure is to enable an individual:

(i) To ascertain those persons/agen-
cies that have received information
about the individual, and

(ii) To provide a basis for informing
recipients of subsequent amendments
or statements of dispute concerning
the record.

(4) When an individual requests such
an accounting, the system manager or
designee shall respond within 10 work
days and inform the individual of the
items in §505.3(d)(2) above.

(5) The only basis for not furnishing
the data subject an accounting of dis-
closures are if disclosure was made for
law enforcement purposes under 5
U.S.C. 552a(b)(7), or the disclosure was
from a system of records for which an
exemption from 5 U.S.C. 552a(c)(3) has
been claimed (see appendix C to this
part).

[50 FR 42164, Oct. 18, 1985, as amended at 58
FR 51013, Sept. 30, 1993]

§505.4 Record-keeping
under the Privacy Act.

(a) Systems of records. (1) Notices of
all Army systems of records are re-
quired by the Act to be published in
the FEDERAL REGISTER. An example is
at appendix A to this part. When new
systems are established, or major
changes occur in existing systems,
which meet the criteria of OMB Guide-
lines summarized at §505.4(f)(2), ad-
vance notice is required to be furnished
OMB and the Congress before the sys-
tem or proposed changes become oper-
ational.

requirements
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(2) Uncirculated personal notes, pa-
pers and records which are retained at
the author’s discretion and over which
the Army exercises no control or do-
minion are not considered Army
records within the meaning of the Pri-
vacy Act. Individuals who maintain
such notes must restrict their use of
memory aids. Disclosure from personal
notes, either intentional or through
carelessness, remove the information
from the category of memory aids and
the notes then become subject to the
provisions of the Act.

(3) Only personal information as is
relevant and necessary to accomplish a
purpose or mission of the Army, re-
quired by Federal statue or Executive
Order of the President, will be main-
tained in Army systems of records.
Statutory authority, or regulatory au-
thority to establish and maintain a
system of records does not convey un-
limited authority to collect and main-
tain all information which may be use-
ful or convenient. The authority is lim-
ited to relevant and necessary informa-
tion.

(4) Except for statistical records,
most records could be used to deter-
mine an individual’s rights, benefits, or
privileges. To ensure accuracy, per-
sonal information to be included in a
system of records will be collected di-
rectly from the individual if possible.
Collection of information from third
parties should be limited to verifying
information for security or employ-
ment suitability or obtaining perform-
ance data or opinion-type evaluations.

(b) Privacy Act Statement. Whenever
personal information is requested from
an individual that will become part of
system of records retreived by ref-
erence to the individual’s names or
other personal identifier, the indi-
vidual will be furnished a Privacy Act
Statement. This is to ensure that indi-
viduals know why the information is
collected so they can make an in-
formed decision on whether or not to
furnish it. As a minimum, the Privacy
Act Statement will include the fol-
lowing information in language that is
explicit and easily understood and not
so lengthy as to deter an individual
from reading it:

(1) Cite the specific statute or Execu-
tive Order, including a brief title or
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subject, that authorizes the Army to
collect the personal information re-
quested. Inform the individual whether
or not a response is mandatory or vol-
untary, and any possible consequences
of failing to respond.

(2) Cite the principal purpose(s) for
which the information will be used; and

(3) Cite the probable routine uses for
which the information may be used.

This may be a summary of information
published in the applicable system no-
tice. The above information normally
should be printed on the form used to
record the information. In certain in-
stances, it may be printed in a public
notice in a conspicuous location such
as check-cashing facilities; however, if
the individual requests a copy of its
contents, it must be provided.

(c) Social Security Number (SSN). Exec-
utive Order 9397 authorizes the Depart-
ment of the Army to use the SSN as a
system of identifying Army members
and employees. Once a military mem-
ber or civilian employee of the Depart-
ment of the Army has disclosed his/her
SSN for purposes of establishing per-
sonnel, financial, or medical records
upon entry into Army service or em-
ployment, the SSN becomes his/her
identification number. No other use of
this number is authorized. Therefore,
whether the SSN alone is requested
from the individual, or the SSN to-
gether with other personal informa-
tion, the Privacy Act Statement must
make clear that disclosure of the num-
ber is voluntary. If the individual re-
fuses to disclose his/her SSN, the Army
activity must be prepared to identify
the individual by alternate means.

(d) Safeguarding personal information.
(1) The Privacy Act requires establish-
ment of appropriate administrative,
technical, and physical safeguards to
ensure the security and confidentialty
of records and to protect against any
threats or hazards to the subjects secu-
rity or integrity which could result in
substantial harm, embarrassment, in-
convenience, or unfairness.

(2) At each location, and for each sys-
tem of records, an official will be des-
ignated to safeguard the information in
that system. Consideration must be
given to sensitivity of the data, need
for accuracy and reliability in oper-
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ations, general security of the area,
cost of safeguards, etc. See AR 380-380.

(3) Ordinarily, personal information
must be afforded at least the protec-
tion required for information des-
ignated ‘“‘For Official Use Only’ (see
Chapter 1V, AR 340-17). Privacy Act
data will be afforded reasonable safe-
guards to prevent inadvertent or unau-
thorized disclosure of record content
during processing, storage, trans-
mission, and disposal.

(4) No comparisons of Army records
systems with systems of other Federal
or commerical agencies (known as
“matching” or ‘‘computer matching”
programs) will be accomplished with-
out prior approval of the Assistant
Chief of Staff for Information
Managment (DAIM-RMS-S), Alex, VA
22331-0301.

(e) First Amendment rights. No
record describing how an individual ex-
ercises rights guaranteed by the First
Amendment will be kept unless ex-
pressly authorized by Federal statue,
by the individual about whom the
record pertains, or unless pertinent to
and within the scope of an authorized
law enforcement activity. Exercise of
these rights includes, but is not limited
to, religious and political beliefs, free-
dom of speech and the press, and the
right of assembly and to petition.

(f) System notice. (1) The Army pub-
lishes in the FEDERAL REGISTER a no-
tice describing each system of records
for which it is responsible. A notice
contains:

(i) Name and
records;

location(s) of the

(ii) Categories of individuals on
whom records are maintained;
(iii) Categories of records in the

sytem;

(iv) Authority (statutory or Execu-
tive Order) authorizing the system;

(v) Purpose(s) of the system;

(vi) Routine uses of the records, in-
cluding the categories of users and the
purposes of such uses;

(vii) Policies and practices for stor-
ing, retrieving, accessing, retaining,
and disposing of the records;

(viii) Position title and business ad-
dress of the responsible official;

(ix) Procedures an individual must
follow to learn if a system of records
contains a record about the individual;
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(x) Procedures an individual must
follow to gain access to a record about
that individual in a system of records,
to contest contents, and to appeal ini-
tial determinations;

(xi) Categories of sources of records
in the system;

(xii) Exemptions from the Privacy
Act claimed for the system. (See exam-
ple notice at appendix A to this part.)

(2) New, or altered, systems which
meet the requirements below, require a
report to the Congress and the Office of
Management and Budget. A new sys-
tem is one for which no system notice
is published in the FEDERAL REGISTER.
An altered system is one that:

(i) Increases or changes the number
or types of individuals on whom
records are kept so that it significantly
alters the character and purpose of the
system of records.

(ii) Expands the types of categories of
information maintained.

(iii) Alters the manner in which
records are organized, indexed, or re-
trieved so as to change the nature or
scope of those records.

(iv) Alters the purposes for which the
information is used, or adds a routine
use that is not compatible with the
purpose for which the system is main-
tained.

(v) Changes the equipment configura-
tion on which the system is operated so
as to create potential for either greater
or easier access.

(3) Report of a new or altered system
must be sent to HQDA (DAIM-RMS-S)
at least 120 days before the system or
changes become operational, and in-
clude a narrative statement and sup-
porting documentation.

(i) The narrative statement must
contain the following items:

(A) System identification and name:

(B) Responsible official;

(C) Purpose(s) of the system, or na-
ture of changes proposed (if an altered
system);

(D) Authority for the system,;

(E) Number (or estimate) of individ-
uals on whom records will be kept;

(F) Information of First Amendment
activities;

(G) Measure to assure information
accuracy;
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(H) Other measures to assure system
security; (Automated systems require
risk assessment under AR 380-380.)

() Relations to State/local govern-
ment activities. (See example at appen-
dix B to this part.)

(4) Supporting documentation con-
sists of system notice for the proposed
new or altered system, and proposed
exemption rule, if applicable.

(g9) Reporting requirements. (1) The an-
nual report required by the Act, as
amended by Pub. L. 97-375, 96 Stat.
1821, focuses on two primary areas:

(i) Information describing the exer-
cise of individuals’ rights of access to
and amendment of records.

(if) Changes in, or additions to, sys-
tems of records.

(2) Specific reporting requirements
will be disseminated each year by The
Assistant Chief of Staff for Information
Management (DAIM-RMS-S) in a letter
to reporting elements.

(h) Rules of conduct. System man-
agers will ensure that all personnel, in-
cluding government contractors or
their employees, who are involved in
the design, development, operation,
maintenance, or control of any system
of records, are informed of all require-
ments to protect the privacy of individ-
uals who are subjects of the records.

(i) Judicial sanctions. The Privacy Act
has both civil remedies and criminal
penalties for violations of its provi-
sions:

(1) Civil remedies: An individual may
file a civil suit against the Army if
Army personnel fail to comply with the
Privacy Act.

(2) Criminal penalties: A member or
employee of the Army may be guilty of
a misdemeanor and fined not more
than $5,000 for willfully:

(i) Maintaining a system of records
without first meeting the public notice
requirements of publishing in the FED-
ERAL REGISTER,;

(if) Disclosing individually identifi-
able personal information to one not
entitled to have it;

(iii) Asking for or getting another’s
record under false pretense.

§505.5 Exemptions.

(a) Exempting systems of records. The
Secretary of the Army may exempt
Army systems of records from certain
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requirements of the Privacy Act. There
are two kinds of exemptions: General
and specific. The general exemption re-
lieves systems of records from most re-
quirements of the Act; the specific ex-
emptions from only a few. See appen-
dix C to this part.

(b) General exemptions. Only Army ac-
tivities actually engaged in the en-
forcement of criminal laws as their pri-
mary function may claim the general
exemption. To qualify for this exemp-
tion, a system must consist of:

(1) Information compiled to identify
individual criminals and alleged crimi-
nals, which consists only of identifying
data and arrest records; type and dis-
position of charges; sentencing, con-
finement, and release records; and pa-
role and probation status;

(2) Information compiled for the pur-
pose of criminal investigation includ-
ing efforts to prevent, reduce, or con-
trol crime and reports of informants
and investigators associated with an
identifiable individual; or

(3) Reports identifiable to an indi-
vidual, compile at any stage of the
process of enforcement of the criminal
laws, from arrest or indictment
through release from supervision.

(c) Specific exemptions. The Secretary
of the Army has exempted all properly
classified information and a few sys-
tems of records that have the following
kinds of information, from certain
parts of the Privacy Act. The Privacy
Act exemption cite appears in paren-
theses after each category.

(1) Classified information in every
Army system of records. This exemp-
tion is not limited to the systems list-
ed in Sec. 505.5(d). Before denying as in-
dividual access to classified informa-
tion, the Access and Amendment Re-
fusal Authority must make sure that it
was properly classified under the
standards of Executive Orders 11652,
12065, or 12958 and that it must remain
so in the interest of national defense of
foreign policy. (5 U.S.C. 552a(k)(1)).

(2) Investigatory data for law en-
forcement purposes (other than that
claimed under the general exemption).
However, if this information has been
used to deny someone a right, privilege
or benefit to which the individual is en-
titled by Federal law, it must be re-
leased, unless doing so would reveal the
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identity of a confidential source. (5
U.S.C. 552a(k)(2)).

(3) Records maintained in connection
with providing protective services to
the President of the United States or
other individuals protected pursuant to
Title 18 U.S.C., section 3056. (5 U.S.C.
552a(k)(3)).

(4) Statistical data required by stat-
ute and used only for statistical pur-
poses and not to make decisions on the
rights, benefits, or entitlements of in-
dividuals, except for census records
which may be disclosed under Title 13
U.S.C., section 8. (5 U.S.C. 552a(k)(4)).

(5) Data compiled to determine suit-
ability, eligibility, or qualifications for
Federal service, Federal contracts, or
access to classified information. This
information may be withheld only to
the extent that disclosure would reveal
the identify of a confidential source. (5
U.S.C. 552a(k)(5)).

(6) Testing material used to deter-
mine if a person is qualified for ap-
pointment or promotion in the Federal
service. This information may be with-
held only if disclosure would com-
promise the objectivity or fairness of
the examination process. (5 U.S.C.
552a(k)(6)).

(7) Information to determine pro-
motion potential in the Armed Forces.
Information may be withheld, but only
to the extent that disclosure would re-
veal the identity of a confidential
source. (5 U.S.C. 552a(k)(7)).

(d) Procedures. When a system man-
ager seeks an exemption for a system
of records, the following information
will be furnished to the Director of In-
formation Systems for Command, Con-
trol, Communications and Computers,
Washington, DC 20310-0107; applicable
system notice, exemptions sought, and
justification. After appropriate staffing
and approval by the Secretary of the
Army, a proposed rule will be published
in the FEDERAL REGISTER, followed, by
a final rule 60 days later. No exemption
may be invoked until these steps have
been completed.

(e) Exempt Army records. The fol-
lowing records may be exempt from
certain parts of the Privacy Act:

(1) System identifier: A0020-1a SAIG

(i) System name: Inspector General
Records.
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(ii) Exemptions: (A) Investigatory ma-
terial compiled for law enforcement
purposes may be exempt pursuant to 5
U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or
benefit for which he would otherwise be
entitled by Federal law or for which he
would otherwise be eligible, as a result
of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the
extent that disclosure would reveal the
identity of a confidential source.

(B) Investigatory material compiled
solely for the purpose of determining
suitability, eligibility, or qualifica-
tions for federal civilian employment,
military service, federal contracts, or
access to classified information may be
exempt pursuant to 5 U.S.C. 552a(k)(5),
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source.

(C) Therefore, portions of the system
of records may be exempt pursuant to
5 U.S.C. 552a(c)(3), (d), (e)(1), (e)(4)(G),
(©)(4)(H), and (e)(4)(1), and (f).

(iii) Authority: 5 U.S.C. 552a(k)(2) and
(K)(5).

(iv) Reason: (A) From subsection
(c)(3) because the release of the disclo-
sure accounting, for disclosures pursu-
ant to the routine uses published for
this system, would permit the subject
of a criminal investigation or matter
under investigation to obtain valuable
information concerning the nature of
that investigation which will present a
serious impediment to law enforce-
ment.

(B) From subsection (d) because ac-
cess to the records contained in this
system would inform the subject of a
criminal investigation of the existence
of that investigation, provide the sub-
ject of the investigation with informa-
tion that might enable him to avoid de-
tection or apprehension, and would
present a serious impediment to law
enforcement.

(C) From subsection (e)(1) because in
the course of criminal investigations
information is often obtained con-
cerning the violations of laws or civil
obligations of others not relating to an
active case or matter. In the interests
of effective law enforcement, it is nec-
essary that this valuable information
is retained since it can aid in estab-
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lishing patterns of activity and provide
valuable leads for other agencies and
future cases that may be brought.

(D) From subsections (e)(4)(G) and
(e)(4)(H) because this system of records
is exempt from individual access pursu-
ant to subsection (k)(2) of the Privacy
Act of 1974.

(E) From subsection (e)(4)(l1) because
of the identity of specific sources must
be withheld in order to protect the con-
fidentiality of the sources of criminal
and other law enforcement informa-
tion. This exemption is further nec-
essary to protect the privacy and phys-
ical safety of witnesses and informants.

(F) From subsection (f) because this
system of records has been exempted
from the access provisions of sub-
section (d).

(G) Consistent with the legislative
purpose of the Privacy Act of 1974, the
Department of the Army will grant ac-
cess to nonexempt material in the
records being maintained. Disclosure
will be governed by the Department of
the Army’s Privacy Regulation, but
will be limited to the extent that the
identity of confidential sources will
not be compromised; subjects of an in-
vestigation of an actual or potential
criminal violation will not be alerted
to the investigation; the physical safe-
ty of witnesses, informants and law en-
forcement personnel will not be endan-
gered, the privacy of third parties will
not be violated; and that the disclosure
would not otherwise impede effective
law enforcement. Whenever possible,
information of this nature will be de-
leted from the requested documents
and the balance made available. The
controlling principle behind this lim-
ited access is to allow disclosures ex-
cept those indicated in this paragraph.
The decisions to release information
from these systems will be made on a
case-by-case basis.

(2) [Reserved]

(3) A0025-55 TAPC.

(i) System name: Freedom of Informa-
tion Act Program Files.

(ii) Exemption: During the processing
of Freedom of Information Act (FOIA)
requests exempt materials from other
systems of records may in turn become
part of the case record in this system.
To the extent that copies of exempt
records from those ‘‘other’ systems of
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records are entered into this system,
the Department of the Army claims
the same exemptions for the records
from those ‘“‘other’” systems that are
entered into this system, as claimed
for the original primary system of
which they are a part.

(iii) Authority: 5 U.S.C. 552a(j)(2),
(D), (K2, (K@3), (K@, (K)©G), (K)E),
and (K)(7).

(iv) Reasons: Records are only exempt
from pertinent provisions of 5 U.S.C.
552a to the extent such provisions have
been identified and an exemption
claimed for the original record and the
purposes underlying the exemption for
the original record still pertain to the
record which is now contained in this
system of records. In general, the ex-
emptions were claimed in order to pro-
tect properly classified information re-
lating to national defense and foreign
policy, to avoid interference during the
conduct of criminal, civil, or adminis-
trative actions or investigations, to en-
sure protective services provided the
President and others are not com-
promised, to protect the identity of
confidential sources incident to Fed-
eral employment, military service,
contract, and security clearance deter-
minations, to preserve the confiden-
tiality and integrity of Federal testing
materials, and to safeguard evaluation
materials used for military promotions
when furnished by a confidential
source. The exemption rule for the
original records will identify the spe-
cific reasons why the records are ex-
empt from specific provisions of 5
U.S.C. 552a.

(4)A0027-1DAJA.

(i) System name: General Legal Files.

(ii) Exemption: AIll portions of this
system of records which fall within the
scope of 5 U.S.C. 552a(k)(1), (K)(2),
(kK)(5), (k)(6), and (k)(7) may be exempt
from the provisions of 5 U.S.C.
552a(c)(3), (d), (e)(1), and (f).

(iii) Authority: 5 U.S.C. 552a(k)(1),
(K@), (K)(5), (K)(6), and (K)(7).

(iv) Reasons: Various records from
other exempted systems of records are
sometimes submitted for legal review
or other action. A copy of such records
may be permanently incorporated into
the General Legal Files system of
records as evidence of the facts upon
which a legal opinion or review was
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based. Exemption of the General Legal
Files system of records is necessary in
order to ensure that such records con-
tinue to receive the same protection
afforded them by exemptions granted
to the systems of records in which they
were originally filed.

(5) System identifier: A0027-10a DAJA

(i) System name: Prosecutorial Files.

(ii) Exemptions: Parts of this system
may be exempt pursuant to 5 U.S.C.
552a(j)(2) if the information is compiled
and maintained by a component of the
agency which performs as its principle
function any activity pertaining to the
enforcement of criminal laws. There-
fore, portions of the system of records
may be exempt pursuant to 5 U.S.C.
552a(c)(3), (c)(4). (d). (e)(1), (e)(2). (e) (3).
(©)(@)(G), (H) and (1), (e)(5), (e)(8), (),
and (g).

(iii) Authority: 5 U.S.C. 552a(j)(2).

(iv) Reason: (A) From subsection
(c)(3) because the release of the disclo-
sure accounting, for disclosures pursu-
ant to the routine uses published for
this system, would permit the subject
of a criminal investigation or matter
under investigation to obtain valuable
information concerning the nature of
that investigation which will present a
serious impediment to law enforce-
ment.

(B) From subsection (c)(4) because an
exemption is being claimed for sub-
section (d), this subsection will not be
applicable.

(C) From subsection (d) because ac-
cess to the records contained in this
system would inform the subject of a
criminal investigation of the existence
of that investigation, provide the sub-
ject of the investigation with informa-
tion that might enable him to avoid de-
tection or apprehension, and would
present a serious impediment to law
enforcement.

(D) From subsection (e)(1) because in
the course of criminal investigations
information is often obtained con-
cerning the violation of laws or civil
obligations of others not relating to an
active case or matter. In the interests
of effective law enforcement, it is nec-
essary that this valuable information
be retained since it can aid in estab-
lishing patterns of activity and provide
valuable leads for other agencies and
future cases that may be brought.
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(E) From subsection (e)(2) because in
a criminal investigation the require-
ment that information be collected to
the greatest extent possible from the
subject individual would present a seri-
ous impediment to law enforcement in
that the subject of the investigation
would be placed on notice of the exist-
ence of the investigation and would
therefore be able to avoid detection.

(F) From subsection (e)(3) because
the requirement that individuals sup-
plying information be provided with a
form stating the requirements of sub-
section (e)(3) would constitute a seri-
ous impediment to law enforcement in
that it could compromise the existence
of a confidential investigation, reveal
the identity of confidential sources of
information and endanger the life and
physical safety of confidential inform-
ants.

(G) From subsections (e)(4)(G) and
(H) because this system of records is
exempt from individual access pursu-
ant to subsection (j)(2) of the Privacy
Act of 1974.

(H) From subsection (e)(4)(l) because
the identity of specific sources must be
withheld in order to protect the con-
fidentiality of the sources of criminal
and other law enforcement informa-
tion. This exemption is further nec-
essary to protect the privacy and phys-
ical safety of witnesses and informants.

() From subsection (e)(5) because in
the collection of information for law
enforcement purposes it is impossible
to determine in advance what informa-
tion is accurate, relevant, timely, and
complete. With the passage of time,
seemingly irrelevant or untimely infor-
mation may acquire new significance
as further investigation brings new de-
tails to light and the accuracy of such
information can only be determined in
a court of law. The restrictions of sub-
section (e)(5) would restrict the ability
of trained investigators and intel-
ligence analysts to exercise their judg-
ment reporting on investigations and
impede the development of intelligence
necessary for effective law enforce-
ment.

(J) From subsection (e)(8) because
the individual notice requirements of
subsection (e)(8) could present a serious
impediment to law enforcement as this
could interfere with the ability to issue
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search authorizations and could reveal
investigative techniques and proce-
dures.

(K) From subsection (f) because this
system of records has been exempted
from the access provisions of sub-
section (d).

(L) From subsection (g) because this
system of records is compiled for law
enforcement purposes and has been ex-
empted from the access provisions of
subsections (d) and (f).

(M) Consistent with the legislative
purpose of the Privacy Act of 1974, the
Department of the Army will grant ac-
cess to nonexempt material in the
records being maintained. Disclosure
will be governed by the Department of
the Army’s Privacy Regulation (this
part 505), but will be limited to the ex-
tent that the identity of confidential
sources will not be compromised; sub-
jects of an investigation of an actual or
potential criminal violation will not be
alerted to the investigation; the phys-
ical safety of witnesses, informants and
law enforcement personnel will not be
endangered, the privacy of third par-
ties will not be violated; and that the
disclosure would not otherwise impede
effective law enforcement. Whenever
possible, information of this nature
will be deleted from the requested doc-
uments and the balance made avail-
able. The controlling principle behind
this limited access is to allow disclo-
sures except those indicated in this
paragraph. The decisions to release in-
formation from these systems will be
made on a case-by-case basis.

(6) System identifier: A0027-10b DAJA

(i) System name: Courts-Martial
Records and Reviews.

(if) Exemptions: Parts of this system
may be exempt pursuant to 5 U.S.C.
552a(j)(2) if the information is compiled
and maintained by a component of the
agency which performs as its principle
function any activity pertaining to the
enforcement of criminal laws. There-
fore, portions of this system of records
may be exempt pursuant to 5 U.S.C.
552a(j)(2) from the following subsection
of 5 U.S.C. 552a(c)(3), (c)(4), (d), (e)(1),
(©)(2), (e)®3), (e)(H)(G), (H) and (1), (e)(5),
(€)(8), (), and (9).

(iii) Authority: 5 U.S.C. 552a(j)(2).



§505.5

(iv) Reason: (A) From subsection
(c)(3) because the release of the disclo-
sure accounting, for disclosures pursu-
ant to the routine uses published for
this system, would permit the subject
of a criminal investigation or matter
under investigation to obtain valuable
information concerning the nature of
that investigation which will present a
serious impediment to law enforce-
ment.

(B) From subsection (c)(4) because an
exemption is being claimed for sub-
section (d), this subsection will not be
applicable.

(C) From subsection (d) because ac-
cess to the records contained in this
system would inform the subject of a
criminal investigation of the existence
of that investigation, provide the sub-
ject of the investigation with informa-
tion that might enable him to avoid de-
tection or apprehension, and would
present a serious impediment to law
enforcement.

(D) From subsection (e)(1) because in
the course of criminal investigations
information is often obtained con-
cerning the violation of laws or civil
obligations of others not relating to an
active case or matter. In the interests
of effective law enforcement, it is nec-
essary that this information be re-
tained since it can aid in establishing
patterns of activity and provide valu-
able leads for other agencies and future
cases that may be brought.

(E) From subsection (e)(2) because in
a criminal investigation the require-
ment that information be collected to
the greatest extent possible from the
subject individual would present a seri-
ous impediment to law enforcement in
that the subject of the investigation
would be placed on notice of the exist-
ence of the investigation and would
therefore be able to avoid detection.

(F) From subsection (e)(3) because
the requirement that individuals sup-
plying information be provided with a
form stating the requirements of sub-
section (e)(3) would constitute a seri-
ous impediment to law enforcement in
that it could compromise the existence
of a confidential investigation, reveal
the identity of confidential sources of
information and endanger the life and
physical safety of confidential inform-
ants.
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(G) From subsections (e)(4)(G) and
(H) because this system of records is
exempt from individual access pursu-
ant to subsection (j)(2) of the Privacy
Act of 1974.

(H) From subsection (e)(4)(l) because
the identity of specific sources must be
withheld in order to protect the con-
fidentiality of the sources of criminal
and other law enforcement informa-
tion. This exemption is further nec-
essary to protect the privacy and phys-
ical safety of witnesses and informants.

() From subsection (e)(5) because in
the collection of information for law
enforcement purposes it is impossible
to determine in advance what informa-
tion is accurate, relevant, timely, and
complete. With the passage of time,
seemingly irrelevant or untimely infor-
mation may acquire new significance
as further investigation brings new de-
tails to light and the accuracy of such
information can only be determined in
a court of law. The restrictions of sub-
section (e)(5) would restrict the ability
of trained investigators and intel-
ligence analysts to exercise their judg-
ment in reporting on investigations
and impede the development of intel-
ligence necessary for effective law en-
forcement.

(J) From subsection (e)(8) because
the individual notice requirements of
subsection (e)(8) could present a serious
impediment to law enforcement as this
could interfere with the ability to issue
search authorizations and could reveal
investigative techniques and proce-
dures.

(K) From subsection (f) because this
system of records has been exempted
from the access provisions of sub-
section (d).

(L) From subsection (g) because this
system of records is compiled for law
enforcement purposes and has been ex-
empted from the access provisions of
subsections (d) and (f).

(M) Consistent with the legislative
purpose of the Privacy Act of 1974, the
Department of the Army will grant ac-
cess to nonexempt material in the
records being maintained. Disclosure
will be governed by the Department of
the Army’s Privacy Regulation (this
part 505), but will be limited to the ex-
tent that the identity of confidential
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sources will not be compromised; sub-
jects of an investigation of an actual or
potential criminal violation will not be
alerted to the investigation; the phys-
ical safety of witnesses, informants and
law enforcement personnel will not be
endangered, the privacy of third par-
ties will not be violated; and that the
disclosure would not otherwise impede
effective law enforcement. Whenever
possible, information of this nature
will be deleted from the requested doc-
uments and the balance made avail-
able. The controlling principle behind
this limited access is to allow disclo-
sures except those indicated in this
paragraph. The decisions to release in-
formation from these systems will be
made on a case-by-case basis.

(7) A0190-5DAMO.

(i) System name: Vehicle Registration
System (VRS).

(ii) Exemption: AIll portions of this
system of records which fall within the
scope of 5 U.S.C. 552a(j)(2) may be ex-
empt from the provisions of 5 U.S.C.
552a(c)(3), (c)(@), (d), (e)(@). ()(3).
(©)(@)(G), (e)(H(H), (e)(8), (f), and (g).

(iii) Authority: 5 U.S.C. 552a(j)(2).

(iv) Reasons: (A) From subsections
©)@), (@), (&)A(G), (e)H(H), (f) and (9)
because granting individuals access to
information collected and maintained
by this component relating to the en-
forcement of laws could interfere with
proper investigations and the orderly
administration of justice. Disclosure of
this information could result in the
concealment, alteration or destruction
of evidence, the identification of of-
fenders or alleged offenders, nature and
disposition of charges; and jeopardize
the safety and well-being of inform-
ants, witnesses and their families, and
law enforcement personnel and their
families. Disclosure of this information
could also reveal and render ineffectual
investigative techniques, sources and
methods used by this component, and
could result in the invasion of the pri-
vacy of individuals only incidentally
related to an investigation. Exemption
from access necessarily includes ex-
emption from other requirements.

(B) From subsection (c)(3) because
the release of accounting of disclosure
would place the subject of an investiga-
tion on notice that he is under inves-
tigation and provide him with signifi-
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cant information concerning the na-
ture of the investigation, thus result-
ing in a serious impediment to law en-
forcement investigations.

(C) From subsection (e)(2) because in
a criminal or other law enforcement
investigation, the requirement that in-
formation be collected to the greatest
extent practicable from the subject in-
dividual would alert the subject as to
the nature or existence of the inves-
tigation and thereby present a serious
impediment to effective law enforce-
ment.

(D) From subsection (e)(3) because
compliance would constitute a serious
impediment to law enforcement in that
it could compromise the existence of a
confidential investigation or reveal the
identity of witnesses or confidential in-
formants.

(E) From subsection (e)(8) because
compliance with this provision would
provide an impediment to law enforce-
ment by interfering with the ability to
issue warrants or subpoenas and by re-
vealing investigative techniques, pro-
cedures or evidence.

(8) A0190-9DAMO.

(i) System name: Absentee Case Files.

(ii) Exemption: AIll portions of this
system of records which fall within the
scope of 5 U.S.C. 552a(j)(2) may be ex-
empt from the provisions of 5 U.S.C.
552a(c)(3), (c)(@), (d), (e)(@). (©)(3).
(©)(4)(G), (e)(H(H), (e)(8), (f), and (g).

(iii) Authority: 5 U.S.C. 552a(j)(2).

(iv) Reasons: (A) From subsection
©)@), (@), (&)A(G), (e)H(H), (f) and (9)
because granting individuals access to
information collected and maintained
by this component relating to the en-
forcement of laws could interfere with
proper investigations and the orderly
administration of justice. Disclosure of
this information could result in the
concealment, alteration or destruction
of evidence, the identification of of-
fenders or alleged offenders, nature and
disposition of charges; and jeopardize
the safety and well-being of inform-
ants, witnesses and their families, and
law enforcement personnel and their
families. Disclosure of this information
could also reveal and render ineffectual
investigative techniques, sources and
methods used by this component, and
could result in the invasion of the pri-
vacy of individuals only incidentally
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related to an investigation. Exemption
from access necessarily includes ex-
emption from other requirements.

(B) From subsection (c)(3) because
the release of accounting of disclosure
would place the subject of an investiga-
tion on notice that he is under inves-
tigation and provide him with signifi-
cant information concerning the na-
ture of the investigation, thus result-
ing in a serious impediment to law en-
forcement investigations.

(C) From subsection (e)(2) because in
a criminal or other law enforcement
investigation, the requirement that in-
formation be collected to the greatest
extent practicable from the subject in-
dividual would alert the subject as to
the nature or existence of the inves-
tigation and thereby present a serious
impediment to effective law enforce-
ment.

(D) From subsection (e)(3) because
compliance would constitute a serious
impediment to law enforcement in that
it could compromise the existence of a
confidential investigation or reveal the
identity of witnesses or confidential in-
formants.

(E) From subsection (e)(8) because
compliance with this provision would
provide an impediment to law enforce-
ment by interfering with the ability to
issue warrants or subpoenas and by re-
vealing investigative techniques, pro-
cedures or evidence.

(9) A0190-14DAMO.

(i) System name:
Permit Files.

(ii) Exemption: AIll portions of this
system of records which fall within the
scope of 5 U.S.C. 552a(k)(2) may be ex-
empt from the provisions of 5 U.S.C.
552a(c)(3).

(iii) Authority: 5 U.S.C. 552a(k)(2).

(iv) Reasons: From subsection (c)(3)
because the release of accounting of
disclosures would place the subject of
an investigation on notice that he or
she is under investigation and provide
him or her with significant informa-
tion concerning the nature of the in-
vestigation thus resulting in a serious
impediment to criminal law enforce-
ment investigations, activities or the
compromise of properly classified ma-
terial.

(10) A0190-30DAMO.

Registration and
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(i) System name: Military Police In-
vestigator Certification Files.

(ii) Exemption: AIll portions of this
system of records which fall within the
scope of 5 U.S.C. 552a(k)(2), (k)(5), and
(K)(7) may be exempt from the provi-

sions of 5 U.S.C. 552a(d), (e)(4)(G),
(e)(4)(H), and (f).
(iii) Authority: 5 U.S.C. 552a(k)(2),

(K)(5) and (K)(7).

(iv) Reasons: From subsections (d),
©)@4)(G), (e)(@)(H), and (f) because dis-
closure of portions of the information
in this system of records would seri-
ously impair selection and manage-
ment of these uniquely functioning in-
dividuals; hamper the inclusion of com-
ments, reports and evaluations con-
cerning the performance, qualifica-
tions, character, actions, and propen-
sities of the agency; and prematurely
compromise investigations which ei-
ther concern the conduct of the agent
himself or herself, or investigations
wherein he or she is integrally or only
peripherally involved. Additionally,
the exemption from access necessarily
includes exemptions from the amend-
ment and the agency procedures that
would otherwise be required to process
these types of requests.

(11) A0190-40DAMO.

(i) System name: Serious Incident Re-
porting Files.

(ii) Exemption: AIll portions of this
system of records which fall within the
scope of 5 U.S.C. 552a(j)(2) may be ex-
empt from the provisions of 5 U.S.C.
552a(c)(3), (c)(4), (d), (e)(@). (e)(3).
(©)(@)(G), (e)(H(H), (e)(8), (f), and (g).

(iii) Authority: 5 U.S.C. 552a(j)(2).

(iv) Reasons: (A) From subsection
©)@), (@), (&)A(G), (e)H(H), (f) and (9)
because granting individuals access to
information collected and maintained
by this component relating to the en-
forcement of laws could interfere with
proper investigations and the orderly
administration of justice. Disclosure of
this information could result in the
concealment, alteration or destruction
of evidence, the identification of of-
fenders or alleged offenders, nature and
disposition of charges, and jeopardize
the safety and well-being of inform-
ants, witnesses and their families, and
law enforcement personnel and their
families. Disclosure of this information
could also reveal and render ineffectual
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investigative techniques, sources, and
methods used by this component, and
could result in the invasion of the pri-
vacy of individuals only incidentally
related to an investigation. Exemption
from access necessarily includes ex-
emption from the other requirements.

(B) From subsection (c)(3) because of
the release of accounting of disclosure
would place the subject of an investiga-
tion on notice that he is under inves-
tigation and provide him with signifi-
cant information concerning the na-
ture of the investigation, thus result-
ing in a serious impediment to law en-
forcement investigations.

(C) From subsection (e)(2) because in
a criminal or other law enforcement
investigation, they require that infor-
mation be collected to the greatest ex-
tent practicable from the subject indi-
vidual would alert the subject as to the
nature or existence of the investigation
and thereby present a serious impedi-
ment to effective law enforcement.

(D) From subsection (e)(3) because
compliance would constitute a serious
impediment to law enforcement in that
it could compromise the existence of a
confidential investigation or reveal the
identity of witnesses or confidential in-
formants.

(E) From subsection (e)(8) because
compliance with this provision would
provide an impediment to law enforce-
ment by interfering with the ability to
issue warrants or subpoenas and be re-
vealing investigative techniques, pro-
cedures or evidence.

(12) System identifier: A0190-45 DAMO

(i) System name: Offense Reporting
System (ORS)

(ii) Exemptions: Parts of this system
may be exempt pursuant to 5 U.S.C.
552a(j)(2) if the information is compiled
and maintained by a component of the
agency which performs as its principle
function any activity pertaining to the
enforcement of criminal laws. There-
fore, portions of the system of records
may be exempt pursuant to 5 U.S.C.
552a(c)(3), (c)(4), (d). (e)(D), (e)(2), (e)(3),
©M@(G), (H) and (1), (&)(5), (e)(®), (P,
and (g).

(iii) Authority: 5 U.S.C. 552a(j)(2).

(iv) Reason: (A) From subsection
(c)(3) because the release of the disclo-
sure accounting, for disclosures pursu-
ant to the routine uses published for
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this system, would permit the subject
of a criminal investigation or matter
under investigation to obtain valuable
information concerning the nature of
that investigation which will present a
serious impediment to law enforce-
ment.

(B) From subsection (c)(4) because an
exemption is being claimed for sub-
section (d), this subsection will not be
applicable.

(C) From subsection (d) because ac-
cess to the records contained in this
system would inform the subject of a
criminal investigation of the existence
of that investigation, provide the sub-
ject of the investigation with informa-
tion that might enable him to avoid de-
tection or apprehension, and would
present a serious impediment to law
enforcement.

(D) From subsection (e)(1) because in
the course of criminal investigations
information is often obtained con-
cerning the violation of laws or civil
obligations of others not relating to an
active case or matter. In the interests
of effective law enforcement, it is nec-
essary that this valuable information
be retained since it can aid in estab-
lishing patterns of activity and provide
valuable leads for other agencies and
future cases that may be brought.

(E) From subsection (e)(2) because in
a criminal investigation the require-
ment that information be collected to
the greatest extent possible from the
subject individual would present a seri-
ous impediment to law enforcement in
that the subject of the investigation
would be placed on notice of the exist-
ence of the investigation and would
therefore be able to avoid detection.

(F) From subsection (e)(3) because
the requirement that individuals sup-
plying information be provided with a
form stating the requirements of sub-
section (e)(3) would constitute a seri-
ous impediment to law enforcement in
that it could compromise the existence
of a confidential investigation, reveal
the identity of confidential sources of
information and endanger the life and
physical safety of confidential inform-
ants.

(G) From subsections (e)(4)(G) and
(H) because this system of records is
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exempt from individual access pursu-
ant to subsection (j)(2) of the Privacy
Act of 1974.

(H) From subsection (e)(4)(l) because
the identity of specific sources must be
withheld in order to protect the con-
fidentiality of the sources of criminal
and other law enforcement informa-
tion. This exemption is further nec-
essary to protect the privacy and phys-
ical safety of witnesses and informants.

() From subsection (e)(5) because in
the collection of information for law
enforcement purposes it is impossible
to determine in advance what informa-
tion is accurate, relevant, timely, and
complete. With the passage of time,
seemingly irrelevant or untimely infor-
mation may acquire new significance
as further investigation brings new de-
tails to light and the accuracy of such
information can only be determined in
a court of law. The restrictions of sub-
section (e)(5) would restrict the ability
of trained investigators and intel-
ligence analysts to exercise their judg-
ment reporting on investigations and
impede the development of intelligence
necessary for effective law enforce-
ment.

(J) From subsection (e)(8) because
the individual notice requirements of
subsection (e)(8) could present a serious
impediment to law enforcement as this
could interfere with the ability to issue
search authorizations and could reveal
investigative techniques and proce-
dures.

(K) From subsection (f) because this
system of records has been exempted
from the access provisions of sub-
section (d).

(L) From subsection (g) because this
system of records is compiled for law
enforcement purposes and has been ex-
empted from the access provisions of
subsections (d) and (f).

(M) Consistent with the legislative
purpose of the Privacy Act of 1974, the
Department of the Army will grant ac-
cess to nonexempt material in the
records being maintained. Disclosure
will be governed by the Department of
the Army’s Privacy Regulation, but
will be limited to the extent that the
identity of confidential sources will
not be compromised; subjects of an in-
vestigation of an actual or potential
criminal violation will not be alerted
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to the investigation; the physical safe-
ty of witnesses, informants and law en-
forcement personnel will not be endan-
gered, the privacy of third parties will
not be violated; and that the disclosure
would not otherwise impede effective
law enforcement. Whenever possible,
information of the above nature will be
deleted from the requested documents
and the balance made available. The
controlling principle behind this lim-
ited access is to allow disclosures ex-
cept those indicated above. The deci-
sions to release information from these
systems will be made on a case-by-case
basis.

(13) System identifier: A0190-47 DAMO.

(i) System name: Correctional Report-
ing System (CRS).

(ii) Exemption. Parts of this system
may be exempt pursuant to 5 U.S.C.
552a(j)(2) if the information is compiled
and maintained by a component of the
agency which performs as its principle
function any activity pertaining to the
enforcement of criminal laws. All por-
tions of this system of records which
fall within the scope of 5 U.S.C.
552a(j)(2) may be exempt from the pro-
visions of 5 U.S.C. 552a(c)(3), (c)(4), (d),
(®)(3), (e)YA(G), )& H), )&M), (e)(),
(€)(®). (), and (9).

Consistent with the legislative pur-
pose of the Privacy Act of 1974, the De-
partment of the Army will grant access
to nonexempt material in the records
being maintained. Disclosure will be
governed by the Department of the
Army'’s Privacy Regulation, but will be
limited to the extent that the identity
of confidential sources will not be com-
promised; subjects of an investigation
of an actual or potential criminal vio-
lation will not be alerted to the inves-
tigation; the physical safety of wit-
nesses, informants and law enforce-
ment personnel will not be endangered,
the privacy of third parties will not be
violated; and that the disclosure would
not otherwise impede effective law en-
forcement. Whenever possible, informa-
tion of the above nature will be deleted
from the requested documents and the
balance made available. The control-
ling principle behind this limited ac-
cess is to allow disclosures except
those indicated above. The decisions to
release information from these systems
will be made on a case-by-case basis
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necessary for effective law enforce-
ment.

(iii) Authority: 5 U.S.C. 552a(j)(2).

(iv) Reasons: (A) From subsection
(c)(3) because the release of the disclo-
sure accounting, or disclosures pursu-
ant to the routine uses published for
this system, would permit the subject
of a criminal investigation or matter
under investigation to obtain valuable
information concerning the nature of
that investigation which will present a
serious impediment to law enforce-
ment.

(B) From subsection (c)(4) because an
exemption is being claimed for sub-
section (d), this subsection will not be
applicable.

(C) From subsection (d) because ac-
cess to the records contained in this
system would inform the subject of a
criminal investigation of the existence
of that investigation, provide the sub-
ject of the investigation with informa-
tion that might enable him to avoid de-
tection or apprehension, and would
present a serious impediment to law
enforcement.

(D) From subsection (e)(3) would con-
stitute a serious impediment to law en-
forcement in that it could compromise
the existence of a confidential inves-
tigation, reveal the identity of con-
fidential sources of information and
endanger the life and physical safety of
confidential informants.

(E) From subsections (e)(4)(G) and
(H) because this system of records is
exempt from individual access pursu-
ant to subsections (j)(2) of the Privacy
Act of 1974.

(F) From subsection (e)(4)(l) because
the identity of specific sources must be
withheld in order to protect the con-
fidentiality of the sources of criminal
and other law enforcement informa-
tion. This exemption is further nec-
essary to protect the privacy and phys-
ical safety of witnesses and informants.

(G) From subsection (e)(5) because in
the collection of information for law
enforcement purposes it is impossible
to determine in advance what informa-
tion is accurate, relevant, timely, and
complete. With the passage of time,
seemingly irrelevant or untimely infor-
mation may acquire new significance
as further investigation brings new de-
tails to light and the accuracy of such
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information can only be determined in
a court of law. The restrictions of sub-
section (e) (5) would restrict the ability
of trained investigators and intel-
ligence analysts to exercise their judg-
ment reporting on investigations and
impede the development of intelligence
necessary for effective law enforce-
ment.

(H) From subsection (e)(8) because
the individual notice requirements of
subsection (e)(8) could present a serious
impediment to law enforcement as this
could interfere with the ability to issue
search authorizations and could reveal
investigative techniques and proce-
dures.

(1) From subsection (f) because this
system of records has been exempted
from the access provisions of sub-

section (d).
(J) From subsection (g) because this
system of records compiled for

lawenforcement purposes and has been
exempted from the access provisions of
subsections (d) and (f).

(14) A0195-2aUSACIDC.

(i) System name: Source Register.

(ii) Exemption: AIll portions of this
system of records which fall within the
scope of 5 U.S.C. 552a(j)(2) may be ex-
empt from the provisions of 5 U.S.C.
552a(c)(3), (c)(4), (d), (e)(D), (&)(2). (e)(3),
(©)(4)(G). (e)(5), (e)(8), (f), and (9).

(iii) Authority: 5 U.S.C. 552a(j)(2).

(iv) Reasons: (A) From subsection
(c)(3) because release of accounting of
disclosures would provide the inform-
ant with significant information con-
cerning the nature of a particular in-
vestigation, the internal methods and
techniques involved in criminal inves-
tigation, and the investigative agencies
(state, local or foreign) involved in a
particular case resulting in a serious

compromise of the criminal law en-
forcement processes.
(B) From subsection (c)(4), (d),

©@A)(G), (&)@ (H), (), and (g) because
disclosure of portions of the informa-
tion in this system of records would se-
riously impair the prudent and effi-
cient handling of these uniquely func-
tioning individuals; hamper the inclu-
sion of comments and evaluations con-
cerning the performance qualification,
character, identity, and propensities of
the informant; and prematurely com-
promise criminal investigations which
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either concern the conduct of the in-
formant himself or investigations
wherein he/she is intergrally or only
peripherally involved. Additionally,
the exemption from access necessarily
includes exemption from amendment,
certain agency requirements relating
to access and amendment of records
and civil liability predicated upon
agency compliance with specific provi-
sions of the Privacy Act.

(C) From subsection (d), (e)(4)(G),
(e)(4)(H), and (f) are also necessary to
protect the security of information
properly classified in the interest of
national defense and foreign policy.

(D) From subsection (e)(1) because
the nature of the criminal investiga-
tive function creates unique problems
in prescribing what information con-
cerning informants is relevant or nec-
essary. Due to close liaison and exist-
ing relationships with other Federal,
state, local and foreign law enforce-
ment agencies, information about in-
formants may be received which may
relate to a case then under the inves-
tigative jurisdiction of another Gov-
ernment agency but it is necessary to
maintain this information in order to
provide leads for appropriate law en-
forcement purposes and to establish
patterns of activity which may relate
to the jurisdiction of both the
USACIDC and other agencies. Addi-
tionally, the failure to maintain all
known information about informants
could affect the effective utilization of
the individual and substantially in-
crease the operational hazards incum-
bent in the employment of an inform-
ant in very compromising and sensitive
situations.

(E) From subsection (e)(2) because
collecting information from the infor-
mation would potentially thwart both
the crminal investigtive process and
the required management control over
these individuals by appraising the in-
formant of investigations or manage-
ment actions concerning his involve-
ment in criminal activity or with
USACIDC personnel.

(F) From subsection (e)(3) because
supplying an informant with a form
containing the information specified
could result in the compromise of an
investigation, tend to inhibit the co-
operation of the informant, and render
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ineffectual investigative techniques
and methods utilized by USACIDC in
the performance of its criminal law en-
forcement duties.

(G) From subsection (e)(5) because
this requirement would unduly hamper
the criminal investigative process due
to type of records maintained an neces-
sity for rapid information retrieval and
dissemination. Also, in the collection
of information about informants, it is
impossible to determine what informa-
tion is then accurate, relevant, timely
and complete. With the passage of
time, seemingly irrevelant or untimely
information may acquire new signifi-
cance as further investigation or con-
tact brings new details to light. In the
criminal investigative process, accu-
racy and relevance of information con-
cerning informants can only be deter-
mined in a court of law. The restric-
tions imposed by subsection (e)(5)
would restrict the ability of trained in-
vestigators to exercise their judgment
in reporting information relating to in-
formant’s actions and would impede
the development of criminal intel-
ligence necessary for effective law en-
forcement.

(H) From subsection (e)(8) because
the notice requirements of this provi-
sion could present a serious impedi-
ment to criminal law enforcement by
revealing investigative techniques,
procedures, and the existence of con-
fidential investigations.

(15)A0195-2bUSACIDC.

(i) System name: Criminal Investiga-
tion and Crime Laboratory Files.

(ii) Exemption: AIll portions of this
system of records which fall within the
scope of 5 U.S.C. 552a(j)(2) may be ex-
empt from the provisions of 5 U.S.C.
552a(c)(3), (c)(4), (d), (e)(1), (e)(2), (e)(3).
%e;(“r)(G), ©@)H), (e)(5). (e)(8), (f), and
9).

(iii) Authority: 5 U.S.C. 552(j)(2).

(iv) Reasons: (A) From subsection
(c)(3) because the release of accounting
of disclosures would place the subject
of an investigation on notice that he is
under investigation and provide him
with significant information con-
cerning coordinated investigative ef-
fort and techniques and the nature of
the investigation, resulting in a serious
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impediment to criminal law enforce-
ment activities or the compromise of
properly classified material.

(B) From subsections (c)(4), (d),
©@(G), (e)A)(H), (), and (g) because
access might compromise on-going in-
vestigations, reveal classified informa-
tion, investigatory techniques or the
identity of confidential informants, or
invade the privacy of persons who pro-
vide information in connection with a
particular investigation. The exemp-
tion from access necessarily includes
exemption from amendment, certain
agency requirements relating to access
and amendment of records, and civil li-
ability predicated upon agency compli-
ance with those specific provisions of
the Privacy Act. The exemption from
access necessarily includes exemption
from other requirements.

(C) From subsection (e)(1) because
the nature of the investigative func-
tion creates unique problems in pre-
scribed specific perimeters in a par-
ticular case as to what information is
relevant or necessary. Also, due to
close liaisons and working relation-
ships with other Federal, state, local,
and foreign law enforcement agencies,
information may be received which
may relate to a case then under the in-
vestigative jurisdiction of another Gov-
ernment agency but it is necessary to
maintain this information in order to
provide leads for appropriate law en-
forcement purposes and to establish
patterns of activity which may relate
to the jurisdiction of both the
USACIDC and other agencies.

(D) From subsection (e)(2) because
collecting information from the sub-
ject of criminal investigations would
thwart the investigative process by
placing the subject of the investigation
on notice thereof.

(E) From subsection (e)(3) because
supplying an individual with a form
containing the information specified
could result in the compromise of an
investigation, tend to inhibit the co-
operation of the individual queried, and
render ineffectual investigation tech-
niques and methods utilized by
USACIDC in the performance of their
criminal law enforcement duties.

(F) From subsection (e)(5) because
this requirment would unduly hamper
the criminal investigative process due
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to the great volume of records main-
tained and the necessity for rapid in-
formation retrieval and dissemination.
Also, in the collection of information
for law enforcement purposes, it is im-
possible to determine what information
is then accurate, relevant, timely, and
complete. With the passage of time,
seemingly irrelevant or untimely infor-
mation may acquire new significance
as further investigation brings new de-
tails to light. In the criminal inves-
tigation process, accuracy and rel-
evance of information can only be de-
termine in a court of law. The restric-
tions imposed by subsection (e)(5)
would restrict the ability of trained in-
vestigators to exercise their judgment
in reporting on investigations and im-
pede the development of criminal intel-
ligence necessary for effective law en-
forcement.

(G) From subsection (e)(8) because
the notice requirements of this provi-
sion could present a serious impedi-
ment to criminal law enforcement by
revealing investigative techniques,
procedures, and the existence of con-
fidential investigations.

(16) A0195-6USACIDC.

(i) System name: Criminal Investiga-
tion Accreditation and Polygraph Ex-
aminer Evaluation Files.

(ii) Exemption: AIll portions of this
system of records which fall within the
scope of 5 U.S.C. 552a(k)(2), (k)(5), or
(k)(7) may be exempt from the provi-
sions of 5 U.S.C. 552a(d), (e)(1), (e)(4)(G),
(®)#(H), and (f).

(iii) Authority: 5 U.S.C. 552a(k)(2),
(K)(5), and (K)(7).

(iv) Reasons: (A) From subsections
d), (&)®)(G), (e)(¥)(H), and (f) because
disclosure of portions of the informa-
tion in this system of records would se-
riously impair the selection and man-
agement of these uniquely functioning
individuals; hamper the inclusion of
comments, reports and evaluations
concerning the performance, qualifica-
tions, character, action and propen-
sities of the agent; and prematurely
compromise investigations with either
concern the conduct of the agent him-
self or investigations wherein he or she
is integrally or only peripherally in-
volved. Additionally, the exemption
from access necessarily includes ex-
emptions from the amendment and the
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agency procedures which would other-
wise be required to process these types
of requests.

(B) From subsection (e)(1) because
the failure to maintain all known in-
formation about agents could affect
the effective utilization of the indi-
vidual and substantially increase the
operational hazards incumbent in the
employment of agents in very compro-
mising and sensitive situations.

(17) A0210-7DAMO.

(i) System name: Expelled or Barred
Person Files.

(ii) Exemption: AIll portions of this
system of records which fall within the
scope of 5 U.S.C. 552a(j)(2) may be ex-
empt from the provisions of 5 U.S.C.
552a(c)(3), (c)(@), (d), (e)(@). (©)(3).
(©)(@)(G), (e)(H(H), (e)(8), (f), and (g).

(iii) Authority: 5 U.S.C. 552a(j)(2).

(iv) Reasons: (A) From subsection
©)@), (@), (&)A(G), (e)H(H), (f) and (9)
because granting individuals access to
information collected and maintained
by this component relating to the en-
forcement of laws could interfere with
proper investigations and the orderly
administration of justice. Disclosure of
this information could result in the
concealment, alteration or destruction
of evidence, the identification of of-
fenders or alleged offenders, nature and
disposition of charges, and jeopardize
the safety and well-being of inform-
ants, witnesses and their families, and
law enforcement personnel and their
families. Disclosure of this information
could also reveal and render ineffectual
investigative techniques, sources, and
methods used by this component, and
could result in the invasion of the pri-
vacy of individuals only incidentally
related to an investigation. Exemption
from access necessarily includes e