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responsible for receiving and processing requests for amendments by individuals and retain the documentation
as required by § 164.530(j).
§ 164.528 Accounting of disclosures of
protected health information.
(a) Standard: Right to an accounting of
disclosures of protected health information. (1) An individual has a right to receive an accounting of disclosures of
protected health information made by
a covered entity in the six years prior
to the date on which the accounting is
requested, except for disclosures:
(i) To carry out treatment, payment
and health care operations as provided
in § 164.502;
(ii) To individuals of protected health
information about them as provided in
§ 164.502;
(iii) For the facility’s directory or to
persons involved in the individual’s
care or other notification purposes as
provided in § 164.510;
(iv) For national security or intelligence purposes as provided in
§ 164.512(k)(2);
(v) To correctional institutions or
law enforcement officials as provided
in § 164.512(k)(5); or
(vi) That occurred prior to the compliance date for the covered entity.
(2)(i) The covered entity must temporarily suspend an individual’s right to
receive an accounting of disclosures to
a health oversight agency or law enforcement official, as provided in
§ 164.512(d) or (f), respectively, for the
time specified by such agency or official, if such agency or official provides
the covered entity with a written
statement that such an accounting to
the individual would be reasonably
likely to impede the agency’s activities
and specifying the time for which such
a suspension is required.
(ii) If the agency or official statement in paragraph (a)(2)(i) of this section is made orally, the covered entity
must:
(A) Document the statement, including the identity of the agency or official making the statement;
(B) Temporarily suspend the individual’s right to an accounting of disclosures subject to the statement; and
(C) Limit the temporary suspension
to no longer than 30 days from the date
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of the oral statement, unless a written
statement pursuant to paragraph
(a)(2)(i) of this section is submitted
during that time.
(3) An individual may request an accounting of disclosures for a period of
time less than six years from the date
of the request.
(b) Implementation specifications: Content of the accounting. The covered entity must provide the individual with a
written accounting that meets the following requirements.
(1) Except as otherwise provided by
paragraph (a) of this section, the accounting must include disclosures of
protected health information that occurred during the six years (or such
shorter time period at the request of
the individual as provided in paragraph
(a)(3) of this section) prior to the date
of the request for an accounting, including disclosures to or by business
associates of the covered entity.
(2) The accounting must include for
each disclosure:
(i) The date of the disclosure;
(ii) The name of the entity or person
who received the protected health information and, if known, the address of
such entity or person;
(iii) A brief description of the protected health information disclosed;
and
(iv) A brief statement of the purpose
of the disclosure that reasonably informs the individual of the basis for
the disclosure; or, in lieu of such statement:
(A) A copy of the individual’s written
authorization pursuant to § 164.508; or
(B) A copy of a written request for a
disclosure under §§ 164.502(a)(2)(ii) or
164.512, if any.
(3) If, during the period covered by
the accounting, the covered entity has
made multiple disclosures of protected
health information to the same person
or entity for a single purpose under
§§ 164.502(a)(2)(ii) or 164.512, or pursuant
to a single authorization under
§ 164.508, the accounting may, with respect to such multiple disclosures, provide:
(i) The information required by paragraph (b)(2) of this section for the first
disclosure during the accounting period;
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(ii) The frequency, periodicity, or
number of the disclosures made during
the accounting period; and
(iii) The date of the last such disclosure during the accounting period.
(c) Implementation specifications: Provision of the accounting. (1) The covered
entity must act on the individual’s request for an accounting, no later than
60 days after receipt of such a request,
as follows.
(i) The covered entity must provide
the individual with the accounting requested; or
(ii) If the covered entity is unable to
provide the accounting within the time
required by paragraph (c)(1) of this section, the covered entity may extend
the time to provide the accounting by
no more than 30 days, provided that:
(A) The covered entity, within the
time limit set by paragraph (c)(1) of
this section, provides the individual
with a written statement of the reasons for the delay and the date by
which the covered entity will provide
the accounting; and
(B) The covered entity may have only
one such extension of time for action
on a request for an accounting.
(2) The covered entity must provide
the first accounting to an individual in
any 12 month period without charge.
The covered entity may impose a reasonable, cost-based fee for each subsequent request for an accounting by the
same individual within the 12 month
period, provided that the covered entity informs the individual in advance of
the fee and provides the individual
with an opportunity to withdraw or
modify the request for a subsequent accounting in order to avoid or reduce
the fee.
(d) Implementation specification: Documentation. A covered entity must document the following and retain the documentation as required by § 164.530(j):
(1) The information required to be included in an accounting under paragraph (b) of this section for disclosures
of protected health information that
are subject to an accounting under
paragraph (a) of this section;
(2) The written accounting that is
provided to the individual under this
section; and
(3) The titles of the persons or offices
responsible for receiving and proc-

essing requests for an accounting by
individuals.
EFFECTIVE DATE NOTE: At 67 FR 53271, Aug.
14, 2002, § 164.528, was amended in paragraph
(a)(1)(i), by removing ‘‘§ 164.502’’ and adding
in its place ‘‘§ 164.506’’; removing the word
‘‘or’’ from paragraph (a)(1)(v); redesignating
paragraph (a)(1)(vi) as (a)(1)(ix) and redesignating paragraphs (a)(1)(iii) through (v) as
(a)(1)(v) through (vii); adding paragraphs
(a)(1)(iii), (iv), and (a)(1)(viii); revising paragraphs (b)(2), introductory text and (b)(2)(iv);
removing ‘‘or pursuant to a single authorization under § 164.508,’’ from paragraph (b)(3),
introductory text; and adding paragraph
(b)(4), effective Oct. 15, 2002. For the convenience of the user, the added and revised text
is set forth as follows:
§ 164.528 Accounting of disclosures of protected health information.
(a) Standard: Right to an accounting of disclosures of protected health information.
(1) * * *
(iii) Incident to a use or disclosure otherwise permitted or required by this subpart,
as provided in § 164.502;
(iv) Pursuant to an authorization as provided in § 164.508;

*

*

*

*

*

*

*

*

13:17 Oct 15, 2002

Jkt 197175

PO 00000

Frm 00734

Fmt 8010

*

(b) Implementation specifications: Content of
the accounting. * * *
(2) Except as otherwise provided by paragraphs (b)(3) or (b)(4) of this section, the accounting must include for each disclosure:

*

*

*

*

*

(iv) A brief statement of the purpose of the
disclosure that reasonably informs the individual of the basis for the disclosure or, in
lieu of such statement, a copy of a written
request
for
a
disclosure
under
§§ 164.502(a)(2)(ii) or 164.512, if any.

*

*

*

*

*

(4)(i) If, during the period covered by the
accounting, the covered entity has made disclosures of protected health information for
a particular research purpose in accordance
with § 164.512(i) for 50 or more individuals,
the accounting may, with respect to such
disclosures for which the protected health
information about the individual may have
been included, provide:
(A) The name of the protocol or other research activity;
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(B) A description, in plain language, of the
research protocol or other research activity,
including the purpose of the research and the
criteria for selecting particular records;
(C) A brief description of the type of protected health information that was disclosed;
(D) The date or period of time during
which such disclosures occurred, or may
have occurred, including the date of the last
such disclosure during the accounting period;
(E) The name, address, and telephone number of the entity that sponsored the research
and of the researcher to whom the information was disclosed; and
(F) A statement that the protected health
information of the individual may or may
not have been disclosed for a particular protocol or other research activity.
(ii) If the covered entity provides an accounting for research disclosures, in accordance with paragraph (b)(4) of this section,
and if it is reasonably likely that the protected health information of the individual
was disclosed for such research protocol or
activity, the covered entity shall, at the request of the individual, assist in contacting
the entity that sponsored the research and
the researcher.

*

*

*

*

*

§ 164.530 Administrative requirements.
(a)(1) Standard: Personnel designations.
(i) A covered entity must designate a
privacy official who is responsible for
the development and implementation
of the policies and procedures of the
entity.
(ii) A covered entity must designate
a contact person or office who is responsible for receiving complaints
under this section and who is able to
provide further information about matters covered by the notice required by
§ 164.520.
(2) Implementation specification: Personnel designations. A covered entity
must document the personnel designations in paragraph (a)(1) of this section
as required by paragraph (j) of this section.
(b)(1) Standard: Training. A covered
entity must train all members of its
workforce on the policies and procedures with respect to protected health
information required by this subpart,
as necessary and appropriate for the
members of the workforce to carry out
their function within the covered entity.

§ 164.530

(2)
Implementation
specifications:
Training. (i) A covered entity must provide training that meets the requirements of paragraph (b)(1) of this section, as follows:
(A) To each member of the covered
entity’s workforce by no later than the
compliance date for the covered entity;
(B) Thereafter, to each new member
of the workforce within a reasonable
period of time after the person joins
the covered entity’s workforce; and
(C) To each member of the covered
entity’s workforce whose functions are
affected by a material change in the
policies or procedures required by this
subpart, within a reasonable period of
time after the material change becomes effective in accordance with
paragraph (i) of this section.
(ii) A covered entity must document
that the training as described in paragraph (b)(2)(i) of this section has been
provided, as required by paragraph (j)
of this section.
(c)(1) Standard: Safeguards. A covered
entity must have in place appropriate
administrative, technical, and physical
safeguards to protect the privacy of
protected health information.
(2) Implementation specification: Safeguards. A covered entity must reasonably safeguard protected health information from any intentional or unintentional use or disclosure that is in
violation of the standards, implementation specifications or other requirements of this subpart.
(d)(1) Standard: Complaints to the covered entity. A covered entity must provide a process for individuals to make
complaints concerning the covered entity’s policies and procedures required
by this subpart or its compliance with
such policies and procedures or the requirements of this subpart.
(2) Implementation specification: Documentation of complaints. As required by
paragraph (j) of this section, a covered
entity must document all complaints
received, and their disposition, if any.
(e)(1) Standard: Sanctions. A covered
entity must have and apply appropriate sanctions against members of its
workforce who fail to comply with the
privacy policies and procedures of the
covered entity or the requirements of
this subpart. This standard does not
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