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(A) The use or disclosure of protected
health information involves no more than a
minimal risk to the privacy of individuals,
based on, at least, the presence of the fol-
lowing elements;

(I) An adequate plan to protect the identi-
fiers from improper use and disclosure;

(2) An adequate plan to destroy the identi-
fiers at the earliest opportunity consistent
with conduct of the research, unless there is
a health or research justification for retain-
ing the identifiers or such retention is other-
wise required by law; and

(3) Adequate written assurances that the
protected health information will not be re-
used or disclosed to any other person or enti-
ty, except as required by law, for authorized
oversight of the research study, or for other
research for which the use or disclosure of
protected health information would be per-
mitted by this subpart;

(B) The research could not practicably be
conducted without the waiver or alteration;
and

(C) The research could not practicably be
conducted without access to and use of the
protected health information.

* * * * *

§164.514 Other requirements relating
to uses and disclosures of protected
health information.

(a) Standard: de-identification of pro-
tected health information. Health infor-
mation that does not identify an indi-
vidual and with respect to which there
is no reasonable basis to believe that
the information can be used to identify
an individual is not individually identi-
fiable health information.

(b) Implementation specifications: re-
quirements for de-identification of pro-
tected health information. A covered en-
tity may determine that health infor-
mation is not individually identifiable
health information only if:

(1) A person with appropriate knowl-
edge of and experience with generally
accepted statistical and scientific prin-
ciples and methods for rendering infor-
mation not individually identifiable:

(i) Applying such principles and
methods, determines that the risk is
very small that the information could
be used, alone or in combination with
other reasonably available informa-
tion, by an anticipated recipient to
identify an individual who is a subject
of the information; and
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(ii) Documents the methods and re-
sults of the analysis that justify such
determination; or

(2)(1) The following identifiers of the
individual or of relatives, employers,
or household members of the indi-
vidual, are removed:

(A) Names;

(B) All geographic subdivisions
smaller than a State, including street
address, city, county, precinct, zip
code, and their equivalent geocodes,
except for the initial three digits of a
zip code if, according to the current
publicly available data from the Bu-
reau of the Census:

(I) The geographic unit formed by
combining all zip codes with the same
three initial digits contains more than
20,000 people; and

(2) The initial three digits of a zip
code for all such geographic units con-
taining 20,000 or fewer people is
changed to 000.

(C) All elements of dates (except
year) for dates directly related to an
individual, including birth date, admis-
sion date, discharge date, date of
death; and all ages over 89 and all ele-
ments of dates (including year) indic-
ative of such age, except that such ages
and elements may be aggregated into a
single category of age 90 or older;

(D) Telephone numbers;

(E) Fax numbers;

(F) Electronic mail addresses;

(G) Social security numbers;

(H) Medical record numbers;

(I) Health plan beneficiary numbers;

(J) Account numbers;

(K) Certificate/license numbers;

(L) Vehicle identifiers and serial
numbers, including license plate num-
bers;

(M) Device identifiers and serial
numbers;

(N) Web Universal Resource Locators
(URLs);

(O) Internet Protocol (IP) address
numbers;

(P) Biometric identifiers, including
finger and voice prints;

(Q) Full face photographic images
and any comparable images; and

(R) Any other unique identifying
number, characteristic, or code; and

(ii) The covered entity does not have
actual knowledge that the information
could be used alone or in combination
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with other information to identify an
individual who is a subject of the infor-
mation.

(c) Implementation specifications: re-
identification. A covered entity may as-
sign a code or other means of record
identification to allow information de-
identified under this section to be re-
identified by the covered entity, pro-
vided that:

(1) Derivation. The code or other
means of record identification is not
derived from or related to information
about the individual and is not other-
wise capable of being translated so as
to identify the individual; and

(2) Security. The covered entity does
not use or disclose the code or other
means of record identification for any
other purpose, and does not disclose
the mechanism for re-identification.

(d)1) Standard: minimum necessary re-
quirements. A covered entity must rea-
sonably ensure that the standards, re-
quirements, and implementation speci-
fications of §164.502(b) and this section
relating to a request for or the use and
disclosure of the minimum necessary
protected health information are met.

(2) Implementation specifications: min-
imum mnecessary uses of protected health
information. (i) A covered entity must
identify:

(A) Those persons or classes of per-
sons, as appropriate, in its workforce
who need access to protected health in-
formation to carry out their duties;
and

(B) For each such person or class of
persons, the category or categories of
protected health information to which
access is needed and any conditions ap-
propriate to such access.

(ii) A covered entity must make rea-
sonable efforts to limit the access of
such persons or classes identified in
paragraph (d)(2)(i)(A) of this section to
protected health information con-
sistent with paragraph (d)(2)(i)(B) of
this section.

(3) Implementation specification: Min-
imum necessary disclosures of protected
health information. (i) For any type of
disclosure that it makes on a routine
and recurring basis, a covered entity
must implement policies and proce-
dures (which may be standard proto-
cols) that limit the protected health
information disclosed to the amount
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reasonably necessary to achieve the
purpose of the disclosure.

(ii) For all other disclosures, a cov-
ered entity must:

(A) Develop criteria designed to limit
the protected health information dis-
closed to the information reasonably
necessary to accomplish the purpose
for which disclosure is sought; and

(B) Review requests for disclosure on
an individual basis in accordance with
such criteria.

(iii) A covered entity may rely, if
such reliance is reasonable under the
circumstances, on a requested disclo-
sure as the minimum necessary for the
stated purpose when:

(A) Making disclosures to public offi-
cials that are permitted under §164.512,
if the public official represents that
the information requested is the min-
imum necessary for the stated pur-
pose(s);

(B) The information is requested by
another covered entity;

(C) The information is requested by a
professional who is a member of its
workforce or is a business associate of
the covered entity for the purpose of
providing professional services to the
covered entity, if the professional rep-
resents that the information requested
is the minimum necessary for the stat-
ed purpose(s); or

(D) Documentation or representa-
tions that comply with the applicable
requirements of §164.512(i) have been
provided by a person requesting the in-
formation for research purposes.

(4) Implementation specifications: Min-
imum necessary requests for protected
health information. (i) A covered entity
must limit any request for protected
health information to that which is
reasonably necessary to accomplish the
purpose for which the request is made,
when requesting such information from
other covered entities.

(ii) For a request that is made on a
routine and recurring basis, a covered
entity must implement policies and
procedures (which may be standard
protocols) that limit the protected
health information requested to the
amount reasonably necessary to ac-
complish the purpose for which the re-
quest is made.

(iii) For all other requests, a covered
entity must review the request on an
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individual basis to determine that the
protected health information sought is
limited to the information reasonably
necessary to accomplish the purpose
for which the request is made.

(6) Implementation specification: Other
content requirement. For all uses, disclo-
sures, or requests to which the require-
ments in paragraph (d) of this section
apply, a covered entity may not use,
discloses or request an entire medical
record, except when the entire medical
record is specifically justified as the
amount that is reasonably necessary to
accomplish the purpose of the use, dis-
closure, or request.

(e)(1) Standard: Uses and disclosures of
protected health information for mar-
keting. A covered entity may not use or
disclose protected health information
for marketing without an authoriza-
tion that meets the applicable require-
ments of §164.508, except as provided
for by paragraph (e)(2) of this section.

(2) Implementation specifications: Re-
quirements relating to marketing. (i) A
covered entity is not required to obtain
an authorization under §164.508 when it
uses or discloses protected health in-
formation to make a marketing com-
munication to an individual that:

(A) Occurs in a face-to-face encoun-
ter with the individual;

(B) Concerns products or services of
nominal value; or

(C) Concerns the health-related prod-
ucts and services of the covered entity
or of a third party and the communica-
tion meets the applicable conditions in
paragraph (e)(3) of this section.

(ii) A covered entity may disclose
protected health information for pur-
poses of such communications only to
a business associate that assists the
covered entity with such communica-
tions.

(3) Implementation specifications: Re-
quirements for certain marketing commu-
nications. For a marketing communica-
tion to qualify under paragraph (e)(2)(i)
of this section, the following condi-
tions must be met:

(i) The communication must:

(A) Identify the covered entity as the
party making the communication;

(B) If the covered entity has received
or will receive direct or indirect remu-
neration for making the communica-
tion, prominently state that fact; and
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(C) Except when the communication
is contained in a newsletter or similar
type of general communication device
that the covered entity distributes to a
broad cross-section of patients, enroll-
ees, or other broad groups of individ-
uals, contain instructions describing
how the individual may opt out of re-
ceiving future such communications.

(ii) If the covered entity uses or dis-
closes protected health information to
target the communication to individ-
uals based on their health status or
condition:

(A) The covered entity must make a
determination prior to making the
communication that the product or
service being marketed may be bene-
ficial to the health of the type or class
of individual targeted; and

(B) The communication must explain
why the individual has been targeted
and how the product or service relates
to the health of the individual.

(iii) The covered entity must make
reasonable efforts to ensure that indi-
viduals who decide to opt out of receiv-
ing future marketing communications,
under paragraph (e)(3)(i)(C) of this sec-
tion, are not sent such communica-
tions.

(H)(1) Standard: Uses and disclosures for
fundraising. A covered entity may use,
or disclose to a business associate or to
an institutionally related foundation,
the following protected health infor-
mation for the purpose of raising funds
for its own benefit, without an author-
ization meeting the requirements of
§164.508:

(i) Demographic information relating
to an individual; and

(ii) Dates of health care provided to
an individual.

(2) Implementation specifications:
Fundraising requirements. (i) The cov-
ered entity may not use or disclose
protected health information for fund-
raising purposes as otherwise per-
mitted by paragraph (f)(1) of this sec-
tion unless a statement required by
§164.520(b)(1)(iii)(B) is included in the
covered entity’s notice;

(ii) The covered entity must include
in any fundraising materials it sends to
an individual under this paragraph a
description of how the individual may
opt out of receiving any further fund-
raising communications.
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(iii) The covered entity must make
reasonable efforts to ensure that indi-
viduals who decide to opt out of receiv-
ing future fundraising communications
are not sent such communications.

(g) Standard: Uses and disclosures for
underwriting and related purposes. If a
health plan receives protected heath
information for the purpose of under-
writing, premium rating, or other ac-
tivities relating to the creation, re-
newal, or replacement of a contract of
health insurance or health benefits,
and if such health insurance or health
benefits are not placed with the health
plan, such health plan may not use or
disclose such protected health informa-
tion for any other purpose, except as
may be required by law.

(h)(1) Standard: Verification require-
ments. Prior to any disclosure per-
mitted by this subpart, a covered enti-
ty must:

(i) Except with respect to disclosures
under §164.510, verify the identity of a
person requesting protected health in-
formation and the authority of any
such person to have access to protected
health information under this subpart,
if the identity or any such authority of
such person is not known to the cov-
ered entity; and

(ii) Obtain any documentation, state-
ments, or representations, whether
oral or written, from the person re-
questing the protected health informa-
tion when such documentation, state-
ment, or representation is a condition
of the disclosure under this subpart.

2) Implementation specifications:
Verification. (i) Conditions on disclosures.
If a disclosure is conditioned by this
subpart on particular documentation,
statements, or representations from
the person requesting the protected
health information, a covered entity
may rely, if such reliance is reasonable
under the circumstances, on docu-
mentation, statements, or representa-
tions that, on their face, meet the ap-
plicable requirements.

(A) The conditions in
§164.512(f)(1)(ii1)(C) may be satisfied by
the administrative subpoena or similar
process or by a separate written state-
ment that, on its face, demonstrates
that the applicable requirements have
been met.
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(B) The documentation required by
§164.512(1)(2) may be satisfied by one or

more written statements, provided
that each is appropriately dated and
signed in accordance with

§164.512(1)(2)(i) and (v).

(ii) Identity of public officials. A cov-
ered entity may rely, if such reliance is
reasonable under the circumstances, on
any of the following to verify identity
when the disclosure of protected health
information is to a public official or a
person acting on behalf of the public
official:

(A) If the request is made in person,
presentation of an agency identifica-
tion badge, other official credentials,
or other proof of government status;

(B) If the request is in writing, the
request is on the appropriate govern-
ment letterhead; or

(C) If the disclosure is to a person
acting on behalf of a public official, a
written statement on appropriate gov-
ernment letterhead that the person is
acting under the government’s author-
ity or other evidence or documentation
of agency, such as a contract for serv-
ices, memorandum of understanding, or
purchase order, that establishes that
the person is acting on behalf of the
public official.

(iii) Authority of public officials. A
covered entity may rely, if such reli-
ance 1is reasonable under the cir-
cumstances, on any of the following to
verify authority when the disclosure of
protected health information is to a
public official or a person acting on be-
half of the public official:

(A) A written statement of the legal
authority under which the information
is requested, or, if a written statement
would be impracticable, an oral state-
ment of such legal authority;

(B) If a request is made pursuant to
legal process, warrant, subpoena, order,
or other legal process issued by a grand
jury or a judicial or administrative tri-
bunal is presumed to constitute legal
authority.

(iv) Exercise of professional judgment.
The verification requirements of this
paragraph are met if the covered entity
relies on the exercise of professional
judgment in making a use or disclosure
in accordance with §164.510 or acts on a
good faith belief in making a disclosure
in accordance with §164.512(j).
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EFFECTIVE DATE NOTE: At 67 FR 53270, Aug.
14, 2002, §164.514 was amended by revising
paragraphs (0)(2)(1)(R), (D)D), (d)(4)(iii), and
(e); and in paragraph (d)(5), removing the
word ‘‘discloses’ and adding in its place the
word ‘‘disclose”, effective Oct. 15, 2002. For
the convenience of the user, the revised text
is set forth as follows:

§164.514 Other requirements relating to
uses and disclosures of protected health
information.

* * * * *

(b) Implementation specifications: Require-
ments for de-identification of protected health
information. * * *

@2)(d) * * *

(R) Any other unique identifying number,
characteristic, or code, except as permitted
by paragraph (c) of this section; and

* * * * *

(d)(1) Standard: minimum necessary require-
ments. In order to comply with §164.502(b) and
this section, a covered entity must meet the
requirements of paragraphs (d)(2) through
(d)(5) of this section with respect to a re-
quest for, or the use and disclosure of, pro-
tected health information.

* * * * *

(4) Implementation specifications: Minimum
necessary requests for protected health informa-
tion. * * *

(iii) For all other requests, a covered enti-
ty must:

(A) Develop criteria designed to limit the
request for protected health information to
the information reasonably necessary to ac-
complish the purpose for which the request
is made; and

(B) Review requests for disclosure on an in-
dividual basis in accordance with such cri-
teria.

* * * * *

(e) (1) Standard: Limited data set. A covered
entity may use or disclose a limited data set
that meets the requirements of paragraphs
(e)(2) and (e)(3) of this section, if the covered
entity enters into a data use agreement with
the limited data set recipient, in accordance
with paragraph (e)(4) of this section.

(2) Implementation specification: Limited data
set: A limited data set is protected health in-
formation that excludes the following direct
identifiers of the individual or of relatives,
employers, or household members of the in-
dividual:

(i) Names;

(ii) Postal address information, other than
town or city, State, and zip code;
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(iii) Telephone numbers;

(iv) Fax numbers;

(v) Electronic mail addresses;

(vi) Social security numbers;

(vii) Medical record numbers;

(viii) Health plan beneficiary numbers;

(ix) Account numbers;

(x) Certificate/license numbers;

(xi) Vehicle identifiers and serial numbers,
including license plate numbers;

(xii) Device identifiers and serial numbers;

(xiii) Web Universal Resource Locators
(URLs);

(xiv) Internet Protocol (IP) address num-
bers;

(xv) Biometric identifiers, including finger
and voice prints; and

(xvi) Full face photographic images and
any comparable images.

(3) Implementation specification: Permitted
purposes for uses and disclosures. (i) A covered
entity may use or disclose a limited data set
under paragraph (e)(1) of this section only
for the purposes of research, public health,
or health care operations.

(ii) A covered entity may use protected
health information to create a limited data
set that meets the requirements of para-
graph (e)(2) of this section, or disclose pro-
tected health information only to a business
associate for such purpose, whether or not
the limited data set is to be used by the cov-
ered entity.

(4) Implementation specifications: Data use
agreement.—(i) Agreement required. A covered
entity may use or disclose a limited data set
under paragraph (e)(1) of this section only if
the covered entity obtains satisfactory as-
surance, in the form of a data use agreement
that meets the requirements of this section,
that the limited data set recipient will only
use or disclose the protected health informa-
tion for limited purposes.

(ii) Contents. A data use agreement be-
tween the covered entity and the limited
data set recipient must:

(A) Establish the permitted uses and dis-
closures of such information by the limited
data set recipient, consistent with paragraph
(e)(3) of this section. The data use agreement
may not authorize the limited data set re-
cipient to use or further disclose the infor-
mation in a manner that would violate the
requirements of this subpart, if done by the
covered entity;

(B) Establish who is permitted to use or re-
ceive the limited data set; and

(C) Provide that the limited data set re-
cipient will:

(I) Not use or further disclose the informa-
tion other than as permitted by the data use
agreement or as otherwise required by law;

(2) Use appropriate safeguards to prevent
use or disclosure of the information other
than as provided for by the data use agree-
ment;
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(3) Report to the covered entity any use or
disclosure of the information not provided
for by its data use agreement of which it be-
comes aware;

(4) Ensure that any agents, including a
subcontractor, to whom it provides the lim-
ited data set agrees to the same restrictions
and conditions that apply to the limited data
set recipient with respect to such informa-
tion; and

(5) Not identify the information or contact
the individuals.

(iii) Compliance. (A) A covered entity is not
in compliance with the standards in para-
graph (e) of this section if the covered entity
knew of a pattern of activity or practice of
the limited data set recipient that con-
stituted a material breach or violation of the
data use agreement, unless the covered enti-
ty took reasonable steps to cure the breach
or end the violation, as applicable, and, if
such steps were unsuccessful:

(1) Discontinued disclosure of protected
health information to the recipient; and

(2) Reported the problem to the Secretary.

(B) A covered entity that is a limited data
set recipient and violates a data use agree-
ment will be in noncompliance with the
standards, implementation specifications,
and requirements of paragraph (e) of this
section.

* * * * *

§164.520 Notice of privacy practices
for protected health information.

(a) Standard: notice of privacy prac-
tices—(1) Right to notice. Except as pro-
vided by paragraph (a)(2) or (3) of this
section, an individual has a right to
adequate notice of the uses and disclo-
sures of protected health information
that may be made by the covered enti-
ty, and of the individual’s rights and
the covered entity’s legal duties with
respect to protected health informa-
tion.

(2) Exception for group health plans. (1)
An individual enrolled in a group
health plan has a right to notice:

(A) From the group health plan, if,
and to the extent that, such an indi-
vidual does not receive health benefits
under the group health plan through an
insurance contract with a health insur-
ance issuer or HMO; or

(B) From the health insurance issuer
or HMO with respect to the group
health plan through which such indi-
viduals receive their health benefits
under the group health plan.

(ii) A group health plan that provides
health benefits solely through an in-
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surance contract with a health insur-
ance issuer or HMO, and that creates
or receives protected health informa-
tion in addition to summary health in-
formation as defined in §164.504(a) or
information on whether the individual
is participating in the group health
plan, or is enrolled in or has
disenrolled from a health insurance
issuer or HMO offered by the plan,
must:

(A) Maintain a notice under this sec-
tion; and

(B) Provide such notice upon request
to any person. The provisions of para-
graph (c)(1) of this section do not apply
to such group health plan.

(iii) A group health plan that pro-
vides health benefits solely through an
insurance contract with a health insur-
ance issuer or HMO, and does not cre-
ate or receive protected health infor-
mation other than summary health in-
formation as defined in §164.504(a) or
information on whether an individual
is participating in the group health
plan, or 1is enrolled in or has
disenrolled from a health insurance
issuer or HMO offered by the plan, is
not required to maintain or provide a
notice under this section.

(3) Exception for inmmates. An inmate
does not have a right to notice under
this section, and the requirements of
this section do not apply to a correc-
tional institution that is a covered en-
tity.

(b) Implementation specifications: con-
tent of notice—(1) Required elements. The
covered entity must provide a notice
that is written in plain language and
that contains the elements required by
this paragraph.

(i) Header. The notice must contain
the following statement as a header or
otherwise prominently displayed:
“THIS NOTICE DESCRIBES HOW
MEDICAL INFORMATION ABOUT
YOU MAY BE USED AND DISCLOSED
AND HOW YOU CAN GET ACCESS TO
THIS INFORMATION. PLEASE RE-
VIEW IT CAREFULLY.”

(ii) Uses and disclosures. The notice
must contain:

(A) A description, including at least
one example, of the types of uses and
disclosures that the covered entity is
permitted by this subpart to make for
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