AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

109TH CONGRESS } SENATE

TREATY Doc.
2d Session

109-13

MUTUAL LEGAL ASSISTANCE AGREEMENT WITH THE
EUROPEAN UNION

MESSAGE

FROM

THE PRESIDENT OF THE UNITED STATES

TRANSMITTING

AGREEMENT ON MUTUAL LEGAL ASSISTANCE BETWEEN THE
UNITED STATES OF AMERICA AND THE EUROPEAN UNION (EU),
SIGNED ON JUNE 25, 2003 AT WASHINGTON, TOGETHER WITH
TWENTY-FIVE BILATERAL INSTRUMENTS WHICH SUBSEQUENTLY
WERE SIGNED BETWEEN THE UNITED STATES AND EACH EURO-
PEAN UNION MEMBER STATE IN ORDER TO IMPLEMENT THE
AGREEMENT WITH THE EU, WITH EXPLANATORY NOTE

SEPTEMBER 28, 2006.—Agreement was read the first time, and together
with the accompanying papers, referred to the Committee on Foreign
Relations and ordered to be printed for the use of the Senate

* (Star Print)




MUTUAL LEGAL ASSISTANCE AGREEMENT WITH THE EUROPEAN UNION



1
09TH CONGRESS } SENATE

TREATY Doc.
2d Session

109-13

MUTUAL LEGAL ASSISTANCE AGREEMENT WITH THE
EUROPEAN UNION

MESSAGE

FROM

THE PRESIDENT OF THE UNITED STATES

TRANSMITTING

AGREEMENT ON MUTUAL LEGAL ASSISTANCE BETWEEN THE
UNITED STATES OF AMERICA AND THE EUROPEAN UNION (EU),
SIGNED ON JUNE 25, 2003 AT WASHINGTON, TOGETHER WITH
TWENTY-FIVE BILATERAL INSTRUMENTS WHICH SUBSEQUENTLY
WERE SIGNED BETWEEN THE UNITED STATES AND EACH EURO-
PEAN UNION MEMBER STATE IN ORDER TO IMPLEMENT THE
AGREEMENT WITH THE EU, WITH EXPLANATORY NOTE

SEPTEMBER 28, 2006.—Agreement was read the first time, and together
with the accompanying papers, referred to the Committee on Foreign
Relations and ordered to be printed for the use of the Senate

U.S. GOVERNMENT PRINTING OFFICE
49-118 % (STAR PRINT) WASHINGTON : 2006







LETTER OF TRANSMITTAL

THE WHITE HOUSE, September 28, 2006.
To the Senate of the United States:

With a view to receiving the advice and consent of the Senate to
ratification, I transmit herewith the Agreement on Mutual Legal
Assistance between the United States of America and the Euro-
pean Union (EU), signed on June 25, 2003, at Washington, to-
gether with 25 bilateral instruments that subsequently were signed
between the United States and each European Union Member
State in order to implement the Agreement with the EU, and an
explanatory note that is an integral part of the Agreement. I also
transmit, for the information of the Senate, the report of the De-
partment of State with respect to the Agreement and bilateral in-
struments.

A parallel agreement with the European Union on extradition,
together with bilateral instruments, will be transmitted to the Sen-
ate separately. These two agreements are the first law enforcement
agreements concluded between the United States and the Euro-
pean Union. Together they serve to modernize and expand in im-
portant respects the law enforcement relationships between the
United States and the 25 EU Member States, as well as formalize
and strengthen the institutional framework for law enforcement re-
lations between the United States and the European Union itself.

The U.S.-EU Mutual Legal Assistance Agreement contains sev-
eral innovations that should prove of value to U.S. prosecutors and
investigators, including in counterterrorism cases. The Agreement
creates an improved mechanism for obtaining bank information
from an EU Member State, elaborates legal frameworks for the use
of new techniques such as joint investigative teams, and estab-
lishes a comprehensive and uniform framework for limitations on
the use of personal and other data. The Agreement includes a non-
derogation provision making clear that it is without prejudice to
the ability of the United States or an EU Member State to refuse
assistance where doing so would prejudice its sovereignty, security,
public, or other essential interests.

I recommend that the Senate give early and favorable consider-
ation to the Agreement and bilateral instruments.

GEORGE W. BUSH.

(I1II)






LETTER OF SUBMITTAL

DEPARTMENT OF STATE,
Washington, August 3, 2006.
The PRESIDENT,
The White House.

THE PRESIDENT: I have the honor to submit to you, with a view
to its transmittal to the Senate for advice and consent to ratifica-
tion, the Agreement on Mutual Legal Assistance between the
United States and the European Union (EU), (“U.S.-EU MLAT”),
signed on June 25, 2003. Also being submitted together with the
U.S.-EU MLAT are twenty-five bilateral instruments that were
signed by the United States and all EU Member States during
2004—-2006, which implement the provisions of the U.S.-EU MLAT.
A detailed, article-by-article analysis of the U.S.-EU MLAT is en-
closed with this report. I am recommending that the U.S.-EU
MLAT, including an explanatory note, which is an integral part of
the Agreement, and the related bilateral instruments be trans-
mitted to the Senate for its advice and consent to ratification. The
Department joins me in this recommendation.

Respectfully submitted.

CONDOLEEZZA RICE.

Enclosures: As stated.
EXECUTIVE SUMMARY

MUTUAL LEGAL ASSISTANCE AGREEMENT BETWEEN THE UNITED
STATES AND THE EUROPEAN UNION

On June 25, 2003, the United States signed with the European
Union a Mutual Legal Assistance Agreement (“U.S.-EU Mutual
Legal Assistance Agreement”). Also being transmitted together
with this Agreement are bilateral implementing instruments with
all 25 EU member states. A parallel agreement with the EU on ex-
tradition, together with implementing instruments, is being trans-
mitted separately. These are the first law enforcement agreements
ever concluded by the United States with the European Union. The
principal effect of the Mutual Legal Assistance Agreement would be
to modernize bilateral relationships with EU member states with
which the United States already has mutual legal assistance trea-
ties (MLATS), and to create such relationships with the remainder
of member states with which bilateral MLATs had not been con-
cluded previously. This is particularly important in light of the
counter-terrorism challenges we have faced since September 11,
2001. A second benefit would be formalizing and strengthening the
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institutional framework for law enforcement relations with the Eu-
ropean Union.

The U.S.-EU Mutual Legal Assistance Agreement incorporates
several innovations which should prove of value to U.S. prosecutors
and investigators. The Agreement creates an improved mechanism
for obtaining bank information from an EU member state, elabo-
rates legal frameworks for the use of new techniques such as joint
investigative teams, and establishes a comprehensive and uniform
framework for limitations on the use of personal and other data.
The Agreement includes a non-derogation provision making clear
that it is without prejudice to the ability of the U.S. or an EU
member state to refuse assistance where doing so would prejudice
its sovereignty, security, other public or other essential interests.

U.S.-EU MUTUAL LEGAL ASSISTANCE AGREEMENT
OVERVIEW

The U.S.-EU Mutual Legal Assistance Agreement selectively
amends and supplements existing United States bilateral mutual
legal assistance treaties with seventeen Member States of the EU.
In the case of the other eight EU Member States, the U.S.-EU Mu-
tual Legal Assistance Agreement creates for the first time a treaty-
based, albeit partial, mutual legal assistance relationship with the
United States. A counterpart Agreement on Extradition between
the United States and the European Union is being submitted sep-
aSrately, together with implementing instruments with EU Member

tates.

Both U.S.-EU Agreements have their origin in a period of inten-
sive consultation between the United States and officials of the Eu-
ropean Union, and its then-Belgian and Spanish Presidencies, in
the aftermath of the September 11, 2001, terrorist attacks on ways
of improving trans-Atlantic cooperation against terrorism. These
discussions led to the conclusion that modernization of existing bi-
lateral mutual legal assistance treaties (“MLATS”) between the
United States and EU Member States would be a valuable step, as
would creation of new bilateral mutual legal assistance agreements
with Member States that did not already have such agreements
with the United States. By concluding agreements with the Euro-
pean Union, the United States could achieve uniform improve-
ments and expansions in coverage across much of Europe. In addi-
tion, the U.S.-EU Agreements will enable the strengthening of an
emerging institutional relationship on law enforcement matters be-
tween the United States and the European Union, during a period
when the EU is actively harmonizing national criminal law proce-
dures and methods of international cooperation.

Negotiation of the U.S.-EU Agreements was conducted during
2002 and 2003. The European Union’s delegation was led by offi-
cials from Denmark and Greece, which held the EU’s rotating Pres-
idency at that time, and also included officials from the Council
and Commission. After the U.S.-EU Agreements were signed on
June 25, 2003, the United States pursued negotiation with each
Member State of implementing bilateral mutual legal assistance in-
struments. Initial efforts focused on the fifteen states that were
members of the European Union at the time the U.S.-EU Agree-
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ments were signed, and then expanded to the additional ten states,
which joined the EU in 2004. The last of the bilateral instruments
was signed on June 9, 2006.

The U.S.-EU Mutual Legal Assistance Agreement and bilateral
instruments are regarded as self-executing treaties under U.S. law,
and thus will not require implementing legislation for the United
States. With respect to implementation within the European
Union, there is greater complexity. The EU, as a Contracting
Party, is responsible for implementation of the obligations con-
tained in the U.S.-EU Mutual Legal Assistance Agreement, even
though practical application of those obligations would occur at the
Member State level. The EU Council would monitor implementa-
tion and empower the Presidency as necessary to ensure that Mem-
ber States comply in all respects. EU Member States, while for-
mally not Contracting Parties to the U.S.-EU Mutual Legal Assist-
ance Agreement are bound to its provisions under internal EU law.
The Member States also would have international obligations to
the United States under the bilateral instruments. Most Member
States, in order to comply with the requirements of their domestic
constitutional order, are like the United States, pursuing domestic
processes in order to ratify both the U.S.-EU Mutual Legal Assist-
ance Agreement and the bilateral instrument. A number of Mem-
ber States also secured domestic parliamentary endorsement of the
U.S.-EU Mutual Legal Assistance Agreement prior to its signature.

The following is an article-by-article description of the provisions
of the U.S.-EU Mutual Legal Assistance Agreement.

The Preamble underscores that cooperation between the United
States and European Union Member States serves to protect demo-
cratic society and our common values, including the rights of indi-
viduals and the rule of law.

Article 1 (“Object and Purpose”) states that the United States
and the EU undertake to provide enhancements to cooperation and
mutual legal assistance, in the manner specified in the U.S.-EU
Mutual Legal Assistance Agreement. To the extent that mutual
legal assistance between the United States and EU Member States
is carried out pursuant to bilateral treaties, this phrasing under-
scores the obligation to supplement, and, where necessary, modify
these existing bilateral treaties to effectuate the terms of the U.S.-
EU Mutual Legal Assistance Agreement.

Article 2 (“Definitions”) defines three terms used frequently in
the U.S.-EU Mutual Legal Assistance Agreement: “Contracting
Parties,” “Member States,” and “Ministry of Justice.”

Article 2(1) provides that the Contracting Parties to each U.S.-
EU Agreement are the United States and the European Union.
Under Articles 24 and 38 of the Treaty of European Union, the Eu-
ropean Union may enter into international agreements in the area
of criminal judicial cooperation. The Member State then holding
the rotating Presidency (Denmark, followed by Greece) leg negotia-
tions for the European Union. At the conclusion of negotiations,
Greece was authorized unanimously by the European Council to
sign the U.S.-EU Mutual Legal Assistance Agreement on behalf of
the European Union.

Article 3(1) (“Scope of application”) provides that the Contracting
Parties shall ensure that the provisions of the U.S.-EU Mutual
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Legal Assistance Agreement are applied in relation to existing bi-
lateral mutual legal assistance treaties between the United States
and EU Member States. Thus the EU is responsible, as the Party
to the Agreement, for ensuring that Member States make the nec-
essary changes in their bilateral mutual legal assistance relation-
ships with the United States.

The remainder of Article 3(1) specifies the manner in which ex-
isting mutual legal assistance treaties between the United States
and EU Member States are affected by the U.S.-EU Mutual Legal
Assistance Agreement, or, alternatively, the manner in which the
U.S.-EU Mutual Legal Assistance Agreement is to apply where
there is no mutual legal assistance treaty in force between a Mem-
ber State and the United States. Generally, Article 4 (creating a
mechanism for identifying bank accounts and transactions), 5 (pro-
viding a mechanism for forming joint investigative teams), 6 (estab-
lishing a mechanism for using video conferencing technology in
criminal investigations and proceedings), 7 (providing for the use of
expedited means of communications) and 8 (authorizing the pro-
viding of mutual legal assistance to certain administrative authori-
ties), which either create new cooperation mechanisms or deal with
them in great detail than in existing treaties, supplement the
terms of existing bilateral mutual legal assistance treaties, and
also apply in the absence of a treaty. Article 9 (facilitating broad
law enforcement use of information and evidence received pursuant
to mutual legal assistance requests), replaces use limitation provi-
sions in existing bilateral mutual legal assistance treaties, and is
applicable where the bilateral mutual legal assistance treaty either
contains no use limitation provisions (i.e. the U.S.-Belgium MLAT)
or where there is no mutual legal assistance treaty in force. Article
10 (providing a procedure for the requesting State to seek the con-
fidentiality of its request) is applied bilaterally except if the appli-
cable bilateral mutual legal assistance treaty already has such a
provision.

The extent to which current mutual legal assistance treaties with
EU Member States are modified or supplemented by application of
these substantive provisions is described later in this analysis, on
a country-by-country basis.

Article 3(2) elaborates on the EU’s obligation to ensure the appli-
cation of the provisions of the U.S.-EU Mutual Legal Assistance
Agreement by its Member States having existing bilateral MLATSs
with the United States. Specifically, the EU shall ensure that each
Member State acknowledges the consequential changes to its exist-
ing bilateral mutual legal assistance treaty by entering into a writ-
ten “instrument” with the United States, that is, a free-standing
international agreement binding under international law. The EU
also must ensure that countries acceding to the European Union
after the entry into force of the U.S.-EU Mutual Legal Assistance
Agreement and having mutual legal assistance treaties with the
United States conclude bilateral instruments with the United
States after accession or preferably prior thereto.

Article 3(3) provides that both the United States and the Euro-
pean Union are obliged to ensure the application of the U.S.-EU
Mutual Legal Assistance Agreement by Member States lacking an
existing bilateral MLAT with the United States. Such a Member
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State also must enter into a written “instrument” with the United
States. Countries acceding to the European Union after the entry
into force of the U.S.-EU Mutual Legal Assistance Agreement and
not having mutual legal assistance treaties with the United States
likewise are obliged to conclude bilateral instruments with the
United States after accession, and are encouraged to do so prior to
their accession.

Article 3(4) states that the U.S.-EU Mutual Legal Assistance
Agreement shall apply in mutual legal assistance relations between
the United States and a new Member State from the date of notifi-
cation that internal procedures for the bilateral instrument have
been completed.

There are both legal and practical reasons for the requirement of
a bilateral instrument between the United States and each EU
Member State. As a matter of international law, the conclusion of
a bilateral instrument conveys to the United States the sovereign
consent of the Member State to the changes required in treaties
concluded and applied at the bilateral level, rather than relying en-
tirely on the effect of EU internal law to ensure application of
changes in bilateral treaties to which the European Union itself is
not party.

In addition, as a practical matter, since mutual legal assistance
treaties are litigated and interpreted extensively in national courts,
it was seen as important to delineate in instruments concluded at
the bilateral level the changes made by the U.S.-EU Mutual Legal
Assistance Agreement in these bilateral treaties. The consequential
changes are set out either in a revised integrated text of the par-
ticular treaty (included as an Annex to the instrument) or in provi-
sions placed in the instrument itself specifically delineating the
new operative language. Conclusion of bilateral instruments thus
serves to ease application of the revised treaties for practitioners
and the judiciary.

Finally, Article 3(5), like other U.S. mutual legal assistance trea-
ties, states that the provisions of the U.S.-EU Mutual Legal Assist-
ance Agreement are intended solely for mutual legal assistance be-
tween the United States and EU Member States and shall not give
rise to a right on the part of any private person to obtain, suppress,
or exclude evidence, impede the execution of a request, or expand
or limit rights otherwise available under domestic law.

Article 4 (“Identification of bank information”) is one of the provi-
sions included in order to provide a form of assistance not specifi-
cally set forth in existing mutual legal assistance treaties. Its
terms supplement the provisions of all existing treaties with EU
Member States, and apply in the absence of a treaty.

Mutual legal assistance treaties generally address the production
of records located in the requested State. For such provisions to
function properly with respect to bank and other business records,
a requesting State must provide sufficient information regarding
the bank branch or account involved to enable the records to be lo-
cated and produced. In the Protocol to the European Union Mutual
Legal Assistance Treaty, which applies among EU Member States,
Article 1 went a step further by establishing a procedure by which
a requested State is obligated to search on a centralized basis for
bank accounts located within its territory that may be important
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to a criminal investigation in the requesting State. Section 314(a)
of the USA Patriot Act established a comparable centralized mech-
anism by which the Treasury Department’s Financial Crime Infor-
mation Center (“FinCen”) can query domestic banking institutions
in order to locate transactions or accounts that may be involved in
money laundering or terrorism violations. The availability of these
existing comparable mechanisms provided a basis for Article 4 of
the U.S.-EU Mutual Legal Assistance Agreement.

Article 4(1)(a) requires the requested State, upon receiving a re-
quest in accordance with the terms of the article, to promptly as-
certain if banks located in its territory possess information on
whether a natural or legal person suspected of or charged with a
criminal offense as designated pursuant to paragraph 4, holds a
bank account or accounts. Paragraph 1(b) permits, but does not ob-
ligate, the requested State to ascertain whether bank information
exists pertaining to convicted persons, or whether there is informa-
tion in the possession of non-bank financial institutions, or finan-
cial transactions other than those related to accounts.

Article 4(2) requires a request for this form of cooperation to in-
clude, first, the identity of the natural or legal person relevant to
locating such accounts or transactions; second, sufficient informa-
tion to enable the competent authority of the requested State to
reasonably suspect that such person engaged in a criminal offense
and that banks or non-bank financial institutions in the requested
State may have the information requested and to conclude that the
information sought relates to the criminal investigation or pro-
ceeding for which assistance is sought; and, third, as much infor-
mation as possible concerning which banks or other institutions
may have the information, in order to reduce the breadth of the in-
quiry.

Article 4(3) provides that request and information may be trans-
mitted through, for the United States, designated law enforcement
components and, for the European Union, designated law enforce-
ment authorities of the Member States, or their Central Authori-
ties under bilateral mutual legal assistance treaties. In each of the
bilateral instruments with the 25 EU Member States implementing
the U.S.-EU Mutual Legal Assistance Agreement, the United
States designated its legal attaché to the Member State concerned
representing the Federal Bureau of Investigation, Drug Enforce-
ment Administration or Immigration and Customs Enforcement
(depending on the nature of the investigation or proceeding giving
rise to the request), as the channel of communication under this ar-
ticle, since this was viewed as the most rapid channel for the ex-
change of information which may be time-sensitive. Paragraph 3
also allows the United States and the EU to modify these designa-
tions by exchange of diplomatic notes after the entry into force of
this agreement.

Under Article 4 paragraph 4(a), a State may limit its obligation
to provide assistance under this Article to certain forms of crimi-
nality, specifically: (i) offenses punishable under the laws of the re-
questing and requested States (i.e., conduct as to which there is
dual criminality standard); (ii) offenses punishable by a maximum
penalty of at least two years in the requested State and four years
in the requesting State (i.e., a modified application of the dual
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criminality standard); or (iii) designated offenses punishable under
the laws of the requesting and requested States. A State may also
make application of Article 4 unlimited in scope (i.e., no dual crimi-
nality requirement).

Under paragraph 4(b), should a State choose to limit the scope
of its obligation to provide assistance under the options set forth
in paragraphs 4(a)(ii) or (iii), it must at a minimum provide assist-
ance with respect to terrorist activity and laundering of proceeds
generated from a comprehensive range of serious criminal activities
punishable under the laws of both the requesting and requested
States. In the bilateral instruments between the United States and
EU Member States implementing the U.S.-EU Mutual Legal As-
sistance Agreement, the United States, consistent with the scope of
Section 314(a) of the USA Patriot Act, chose to limit application of
this measure to terrorist and money laundering activity punishable
in both the requesting and requested States, and to such criminal
activity as may subsequently be agreed between the Parties (so
that the scope of assistance could be expanded in the future in a
manner corresponding to any future expansion of U.S. domestic
legislation). Most EU Member States, in turn, chose also to provide
assistance to the same extent, but, as will be described in the coun-
try-by-country analysis of bilateral instruments that follows, a
number agreed to provide assistance under this Article more broad-
ly. Those EU Member States that chose to provide assistance to the
same extent as the United States assured the United States that
assistance would be available with respect to a wide range of con-
duct associated with terrorism (which includes the conduct
criminalized in international counter-terrorism conventions to
which they are party), and money laundering with respect to an ex-
tremely broad range of predicate offenses. The U.S. negotiators in
turn provided the same assurance.

Article 4(5) prohibits the invocation of bank secrecy in order to
refuse assistance under this Article. Strictly speaking, this speci-
fication does not alter the applicable standard where there is a mu-
tual legal assistance treaty in force between an EU Member State
and the United States, since no U.S. MLAT permits the assertion
of bank secrecy as a ground for refusal of assistance. However, with
respect to EU Member States with which the United States does
not have a mutual legal assistance treaty, this paragraph prohibits
the EU Member State from seeking to deny assistance on this
basis.

Article 4(6) provides that once information has been provided
under this Article identifying accounts or transactions, the actual
production of records pertaining to such accounts or transactions is
governed by the already existing MLAT provision governing the
production of records, or, in the absence of an MLAT, by the appli-
cable domestic law of the requested State. The same would of
course be true with respect to the freezing or forfeiture of funds
identified through application of this Article.

Under Article 4(7), the United States and EU are under an obli-
gation to ensure that application of this Article does not impose ex-
traordinary burdens on requested States. In the event that the vol-
ume of requests became overly burdensome to banks or the points
of contact designated under paragraph 3, a consultation mechanism
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has been established for purposes of facilitating a more effective
application of the Article, including such measures as may be re-
quired to reduce pending and future burdens.

Article 5 (“Joint investigative teams”) also provides a form of co-
operation not explicitly provided for in existing United States bilat-
eral mutual legal assistance treaties, and its terms supplement the
provisions of existing treaties and apply in the absence of a treaty.
Paragraph 1 requires the Parties to provide for the necessary legal
authority to establish and operate joint investigative teams in the
respective territories of the United States and the EU Member
States, where the States concerned agree to do so. For the United
States, the legal authority to engage in such cooperation with for-
eign authorities already exists under the statutory and regulatory
frameworks for U.S. law enforcement agencies. For some EU Mem-
ber States, however, an obligation to assist set forth in a binding
legal instrument was deemed necessary to permit operation of joint
teams in a broad variety of circumstances, such as a joint team
similar in complexity to a U.S. domestic law enforcement task
force, in which both police and prosecutorial components (or the in-
vestigative magistrate that in some EU countries performs this
function) participate simultaneously.

Under Article 5(2), the manner of the team’s operation shall be
agreed between the competent authorities determined by the re-
spective States concerned.

Article 5(3) describes channels of communication. The competent
authorities determined by the respective States concerned shall
communicate directly for purposes of establishment and operation
of such team, except where the complexity, scope, or other cir-
cumstances involved are deemed to require more central coordina-
tion, in which case the States concerned may agree upon other
channels of communication. This approach facilitates speed, effi-
ciency, and clarity by providing for direct communications in most
cases among the affected law enforcement components, rather than
through a mutual legal assistance request transmitted through the
Central Authority, as would otherwise take place pursuant to a bi-
lateral MLAT.

Article 5(4) states that where the joint investigative team needs
investigative measures to be taken in one of the States involved in
the team, a member of the team of that State may request its own
competent authorities to take those measures without the other
State having to submit a mutual legal assistance request. The legal
standard for obtaining the measure is the applicable domestic
standard. In other words, where an investigative measure is to be
carried out in the United States, for example, a U.S. team member
would do so by invoking existing domestic investigative authority,
and would share resulting information or evidence seized pursuant
to existing authority to share with foreign authorities. An MLAT
request would not be required. Of course, in a case in which there
is no domestic U.S. jurisdiction and consequently a compulsory
measure cannot be carried out based on domestic authority, the
other provisions of the bilateral MLAT in force (or, absent an
MLAT, the provisions of 28 U.S.C. Section 1782 or other provisions)
may furnish a separate legal basis for carrying out such measure.
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Article 6 (“Video-conferencing”) also supplements the terms of ex-
isting bilateral mutual legal assistance treaties and applies in the
absence of a treaty. Paragraph 1 requires the Parties to provide for
the necessary legal authority to use video transmission technology
between the United States and the EU Member States for the pur-
pose of taking witness testimony sought by the requesting State.
The procedures to be applied in taking such testimony are as other-
wise set forth in the applicable mutual legal assistance treaty in
force (e.g., provisions governing execution of requests, or proce-
dures for taking of testimony in the requested State), or—either in
the absence of a treaty or where the terms of the treaty so pro-
vide—under the law of the requested State. Here too, general pro-
visions of bilateral MLATSs already in force and 28 U.S.C. Section
1782 already enable the United States to provide this form of co-
operation on behalf of a foreign State, but a separate provision was
deemed useful to enable a number of EU Member States to provide
the same cooperation to the United States.

Article 6(2) deals with costs. Unless otherwise agreed, the re-
questing State shall bear the cost associated with establishing and
servicing the transmission. Other costs are treated in accordance
with the costs provision of the applicable MLAT in force, or, absent
an MLAT, as agreed between the requesting and requested States.

Article 6(3) provides for a consultation mechanism in order to fa-
cilitate legal, technical or logistical issues that may arise in a par-
ticular State.

Article 6(4) provides that the making of intentionally false state-
ments or other witness or expert misconduct shall be punishable in
the same manner as if such conduct had been committed in the
course of a domestic proceeding. This is already the case where the
United States has been requested to facilitate the taking of video
testimony from a witness or expert located in the United States on
behalf of a foreign State, since the proceeding to execute the re-
quest is a U.S. proceeding and therefore penalties under U.S. law
for perjury, obstruction of justice or contempt of court are applica-
ble.

Article 6(5) specifies that the availability of video transmission
technology for purposes of facilitating the taking of testimony does
not mean that other means of obtaining testimony are no longer
applicable.

Article 6(6) makes clear that the requested State may also per-
mit the use of video conferencing technology for purposes other
than providing testimony, including for purposes of identification of
persons or objects, and taking of investigative statements (to the
extent these are not considered to be testimony under the law of
the requesting State).

Article 7 (“Expedited transmission of requests”) supplements the
terms of existing mutual legal assistance treaties in force and ap-
plies in the absence of a treaty. It provides that requests for mu-
tual legal assistance, and communications related thereto, may be
made by expedited means of communications, including fax or
email, with formal confirmation to follow where required by the re-
quested State. The requested State may respond to the request by
any such expedited means of communication. Use of these means
of transmitting or responding to requests is at the option of the
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State concerned, and generally will facilitate the rapid execution of
requests.

Article 8 (“Mutual legal assistance to administrative authorities”)
also supplements the terms of existing treaties, and applies in the
absence thereof. Paragraph 1 provides an express legal basis for
providing assistance to an administrative authority investigating
conduct with a view to criminal prosecution of the conduct or refer-
ral of the conduct to criminal investigation or prosecution authori-
ties, pursuant to its specific administrative or regulatory authority
to undertake such investigation. If the administrative authority an-
ticipates that no prosecution or referral will take place, assistance
is not available under this agreement.

This provision benefits U.S. regulatory authorities including, but
not limited to, the Securities and Exchange Commission, the Com-
modities Futures Trading Commission, and the Federal Trade
Commission, which have statutory authority to conduct investiga-
tions with a view to subsequent referral to the Department of Jus-
tice for criminal prosecution. By the terms of Article 8(1), there is
an obligation to afford assistance to these “national” (i.e., federal)
authorities. With respect to assistance to “other” administrative au-
thorities (i.e., at the state or local level), the requested State may
provide assistance at its discretion. These obligations are described
in more detail in the explanatory note to the U.S.-EU Mutual Legal
Assistance Agreement, which also clarifies that there is an obliga-
tion to assist irrespective of the fact that the administrative or reg-
ulatory authority is also pursuing sanctions other than possible re-
ferral for criminal prosecution, and irrespective of whether or not
the authority ultimately decides to pursue criminal prosecution re-
ferral.

Pursuant to Article 8(2)(a), requests are to be transmitted be-
tween the Central Authorities pursuant to the applicable mutual
legal assistance treaty in force, or between such other authorities
as may be agreed among the Central Authorities. In the absence
of a mutual legal assistance treaty, paragraph 2(b) specifies that
such requests are to be transmitted between the U.S. Department
of Justice and the Ministry of Justice of the EU Member State (or
its comparable ministry where designated pursuant to Article
15(1)), or between such other authorities as may be agreed between
the Department of Justice and such Ministry. Pursuant to para-
graph 3, the United States and EU are under an obligation to en-
sure that application of this Article does not impose extraordinary
burdens on requested States. Should this occur, a consultation
mechanism has been established for purposes of facilitating more
effective application of the Article, including such measures as may
be required to reduce pending and future burdens.

Article 9 (“Limitations on use to protect personal and other
date”) replaces the use limitation provision of existing bilateral mu-
tual legal assistance treaties (subject to paragraphs 4 and 5, de-
scribed further below). It also applies where the existing treaty has
no use limitation article (i.e. the U.S.-Belgium treaty), as well as
where there is no treaty in force.

Article 9(1) permits the requesting State to use evidence or infor-
mation it has obtained from the requested State for its criminal in-
vestigations and proceedings, for preventing an immediate and se-
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rious threat to its public security, for non-criminal judicial or ad-
ministrative proceedings directly related to its criminal investiga-
tions, for non-criminal judicial or administrative proceedings for
which assistance was provided under Article 8, and for any other
purpose if the information or evidence was made public within the
framework of the proceedings for which it was transmitted or pur-
suant to the above permissible uses. Other uses of the evidence or
information require the prior consent of the requested State. This
paragraph represents a broader formulation than in pre-existing
MLATSs that require the consent from the requested State if the
evidence or information is to be used for an investigation or pro-
ceeding different from that set forth in the request. The new formu-
lation authorizes the use of the evidence and information received
for a particular case in other criminal cases and for preventive pur-
poses.

Article 9(2)(a) specifies that the article does not preclude the re-
quested State from imposing additional conditions where the par-
ticular request for assistance could not be granted in the absence
of such conditions. Where such additional conditions are imposed,
the requested State may require the requesting State to give infor-
mation on the use made of the evidence or information.

Article 9(2)(b) provides that generic restrictions with respect to
the legal standards in the requesting State for processing personal
data may not be imposed by the requested State as a condition
under paragraph 2(a) to providing evidence or information. This is
further elaborated upon in the explanatory note to the U.S.-EU
Mutual Legal Assistance Agreement, which specifies that the fact
that the requesting and requested States have different systems of
protecting the privacy of data does not give rise to a ground for re-
fusal of assistance, and may not as such give rise to additional con-
ditions under paragraph 2(a). Such refusal of assistance could only
arise in exceptional cases in which, upon balancing the important
interests involved in the particular case, furnishing the specific
data sought by the requesting State would raise difficulties so fun-
damental as to be considered by the requested State to fall within
the essential interests grounds for refusal.

Article 9(3) provides that where, following disclosure to the re-
questing State, the requested State becomes aware of cir-
cumstances that may cause it to seek additional conditions in a
particular case, it may consult with the requesting State to deter-
mine the extent to which the evidence or information can be pro-
tected.

Article 9(4) provides that the requested State instead may apply
the use limitation provision of the existing mutual legal assistance
treaty where to do so will result in less restriction on the use of
evidence of information than provided for in this Article. This para-
graph applies to those mutual legal assistance treaties between the
United States and EU Member States in which there is no use lim-
itation unless specifically invoked by the requested State. In such
cases, the requested State remains free to impose no limitation,
and the use limitation article in the relevant bilateral instruments
between the United States and such EU Member States has been
drafted accordingly.
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Article 9(5) provides that, where the bilateral mutual legal as-
sistance treaty in force between the United States and an EU
Member State on the date of signature of the U.S.-EU Mutual
Legal Assistance Agreement limits the obligation to provide assist-
ance with respect to certain tax offenses, the Member State con-
cerned may indicate in its written instrument with the United
States that, with respect to such offenses, it will continue to apply
the pre-existing bilateral provision. Only Luxembourg has made
use of this provision, so that with respect to tax offenses as to
which the obligation to provide assistance is limited by the U.S.-
Luxembourg MLAT, the prior use limitation provision applies.

Article 10 (“Requesting State’s request for confidentiality”), like
similar provisions in many modern U.S. MLATS, requires the re-
quested State, if asked, to use its best efforts to keep confidential
a request and its contents, and to inform the requesting State if
the request cannot be executed without breaching confidentiality.
The article applies where the existing mutual legal assistance trea-
ty does not already contain such a provision, or in the absence of
a treaty.

Under Article 11 (“Consultations”), the United States and Euro-
pean Union shall consult for purposes of enabling the most effec-
tive use of the U.S.-EU Mutual Legal Assistance Agreement.

Article 12 (“Temporal application”) provides that the U.S.-EU
Mutual Legal Assistance Agreement applies to offenses committed
before as well as after it enters into force. Articles 6 (“Video-confer-
encing”) and 7 (“Expedited transmission of requests”) apply to re-
quests pending in a requested State at the time of the U.S.-EU Mu-
tual Legal Assistance Agreement’s entry into force; otherwise the
Agreement applies to requests for mutual legal assistance made
after its entry into force.

Article 13 (“Non-derogation”) makes clear that the U.S.-EU Mu-
tual Legal Assistance Agreement’s provisions do not preclude the
assertion of a ground for refusal set forth in the applicable mutual
legal assistance treaty, or, in the absence of a treaty, applicable
legal principles (sovereignty, security, ordre public or other essen-
tial interests) except where such ground for refusal is precluded by
Articles 4(5) (bank secrecy) and 9(2)(b) (generic restrictions relating
to personal data) of the U.S.-EU Mutual Legal Assistance Agree-
ment.

Article 14 (“Future bilateral mutual legal assistance treaties with
Member States”) provides that the United States and EU Member
States may conclude future mutual legal assistance agreements
consistent with the U.S.-EU Mutual legal Assistance Agreement. In
the Explanatory Note, it is clarified that should measures set forth
in the U.S.-EU Mutual Legal Assistance Agreement create oper-
ational difficulties for the United States or a Member State, and
consultations alone cannot remedy the difficulty, a future bilateral
agreement with the Member State could contain an operationally
feasible alternative mechanism that satisfies the objectives of the
provision in question.

Article 15 (“Designation and notification”) provides that the EU
shall notify the United States of designations pursuant to Articles
4(3) (points of contact for identification of bank information), 4(4)
(designation of scope of bank information article) and 8(2) (com-
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petent authority other than Ministry of Justice designated as point
of contact for cooperation with administrative authorities), prior to
the completion of bilateral written instruments between the U.S.
and Member States under Articles 3(2) or 3(3). This notification re-
quirement was intended to ensure that the identity of these au-
thorities would be set forth in the bilateral instruments.

Under Article 16(1) (“Territorial application”), the U.S.-EU Mu-
tual Legal Assistance Agreement applies to the United States of
America, to EU Member States, to territories for whose external re-
lations a Member State is is responsible, and to countries for whom
the member has other duties pertaining to their external relations,
where agreed upon by exchange of diplomatic note between the EU
and United States, duly confirmed by the relevant Member State.
Several EU Member States have such responsibilities; hence, this
enables the United States and EU to agree to include such terri-
tories or countries within the ambit of the U.S.-EU Mutual Legal
Assistance Agreement. Under paragraph 2, application of the U.S.-
EU Mutual Legal Assistance Agreement to such territories or coun-
tries may be terminated upon six month’s written notice through
the diplomatic channel, again where confirmed between the United
States and the Member State concerned.

Article 17 (“Review”) provides that the United States and the EU
will carry out a common review of the U.S.-EU Mutual Legal As-
sistance Agreement no later than five years after its entry into
force, in particular for purposes of addressing its practical imple-
mentation and the consequences of the further development of the
European Union in relation to the subject matter of the U.S.-EU
Mutual Legal Assistance Agreement.

Article 18(1) (“Entry into force and termination”), provides that
the U.S.-EU Mutual Legal Assistance Agreement shall enter into
force on the first day following the third month after the date on
which the United States and the EU have indicated that they have
completed their internal procedures for this purpose. The exchange
of instruments of ratification between the United States and the
European Union shall also indicate that the bilateral instruments
between the United States and all EU Member States have been
completed. Article 18(2) provides that either the United States or
EU may terminate the U.S.-EU Mutual Legal Assistance Agree-
ment by giving written notice to the other, with such termination
effective six months after the date of such notice.

Bilateral Instruments between the United States and the EU Mem-
ber States implementing the U.S.-EU Mutual Legal Assistance
Agreement

As noted above, Article 3(2) of the U.S.-EU Mutual Legal Assist-
ance Agreement requires the conclusion of a written instrument be-
tween the United States and each Member State, indicating the ap-
plication of Agreement’s provisions in the bilateral mutual legal as-
sistance relationship. The following discussion delineates the con-
tent and character of each of these instruments, and any particular
understandings reached between the United States and individual
Member States during the course of negotiations.

The title chosen for the “written instrument” required by Article
3(2) of the U.S.-EU Mutual Legal Assistance Agreement varies
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among the Member States. Most Member States preferred to retain
the term “Instrument” as used in the U.S.-EU Agreement, but oth-
ers preferred more specific descriptions utilized under their na-
tional law that also are consistent with the binding character of the
instrument under international law. Thus, instruments with sev-
eral Member States (e.g. Germany and the Czech Republic) are
termed supplementary treaties, to indicate their precise function
and legal character in relation to existing treaties, while other
Member States (e.g. Austria and Greece) preferred the similar term
“protocol.” Still others chose the more general “Agreement;” (e.g.
Netherlands and Poland).

Each instrument first expresses the agreement of the Parties to
apply the provisions of the U.S.-EU Mutual Legal Assistance
Agreement under the terms laid out in Article 3. The new textual
provisions to be applied are either specified verbatim in the instru-
ment, or set out in an annex containing a revised consolidated text.
The United States regarded the annex form as preferable from the
perspective of U.S. courts and practitioners called upon to interpret
a particular mutual assistance treaty with a Member State. A ma-
jority of Member States agreed.

Other Member States, however, opted for non-integrated texts, in
which only the newly-operative supplemental or replacement lan-
guage is set forth, and in the instrument itself rather than in a
separate annex. These Member States regarded inclusion of a con-
solidated text as not permitted by their domestic law. The con-
sequence of the non-integrated approach is only that reference to
both the instrument and the pre-existing treaty is necessary in
order to apply the entire set of obligations between the United
States and the Member State.

Each instrument, for reasons of clarity, also recites the provision
on temporal application from the U.S.-EU Mutual Legal Assistance
Agreement, stating that the instrument applies to offenses com-
mitted before as well as after it enters into force, but, in general,
does not apply to requests made prior to its entry into force.

Instruments with several Member States required specification
as to their geographic scope. These states—Denmark, the Nether-
lands, and the United Kingdom—exercise foreign relations respon-
sibilities for territories or independent countries, including apply-
ing the European state’s law enforcement treaties on their behalf.
However, since the geographic scope of the European Union for
purposes of criminal justice cooperation does not necessarily extend
to all these territories and countries, the provisions of the U.S.-EU
Mutual Legal Assistance Agreement would not apply to them un-
less specifically stipulated. Consequently, the relevant bilateral in-
struments spell out whether mutual legal assistance relations with
the United States in respect of these territories and countries
would continue to be governed by the pre-existing treaties in un-
modified form.

Each bilateral instrument also contains a provision on entry into
force and termination. Entry into force of each instrument occurs
on the date of entry into force of the U.S.-EU Mutual Legal Assist-
ance Agreement, after exchange of notifications. Eighteen Member
States will ratify both the U.S.-EU Mutual Legal Assistance Agree-
ment and the bilateral instrument, since they serve to amend bilat-
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eral treaties which previously also were ratified. Four Member
States regard formal ratification of the U.S.-EU Mutual Legal As-
sistance Agreement as unnecessary under their domestic constitu-
tional order, however, as authority in this respect has been deemed
to have been granted to the EU, but will ratify the implementing
bilateral instruments. Three Member States viewed it as unneces-
sary to ratify even the bilateral instrument.

Finally, in the event of termination of the U.S.-EU Mutual Legal
Assistance Agreement—a step that would take place between the
Parties to this Agreement—the bilateral instruments also shall ter-
minate. Thereupon application of the pre-existing bilateral treaties,
which are regarded as suspended while the bilateral instruments
are in force, would resume. The United States and the Member
States could, however, agree bilaterally to continue to apply some
or all of the provisions in the bilateral instrument derived from the
U.S.-EU Mutual Legal Assistance Agreement.

Austria

The bilateral mutual legal assistance instrument with Austria
was signed on July 20, 2005, and is entitled a protocol to the 1995
U.S.-Austria Mutual Legal Assistance Treaty. Articles 1-7 of the
bilateral protocol incorporate the U.S.-EU Mutual Legal Assistance
Agreement provisions into the 1995 MLAT as follows: Articles 4(1)—
(5) (identification of bank information), 5 (joint investigative
teams), and 6(1), (3)—(6) (video) conferencing) of the U.S.-EU Mu-
tual Legal Assistance Agreement are added as Articles 18—-20, with
the existing Articles 18-20 being renumbered accordingly; Article
6(2) of the U.S.-EU Mutual Legal Assistance Agreement (cost of
video-conference) is added as the final sentence of Article 6 of the
bilateral treaty (costs); Article 7 of the U.S.-EU Mutual Legal As-
sistance Agreement (expedited transmission of requests) is incor-
porated through a new formulation that replaces Article 4(1); Arti-
cle 8(2) of the U.S.-EU Mutual Legal Assistance Agreement (chan-
nel for transmission of requests by administrative or regulatory au-
thorities) is added as the final sentence of Article 2(2), which al-
ready provided for the power to make such requests required by
U.S.-EU Mutual Legal Assistance Agreement in Article 8(1); and
Article 9(1)—(3) of the U.S.-EU Mutual Legal Assistance Agreement
(use limitations) replaces the majority of Article 7. The final two
articles of the bilateral protocol reflect the provisions of Articles 12
(temporal application) and 18 (entry into force and termination) of
the U.S.-EU Mutual Legal Assistance Agreement.

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article 4 of the bilat-
eral protocol (identification of bank information) specifies that Aus-
tria’s point of contact for the exchange of bank information under
this Article is the Ministry of Justice, and that, like the United
States, Austria will provide assistance under this Article with re-
spect to money laundering and terrorist activity punishable under
the laws of both States and with respect to such other criminal ac-
tivity as Austria may notify the United States.
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The bilateral mutual legal assistance instrument with Belgium
was signed on December 16, 2004. Paragraph 1 of the bilateral in-
strument specifies the articles of the U.S.-EU Mutual Legal Assist-
ance Agreement applicable between the United States and Belgium
as well as certain clarifications and designations concerning the
Annex to the instrument. Paragraph 2 provides that the Annex re-
flects the integrated text that shall apply between the United
States and Belgium. Paragraphs 3-5 contain rules on temporal ap-
plication, entry into force and termination, based on those set forth
in Articles 12 and 18 of the U.S.-EU Mutual Legal Assistance
Agreement.

The Annex integrates the U.S.-EU Mutual Legal Assistance
Agreement into the 1988 U.S.-Belgium Mutual Legal Assistance
Treaty as follows: Article 4 of the U.S.-EU Mutual Legal Assistance
Agreement (identification of bank information) is added as Article
12 bis; Article 5 of the U.S.-EU Mutual Legal Assistance Agree-
ment (joint investigative teams) is added as Article 12 ter; Article
6 of the U.S.-EU Mutual Legal Assistance Agreement (video-con-
ferencing) is added as Articles 18(2 bis) and 12 quarter; Article 7
of the U.S.-EU Mutual Legal Assistance Agreement (expedited
transmission of requests) is set forth in Article 17(3); Article 8 of
the U.S.-EU Mutual Legal Assistance Agreement (assistance to ad-
ministrative or regulatory authorities) is added as Article 1(1 bis);
and Article 9 of the U.S.-EU Mutual Legal Assistance Agreement
(use limitations) is added as Article 13 bis.

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, paragraph 1(a)(ii) of
the bilateral instrument and Article 12 bis of the Annex (identifica-
tion of bank information) specify that Belgium’s point of contact for
the exchange of bank information under this Article is the Minister
of Justice, and that, like the United States, Belgium will provide
assistance under this Article with respect to money laundering and
terrorist activity punishable under the laws of both States and with
respect to such other criminal activity as the States may notify
each other.

Cyprus

The bilateral mutual legal assistance instrument with Cyprus
was signed on January 20, 2006. Paragraph 1 of the bilateral in-
strument specifies the articles of the U.S.-EU Mutual Legal Assist-
ance Agreement applicable between the United States and Cyprus.
Paragraph 2 provides that the Annex to the instrument reflects the
integrated text that shall apply between the United States and Cy-
prus. Paragraphs 3-5 contain rules on territorial application, entry
into force and termination, based on those set forth in Articles 12
and 18 of the U.S.-EU Mutual Legal Assistance Agreement.

The Annex integrates the U.S.-EU Mutual Legal Assistance
Agreement into the 1999 U.S.-Cyprus Mutual Legal Assistance
Treaty as follows: Article 4 of the U.S.-EU Mutual Legal Assistance
Agreement (identification of bank information) is added as Article
17 bis; Article 5 of the U.S.-EU Mutual Legal Assistance Agree-
ment (joint investigative teams) is added as Article 17 ter; Article
6 of the U.S.-EU Mutual Legal Assistance Agreement (video-confer-
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encing) is added to Article 6 and as Article 17 quater; Article 7 of
the U.S.-EU Mutual Legal Assistance Agreement (expedited trans-
mission of requests) is set forth in a new formulation that replaces
Article 4(1); Article 8 of the U.S.-EU Mutual Legal Assistance
Agreement (assistance to administrative or regulatory authorities)
is added as Article 1 (1 bis); and Article 9 of the U.S.-EU Mutual
Legal Assistance Agreement (use limitations) replaces Article 7(1)-
(3).

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article 17 bis of the
Annex (identification of bank information) specifies that Cyprus’
point of contact for the exchange of bank information under this
Article is its central authority under Article 2 of the 1999 Treaty
(i.e., the Minister of Justice and Public Order or his designee), and
that it will provide assistance under this Article with respect to of-
fenses punishable by a penalty involving deprivation of liberty or
a detention order of a maximum period of at least four years in the
requesting State and at least two years in the requested State.

Czech Republic

The bilateral mutual legal assistance instrument with the Czech
Republic was signed on May 16, 2006, and is entitled a supple-
mentary treaty to the 1998 U.S.-Czech Mutual Legal Assistance
Treaty. Articles 1 through 6 of the supplementary treaty incor-
porate the U.S.-EU Mutual Legal Assistance Agreement provisions
into the 1998 MLAT, as follows: Articles 4 (identification of bank
information), 5 (joint investigative teams), and 6 (video-confer-
encing) of the U.S.-EU Mutual Legal Assistance Agreement, re-
flected in Articles 3, 6-8 of the supplementary treaty, are added as
new Articles 6(1)(d), 20a, 20b and 20c of the 1998 MLAT. Article
7 of the U.S.-EU Mutual Legal Assistance Agreement (expedited
transmission of requests), reflected in Article 2 of the supple-
mentary treaty, replaces Article 4(1) of the 1998 MLAT. Article 8
of the U.S.-EU Mutual Legal Assistance Agreement (assistance to
administrative or regulatory authorities), reflected in Article 1 of
the supplementary treaty, replaces Article 2(1) and (2) of the 1998
MLAT. Article 9 of the U.S.-EU Mutual Legal Assistance Agree-
ment (use limitations), reflected in Article 4 of the supplementary
treaty, replaces Article 7 of the 1998 MLAT. Article 10 of the U.S.-
EU Mutual Legal Assistance Agreement (requesting State’s request
for confidentiality), reflected in Article 5 of the supplementary trea-
ty, replaces Article 8 of the 1998 MLAT.

Articles 9 and 11 of the supplementary treaty reflect the provi-
sions of Articles 12 (temporal application) and 18 (entry into force
and termination) of the U.S.-EU Mutual Legal Assistance Agree-
ment. Article 10 confirms that the supplementary treaty shall be
interpreted consistent with the U.S.-EU Mutual Legal Assistance
Agreement.

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article 6 of the sup-
plementary treaty (identification of bank information) specifies that
the Czech Republic’s point of contact for the exchange of bank in-
formation under this Article is its central authority (i.e., the Office
of the Prosecutor General and the Ministry of Justice); and that,
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like the United States, the Czech Republic will provide assistance
under this Article with respect to money laundering and terrorist
activities punishable under the laws of both States, and other
criminal activity as the States may notify each other.

Denmark

The bilateral mutual legal assistance instrument with Denmark
was signed on June 23, 2005, and is entitled an agreement. The bi-
lateral agreement, in paragraph 1, specifies the articles of the U.S.-
EU Mutual Legal Assistance Agreement applicable between the
United States and Denmark. Paragraph 2 provides that the Annex
to the agreement reflects the provisions that shall apply between
the United States and Denmark. Paragraph 3, in accordance with
Article 16 of the U.S.-EU Mutual Legal Assistance Agreement, pro-
vides that the instrument shall not apply to Greenland or the
Faroe Islands unless the United States and the EU, by exchange
of diplomatic notes duly confirmed by Denmark, subsequently
agree otherwise. Paragraphs 4 and 5 contain rules of temporal ap-
plication, based on those set forth in Article 12 of the U.S.-EU Mu-
tual Legal Assistance Agreement. Paragraph 6 contains the provi-
sions on entry into force and termination, based on those set forth
in Article 18 of the U.S.-EU Mutual Legal Assistance Agreement.

Since the United States and Denmark do not have a bilateral
mutual legal assistance treaty in force between them, the bilateral
agreement is a partial one governing only those issues regulated by
the U.S.-EU Mutual Legal Assistance Agreement, specifically: Arti-
cle 4 (identification of bank information), 5 (joint investigative
teams), 6 (video conferencing), 7 (expedited transmission of re-
quests), 8 (assistance to administrative or regulatory authorities),
9 (use limitations), 10 (requesting State’s request for confiden-
tiality), and 13 (grounds for refusal).

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article 1 of the
Annex (identification of bank information) specifies that Denmark’s
point of contact for the exchange of bank information under this
Article is the Ministry of Justice, and that Denmark will provide
assistance under this Article with respect to offenses punishable
under the laws of the requesting State by a penalty of four years
and under the laws of the requested State by a penalty of two
years. Article 5 of the Annex provides that requests for assistance
to administrative or regulatory authorities shall be transmitted be-
tween the U.S. Department of Justice and the Danish Ministry of
Justice.

Estonia

The bilateral mutual legal assistance instrument with Estonia
was signed on February 8, 2006. The bilateral instrument, in para-
graph 1, specifies the articles of the U.S.-EU Mutual Legal Assist-
ance Agreement applicable between the United States and Estonia.
Paragraph 2 provides that the Annex to the instrument reflects the
integrated text that shall apply between the United States and Es-
tonia. Paragraphs 3-5 contains rules of temporal application, entry
into force and termination, based on those set forth in Articles 12
and 18 of the U.S.-EU Mutual Legal Assistance Agreement.
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The Annex integrates the U.S.-EU Mutual Legal Assistance
Agreement into the 1998 U.S.-Estonia Mutual Legal Assistance
Treaty, as follows: Article 4 of the U.S.-EU Mutual Legal Assist-
ance Agreement (identification of bank information) is added as Ar-
ticle 17 bis; Article 5 of the U.S.-EU Mutual Legal Assistance
Agreement (joint investigative teams) is added as Article 17 ter;
Article 6 of the U.S.-EU Mutual Legal Assistance Agreement (video
conferencing) is added in Articles 6 and 17 quater; Article 7 of the
U.S.-EU Mutual Legal Assistance Agreement (expedited trans-
mission of requests) is incorporated through a new formulation that
replaces Article 4(1); Article 8 of the U.S.-EU Mutual Legal Assist-
ance Agreement (assistance to administrative or regulatory au-
thorities) is added as Article 1 (1 bis); and Article 9 of the U.S.-
EU Mutual Legal Assistance Agreement (use limitations) replaces
the majority of Article 7.

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article 17 bis of the
Annex (identification of bank information) specifies that Estonia’s
point of contact for the exchange of bank information under this
Article is the Ministry of Justice, and that Estonia will provide as-
sistance under this Article with respect to offenses punishable
under the laws of the requesting and requested States.

Finland

The bilateral mutual legal assistance instrument with Finland
was signed on December 16, 2004, and is entitled a treaty. Para-
graph 1 of the bilateral treaty specifies the articles of the U.S.-EU
Mutual Legal Assistance Agreement that are to be applied. Para-
graph 2 provides that the Annex to the treaty reflects the provi-
sions that shall apply between the United States and Finland.
Paragraphs 3-5 contain rules on temporal application, entry into
force and termination, based on those set forth in Articles 12 and
18 of the U.S.-EU Mutual Legal Assistance Agreement.

Since the United States and Finland do not have a bilateral mu-
tual legal assistance treaty in force between them, the bilateral
treaty is a partial one governing only those issues regulated by the
U.S.-EU Mutual Legal Assistance Agreement, specifically: Articles
4 (identification of bank information), 5 (joint investigative teams),
6 (video-conferencing), 7 (expedited transmission of requests), 8 (as-
sistance to administrative or regulatory authorities), 9 (use limita-
tions), 10 (requesting State’s request for confidentiality); and 13
(grounds for refusal).

With respect to the designations required by Articles 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article 1 of the
Annex (identification of bank information) specifies that Finland’s
point of contact of the exchange of bank information under this Ar-
ticle is its Military of Justice, and that, like the United States, Fin-
land will provide assistance under this Article with respect to
money laundering and terrorist activity punishable under the laws
of both States and with respect to such other criminal activity as
the States may notify each other. Article 5 of the Annex provides
that requests for assistance to administrative or regulatory au-
thorities shall be transmitted between the U.S. Department of Jus-
tice and the Finnish Ministry of Justice.
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France

The bilateral mutual legal assistance instrument with France
was signed on September 30, 2004. Paragraph A of Articles I-VI
sets forth the text of the articles of the U.S.-EU Mutual Legal As-
sistance Agreement applicable between the United States and
France. Paragraph B of Articles I-VI specifies the extent to which
these provisions supplement or replace provisions of the 1998 U.S.-
France Mutual Legal Assistance Treaty, and provides other nec-
essary explanations regarding the manner in which the U.S.-EU
Mutual Legal Assistance Agreement text is to operate in a bilateral
setting. Articles VII-VIII contain rules of temporal application,
entry into force and termination based on those set forth in Articles
12 and 18 of the U.S.-EU Mutual Legal Assistance Agreement.

Six provisions of the U.S.-EU Mutual Legal Assistance Agree-
ment are incorporated into the 1998 MLAT, as follows: Articles 4
(identification of bank information), 5 (joint investigative teams), 6
(video conferencing), 7 (expedited transmission of requests), and 8
(requests by administrative or regulatory authorities) of the U.S.-
EU Mutual Legal Assistance Agreement supplement the provisions
of the 1998 MLAT. Article 9(1)—(4) of the U.S.-EU Mutual Legal
Assistance Agreement (use limitations) applies in place of Article
14(3)—(5) of the 1998 MLAT; although, pursuant to U.S.-EU Article
9(4), Article 14 of the 1998 Treaty may be applied if to do so would
result in less limitation on use.

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article I (identifica-
tion of bank information) specifies that France’s point of contact for
the exchange of bank information under this Article is its central
authority under Article 2(1) of the 1998 Treaty (i.e., the Ministry
of Justice), and that France will provide assistance under this Arti-
cle even in the absence of dual criminality.

Germany

The bilateral mutual legal assistance instrument with Germany
was signed on April 18, 2006, and is entitled a supplementary trea-
ty to the 2003 U.S.-Germany Mutual Legal Assistance Treaty. The
instrument foresees the entry into force of the 2003 bilateral treaty
prior to, or contemporaneous with, the entry into force of this bilat-
eral supplementary treaty.

Articles 1-7 of the bilateral supplementary treaty incorporates
the U.S.-EU Mutual Legal Assistance Agreement provisions into
the 2003 MLAT as follow: Article 4 of the U.S.-EU Mutual Legal
Assistance Agreement (identification of bank information) is added
as Article 9 bis: Article 5 of the U.S.-EU Mutual Legal Assistance
Agreement (joint investigative teams) is added as Article 12 bis;
Article 6 of the U.S.-EU Mutual Legal Assistance Agreement (video
conferencing) is added as Article 10 bis, and the costs provision
thereof is incorporated in Article 21(1); Article 7 of the U.S.-EU
Mutual Legal Assistance Agreement (expedited transmission of re-
quests) is incorporated through a new formulation that replaces Ar-
ticle 17(3); Article 8 of the U.S.-EU Mutual Legal Assistance Agree-
ment (requests by administrative or regulatory authorities) is set
forth in a new formulation replacing Article 1(1) of, and adding a
new Article 2(5) to, the 2003 MLAT; and Article 9 of the U.S.-EU
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Mutual Legal Assistance Agreement (use limitations) is incor-
porated through new formulations that replace Articles 15 and 16.
The final two articles of the supplementary treaty reflect the provi-
sions of Articles 12 (temporal application) and 18 (entry into force
and termination) of the U.S.-EU Mutual Legal Assistance Agree-
ment.

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article 3 of the sup-
plementary treaty (identification of bank information) specifies that
Germany’s point of contact for the exchange of bank information
under this Article is the Federal Ministry of Justice, and that, like
the United States, Germany will provide assistance under this Ar-
ticle with respect to money laundering and terrorist activity pun-
ishable under the laws of both States and with respect to such
other criminal activity as the States may notify each other.

The United States and Germany agreed that the penultimate
sentence of the new text of Article 16 of the supplementary treaty
entitles U.S. authorities competent in treating antitrust offenses
(including the U.S. Central Authority for mutual legal assistance)
to disclose to other authorities evidence or information received
from Germany that may aid in the investigation or prosecution of
other offenses.

Greece

The bilateral mutual legal assistance instrument with Greece
was signed on January 18, 2006, and is entitled a protocol to the
1999 U.S.-Greece Mutual Legal Assistance Treaty. Articles 1
through 6 of the bilateral protocol incorporate the U.S.-EU Mutual
Legal Assistance Agreement provisions into the 1999 MLAT, as fol-
low: Article 4 (identification of bank information), 5 (joint inves-
tigative teams), 6 (video-conferencing), and 8 (assistance to admin-
istrative or regulatory authorities), of the U.S.-EU Mutual Legal
Assistance Agreement, set forth in Articles 1, 2, 3 and 5 of the bi-
lateral protocol, generally supplement the provisions of the 1999
MLAT. Article 7 of the U.S.-EU Mutual Legal Assistance Agree-
ment (expedited transmission of requests), set forth in Article 4 of
the bilateral protocol, supplements Article 4(1). Article 9 of the
U.S.-EU Mutual Legal Assistance Agreement (use limitations), set
forth in Article 6 of the bilateral protocol, replaces Article 7, para-
graphs 1, 3, and 4.

The final provisions of the bilateral protocol are as follows: Arti-
cle 7 thereof confirms that other provisions of the 1999 MLAT re-
main in force, and that the protocol shall be interpreted consistent
with the U.S.-EU Mutual Legal Assistance Agreement. Article 8
and 9 reflect the provisions of Article 12 (temporal application) and
18 (entry into force and termination) of the U.S.-EU Mutual Legal
Assistance Agreement.

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article 1 of the pro-
tocol (identification of bank information) specifies that Greece’s
point of contact for the exchange of bank information under this
Article is the Ministry of Justice; and that, like the United States,
Greece will provide assistance under this Article with respect to
money laundering and terrorist activities punishable under the
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laws of both States and with respect to such other criminal activity
as the States may notify each other.

Hungary

The bilateral mutual legal assistance instrument with Hungary
was signed on November 15, 2005, and is entitled a protocol to the
1994 U.S.-Hungary Mutual Legal Assistance Treaty. Articles 1
through 8 of the bilateral protocol incorporate the U.S.-EU Mutual
Legal Assistance Agreement provisions into the 1994 MILAT, as
follow: Article 4 of the U.S.-EU Mutual Legal Assistance Agree-
ment (identification of bank information) is added as Article 17A,;
Article 5 of the U.S.-EU Mutual Legal Assistance Agreement (joint
investigation teams) is added as Article 17B; Article 6 of the U.S.-
EU Mutual Legal Assistance Agreement (video-conferencing) is
added as Article 6(2) and 17C; Article 7 of the U.S.-EU Mutual
Legal Assistance Agreement (expedited transmission of requests) is
incorporated through a new formulation that replaces Article 4(1);
Article 8 of the U.S.-EU Mutual Legal Assistance Agreement (as-
sistance to administrative or regulatory authorities) is added as Ar-
ticle 1 (1A); Article 9 of the U.S.-EU Mutual Legal Assistance
Agreement (use limitations) is incorporated through a new formula-
tion that replaces Article 7; and Article 10 of the U.S.-EU Mutual
Legal Assistance Agreement (requesting State’s request for con-
fidentiality) is added as Article 7A.

The final provisions of the bilateral protocol are as follows: Arti-
cles 9 and 10 of the bilateral protocol reflect the provisions of Arti-
cle 12 (temporal application) and 18 (entry into force and termi-
nation) of the U.S-EU Mutual Legal Assistance Agreement.

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article 6 of the pro-
tocol (identification of bank information) specifies that Hungary’s
point of contact for the exchange of bank information under this
Article is the Prosecutor General, provided however that a request
from Hungary concerning a matter in which trial has commenced
shall be transmitted by the Ministry of Justice. With respect to the
scope of Article 4, Hungary will provide assistance under this Arti-
cle with respect to criminal activity punishable under the laws of
both States.

Ireland

The bilateral mutual legal assistance instrument with Ireland
was signed on July 14, 2005. The 2001 U.S.-Ireland Mutual Legal
Assistance Treaty is not yet in force, having been ratified by the
United States but not by Ireland. Ireland intends to ratify the 2001
Treaty and this instrument contemporaneously.

Article 1 of the bilateral instrument specifies the articles of the
U.S.-EU Mutual Legal Assistance Agreement applicable between
the United States and Ireland. Article 2 provides that the Annex
to the instrument reflects the integrated text that shall apply be-
tween the United States and Ireland. Articles 3-5 contain rules on
temporal application, entry into force and termination, based on
those set forth in Articles 12 and 18 of the U.S.-EU Mutual Legal
Assistance Agreement.
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The Annex integrates the U.S.-EU Mutual Legal Assistance
Agreement into the 2001 MLAT as follows: Article 4 of the U.S.-
EU Mutual Legal Assistance Agreement (identification of bank in-
formation) is added as Article 16 bis; Article 5 of the U.S.-EU Mu-
tual Legal Assistance Agreement (joint investigative teams) is
added as Article 16 ter; Article 6 of the U.S.-EU Mutual Legal As-
sistance Agreement (video-conferencing) amends Article 6 and is
added as Article 16 quater; Article 7 of the U.S.-EU Mutual Legal
Assistance Agreement (expedited transmission of requests) is set
forth in a new formulation and replaces Article 4(1); Article 8 of
the U.S.-EU Mutual Legal Assistance Agreement (assistance to ad-
ministrative or regulatory authorities) is added as Article 1 (1 bis);
and Article 9 of the U.S.-EU Mutual Legal Assistance Agreement
(use limitations) replaces Article 7.

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article 16 bis of the
Annex (identification of bank information) specifies that Ireland’s
point of contact for the exchange of bank information under this
Article is its central authority under Article 2 of the 2001 MLAT
(i.e., the Minister of Justice, Equality and Law Reform, or des-
ignee), and that it will provide assistance under this Article with
respect to money laundering and terrorist activity punishable
under the laws of both States, and with respect to other criminal
activity punishable by a maximum sentence of at least five years’
imprisonment or more serious penalty under Irish law and also
punishable under United States law.

Finally, although not required by the U.S.-EU Agreement, the
United States and Ireland revised the forms to be used in conjunc-
tion with application of the bilateral instrument. The result is that
Forms A, B, C, D, and E of the 2001 MLAT have been renumbered
as Forms Al, B1, C1, D1, and E1 are to be used when Ireland is
the requesting Party. When the United States is the requesting
Party, new forms A2, B2, C2, D2, and E2 have been provided,
which are identical in many respects but which contain minor
modifications sought by Ireland in order to better conform to its
law and practice.

Italy

The bilateral mutual legal assistance instrument with Italy was
signed on May 3, 2006. The instrument, in paragraph 1, specifies
the articles of the U.S.-EU Mutual Legal Assistance Agreement ap-
plicable between the United States and Italy. Paragraph 2 provides
that the Annex to the instrument reflects the integrated text that
shall apply between the United States and Italy. Paragraphs 3 and
4 contain rules of temporal application, based on those set forth in
Article 12 of the U.S.-EU Mutual Legal Assistance Agreement.
Paragraph 5 provides for a change to Article 18 (seizure, immo-
bilization, and forfeiture of assets) of the 1982 U.S.-Italy Mutual
Legal Assistance Treaty. Paragraph 6 contains the provisions on
entry into force and termination, based on those set forth in Article
18 of the U.S.-EU Mutual Legal Assistance Agreement.

The Annex integrates Articles 4-11 of the U.S.-EU Mutual Legal
Assistance Agreement into the 1982 MLAT, as follows: Article 4 of
the U.S.-EU Mutual Legal Assistance Agreement (identification of
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bank information) is added as Article 18 bis; Article 5 of the U.S.-
EU Mutual Legal Assistance Agreement (joint investigative teams)
is added as Article 18 ter; Article 6 of the U.S.-EU Mutual Legal
Assistance Agreement (video conferencing) is added as Article 18
quater and through a change to Article 7 (costs); Article 7 of the
U.S.-EU Mutual Legal Assistance Agreement (expedited trans-
mission of requests) is incorporated through a new formulation that
replaces Article 2(3); Article 8 of the U.S.-EU Mutual Legal Assist-
ance Agreement (assistance to administrative or regulatory au-
thorities) is added as Article 1(1 bis); and Article 9 of the U.S.-EU
Mutual Legal Assistance Agreement (use limitations) replaces the
majority of Article 8.

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article 18 bis of the
Annex (identification of bank information) specifies that Italy’s
point of contact for the exchange of bank information under this
Article is the Minister of Justice. Article 18 bis also specifies that
Italy will provide assistance under this Article with respect to ter-
rorist and money laundering activity punishable under the law of
both States. Since Italian law does not punish the person commit-
ting the predicate offense for the separate offense of money laun-
dering, it further states that Italy shall provide cooperation with
respect to activities punishable as the offense of money laundering
in the United States but as a predicate offense to money laun-
dering under Italian law. Finally, Italy also will provide assistance
with respect to such other criminal activity as it may subsequently
designate.

In addition, as mentioned above, although not required by the
U.S.-EU Mutual Legal Assistance Agreement, the United States
and Italy modified Article 18 of the 1982 MLAT (seizure, immo-
bilization, and forfeiture of assets), in order to replace the original
formulation, which had not been implemented in accordance with
an exchange of diplomatic notes between the United States and
Italy dated November 13, 1985. The Parties also agreed that the
formulation in Article 2(3) does not change the current, non-treaty-
based practice, whereby requests are made by the Central Authori-
ties, although in executing requests the relevant executing authori-
ties may communicate with authorities of the other country.

Latvia

The bilateral mutual legal assistance instrument with Latvia
was signed on December 7, 2005, and is entitled a protocol to the
1997 U.S.-EU Mutual Legal Assistance Treaty. Articles 1-7 of the
bilateral protocol incorporate the U.S.-EU Mutual Legal Assistance
Agreement provisions into the 1997 MLAT as follows: Articles 4(1)—
(5) (identification of bank information), 5 (joint investigative
teams), and 6(1), (3)—(6) (video conferencing) of the U.S.-EU Mutual
Legal Assistance Agreement are added as Articles 17a—17c; Article
6(2) of the U.S.-EU Mutual Legal Assistance Agreement (cost of
video conference) is added as Article 6(d)(costs); Article 7 of the
U.S.-EU Mutual Legal Assistance Agreement (expedited trans-
mission of requests) is incorporated through a new formulation that
replaces Article 4(1); Article 8 of the U.S.-EU Mutual Legal Assist-
ance Agreement (request by administrative or regulatory authori-
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ties) is added as Article 1(1)(b) and (c¢); and Article 9(1)—(3) of the
U.S.-EU Mutual Legal Assistance Agreement (use limitations) re-
places the majority of Article 7. The final two articles of the bilat-
eral protocol reflect the provisions of Articles 12 (temporal applica-
tion) and 18 (entry into force and termination) of the U.S.-EU Mu-
tual Legal Assistance Agreement.

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article 5 of the bilat-
eral protocol (identification of bank information) specifies that Lat-
via’s point of contact for the exchange of bank information under
this Article is the Office of the Prosecutor General during the pre-
trial investigation, and the Ministry of Justice during trial. Latvia
will provide assistance under this Article with respect to any crimi-
nal activity.

Lithuania

The bilateral mutual legal assistance instrument with Lithuania
was signed on June 15, 2005, and is entitled a protocol to the 1998
U.S.-Lithuania Mutual Legal Assistance Treaty. The bilateral pro-
tocol, in paragraph 1, specifies the articles of the U.S.-EU Mutual
Legal Assistance Agreement applicable between the United States
and Lithuania. Paragraph 2 provides that the Annex to the pro-
tocol reflects the integrated text that shall apply between the
United States and Lithuania. Paragraphs 3-5 contains rules of
temporal application, entry into force and termination, based on
those set forth in Articles 12 and 18 of the U.S.-EU Mutual Legal
Assistance Agreement.

The Annex integrates the U.S.-EU Mutual Legal Assistance
Agreement into, the 1998 MLAT as follows: Article 4 of the U.S.-
EU Mutual Legal Assistance Agreement (identification of bank in-
formation) is added as Article 16 bis; Article 5 of the U.S.-EU Mu-
tual Legal Assistance Agreement (joint investigative teams) is
added as Article 16 ter; Article 6 of the U.S.-EU Mutual Legal As-
sistance Agreement (video conferencing) is added in Articles 6 and
16 quater; Article 7 of the U.S.-Mutual Legal Assistance Agreement
(expedited transmission of requests) is incorporated through a new
formulation that replaces Article 4(1); Article 8(2) of the U.S.-EU
Mutual Legal Assistance Agreement (channel for transmission of
requests by administrative or regulatory authorities) is added as
Article 2(2)(b) (subparagraph (a) of which had already provided for
the authority required by the U.S.-EU Mutual Legal Assistance
Agreement in Article 8(1) to make such requests); and Article 9 of
the U.S.-EU Mutual Legal Assistance Agreement (use limitations)
replaces the majority of Article 7.

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article 16 bis of the
Annex (identification of bank information) specifies that Lithua-
nia’s point of contact for the exchange of bank information under
this Article is the Office of the Prosecutor General, and that, like
the United States, Lithuania will provide assistance under this Ar-
ticle with respect to money laundering and terrorist activity pun-
ishable under the laws of both States and with respect to such
other criminal activity as the States may notify each other.



Luxembourg

The bilateral mutual legal assistance instrument with luxem-
bourg was signed on February 1, 2005. Paragraph A of Articles I-
VI sets forth the text of the articles of the U.S.-EU Mutual Legal
Assistance Agreement applicable between the United States and
Luxembourg. Paragraph B of Articles I-VI specifies the extent to
which these provisions supplement or replace provisions of the
1997 U.S.-Luxembourg Mutual Legal Assistance Treaty, and pro-
vides other necessary explanations regarding the manner in which
the U.S.-EU Mutual Legal Assistance Agreement text is to operate
in a bilateral setting. Articles VII-VIII contain rules of temporal
application, entry into force and termination based on those set
forth in Articles 12 and 18 of the U.S.-EU Mutual Legal Assistance
Agreement.

Six provisions of the U.S.-EU Mutual Legal Assistance Agree-
ment are incorporated into the 1997 MLAT provisions as follows:
Articles 4 (identification of bank information), 5 (joint investigative
teams), 6 (video conferencing), 7 (expedited transmission of re-
quests), and 8(2) (channel for transmission of requests by adminis-
trative or regulatory authorities) of the U.S.-EU Mutual Legal As-
sistance Agreement supplement the provisions of the 1997 MLAT.
Article 9 of the U.S.-EU Mutual Legal Assistance Agreement (use
limitations) applies in place of Article 7 of the 1997 MLAT, al-
though, pursuant to U.S.-EU Mutual Legal Assistance Agreement
Article 9(4), Article 7 may be applied if to do so would result in less
limitation on use; and, pursuant to U.S.-EU Mutual Legal Assist-
ance Agreement Article 9(5), Luxembourg shall continue to apply
Article 7 of the 1997 MLAT with respect to the tax offenses de-
scribed in that treaty.

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article I (identifica-
tion of bank information) specifies that Luxembourg’s point of con-
tact for the exchange of bank information under this Article is its
Central Authority under Article 2 of the 1997 MLAT (the Parquet
Général), and that, like the United States, Luxembourg will pro-
vide assistance under this Article with respect to money laundering
and terrorist activity punishable under the laws of both States and
with respect to such other criminal activity as the States may no-
tify each other.

Malta

The bilateral mutual legal assistance instrument with Malta was
signed on May 18, 2006. Paragraph 1 specifies the articles of the
U.S.-EU Mutual Legal Assistance Agreement that are to be ap-
plied. Paragraph 2 provides that the Annex to the instrument re-
flects the provisions that shall apply between the United States
and Malta. Paragraphs 3-5 contain rules on temporal application,
entry into force and termination, based on those set forth in Arti-
cles 12 and 18 of the U.S.-EU Mutual Legal Assistance Agreement.

Since the United States and Malta do not have a bilateral mu-
tual legal assistance treaty in force between them, the instrument
is a partial treaty governing only those issues regulated by the
U.S.-EU Mutual Legal Assistance Agreement, specifically: Articles
4 (identification of bank information), 5 (joint investigative teams),
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6 (video-conferencing), 7 (expedited transmission of requests), 8 (as-
sistance to administrative or regulatory authorities), 9 (use limita-
tions), 10 (requesting State’s request for confidentiality); and 13
(grounds for refusal).

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article 1 of the
Annex (identification of bank information) specifies that Malta’s
point of contact for the exchange of bank information under this
Article is the Office of the Attorney General, and that, like the
United States, Malta will provide assistance under this Article
with respect to money laundering and terrorist activity punishable
under the laws of both States and with respect to such other crimi-
nal activity as the States may notify each other. Article 5 of the
Annex provides that requests for assistance to administrative or
regulatory authorities shall be transmitted between the U.S. De-
partment of Justice and the Office of the Attorney General of
Malta.

The Netherlands

The bilateral mutual legal assistance instrument with the Neth-
erlands was signed on September 29, 2004, and is entitled an
agreement. Article 1 of the bilateral agreement specifies the arti-
cles of the U.S.-EU Mutual Legal Assistance Agreement applicable
between the United States and the Netherlands. Article 2 provides
that the Annex to the agreement reflects the integrated text that
shall apply between the United States and the Netherlands. Article
3 provides that the bilateral agreement shall not apply to the Neth-
erlands Antilles or Aruba unless the United States and the EU, by
exchange of diplomatic notes, subsequently agree to extend its ap-
plication to them. Articles 4-6 contain rules on temporal applica-
tion, entry into force and termination, based on those set forth in
Articles 12 and 18 of the U.S.-EU Mutual Legal Assistance Agree-
ment.

The Annex integrates the U.S.-EU Mutual Legal Assistance
Agreement into the 1981 U.S.-Netherlands Mutual Legal Assist-
ance Treaty as follows: Article 4 of the U.S.-EU Mutual Legal As-
sistance Agreement (identification of bank information) is added as
Article 9 bis of the 1981 MLAT; Article 5 of the U.S.-EU Mutual
Legal Assistance Agreement (joint investigative teams) is added as
Article 9 ter; Article 6 of the U.S.-EU Mutual Legal Assistance
Agreement (video-conferencing) is added as Article 17(1) and Arti-
cle 9 quater; Article 7 of the U.S.-EU Mutual Legal Assistance
Agreement (expedited transmission of requests) is added as Article
14(2); Article 8 of the U.S.-EU Mutual Legal Assistance Agreement
(assistance to administrative or regulatory authorities) is added as
Article 1 (1 bis); Article 9 of the U.S.-EU Mutual Legal Assistance
Agreement (use limitations) is incorporated through a new Article
11 bis which replaces Article 11(2); and Article 10 of the U.S.-EU
Mutual Legal Assistance Agreement (requesting State’s request for
confidentiality) is added as Article 11(2).

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article 9 bis of the
Annex (identification of bank information) specifies that the Neth-
erlands’ point of contact for the exchange of bank information
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under this Article is its competent authority under Article 14 of the
1981 MLAT (.e., the Minister of Justice), and that the Netherlands
will provide assistance under this Article with respect to activity
punishable under the laws of both States and which is a “misdrijf”
(crime) under Dutch law, a term which includes but is not limited
to money laundering and terrorist activity.

In addition, the Schedule to the Annex (availability of search and
seizure for certain offenses) has been modified to provide the texts
of Dutch legislation currently in force, and to enable an exchange
of notes to set forth the applicable provisions of law should the
agreement be applied in future to the Netherlands Antilles and
Aruba. Finally, by exchange of diplomatic notes contemporaneous
with signature of the bilateral agreement, the United States and
the Netherlands agreed that prior diplomatic notes exchanged on
June 12, 1981, with respect to the application of the 1981 MLAT
shall continue to apply to the corresponding provisions of the
Annex, except for the second paragraph pertaining to Article 11 of
the 1981 MLAT, which was deemed incompatible with Article 9 of
the U.S.-EU Mutual Legal Assistance Agreement. The exchange of
diplomatic notes in conjunction with signing the bilateral agree-
ment also confirms that the prior exchange of notes of December
31, 1985, applying the 1981 MLAT to the Netherlands Antilles and
Aruba, remains unaffected by the U.S.-EU Mutual Legal Assist-
ance Agreement, and that the explanatory note to the U.S.-EU Mu-
tual Legal Assistance Agreement applies to the corresponding pro-
visions of the Annex.

Poland

The bilateral mutual legal assistance instrument with Poland
was signed on June 9, 2006, and is entitled an agreement. The bi-
lateral agreement, in Article 1, specifies the articles of the U.S.-EU
Mutual Legal Assistance Agreement applicable between the United
States and Poland. Article 2 provides that the Annex to the agree-
ment reflects the integrated text that shall apply between the
United States and Poland. Articles 3 and 4 contain rules of tem-
poral application, based on those set forth in Article 12 of the U.S.-
EU Mutual Legal Assistance Agreement. Article 5 contains the pro-
visions on entry into force and termination, based on those set
forth in Article 18 of the U.S.-EU Mutual Legal Assistance Agree-
ment.

The Annex integrates the U.S.-EU Mutual Legal Assistance
Agreement into the 1996 Mutual Legal Assistance Treaty, as fol-
lows: Article 4 of the U.S.-EU Mutual Legal Assistance Agreement
(identification of bank information) is added as Article 3 bis; Article
5 of the U.S.-EU Mutual Legal Assistance Agreement (joint inves-
tigative teams) is added as Article 9 bis; Article 6 of the U.S.-EU
Mutual Assistance Agreement (video conferencing) is added as Arti-
cles 8 bis and through a change to Article 6 (costs); Article 7 of the
U.S.-EU Mutual Legal Assistance Agreement (expedited trans-
mission of requests) is incorporated through a new formulation that
replaces Article 4(a); Article 8 of the U.S.-EU Mutual Legal Assist-
ance Agreement (assistance to administrative or regulatory au-
thorities) is added as Article 1 bis; and Article 9 of the U.S.-EU
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Mutual Legal Assistance Agreement (use limitations) replaces the
majority of Article 7.

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article 3 bis of the
Annex (identification of bank information) specifies that Poland’s
point of contact for the exchange of bank information under this
Article is its central authority under Article 2 of the 1996 MLAT
(i.e., the Minister of Justice-Attorney General, or designee), and
that Poland will provide assistance under this Article with respect
to money laundering and terrorist activity punishable under the
laws of both States, and with respect to such other criminal accliv-
ity as the States may notify each other.

Portugal

The bilateral mutual legal assistance instrument with Portugal
was signed on July 14, 2005. Paragraph 1 specifies of the U.S.-EU
Mutual Legal Assistance Agreement that are to be applied and the
designations and notifications required by Article 15 of the U.S.-EU
Mutual Legal Assistance Agreement. Paragraph 2 provides that the
Annex to the instrument reflects the provisions that shall apply be-
tween the United States and Portugal. Paragraphs 3-5 contain
rules on temporal application, entry into force and termination,
based on those set forth in Articles 12 and 18 of the U.S.-EU Mu-
tual Legal Assistance Agreement.

Since the United States and Portugal do not have a bilateral mu-
tual legal assistance treaty in force between them, the bilateral in-
strument is a partial treaty governing only those issues regulated
by the U.S.-Mutual Legal Assistance Agreement, specifically: Arti-
cles 4 (identification of bank information), 5 (joint investigative
teams), 6 (video-conferencing), 7 (expedited transmission of re-
quest), 8 (assistance to administrative or regulatory authorities), 9
(use limitations), 10 (requesting State’s request for confidentiality);
and 13 (grounds for refusal).

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, paragraph 1(a) of the
bilateral instrument and Article 1 of the Annex (identification of
bank information) specify that Portugal’s point of contact for the
exchange of bank information under this Article is the Prosecutor
General’s Office (Procuradoria Geral da Republica), and that Por-
tugal will provide assistance under this Article with respect to or-
ganized crime, money laundering, drug trafficking, and terrorist ac-
tivity punishable under the laws of both States and with respect
to such other criminal activity as Portugal may notify the United
States. Paragraph 1(e) of the bilateral instrument and Article 5 of
the Annex provide that requests for assistance to administrative or
regulatory authorities shall be transmitted between the U.S. De-
partment of Justice and the Portuguese Prosecutor General’s Office
(Procuradoria Geral da Republica).

Slovak Republic

The bilateral mutual legal assistance instrument with the Slovak
Republic was signed on February 6, 2006. Paragraph 1 provides
that the U.S.-EU Mutual Legal Assistance Agreement shall be ap-
plied between them in the manner set forth in the instrument and
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its Annex. Paragraph 2 provides that the Annex reflects the provi-
sions that shall apply between the United States and the Slovak
Republic. Paragraphs 3-5 contain rules on temporal application,
entry into force and termination, based on those set forth in Arti-
cles 12 and 18 of the U.S.-EU Mutual Legal Assistance Agreement.

Since the United States and the Slovak Republic do not have a
bilateral mutual legal assistance treaty in force between them, the
bilateral instrument is a partial treaty governing only those issues
regulated by the U.S.-EU Mutual Legal Assistance Agreement, spe-
cifically: Articles 4 (identification of bank information), 5 (joint in-
vestigative teams), 6 (video-conferencing), 7 (expedited trans-
mission of requests), 8 (assistance to administrative or regulatory
authorities), 9 (use limitations), 10 (requesting State’s request for
confidentiality); and 13 (grounds for refusal).

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article 1 of the
Annex (identification of bank information) specifies that the Slovak
Republic’s point of contact for the exchange of bank information
under this Article is the Ministry of Justice, and that, like the
United States, the Slovak Republic will provide assistance under
this Article with respect to money laundering and terrorist activity
punishable under the laws of both States and with respect to such
other criminal activity as the States may notify each other. Article
5 of the Annex provides that requests for assistance to administra-
tive or regulatory authorities shall be transmitted between the U.S.
Delr))lartment of Justice and the Ministry of Justice of the Slovak Re-
public.

Slovenia

The bilateral mutual legal assistance instrument with Slovenia
was signed on October 17, 2005, and is entitled an agreement. The
bilateral agreement, in paragraph 1, specifies the articles of the
U.S.-EU Mutual Legal Assistance Agreement applicable between
the United States and Slovenia. Paragraph 2 provides that the
Annex to the agreement reflects the provisions that shall apply be-
tween the United States and Slovenia. Paragraphs 3-5 contain
rules of temporal application, entry into force and termination,
based on those set forth in Articles 12 and 18 of the U.S.-EU Mu-
tual Legal Assistance Agreement.

Because the United States and Slovenia do not have a bilateral
mutual legal assistance treaty in force between them, the bilateral
agreement is a partial treaty governing only those issues regulated
by the U.S.-EU Mutual Legal Assistance Agreement, specifically:
Article 4 (identification of bank information), 5 (joint investigative
teams), 6 (video conferencing), 7 (expedited transmission of re-
quests), 8 (assistance to administrative or regulatory authorities),
9 (use limitations), 10 (requesting State’s request for confiden-
tiality), and 13 (grounds for refusal).

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article 1 of the
Annex (identification of bank information) specifies that Slovenia
point of contact for the exchange of bank information under this
Article is its Ministry of Justice, and that, like the United States,
Slovenia will provide assistance under this Article with respect to
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money laundering and terrorist activity punishable under the laws
of both the requesting and requested States, and with respect to
such other criminal activity as the States may notify each other.
Article 5 of the Annex provides that requests for assistance to ad-
ministrative or regulatory authorities shall be transmitted between
the U.S. Department of Justice and the Ministry of Justice of the
Republic of Slovenia.

Spain

The bilateral mutual legal assistance instrument with Spain was
signed on December 17, 2004. The bilateral instrument, in para-
graph 1, specifies the articles of the U.S.-EU Mutual Legal Assist-
ance Agreement applicable between the United States and Spain.
Paragraph 2 provides that the Annex to the instrument reflects the
provisions that shall apply between the United States and Spain.
Paragraphs 3-5 contain rules of temporal application, entry into
force and termination, based on those set forth in Articles 12 and
18 of the U.S.-EU Mutual Legal Assistance Agreement.

The Annex integrates the U.S.-EU Extradition Agreement into
the 1990 U.S.-Spain Mutual Legal Assistance Treaty, as follow: Ar-
ticle 4 of the U.S.-EU Mutual Legal Assistance Agreement (identi-
fication of bank information) is added as Article 16 bis; Article 5
of the U.S.-EU Mutual Legal Assistance Agreement (joint inves-
tigative teams) is added as Article 16 ter; Article 6 of the U.S.-EU
Mutual Assistance Agreement (video conferencing) is added in Arti-
cles 6 and 16 quater; Article 7 of the U.S.-EU Mutual Legal Assist-
ance Agreement (expedited transmission of requests) is incor-
porated through a new formulation that replaces Article 4(1); Arti-
cle 8 of the U.S.-EU Mutual Legal Assistance Agreement (assist-
ance to administrative or regulatory authorities) is added as Article
1(1 bis); and Article 9 of the U.S.-EU Mutual Legal Assistance
Agreement (use limitations) replaces the majority of Article 7.

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article 16 bis of the
Annex (identification of bank information) specifies that Spain’s
point of contact for the exchange of bank information under this
Article is the Ministry of Justice, and that, like the United States,
Spain will provide assistance under this Article with respect to
money laundering and terrorist activity punishable under the laws
of both States and with respect to such other criminal activity as
the States may notify each other.

Sweden

The bilateral mutual legal assistance instrument with Sweden
was signed on December 16, 2004. The instrument foresees the
entry into force of the 2001 U.S.-Sweden Mutual Legal Assistance
Treaty prior to, or contemporaneous with, the entry into force of
this bilateral instrument.

Paragraph 1 of the bilateral instrument specifies the articles of
the U.S.-EU Mutual Legal Assistance Agreement applicable be-
tween the United States and Sweden. Paragraph 2 provides that
the Annex to the instrument reflects the provisions that shall apply
between the United States and Sweden. Paragraphs 3 and 4 con-
tain rules temporal application based on those set forth in Article
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12 of the U.S.-EU Mutual Legal Assistance Agreement. Paragraph
5 governs entry into force termination, based on Article 18 of the
U.S.-EU Mutual Legal Assistance Agreement.

The Annex integrates the U.S.-EU Mutual Legal Assistance
Agreement into the 2001 MLAT as follows: Article 4 of the U.S.-
EU Mutual Legal Assistance Agreement (identification of bank in-
formation) is added as Article 18 bis; Article 5 of the U.S.-EU Mu-
tual Legal Assistance Agreement (joint investigative teams) is
added as Article 18 ter; Article 6 of the U.S.-EU Mutual Legal As-
sistance Agreement (video-conferencing) is added as Articles 6(d)
and 18 quater; Article 7 of the U.S.-EU Mutual Legal Assistance
Agreement (expedited transmission of requests) is integrated as a
new formulation of Article 4(a); Article 8(2) of the U.S.-EU Mutual
Legal Assistance Agreement (transmission of requests for assist-
ance to administrative or regulatory authorities) is added as Article
2(3)(b); and Article 9 of the U.S.-EU Mutual Legal Assistance
Agreement (use limitations) replaces Article 7.

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article 18 bis of the
Annex (identification of bank information) specifies that Sweden’s
point of contact for the exchange of bank information under this
Article is the Ministry of Justice, and that Sweden will provide as-
sistance under this Article with respect to offenses punishable
under the laws of both States.

United Kingdom

The bilateral mutual legal assistance instrument with the United
Kingdom was signed on December 16, 2004. The bilateral instru-
ment, in paragraph 1, specifies the articles of the U.S.-EU Mutual
Legal Assistance Agreement applicable between the United States
and the UK Paragraph 2 provides that the Annex to the instru-
ment reflects the integrated text that shall apply between the
United States and UK Paragraph 3, in accordance with Article 16
of the U.S.-EU Mutual Legal Assistance Agreement, provides that
the instrument applies to Great Britain and Northern Ireland, but
not to the Channel Islands, the Isle of Man or other territories to
which the 1994 U.S.-UK Mutual Legal Assistance Treaty applies.
Paragraphs 4-5 contain rules of temporal application, based on
those set forth in Article 12 of the U.S.-EU Mutual Legal Assist-
ance Agreement. Paragraph 6 contains the provisions on entry into
force and termination, based on those set forth in Article 18 of the
U.S.-EU Mutual Legal Assistance Agreement.

The Annex integrates the U.S.-EU Mutual Legal Assistance
Agreement into the 1994 MLAT, as follows: Article 4 of the U.S.-
EU Mutual Legal Assistance Agreement (identification of bank in-
formation) is added as Article 16 bis; Article 5 of the U.S.-EU Mu-
tual Legal Assistance Agreement (joint investigative teams) is
added as Article 16 ter; Article 6 of the U.S.-EU Mutual Legal As-
sistance Agreement (video conferencing) is added as Article 16
quater and through a change to Article 6 (costs); Article 7 of the
U.S.-EU Mutual Legal Assistance Agreement (expedited Trans-
mission of requests) is incorporated through a new formulation that
replaces Article 4(1); Article 8 of the U.S.-EU Mutual Legal Assist-
ance Agreement (assistance to administrative or regulatory au-
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thorities) is added as Article 1 (1 bis); and Article 9 of the U.S.-
EU Mutual Legal Assistance Agreement (use limitations) replaces
the majority of Article 7.

With respect to the designations required by Article 15 of the
U.S.-EU Mutual Legal Assistance Agreement, Article 16 bis of the
Annex (identification of bank information) specifies that the United
Kingdom’s point of contact for the exchange of bank information
under this Article is the Lord Advocate, where the request relates
only to Scotland, the Secretary of State for Northern Ireland, where
the request relates only to Northern Ireland, and the Secretary of
State for the Home Department in all other cases, and that the UK
will provide assistance under this Article with respect to money
laundering and terrorist activity punishable under the laws of both
States and with respect to such other criminal activity as the
States may notify each other.

In addition, upon signature, the United States and UK ex-
changed diplomatic notes stating that previous notes with respect
to the 1994 MLAT, exchanged on January 6, 1994, (providing clari-
fications with respect to Articles 3(1)(a), 3(1)(b), 7(2) and 18 of the
Treaty), and on April 30 and May 1, 2001, (revoking paragraph (d)
of the 1994 exchange), shall remain applicable.
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THE UNITED STATES OF AMERICA AND THE EUROPEAN UNION,

DESIRING further to facilitate cooperation between the United States of America and the European

Union Member States,

DESIRING to combat crime in a more effective way as a means of protecting their respective

democratic societies and common values,
HAVING DUE REGARD for rights of individuals and the rule of law,
MINDFUL of the guarantees under their respective legal systems which provide an accused person
with the right to a fair trial, including the right to adjudication by an impartial tribunal established
pursuant to law,
DESIRING to conclude an Agreement relating to mutual legal assistance in criminal matters,
HAVE AGREED AS FOLLOWS:

ARTICLE 1

Object and Purpose

The Contracting Parties undertake, in accordance with the provisions of this Agreement, to provide

for enhancements to cooperation and mutual legal assistance.
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ARTICLE 2

Definitions
"Contracting Parties” shall mean the European Union and the United States of America.

"Member State” shall mean a Member State of the European Union.

ARTICLE 3
Scope of application of this Agreement in
relation to bilateral mutnal legal assistance treaties

with Member States and in the absence thereof

1. The European Union, pursuant to the Treaty on European Union, and the United States of
America shall ensure that the provisions of this Agreement are applied in relation to bilateral mutual

legal assistance treaties between the Member States and the United States of America, in force at

the time of the entry into force of this Agreement, under the following terms:

(a) Article 4 shall be applied 10 provide for identification of financial accounts and transactions in

addition to any authority already provided under bilateral treaty provisions;
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Article 5 shall be applied to authorize the formation and activities of joint investigative teams

in addition to any authority already provided under bilateral treaty provisions;

Article 6 shall be applied to authorize the 1aking of testimony of a person located in the
requested State by use of video transmission technology between the requesting and requested

States in addition to any authority already provided under bilateral treaty provisions;

Article 7 shall be applied to provide for the use of expedited means of communication in

addition to any authority aiready provided under bilateral treaty provisions;

Article 8 shall be applied to authorize the providing of mutual legal assistance to the
administrative authorities concerned, in addition to any authority already provided under

bilateral treaty provisions;

Subject to Article 9(4) and (5), Article 9 shall be applied in place of, or in the absence of

bilateral treaty provisions governing limitations on use of information or evidence provided to

the requesting State, and governing the cdndizﬁoning or refusal of assistance on data protection

grounds;

Anticle 10 shall be applied in the absence of bilateral treaty provisions pertaining to the

circumstances under which a requesting State may seck the confidentiality of its request.
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The European Union, pursuant to the Treaty on European Union, shall ensure that each
Member State acknowledges, in a written instrument between such Member State and
the United States of America, the application, in the manner set forth in this Article, of

its bilateral mutual legal assistance treaty in force with the United States of America;

The European Union, pursuant to the Treaty on European Union, shall ensure that new
Member States acceding to the European Union after the entry into force of this
Agreement, and having bilateral mutual legal assistance treaties with the United States

of America, take the measures referred to in subparagraph (a);

The Contracting Parties shall endeavour to complete the process described in
subparagraph (b) prior to the scheduled accession of a new Member State, or as soon as
possible thereafier. The European Union shall notify the United States of America of

the date of accession of new Member States.

The United States of America and the European Unijon, pursuant to the Treaty on

European Union, and shall also ensure that the provisions of this Agreement are applied

in the absence of a bilateral mutual legal assistance treaty in force between the United

States of America and a Member State;
The European Union, pursuant to the Treaty on European Union, shall ensure that such

Member State acknowledges, in a written instrument between such Member State and

the United States of America, the application of the provisions of this Agreement;
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The European Union, pursuant to the Treaty on European Union, shall ensure that new
Member States acceding to the European Unjon after the entry into force of this
Agreement, which do not have bilateral mutual legal assistance treaties with the

United States of America, take the measures referred to in subparagraph (b).

4. If the process described in paragraph 2(b) and 3(c) is not completed by the date of accession,
the provisions of this Agreement shall apply in the relations between the United States of America
“and that new Member State as from the date on which they have notified each other and the

European Union of the completion of their internal procedures for that purpose.

5. The Contracting Parties agree that this Agreement is intended solely for mutual legal

assistance between the States concerned. The provisions of this Agreement shall not give rise to a

right on the part of any private person to obtain, suppress, or exclude any eyidence, or to impede the

execution of a request, nor expand or limit rights otherwise available under domestic law.
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ARTICLE 4

Identification of bank information

(8) Upon request of the requesting State, the requested State shall, in accordance with the
terms of this Article, promptly ascertain if the banks located in its territory possess
information on whether an identified natural or legal person suspected of or charged
with a criminal offence is the holder of a bank account or accounts. The requested State

shall promptly communicate the results of its enquiries to the requesting State;

The actions described in subparagraph (a) may also be taken for the purpose of
identifying:

(i)  information regarding natural or legal persons convicted of or otherwise involved

in a criminal offence;

information in the possession of non-bank financial institutions; or
.

financial transactions unrelated to accounts.
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A request for information described in paragraph 1 shall include:

the identity of the natural or legal person relevant to locating such accounts or transactions;

and

sufficient information to enable the competent authority of the requested State to:

(i)  reasonably suspect that the natural or legal person concerned has engaged in a criminal
offence and that banks or non-bank financial institutions in the territory of the requested
State may have the information requested; and

(i) conclude that the information sought relates to the criminal investigation or proceeding.

1o the extent possible, information concerning which bank or non-bank financial institution

may be involved, and other information the availability of which may aid in reducing the

breadth of the enquiry.

Requests for assistance under this Article shall be transmitted between:

central authorities responsible for mutual legal assistance in Member States, or national
authorities of Member States responsible for investigation or prosecution of criminal offences

as designated pursuant to Article 15(2), and
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(b) national authorities of the United States responsible for investigation or prosecution of

criminal offences, as designated pursuant to Article 15(2).

The Contracting Parties may, following the entry into force of this Agreement, agree by exchange

of diplomatic note to modify the channels through which requests under this Article are made.

4. (a) Subject to subparagraph (b), a State may, pursuant to Article 15, limit its obligation to

provide assistance under this Article to:
(i) offences punishable under the laws of both the requested and requesting States;

(i) offences punishable by a penalty involving deprivation of liberty or a detention
order of a maximum period of at least four years in the requesting State and at

least two years in the requested State; or

(iii) designated serious offences punishable under the laws of both the requested and

requesting States;

A State which limits its obligation pursuant to subparagraph (a)(ii) or (iii) shall, ata
minimum, enable identification of accounts associated with terrorist activity and the
laundering of proceeds generated from a comprehensive range of serious criminal

activities, punishable under the laws of both the requesting and requested States.
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Assistance may not be refused under this Article on grounds of bank secrecy.

6. The requested State shall respond to a request for production of the records concemning the
accounts or transactions identified pursuant to this Article, in accordance with the provisions of the
applicable mutual legal assistance treaty in force between the States concerned, or in the absence

thereof, in accordance with the requirements of its domestic law.

7. The Contracting Parties shall take measures to avoid the imposition of extraordinary burdens
on requested States through application of this Article. Where extraordinary burdens on a requested
State nonetheless result, including on banks or by operation of the channels of communications
foreseen in this Article, the Contracting Parties shall immediately consult with a view to facilitating
the application of this Article, including the taking of such measures as may be required to reduce

pending and future burdens.
ARTICLE 5
Joint investigative teams

1. The Contracting Parties shall, 1o the extent they have not already done so, take such

measures as may be necessary io enable joint investigative teams to be established and operated in

the respective territories of the United States of America and each Member State for the purpose of

facilitating criminal investigations or prosecutions involving the United States of America and one
or more Member States where deemed appropriate by the United States of America and the

Member State concerned.
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2. The procedures under which the team is to operate, such as its composition, duration,
location, organization, functions, purpose, and terms of participation of team members of a State in
investigative activities taking place in another State's territory shall be as agreed between the
competent authorities responsible for the investigation or prosecution of criminal offences, as

determined by the respective States concerned.

3. The competent authorities determined by the respective States concerned shall communicate
directly for the purposes of the establishment and operation of such team except that where the
exceptional complexity, broad scope, or other circumstances involved are deemed to require more
central coordination as to some or all aspects, the States may agree upon other appropriate channels

of communications to that end.

4. ‘Where the joint investigative team needs investigative measures to be taken in one of the
States setting up the team, a member of the team of that State may request its own competent
authorities to take those measures without the other States having to submit a request for mutual

legal assistance. The required legal standard for obtaining the measure in that State shall be the

standard applicable to its domestic investigative activities.
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ARTICLE 6

Video conferencing

"L The Contracting Parties shall take such measures as may be necessary to enable the use of

video transmission technology between the United States of America and each Member State for
taking testimony in a proceeding for which mutual legal assistance is available of a witness or
expert Jocated in a requested State, to the extent such assistance is not currently available. To the

" extent not specifically set forth in this Article, the modalities governing such procedure shall be as
provided under the applicable mutual legal assistance treaty in force between the States concerned,

or the law of the requested State, as applicable.

2, Unless otherwise agreed by the requesting and requested States, the requesting State shall
bear the costs associated with establishing and servicing the video transmission. Other costs arising
in the course of providing assistance (including costs associated with travel of participants in the
requested State) shall be bome in accordance with the applicable provisions of the mutual legal
assistance trealy in force between the States concerned, or where there is no such treaty, as agreed

upon by the requesting and requested States.

3. The requesting and requested States may consult in order to facilitate resolution of legal,

technical or logistical issues that may arise in the execution of the request.
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4. Without prejudice to any jurisdiction under the law of the requesting State, making an

intentionally false statement or other misconduct of the witness or expert during the course of the

video conference shall be punishable i the requested State in the same manner as if it had been

committed in the course of its domestic proceedings.

3. This Article is without prejudice to the use of other means for obtaining of testimony in the

requested State available under applicable treaty or law.

6. This Article is without prejudice to application of provisions of bilateral mutual legal
assistance agreements between the United States of America and Member States that require or
permit the use of video conferencing technology for purposes other than those described in
paragraph 1, including for purposes of identification of persons or objects, or taking of investigative
statements. Where not already provided for under applicable treaty or law, a State may permit the

use of video conferencing technology in such instances.

ARTICLE7

Expedited transmission of requests

Requests for mutual legal assistance, and communications related thereto, may be made by
expedited means of communications, including fax or e-mail, with formal confirmation to follow
where required by the requested State. The requested State may respond to the request by any such

expedited means of communication.

USA/EU/MLA/en 15




ARTICLE 8
Mutual legal assistance to

administrative authorities

1. Mutual legal assistance shall also be afforded to a national administrative authority,

investigating conduct with a view to a criminal prosecution of the conduct, or referral of the
conduct to criminal investigation or prosecution authorities, pursuant to its specific administrative
or regulatory authority to undertake such investigation. Mutual legal assistance may also be
‘afforded to other administrative authorities under such circumstances. Assistance shall not be
available for matters in which the administrative authority anticipates that no prosecution or

referral, as applicable, will take place.

(a) Requests for assistance under this Article shall be transmitted between the central
authorities designated pursuant to the bilateral mutual legal assistance treaty in force
between the States concerned, or between such other authorities as may be agreed by

the central authorities;

In the absence of a treaty, requests shall be transmitted between the United States
Department of Justice and the Ministry of Justice or, pursuant to Asticle 15(1),
comparable Ministry of the Member State concerned responsible for transmission of
mutual legal assistance requests, or between such other authorities as may be agreed by

the Department of Justice and such Ministry.
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3. The Contracting Parties shall take measures to avoid the imposition of extraordinary burdens
on requested States through application of this Article. Where extraordinary burdens on a requested
State nonetheless result, the Contracting Parties shall immediately consult with a view to facilitating
the application of this Article, including the taking of such measures as may be required to reduce

pending and future burdens.
ARTICLE 9
Limitations on use to protect personal and other data

1. The requesting State may use any evidence or information obtained from the requested

State:
(a) for the purpose of its criminal investigations and proceedings;

(b)  for preventing an immediate and serious threat to its public security;

(¢) inits non-criminal judicial or administrative proceedings directly related to investigations or

proceedings:

(i)  set forth in subparagraph (a); or

(i) for which mutual legal assistance was rendered under Article 8;
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for any other purpose, if the information or evidence has been made public within the

framework of proceedings for which they were transmitted, or in any of the situations

described in subparagraphs (a), (b) and (c); and

for any other purpese, only with the prior consent of the requested State,

(a) This Article shall not prejudice the ability of the requested State to impose additional
conditions in a particular case where the particular request for assistance could not be
complied with in the absence of such conditions. Where additional conditions have
been imposed in accordance with this subparagraph, the requested State may require the

requesting State 1o give information on the use made of the evidence or information;

Generic restrictions with respect to the legal standards of the requesting State for
processing personal data may not be imposed by the requested State as a condition
under subparagraph (a) to providing evidence or information.
3. ‘Where, following disclosure to the requesting State, the requested State becomes aware of
circumstances that may cause it to seck an additional condition in a particular case, the requested
State may consult with the requesting State to determine the extent to which the evidence and

information can be protected.
4, A requested State may apply the use limitation provision of the applicable bilateral mutual

legal assistance treaty in lieu of this Article, where doing so will result in less restriction on the use

of information and evidence than provided for in this Article.
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5. Where a bilateral mutual legal assistance treaty in force between the United States of
America and a Member State on the date of signature of this Agreement, permits limitation of the
obligation to provide assistance with respect to certain tax offences, the Member State concerned
may indicate, in its exchange of written instruments with the United States of America described in
Article 3(2), that, with respect to such offences, it will continue to apply the use limitation provision
of that treaty.

ARTICLE 10
Requesting State's request for confidentiality

The requested State shall use its best efforts to keep confidential a request and its contents if such
confidentiality is requested by the requesting State. If the request cannot be executed without
breaching the requested confidentiality, the central authority of the requested State shall so inform
the requesting State, which shall then determine whether the request should nevertheless be
executed.

ARTICLE 11

Consultations

The Contracting Parties shall, as appropriate, consuit to enable the most effective use 1o be made of

this Agreement, including to facilitate the resolution of any dispute regarding the interpretation or

application of this Agreement.
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ARTICLE 12
Temporal Application

This Agreement shall apply to offences committed before as well as after it enters into force.

2. This Agreement shall apply to requests for mutual legal assistance made after its entry into
force, Nevertheless, Articles 6 and 7 shall apply to requests pending in a requested State at the time

this Agreement enters into force.

ARTICLE 13

Non-derogation

Subject to Article 4(5) and Article 9(2)(b), this Agreement is without prejudice to the invocation by
the requested State of grounds for refusal of assistance available pursuant to a bilateral mutual legal

assistance treaty, or, in the absence of a treaty, its applicable legal principles, including where

execution of the request would prejudice its sovereignty, security, ordre public or other essential

interests.

ARTICLE 14

Future bilateral mutual Jegal assistance treaties with Member States

This Agreement shall not preclude the conclusion, after its entry into force, of bilateral Agreements

between the United States of America and a Member State consi with this A,
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ARTICLE 15

Designations and notifications

1. ‘Where a Ministry other than the Ministry of Justice has been designated under Article
8(2)(b), the European Union shall notify the United States of America of such designation prior to
the exchange of written instruments described in Article 3(3) between the United States of America
and the Member States,

2. The Contracting Parties, on the basis of consultations between them on which national

authorities responsible for the investigation and prosecution of offences to designate pursuant to

Article 4(3), shall notify each other of the national authorities so desi d prior to the exchange of
whitten instruments described in Article 3(2) and (3) between the United States of America and the
Member States. The European Union shall, for Member States having no mutual legal assistance
treaty with the United States of America, notify the United States of America prior to such

exchange of the identity of the central authorities under Article 4(3).

3. The Contracting Parties shall notify each other of any limitations invoked under Article 4(4)

priot to the exchange of written instruments described in Article 3(2) and (3).between the United

States of America and the Member States.

ARTICLE 16
Territorial application

This Agreement shall apply:

(a) to the United States of America;
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(b) inrelation to the European Union, to:

~  Member States;

~  territories for whose external relations a Member State has responsibility, or countries
that are not Member States for whom a Member State has other duties with respect to
external relations, where agreed upon by exchange of diplomatic note between the

Contracting Parties duly confirmed by the relevant Member State.

2. The application of this Agreement 1o any territory or country in respect of which extension
has been made in accordance with subparagraph (b) of paragraph 1 may be terminated by either
Contracting Party giving six months’ written notice to the other Contracting Party through the
diplomatic channel, where duly confirmed between the United States of America and the relevant
Member State.

ARTICLE 17

Review

‘The Contracting Parties agree to carry out a common review of this Agreement no later than
five vears after its entry into force. The review shall address in particular the practical
implementation of the Agreement and may also include issues such as the consequences of further

development of the European Union relating to the subject matter of this Agreement.
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ARTICLE 18

Entry into force and termination

1. This Agreement shall enter into force on the first day following the third month after the
date on which the Contracting Parties have exchanged instruments indicating that they have
completed their internal procedures for this purpose. These instruments shall also indicate that the
steps specified in Article 3(2) and (3) have been completed.

2. Either Contracting Party may terminate this Agreement at any time by giving written notice

10 the other Party, and such termination shall be effective six months after the date of such notice,
In'witness whereof the undersigned Plenipotentiaries have signed this Agreement
Done at Washington D.C. on the twenty-fifth day of June in the year two thousand and three, in

duplicate in the Danish, Dutch, English, Finnish, French, German, Greek, Italian, Portuguese,

Spanish and Swedish languages, each text being equally authentic.
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For the United States of America

Por los Estados Unidos de América

For Amerikas Forenede Stater

Fiir die Vereinigten Staaten von Amerika
e nig Hvouéveg Motsieg g Apepucis
Pour les Etats-Unis d'Amérique

Per ghi Stati Uniti d'America

Voor de Verenigde Staten van Amerika
Pelos Estados Unidos da América
Amerikan yhdysvaltojen puolesta

P& Amerikas forenta staters vignar

e Grepr

For the European Union
Por la Unién Europea

For Den Europwiske Union
Fiir die Européische Union
To mv Evponaixg Eveon
Pour I'Union européenne
Per 'Unione europea

Voor de Europese Unie
Pela Unido Europeia
Euroopan unionin puolesta
Pa Europeiska unionens vignar
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Explanatory Note on the Agreement on Mutual Legal Assistance between

the United States of America and the European Union

This note reflects understandings regarding the application of certain provisions of the Agreement

on Mutual Legal Assistance between the United States of America and the European Union

(hereinafier "the Agreement") agreed between the Contracting Parties.

On ARTICLE 8

With respect to the mutual legal assistance to administrative authorities under Article 8(1), the first
sentence of Article 8(1) imposes an obligation to afford rautual legal assistance to requesting
United States of America federal administrative authorities and to requesting national
administrative authorities of Member States, Under the second sentence of that paragraph mutual
legal assistance may also be made available to other — that is non-federal or local — administrative

authorities. This provision however, is available at the discretion of the requested State.
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The Contracting Parties agree that under the first sentence of Article 8(1) mutual legal assistance
wili be made available to a requesting administrative authority that is, at the time of making the
request, conducting investigations or proceedings in contemplation of criminal prosecution or
referral of the investigated conduct to the competent prosecuting authorities, within the terms of its
statutory mandate, as further described immediately below. The fact that, at the time of making the
request referral for criminal prosecution is being contemplated does not exclude that, other
sanctions than criminal ones may be pursued by that authority. Thus, mutual legal assistance

" obtained under Article 8(1) may lead the requesting administrative authority to the conclusion that
pursuance of criminal proceedings or criminal referral would not be appropriate. These possible
consequences do not affect the obligation upon the Contracting Parties to provide assistance under
this Article.

However, the requesting administrative authority may not use Article 8(1) to request assistance
where criminal prosecution or referral is not being contemplated, or for matters in which the
conduct under investigation is not subject to criminal sanction or referral under the laws of the

requesting State,

The European Union recalls that the subject matter of the Agreement for its part falls under the

provisions on police and judicial cooperation in criminal matters set out in Title V1 of the Treaty on

European Union and that the Agreement has been concluded within the scope of these provisions.
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On ARTICLE 9

Article 9(2)(b) is meant to ensure that refusal of assistance on data protection grounds may be
invoked only in exceptional cases. Such a situation could arise if, upon balancing the important
interests involved in the particular case (on the one hand, public interests, including the sound
administration of justice and, on the other hand, privacy interests), furnishing the specific data
sought by the requesting State would raise difficuities so fundamental as to be considered by the
requested State to fall within the essential interests grounds for refusal. A broad, categorical, or
systematic application of data protection principles by the requested State to refuse cooperation is
therefore precluded. Thus, the fact the requesting and requested States have different systems of
protecting the privacy of data (such as that the requesting State does not have the equivalentof a
specialised data protection authority) or have different means of protecting personal data (such as
that the requesting State uses means other than the process of deletion 1o protect the privacy or the
accuracy of the personal data received by law enforcement authorities), may as such not be imposed

as additional conditions under Article 9(2a).
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On ARTICLE 14

Article 14 provides that the Agreement shall not preclude the conclusion, after its entry into force,

of bilateral agreements on mutual legal assistance between the United States of America and a

Member State consistent with the Agreement.

Should any measures set forth in the Agreement create an operational difficulty for the United
States of America and one or more Member States, such difficuity should in the first place be
resolved, if possible, through consultations between the United States of America and the Member
State or Member States concemed, or, if appropriate, through the consultation procedures set out in
the Agreement. Where it is not possible to address such operational difficulty through consultations
alone, it would be consistent with the Agreement for future bilateral agreements between the United
States of America and 2 Member State 1o provide an operationally feasible alternative mechanism
that would satisfy the objectives of the specific provision with respect to which the difficulty has

arisen.

USA/EU/MLA/NOTE/en 4




29

Protocoi to the Treaty between the Government of the United $tates of
America and the Government of the Republic of Austria on
Mutual Legal Assistance in Criminal Matters signed 23 February 1995, as
contemplated by Article 3(2) of the Agreement on Mutual Legal Assistance
between the United States of America and the European Union
signed 25 June 2003

As contemplated by Article 3(2) of the Agreement on Mutual Legal Assistance
between the United States of America and the European Union signed

25 June 2003 (hereafter “the U.S.-EU Mutual Legal Assistance Agreement’),
the Governments of the United States of America and the Republic of Austria
acknowledge that, in accordance with the pravisions of this Protocol, the
U.8.-EU Mutuai Legal Assistance Agreement is applied in relation to the
bitateral Treaty between the Government of the United States of America and
the Government of the Republic of Austria on Mutual Legal Assistance in
Criminal Matters signed on 23 February 1995 (hereafter “the 1895 Mutual Legal
Assistance Treaty") under the following terms:

Article 1: Channel for assistance to agencies
with jurisdiction to refer matters Jor criminal prosecution

Pursuant to Article 8(2) of the U.S.-EU Mutual Legal Assistance Agreement, the
following shall be applied as the final sentence of Article 2(2) of the 1895 Mutual
Legal Assistance Treaty:

“Requests for assistance made on behalf of such agencles shall be
transmitted between the Central Authorities, or between such other authorities
as may be agreed by the Central Authorities.”

Aricle 2: Expedited transmission of requests

Pursuant 1o Article 7 of the U.S.-EU Mutual Legal Assistance Agreement, the
following shall be applied in place of Article 4{1) of the 1985 Mutual Legal
Assistance Trealy:

“1{a). A request for assistance shall be in writing except that the Central
Authority of the Requested State may accept 2 request in another form in
urgent situations. In any such situation, the request shall be confirmed in
writing within ten days unless the Central Authority of the Requested State
agrees otherwise, For purposes of this paragraph, requests transmitted by fax '
or e-mail shall be considered 1o be in writing.

{b) Communications related to requests for assistance may be made by
expedited means of communications, including fax or e-mail, with formal
confirmation to follow where required by the Requested State. The Requested
Siate may respond by any such expedited means of communication.

{c) The Requesting State shall translate the request and any supporting
documents into the language of the Regquested State. However, the Central
Authorities may make arrangements for the Requested State fo translate the
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request and any supporting documenis at the expense of the Requesting
State.”

Article 3:
Limitations on use to protect personal and other data

A. Article 7{2) of the 1995 Mutual Legal Assistance Treaty shall be
renumbered to be Aricle 7(4).

B. Pufsuant to Article 8 of the U.S.-EU Mutual Legal Assistance Agreement,
the following shall be applied in place of Article 7(1) and (3) of the 1995 Mutual
Legal Assistance Treaty:

“1. The Requested State may require that the Requesting State use any
evidence or information obtained from the Requested State for the following
purposes:

{a) forthe purpose of its criminal investigations and proceedings;
(by  for preventing an immediate and serious threat to its public security;

(¢} in its non-criminal judicial or administrative proceedings directly related to
investigations or proceedings:

0] set forth In subparagraph (a); or

i)y for which mutual legal assistance was rendered to agencies with
jurisdiction to refer matters for criminal prosecution in accordance with Article
2(2);

(d)  forany other purpose, if the information or evidence has been made
public within the framework of proceedings for which they were transmitted, or
in any of the situations described in subparagraphs (g}, (b) and (¢); and

{e}  for any cther purpose, only with the prior consent of the Requested

State.

2.

{a)  This Article shall not prejudice the ability of the RegGuested State to
impose additional conditions in a particular case where the parlicular request for
assistance could not be complied with in the absence of such conditions, Where
additional conditions have been imposed in accordance with this subparagraph,

the Requested State may require the Requesting State to give information on
the use made of the evidence or information.

{b)  Generic restrictions with respect fo the legal standards of the Requesting
State for processing personal data may not be imposed by the Reguested State
as a condition under subparagraph {a) to providing evidence or information,
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3. Where, following disclosure to the Requesting State, the Requested State
becomes aware of circumstances that may cause i to seek an additional
condition in a particular case, the Requested State may consult with the
Requesting State to determine the extent to which the evidence or information
can be pratected. ”

Adicle 4: ldentification of bank information

Existing Article 18 of the 1885 Mutual Lega! Assistance Tresty is renumbered
as Article 21 and pursuant to Article 4{1) through {5) of the U.S.-EU Mutual
Legal Assistance Agreement, the foliowing shall be applied as Article 18 of the
1995 Mutual Legal Assistance Treaty:

"Ariicle 18:
IDENTIFICATION OF BANK INFORMATION

1.

(a) Upon request of the Requesting State, the Requested State shall,
in accordance with the terms of this Article, promptly ascertain if
the banks located in its territory possess information on whether
an identified natural or legal person suspected of or charged with
a criminal offense is the holder of a bank account or accounts.
The Requested State shall promptly communicate the results of
its enquiries to the Reqguesting State.

{b) The actions described in subparagraph {a) may also be taken for
the purpose of identifying:

{iy information regarding natural or legal persons convicted of or
otherwise involved in a criminal offense;

(i) information in the possession of non-bank financial institutions; or

(i) financial transactions unrelated to accounts.

2. In addition o the requirements of Aricle 4(2) of this Treaty, a
request for information described in paragraph 1 of this Article shall include:

{2) the identity of the natural or lega! person relevant to localing such
accounts or transactions;

{b) sufficient information to enable the competent authority of the
Requested State to:

{) reasonably suspect that the natural or legal person concerned has
engaged in a criminal offense and that banks or non-bank
financial instifutions In the lerritory of the Requested State may
have the information requested; and
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(ii) conclude that the information sought relates to the criminal
investigation or proceeding; and

{c) to the extent possible, information concerning which bank or non-
bank financial institution may be involved, and other information
the availability of which may aid in reducing the breadth of the
enquiry.

3. Unless subsequently modified by exchange of diplomatic notes
between the European Union and the United States of America, requests for
assistance under this Aricle shall be transmitted between:

{a) for the Republic of Austria, the Ministry of Justice, and
{b} for the United States of America, the attaché responsible for
Austria of the:
{iy U.S. Department of Justice, Drug Enforcement
Administration, with respect to matters within its jurisdiction;
iy U.S. Department of Homeland Security, Bureau of
immigration and Customs Enforcement, with respect to
matters within its jurisdiction;
{iiiy U.S. Department of Justice, Federal Bureau of Investigation,
with respect o all other matters. ’

4. The Republic of Austria and the United States of America shall
provide assistance under this Article with respect to money laundering and
terrorist activity punishable under the laws of both States, and with respect to
such other criminal activity as they may notify each other.

5. The Requested State shall respond to a request for production of
the records concerning the accounts or transactions identified pursuant to this
Article in accordance with the other provisions of this Treaty.”

Article 5: Joint investigative teams

Existing Article 19 of the 1095 Mutual Legal Assistance Trealy is renumbered
as Article 22, and pursuant to Article 5 of the U S.-EU Mutual Legal Assistance
Agreement, the following shall be applied as Article 19 of the 1995 Mutual Legal
Assistance Treaty:

“Article 19;
JOINT INVESTIGATIVE TEAMS

1. Joint investigative teams may be established and operated in the
respective territories of the United States of America and the Republic of
Austria for the purpese of facilitating criminal investigations or prosecutions
involving the United States of America and one or more Member States of the
Eurcpean Union where deemed appropriate by the United States of America
and the Republic of Austria.
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2. The procedures under which the team is to operate, such as its
composition, duration, location, organization, functions, purpose, and terms of
participation of team members of a State in investigative activities taking place
in another State's territory shall be as agreed belween the competent
authorities responsible for the investigation or prosecution of criminal offenses,
as determined by the respective States concerned.

3. The competent authorities determined by the respective States
concerned shall communicate directly for the purposes of the establishment and
operation of such team except that where the exceptional complexity, broad
scope, or other circumstances involved are deemed to require more central
coordination as to some or all aspects, the States may agree upon other
appropriate channels of communications {o that end.

4. Where the joint investigative team needs invesligative measures
to be taken in one of the States setting up the team, a8 member of the team of
that State may request its own competent authorities to 1ake those measures
without the other State(s) having to submit a request for mutual legal
assistance. The required legal standard for obtaining the measure in that State
shall be the standard applicable io its domestic investigative activities.”

Article 6 Viideo conferencing

Existing Articie 20 of the 1995 Mutual Legal Assistance Treaty is renumbered
as Article 23 and pursuant to Article 6{1), 6(3) through (6) of the U.S.-EU Mutual
Legal Assistance Agreement, the following shall be applied as Article 20 of the
1885 Mutual Legal Assistance Treaty:

“Article 20
VIDEO CONFERENCING

1. The use of video transmission technology shall be available
between the United States of America and the Republic of Austria for taking
testimony in a proceeding for which mutual legal assistance is available of @
witness or expert located in the Requested State. To the extent not specifically
set forth in this Article, the modalities governing such procedure shall be as
otherwise provided under this Treaty.

2. The Requesting and Requested States may consult in order to
facilitate resolution of legal, technical or logistical issues that may arise in the
execution of the requesl.

3. Without prejudice io any jurisdiction under the faw of the
Requesting State, making an intentionally false statement or other misconduct
of the witness or expent during the course of the video conference shall be
punishable in the Requested Siate in the same manner as if it had been
commitied in the course of its domestic proceedings.
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4. This Article is without prejudice to the use of other means for
obtaining of testimony in the Requested State available under applicable treaty
or law.

5. The Requested State may permit the use of video conferencing
technology for purposes other than those described in paragraph 1 of this
Article, including for purposes of identification of persons or objects, or taking of
investigative statements.”

Article 7. Cost of Video-Conference

Pursuant to Article 6(2) of the U.S.-EU Mutual Legal Assistance Agreement, the
fotiowing shall be applied as final sentences of Article 6 of the 1895 Mutual
Legal Assistance Treaty:

“Unless otherwise agreed by the Requesting and Requested States, the
Requesting State shall bear the costs associated with establishing and
servicing a video transmission pursuant o Article 20. Other costs arising in the
course of providing such assistance (including costs associated with travel of
participants in the Requested State) shall be borne in accordance with the other
provisions of this Adicle.”

Article 8; Temporal application

This Protecol shall apply to offenses committed before as well as after it enters
into force.

This Protocol shall not apply to requests made prior to ils entry into force;

except that Articles 2, 6 and 7 of this Protocol shall be applicable o requests
rnade prior to such entry into force,

Ardicle 9: Entry into force and termination

© 1. This Protocol shall be subject to completion by the Parties of their
respective applicable internal procedures for entry into force. The Parties shall
thereupon exchange instruments indicating that such measures have been
completed. This Protocol shall enter into force on the date of entry into forge of
the U.8.-EU Mutual Legal Assistance Agreement.

2. Inthe event of termination of the U.S.-EU Mutual Legal Assistance
Agreement, this Protocol shall be terminated and the 1985 Mulual Legal
Assistance Trealy shall be applied. The Parties nevertheless may agree to
continue to apply some or all of the provisions of this Protocol.
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IN WITNESS WHEREQF, the undersigned, being duly authorized by their
respective Governments, have signed this Instrument.

DONE at Vienna, in duplicate, this QQ day of July 2005, in the English and
German languages, both texts being equally authentic.

FOR THE GOVERNMENT OF THE FOR THE GOVERNMENT OF THE
UNITED STATES OF AMERICA: REPUBLIC OF AUSTRIA:

"?% e [ ttizeta
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Instrument as contemplated by Article 3(2) of the Agreement on Mutual Legal
Assistance between the United States of America and the European Union
signed 25 June 2003, as to the application of the Treaty between the United

States of America and the Kingdom of Belgium on Mutual Legal Assistance in

Criminal Matters signed 28 Sanuary 1988

As contemiplated by Article 3(2) of the Agreement on Mutual Legal Assistance
between the United States of America and the European Union signed 25 June
2003 (hereafler "the U.S.-EU Mutual Legal Assistance Agreement”), the
Governments of the United States of America and the Kingdom of Belgium
acknowledge that, in accordance with the provisions of this Instrument, the
U.S.-EU Mutual Legal Assistance Agreement is applied in relation 1o the
bilateral Treaty between the United States of America and the Kingdom of
Belgium on Mutual Legal Assistance in Criminal Matters signed 28 January
1988 (hereaficr “the 1988 UL.S.-Belgium Mumnal Legal Assistance Treaty™)
under the following terms:

(i) Article 4 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 12 bis of the Annex to this Instrument shall govern the identification of
financial accounts and transactions, in addition to any authority already provided
under the 1988 U.S -Belgium Mumal Legal Assistance Treaty;

(it} Pursuant to Article 4(3) of the U.S-EU Mutual Legal Assistance Agreement,
reguests for assistance shall be transmitted between, for the Kingdom of
Belginm, its Minister of Justice; and, for the United States of America, the
attaché responsible for Belgivm of the:

- U.S. Deparuuent of Justice, Drug Enforcement Administration, with
respect to matters withio its jurisdiction;

- US. Deparniment of Homeland Security, Burcau of Immigration and
Customs Enforcement, with respect to matters within its jurisdiction;

- ULS. Diepartment of Justice, Federal Bureau of Investigation, with
respect (o all other matters;

(i1i) Pursuant to Article 4(4) of the U.S.-EU Mutual Legal Assistance
Agreement, the United States of America and the Kingdom of Belgium shall
provide assistance with respect to money laundering and terrorist activity
punishable under the laws of both States, and with respect 1o such other criminal
activity as they may notify each other;

(1) Pursuant to Article 4(3) of the U.S.-EU Mutual Legal Assistance
Agreement, assistance may not he refused on grounds of bank secrecy. This
prehibition is provided for by Article 13 of the Annex, which does not permit
assistance 1o be refused under this Instrument on grounds of bank sccrecy;

fihe U.S.-EU Mutual Legal Assistance Agreement as set forth in
ter of the Annex to this Instrument shall govem the formation and

'

i
i
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activities of joint investigative teams, in addition to any awthoniy already
provided under the 1988 U.S.-Belgium Mutual Legal Assistance Treaty;

Article 6 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Articles 18(2 bis) and 12 guater of the Annex to this Instrument shall govern the
taking of testimony of 2 person located in the Requested State by uvse of video
mransmission technology between the Requestung and Requested States, in
addition to any authority already provided under the 1988 U.S.-Belgium Mutual
Legal Assistance Treaty;

Article 7 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 17(3) of the Annex to this Instrument shall govem the use of expedited
means of communication, in addition to any authorily already provided under
the 1988 U.S.-Belgium Mutual Legal Assistance Treaty; )

Article 8 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Anticle 1(1 bis ) of the Annex io this Instrument shall govern the providing of
miutual legal assistance to the administrative anthorities concerned, in addition {o
any authority already provided under the 1988 U.S.-Belginm Mutual Legal
Assistance Treaty,

Article 901-3) of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 13 bis of the Annex to this Instrument shall govemn the limitation on use
of information or evidence provided to the Requesting State, and the
conditioning or refusal of assistance on data protection grounds.

The Annex reflects the integrated text of the provisions of the 1988 U.S.-
Belgium Mutual Legal Assistance Treaty and the U.S.-EU Mutual Legal
Assistance Agreement that shall apply upon entry into force of this Instrumnent.

In accordance with Article 12 of the U8, dutual Legal Assistance
Agreement, this Instrument shall apply to offenses comumitted before as well as
afier it enters into force.

This Instrument shall not apply to requests made prior to its entry into force;
except that, in accordance with Article 12 of the U.S.-EU Mutual Legal
Assistance Agreement, Articles 12 guater,1 7(3), and 18(2 bis) of the Annex
shall be applicable to requests made prior to such entry into force.

(a} This Instrument shall be subject to the completion by the United States of
America and the Kingdom of Belgium of their respective applicable internal
procedures for entry into force, The Governments of the United States of
America and the Kingdom of Belgium shall thereupon exchange instruments
indicating that such measures have been completed. This Instrument shall enter
into force on the date of entry into force of the U.S -EU Mutual Lepal
Assistance Agreement.

() Inthe event of the termination of the LLS~EL Mutual Legal Assistance
Agreement, this Instrument shall be termunated and the 1988 U.S.-Belgium
Mutua] Legal Assistance Treaty shall be applied. The Governments of the
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United States of America and the Kingdom of Belgium nevertheless may agree
to continue to apply some or all of the provisions of this Instrument.

IN WITNESS WHERFEQF, the undersigned, being duly authonized by their respective
Governments, have signed this Instruraent,
DONE at Brussels, i triplicate, this 1(0_ day of December 2004, in the English,

French and Dutceh languages, all three texts being equally authentic.

FOR THE GOVERNMENT OF FOR THE GOVERNMENT OF
THE UNITED STATES OF AMERICA: KINGDOM OF BELGIUM:

52
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ANNEX

TREATY BETWEEN THE UNITED STATES OF AMERICA AND THE
KINGDOM OF BELGIUM ON MUTUAL LEGAL ASSISTANCE IN
CRIMINAL MATTERS

ARTICLE ]
Scope of Application

1. The Contracting States shall provide, in accordance with the provisions of this
Treaty, mutual legal assistance in all matters relating to the investigation, prosceution
and suppression of offenses,

L. bis & Mutual legal assistance shall also be afforded 1o a national administrative
autherity, investigating conduct with a view (o a crinuinal prosecution of the
conduct, or referral of the conduct to criminal investigation or prosecution
authoritics, pursuant (o its specific administrative or regulatory authority
undertake such investigation. Mutual legal assistance may also be afforded to
other administrative authorities under such circumstances. Assistance shall not
be available for matters in which the adminisirative authority anticipates that ne
prosecution or referral, as applicable, will take place.

b. Requests for assistance under this paragraph shali be transmitted bewween the
Central Authorities designated pursuant to Anicle 17 of this Treaty, or between
such other authorities as may be agreed by the Central Authoritics.

2. Assistance shall include, but not be imited to:
(a) locating or idemifying persons;
(b) serving documents;

(c) providing information and items, Including documents, records and articles
of evidence;

{d) taking testimony and producing documents;
(e} execcuting requests for search and seizure;
(f) wansferning persons in custody for testimonial or other purposes;

(£) locating, tracing, fimmobilizing, seizing and forfeiting procecds of crime:
and

(h) assuring restitation to victims of crime.
3. Unless otherwise provided by this Treaty, assistance shall be provided for any
ofiense under the laws of the Reguesting State. ’

4. This Treaty is intended solely for mutual legal assistance between the Contracting
States. The provisions of this Treaty shall not give rise to a vight on the part of any




40

private person 1o obtain, suppress, or exelude any cvidence, or to impede the execution
of a request.

ARTICLE 2
Locating or ldentifying Persons

The Requested State shall make thorough efforts 10 ascentain the location or identity of
persons specitied in the request.

ARTICLE 3
Serving Documents

1. The Requested State shall cause service of any legal document transmitted for this
purpose by the Requesting State.

2. Any request for the service of a document reguiring the appearance of a person
before an authority in the Requesting Siate shall be transmitted a reasonable time before
the scheduled appearance.

3. The Reguested State shall return as proof of service a dated receipt signed by the
person served or a declaration signed by the officer making service, specifying the form
and date of service.

ARTICLE 4
Appearance of Witnesses and Experts in the Requesting State

1. 1f the Requesting State considers that the personal appearance of a witness or expert
before its judicial authorities is particularly necessary, it may so state in its request, and
the Requested State shall invite the witness or expert to appear. The Requested State
shall promptly inform the Requesting State of the reply of the witness or expert.

2. The witness or expert shall be appropriately reimbursed by the Reguesting State for
travel expenses and subsistence incurred in complying with the reguest. If the witness or
expert so requests, the Requesting State may provide an advance with respect to those
travel expenses and subsistence: this advance may be provided through its embassy in
the Requested State.

3. The witness or expert who has failed to answer a summons to appear, service of
which has been requested, shall not be subjected to any punmishment or measure of
restraint in the Reguested State, even if the summons contains a notice of penalty.

o
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ARTICLE S

i
|
!
Providing Information and ltems in the Possession of Government Offices or Agencics
| . . -
; Upon request and for the purposes of this Treaty:

!

i

|

{a) the Requested State shall provide publicly available information and
i items, fncluding documents or records, in the possession of 2 government
| office or agency;

i
i
]
i
§
i
:
:

' (b) the Reguested State may provide information and items, including
i docurments or records, in the possession of a governmen office or i
agency, but not publicly available, fo the same extent and under the same
conditions as it would be available to its own law enforcement or judicial
authorities. The Requested State in 1ts discretion may deny the request
entirely or in part.

! ARTICLE 6

! Taking Testimony and Preducing Documents in the Requested State

1. A person from whom evidence is spught shall, if necessary, be compelled by

; subpoena to appear and to wstify or to produce items, including documents, records and :

articles of evidence. to the same extent as in investigations or procecdings i the 5

Requested State. Testimonial privileges under the taws of the Requesting State shall not

be taken into consideration in the execution of requests under this Article, but any such

claim shall be noted in the record. i
1

2. Onrequest, the Reguested State shall state the date and place of the taking of
testimony.

;
! 3. Atthe execution of a reguest, the Requested State shall permit the presence of the i
¢ accused, counsel for the accused, and any other interested person specified in the

H request.

4. The executing suthority shall provide any persen permitted to be present the
opportunity to pose questions for the persen whose testimony is sought. The questions
shall be posed in accordance with applicable procedures in the Requested State.

ARTICLE 7

Executing Requests for Search and Scizure

1. To the extent pormitied under its taws, the Reguested State shall execute a request
for the search, seizure, and delivery of all items, including documents, records and ,
articles of evidence, to the Requesting State if the request includes the information :
Justifying such actjon under the Taws of the Requested State. The search and seizure
shail be carried out in accordance with the Jaws of that Swate.

2. The Requested State may condition the surrender of the tems upon satisfactory
assurances {rom the Requesting State that the items will be returned to the Requested
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State as soon as practicable. Without such a condition, ne obligation shall exist to return ‘
the items to the Requested State. The Requested State may also defer the surrender of i
items needed as evidence in that State,

3. The rights of third parties in such items shall be duly respected.

i
ARTICLE 8
Procedures Concerning Admissibility of Evidence

1. The Requesting State may ask the Reguested State to follow particular procedures in
exceuting a request under Article 5, 6, or 7 to ensure admissibility of the items produced
or seized, and the Requested State shall follow these procedures, provided they are not

prohibited by its laws. i

2. The uems seized in Belgium shall be held in custody by the office of the court clerk
after being inventoried. Those iterns will be Kept by that office at the disposal of the
aunthorities of the United States of America. Upon request. that office shall provide, with
the items delivered, attestations in compliance with the form appended to this Treaty
and excented by cach person having had possession of the items from the time of
seizure. These attestations shall be admissible in evidence in the United States of
America as proof of the truth of the matters set forth therein; no other atestation shafl
be required.

! 3. In the event of special circumstances, the Central Autborities shall consult
i concerning practical arrangements relating to the particular procedures to be followed.

ARTICLE S

Transferring Persons in Custody in the Requested State to the Requesting State

i
|
H
i
{
§

1. A person in custody in the Requested State who is needed for purposes of assistance
under this Treaty in the Requesting State shall be transported 1o the Requesting State if
the persen in custody consents and the Requested State has no reason to deny the
transfer.

2. The Requested State may postpone execution of the request for as Jong as the
presence of the person is necessary for an mvestigation or proceeding in the Requested i
State. i

3. The Requesting State shall have the aothority and obligation to keep the person in i
custady unless the Requested State has ordered release.

4. The Requesting State shall retumn 2 person not released under paragraph 3 to the
custody of the Requested State os soon as circumstances permit unless otherwise
agreed. The Requesting State shall not decline to return a person transferred because
such person is a national of that State.




43

ARTICLE 10
Transferring Persons in Custody in the Reguesting State to the Requested State
1. For purposes of assistance under this Treaty, the Requesting State may request the
transfer to the Requested State of a person in its custody if the person in custody

consents and the Requested State has no reason to deny the transfer.

2. The Requested State shall have the authority and obligation to keep that person in
custody unless the Requesting State has ordered release.

3. The Requested State shall retum a person not released under paragraph 2 to the
custody of the Requesting State as scon as citcumstances permit unless otherwise
agrecd, The Requested State shall not dechine to return the person tansferred because
such person is a natonal of that State.

ARTICLE 11
Application of Articles 9 and 10
1. For purposcs of Anticles 9 and 10

(a3} The time spent in custody in the Sute fo which a person has been transferred
will be deducted from the time remaining to be served in the other State.

{b) The person transferred may not be prosecuted, detained or subjected 1o any
other restriction of personal liberty in the State to which he has been

transferred for acts or convictions prior (o his transfer,

{c} The immunity provided in sub-paragraph b shall cease if the person
transferred:

(1) having had for a period of 13 consecutive days an opportunity o leave
the State to which he bhas been transferred, has remained; or

{i1) having left, has returmned.

2. 11 the ransferred person escapes, the State to which he has been transferred shall
make every effort 1o arrest him.

3. Extradition proceedings shall not be required in order to effect the return of persons
transterred under Article 9 or 10

ARTICLE 12
Proceeds of Crime and Restitution to Victims

1. To the extent permitied by its domestic lnws applicable at the time that the request is
made, cach Contracting State commits itself 1o grant assistance to:

i
it
I
|
i
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(a) locate, trace, immobilize, seize and forfeit proceeds of crime; and
(b} assure restitution to victims.

2. The Central Authority of a Contracting State which has reason to believe that
proceeds of crime may be discovered in the other State shall notify the Central
Authority of that State which shall determine whether any action is appropriate and
report as soon s possible on the action taken.

ARTICLE 12 bis

ldentification of Bank Information

i {a) Upon request of the Requesting State, the Requested State shall, in
accordance with the terms of this Article, promptly ascertain if the banks located
in its territory possess information ou whether an identificd natural or legal
person suspected of o charged with a eriminai offense is the helder of a bank
account or accounts The Requested State shall promptly communicate the
resulis of its enguiries to the Requesting State.

(b} The actions described in subparagraph (a) may also be taken for the purpose
of identifying:

N mnformation regarding natural or legal persons convicted
of or otherwise involved in a criminal offense;
(i1} information in the possession of non-bank financial institutions,
or
(1ify  Onancial transactions unrelated t accounts
2. In addition to the requirements of Article 15(1) of this Treaty. a request for
information described o paragraph 1 of this Anicle shall include:

(2) the identity of the natural or legal person refevant to Jecating such accounts
or fransactions;

(b) sufficient information to enable the competent authority of the Requested
State to:

(i) reasonably suspect that the natural or legal person concemned has
engaged in a criminal offense and that banks or non-bank financial
institutions in the territory of the Reguested State may have the
information requested; and

(it} conclude that the information sought relates to the eriminal
investigation or proceeding: and

¢} 1o the extent possible, informagon concerning which bank or non-bank
financial institution may be involved, and other information the availability of
which may aid in reducing the breadth of the enguny.

i
i
il
i
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3

3. Unless subsequently modified by exchange of diplomatic notes between the
European Union and the United States of America, requests for assistance under this
Article shall be transmitted between:

{a)  the Minister of Justice of Belgium, and
(b)  for the United States of America, the attaché responsible for Belgium of
- ULS. Department of Justice, Drug Enforeement Administration, with
respect 1o matiers within its Jurisdiction;

- U.S. Department of Homeland Security, Bureau of Immigration and
Customs Enforcement, with respect to matiers within its jurisdiction;

- U.S. Department of Justice, Federal Bureaw of Investiganon, with
respect to al other matters.

4. The Kingdom of Belgium and the United States of America shall provide assistance
under this Anticle with respect to money laundering and terrorist activity punishable
under the laws of both States, and with respect to such other criminal activity as they
may noufy each other.

5. The Reguested State shall respond 1o a request for production of the records
concerning the accounts or transactions identified pursuant to this Article, in accordance
with the other provisions of this Treaty.

Article 12 ter

Joint Investigstive Teams

1. Joint investigative teams may be established and operated in the respective
territorics of the United States of America and the Kingdom of Belgium for the purpose
of facilitating criminal investigations or prosecutions involving the United States of
America and one or more Member States of the European Union where deemed
appropriate by the United States of America and the Kingdom of Belgfum.

2. The procedures under which the team is to operate, such as its composition,

duration, location, organization, functions, purpose, and tenns of participation of team
members of a State in investigative activitics taking place in another State’s territory
shall be as agreed between the competent authorities responsible for the investigation or
prosecution of criminal offenses, as determined by the respective States concerned.

3. The competent authoritics determined by the respective States concerned shall
communicate directly for the purposes of the establishment and operation of such team
except that where the exceptional complexity, broad scope, or other circumstances
nvolved are deemed to require more central coordination as to some or all aspects, the
States may agree upon other appropriate channels of communications to that end.

i
{
i
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4. Where the joint investigative team needs investigative measures to be taken in one
of the States setting up the team, a member of the team of that State may request its own
competent authorities 1o take those measures without the other States having to submit a
request for mutual legal assistance. The required legal standard for obtaining the
measure i that State shall be the standard applicable to its domestic investigative
activities

Article 12 quater
Video Conferencing

1. The use of video transmission technology shall be available between the United
States of America and the Kingdom of Belgium for taking testimony in a proceeding for
which mutual legal assistance is available of a witness or expent located in the
Requested State. To the extent not specifically set forth in this Article, the modalitics
governing such procedure shall be as otherwise provided under this Treaty.

2. The Requesting and Requested Siates may consult in order to facilitate resolution of
egal. technical or logistical issues that may arise in the execution of the request.

~

3. Without prejudice to any jurisdiction under the law of the Requesting State, making
an intentionally false stateruent or other misconduct of the witness or expert during the
course of the video conference shall be punishable in the Reguested State in the same
manner as if it had been committed in the course of its domestic proceedings.

4. This Article is without prejudice 10 the use of other means {or obtaining of
testimony in the Requested State avaiiable under applicable treaty or law,

S. The Requested State may permit the use of video conferencing technology for
purposes other than those described in paragraph 1 of this Article, including for
purposes of identification of persons or ebjects, or wking of investigative statemenis.

ARTICLE 13
Limitations on Assistance
1. The Central Authority of the Requested State muy deny a request 1o the extent that:

(a) execution of the request would prejudice the sovereignty, security or
other essential public interests of the Requested State;

() the request relates to an offense under military faw which would not be
an offense under ordinary criminal law; or

(c) the request does not conply with the provisions of this Treaty.

2. The Central Authonty of the Requested State may also deny a request if it involves ¢
political offense. This paragraph shall not apply to any offense which the Contracting
States muy consider not be to a political offense under any other international
agreement 1o which they are parties,

i
i

i
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3. Before denying assistance pursuant to this Article, the Central Authority of the
Requested State shall consult with the Central Authority of the Requesting State to
consider whether assistance can be given subject to such conditions as it deems
necessary. If the Requesting State accepts assistance subject to these conditions, it shall
comply with the conditions.

4. The Central Authority of the Requested State may postpone execution of a request or
grant it subject to conditions if execution would interfere with an ongoing investigation
or legal proceeding in the Requested State.

5. The Central Authority of the Requested State shall inform the Central Authority
of the Requesting State as soon as possible of the reason for denying or postponing the
execution of a request.

ARTICLE 13 bis

Limitations on Use to Protect Personal and Other Data

1. The Requesting State may use any evidence or information obtained from the
Requested State:

(a)  for the purpose of its criminal investigations and proceedings;
(b)  for preventing an immediate and serious threat to its public security;

(c) in its non-criminal judicial or administrative proceedings directly related
1o investigations or proceedings:

(i)  set forth in subparagraph (a); or
(i1) for which mutual legal assistance was rendered under
Article 1 (1 bis) of this Treaty;

(@) for any other purpose, if the information or evidence has been made
public within the framework of proceedings for which they were
transmitted, or in any of the situations described in subparagraphs (a), (b}
and (e); and

(¢)  for any other purpose, only with the prior consent of the Requested State.

2. (a) This Article shall not prejudice the ability of the Requested State in
accordance with this Treaty to impose additional conditions in a
particular case where the particular request for assistance could not be
complied with in the absence of such conditions. Where additional
conditions have been imposed in accordance with this subparagraph, the
Requested State may require the Requesting State to give information on
the use made of the evidence or information.

(b)  Generic restrictions with respect to the legal standards of the Requesting
State for processing personal data may not be imposed by the Requested
State as a condition under subparagraph (a) to providing evidence or
information.

12
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3. Where, following disclosure to the Requesting State, the Requested State
becomes aware of circumstances that may cause it to seek an additional condition in a
particular case, the Requested State may consult with the Requesting State to
determine the extent to which the evidence and information can be protected.

ARTICLE 14
Protecting Confidentiality

Upon the request of the Requesting State, the Requested State shall use its best efforts
to keep confidential a request and its contents. If the request cannot be executed without
breaching the required confidentiality, the Central Authority of the Requested State
shall so inform the Central Authority of the Requesting State, which shall then decide
whether the request shonld nevertheless be executed.

ARTICLE 15 .
Contents of Requests
1. A request for assistance shall indicate:

(a) the name of the authority conducting the investigation or proceeding to
which the request relates;

{b)  the subject matter and nature of the investigation or proceeding;

(c)  adescription of the information or item sought or the action to be
performed; and

(d)  the purpose for which the information, item or action is sought.
2. To the extent necessary and possible, a request shall include:

(a)  available information on the identity and whereabouts of a person to be
located; .

&) the identity and location of a person to be served, that person's
relationship to the proceeding and the manner in which service is to be
mmade;

(©) the identity and location of persons from whom evidence is sought;

(d)  adescription of the manner in which any testimony is to be taken and
recorded;

(e}  alist of questions to be answered;

[¢3) a precise description of the place to be searched and the iterns to be
seized;

(g)  adescription of any particular procedure to be followed in executing the
request; and

13
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(h)  information relating to the allowance to which the witness or expert
appearing in the Requesting State may be entitled.

ARTICLE 16
Executing Requests and Return of Items

1. The Central Authority of the Requested State shall promptly comply with the request
or, when appropriate, transmit it for execution to the authority having jurisdiction,
which shall make best efforts to execute the request. The judicial authorities of the
Requested State shall have jurisdiction to issne subpoenas, search warrants or other
orders necessary to execute the request.

2. Requests shall be executed according to the domestic laws and procedures of the
Requested State except to the extent that this Treaty provides otherwise. Procedures
specified in the request, even if unfamiliar to the Requested State, shall be followed
except 1o the extent specifically prohibited by the laws of the Requested State.

3. The Requested State may furnish copies of items, including documents, records, and
articles of evidence, obtained in executing a request. Upon application of the
Reguesting State, the Requested State shall make every effort to furnish original items.

4. Except as provided in Article 7, the Requesting State shall return any items furnished
in execution of requests for assistance as soon as possible unless the Requested State
waives their return.

ARTICLE 17
Central Authorities

1. Except as otherwise provided, all requests for assistance shall be made and executed
through a Central Authority for each Contracting State. The Central Authorities of the
two States shall commuricate directly with each other for the purpose of carrying out
the provisions of this Treaty.

2. For the purposes of this Treaty, the term "Central Authority” means:

(a) for the Kingdom of Belgium, the Minister of Justice or his representative or
delegate; )

(b) for the United States of America, the Attorney General or officials
designated by him.

3. Requests for mutual legal assistance, and communications related thereto, may be
made by expedited means of communications, including fax or e-mail, with formal
confirmation to follow where required by the Requested State. The Requested State
may respond to the request by any such expedited means of communication.

14
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ARTICLE 18
Costs and Translations

1. The Requested State shall render assistance without cost to the Requesting State
except for fees of private experts authorized by the request.

2. The Requesting State shall bear all expenses related to the transfer under Articles 9
and 10 of a person in custody.

2 bis. Unless otherwise agreed by the Requesting and Requested States, the Requesting
State shall bear the costs associated with establishing and servicing a video transmission
pursuant to Article 12 quater. Other costs arising in the course of providing assistance
(including costs associated with travel of participants in the Requested State) shall be
borne in accordance with the other provisions of this Article.

3. If during the execution of the request it becomes apparent that expenses of an
extraordinary nature are required to fulfill the request, the Central Authorities shall
consult to determine the terms and conditions under which the execution of the request
may continue.

4. Requests under this Treaty shail be provided in English and either French or
Dutch; however, letters of transmission from the Central Authority need not be
translated. Attachments to such requests shall be translated as necessary by the
Requesting State. Translation of documents provided pursuant to requests is incumbent
on the Requesting State.

ARTICLE 19
Other Treaties and Domestic Laws

Assistance and procedures provided by this Treaty shall not impede any assistance or
procedure available under other international conventions or arrangements or under the
domestic laws and practices of the Contracting States.

ARTICLE 20
Termination

Either Contracting State may terminate this Treaty at any time by giving written notice
to the other Contracting State. The termination shall be effective six months after the
date of such notice.

15
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FORM
I, the undersigned, __(Family Name), (Forenames) s

__(Address)

__(Title or Function) N
attest on penalty of criminal punishment for false statements or attestation that I;
-- seized the articles listed below from __(person) on
. {(date)_ _at___ (place) __ ()
-- received custody of the articles listed below from ____{person)____ on

(date)___at___ (place)___ (%)

Description of articles:

I declare that I relinquished custody of those articles on (date)__ at
(place) to:  __ (Name(s)), (Forenames)
_ (Address)

___(Title or Function)
I declare that, while they were in my custody, these articles were:
- in no way altered. (*)

-- altered in the following manner; (*)

DONE this day of , , at _(place)

{signature),

(*) cross out the inapplicable statements
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Instrument as contemplated by Article 3(2) of the Agreement on Mutual Legal
Assistance between the United States of America and the European Union signed
25 June 2003, as to the application of the Treaty between the Government of the

United States of America and the-Government of the Republic of Cyprus on
Mutual Legal Assistance ip Criminal Matters signed 20 December 1999

1. As contemplated by Article 3(2) of the Agreement on Mutual Legal Assistance
between the United States of America and the European Union signed 25 June 2003
(hereafier "the U.S.-EU Mutual Legal Assistance Agreement"), the Governments of the
United States of America and the Republic of Cyprus acknowledge that, in accordance
with the provisions of this Instrument, the U.S.-EU Mutual Legal Assistance Agreement
is applied in relation to the bilateral Treaty between the Government of the United
States of America and the Government of the Republic of Cyprus on Mutual Legal
Assistance in Criminal Matters, signed 20 December 1999 (hereafter “the 1999 Mutual
Legal Assistance Treaty™) under the following terms:

(a) Article 4 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 17 bis of the Annex to this Instrument shall govem the identification of
financial accounts and transactions, in addition to any authority already provided
under the 1999 Mutual Legal Assistance Treaty;

(b) Article 5 of the U.S-EU Mutual Legal Assistance Agreement as set forth in
Article 17 ter of the Annex to this Instrument shall govern the formation and
activities of joint investigative teams, in addition to any authority already
provided under the 1999 Mutual Legal Assistance Treaty;

{c) Article 6 of the U.S -EU Mutual Legal Assistance Agreement as set forth in
Articles 6 and 17 quater of the Annex to this lnstrument shall govern the taking of
testimony of a person located in the Requested State by use of video transmission
technology between the Requesting and Requested States, in addition to any
authority already provided under the 1999 Mutual Legal Assistance Treaty;

(d}  Article 7 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 4(1) of the Annex to this Instrument shall govern the use of expedited
means of communication, in addition 1o any authority already provided under the
1999 Mutual Legal Assistance Treaty;

(e) Article 8 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 1} bis) of the Annex to this Instrument shall govern the providing of
mutual legal assistance to the administrative autherities concerned, in addition to
any authority already provided under the 1999 Mutual Legal Assistance Treaty;
and

()  Article 9 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 7 of the Annex to this Instrument shall govern the limitation on use of
information or evidence provided to the Requesting State, and the conditioning or
refusal of assistance on data protection grounds.

1
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2. The Annex reflects the integrated text of the provisions of the 1999 Mutual
Legal Assistance Treaty and the U.S.-EU Mutual Legal Assistance Agreement that shall
apply upon entry into force of this Instrument.

3. In accordance with Article 12 of the U.S.-EU Mutual Legal Assistance
Agreement, this Instrument shall apply to offenses committed before as well as after it
enters into force.

4. This Instrament shall not apply to requests made prior to its entry into force;
except that, in accordance with Article 12 of the U.S.-EU Mutual Legal Assistance
Agreement, Articles 4(1), 6, and 17 quarter of the Arnex shall be applicable to requests
made prior to such entry into force.

5.(a) This Instrument shall be subject to the completion by the United States of
America and the Republic of Cyprus of their respective applicable internal
procedures for entry into force. The Governments of the United States of
America and the Republic of Cyprus shall thereupon exchange instruments
indicating that such measures have been completed. This Instrument shall enter
into force on the date of entry into force of the U.S.-EU Mutual Legal
Assistance Agreement.

(b) Inthe event of termination of the U.S.-EU Mutual Legal Assistance Agreement,
this Instrument shall be terminated and the 1999 Mutual Legal Assistance
Treaty shall be applied. The Governments of the United States of America and
the Republic of Cyprus nevertheless may agree to continue to apply some or all
of the provisions of this Instrument.

IN WITNESS WHEREOF. the undersigned, being duly authorized by their respective
Governments, have signed this Instrument.

DONE at Nicosia, in duplicate, this 20th day of January 2006, in the English and Greek

languages, both 1ex1s being equally authentic. In case of divergence the English text
shall prevail.

FOR THE GOVERNMENT OF THE FOR THE GOVERNMENT OF THE
UNITED STATES OF AMERICA: REPUBLIC OF CYPRUS:

R
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Article 1
Scope of Assistance

1. The Parties shall provide mutual assistance, in accordance with the provisions of
this Treaty, in connection with the investigation, prosecution, and prevention of
offenses, and in proceedings related to criminal matters.

1. bis (&) Murual legal assistance shall also be afforded to a national administrative
authority, investigating conduct with a view to a criminal prosecution of the conduct, or
referral of the conduct 10 criminal investigation or prosecution authorities, pursuant to
its specific administrative or regulatory authority to undertake such investigation.
Mutual legal assistance may also be afforded to other administrative authorities under
such circumstances. Assistance shall not be available for matters in which the
administrative authority anticipates that no prosecution or referral, as applicable, will
take place.

(b) Requests for assistance under this paragraph shall be transmitted between the

Central Authorities designated pursuant to Article 2 of this Treaty, or between such
other authorities as may be agreed by the Central Authorities,

2. Assistance shall include:
{a) taking the testimony or statements of persons;
(b} providing documents, records, and othexl' items;
{c) locating or identifying persons or items;
(d) serving documents;
(e) transferring persons in custody for testimony or other purposes;
(fy executing searches and seizur‘es;

(g) assisting in proceedings related to immobilization and forfeiture of
assets; restitution; collection of fines; and

(h) any other form of assistance not prohibited by the laws of the Requested
State.

-

3. Except as otherwise provided in this Treaty, assistance shall be provided without
regard to whether the conduct that is the subject of the investigation, prosecution, or
proceeding in the Requesting State would constitute an offense under the laws of the
Reguested State.

4
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4. This Treaty is intended solely for murual legal assistance between the Parties.
The provisions of this Treaty shall not give rise to a right on the part of any private
person to obtain, suppress, or exclude any evidence, or to impede the execution of a
request.

Article 2
Central Authorities

1. Each Party shall designate a Central Authority to make and receive requests
pursuant to this Treaty,

2. For the United States of America, the Central Authority shall be the Attorney
General or a person designated by the Attomey General. For the Republic of Cyprus,
the Central Authority shall be the Minister of Justice and Public Order or a person
designated by the Minister,

3. The Central Authorites shall communicate directly with one another for the
purposes of this Treaty.

4. In cases of urgency the Central Authorities may transmit requests through the
International Criminal Police Organization (INTERPOL).
Article 3 .
Limitations on Assistance

1. The Central Authority of the Requested State may deny assistance if:

(a) the request relates to a political offense or an offense under military law
that would not be an offense under ordinary criminal law;

(b) the execution of the request would prejudice the security or similar
essential interests of the Requested State;

(c) the execution of the request would violate the Constitution of the
Requested State or the obligations of the Requested State under any
international mulileteral treaty relating to human rights; or

(d) the request is not made in conformity with the Treaty.

2. Before denying assistance pursuant {o this Article, the Central Authority of the
Requested State shall consult with the Central Authority of the Requesting State 10
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consider whether assistance can be given subject to such conditions as it deems
necessary. If the Requesting State accepts assistance subject to these conditions, it shall
comply with the conditions.

3. 1f the Central Authority of the Requested State denies assistance pursuant to this
Article, it shall inform the Central Authority of the Requesting State of the reasons for
the denial.

Article 4
Form and Contents of Requests

1. (a) A request for assistance shall be in writing except that the Central Authority
of the Requested State may accept a request in another form in urgent situations. If the
request is not in writing, it shall be confirmed in writing within ten days unless the
Central Authority of the Requested State agrees otherwise. For purposes of this
paragraph, requests transmitted by fax or e-mail shall be considered to be in writing.

(b) Communications related to requests for assistance may be made by
expedited means of communications, including fax or e-mail, with formal confirmation
1o follow where required by the Requested State. The Requested State may respond by
any such expedited means of communication.

(c) The request shall be in the language of the Requesting State accompanied by
a translation in the language of the Requested State unless otherwise agreed.

2. The request shall include the following. .

(a) the name of the authority conducting the investigation, prosecution, or
proceeding to which the request relates;

(b) = description of the subject matter and nature of the investigation,
prosecution, or proceeding, including the specific criminal offenses that
relate to the matter;

(c) adescription of the evidence, information, or other assistance sought; and

(d)  astaternent of the purpose for which the evidence, information, or
other assistance is sought.

3. To the extent necessary and possible, a request shall also include:

{(a) information on the identity and Jocation of any person from whom
evidence is sought;
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(b} information on the identity and location of a person-to be served, that
person’s relationship 1o the proceeding, and the manner in which service
is 1o be made;

(¢) information on the identity and suspected location of a person or item to
be located;

(d) aprecise description of the place or person to be searched and of the item
to be seized;

(e} adescription of the manner in which any testimony or statement is to be
taken and recorded;

(f) adescription of the testimony or statement sought, which may inciude a
Jist of questions 1o be asked of a person;

bad

{g) a description of any particular procedure to be followed in executing the

request;

(h) information as to the allowances and expenses to which a person asked to
appear outside of the Requested State will be entitled; and

(i} any other information that may be brought to the attention of the
Requested State to facilitate the execution of the request.

Article 5 .
Execution of Requests

1. The Central Authority of the Requested State shall promptly execute the request
or, when appropriate, shall transmit it to the authority having jurisdiction to do so. The
competent authorities of the Requested State shall do everything in their power to
execute the request. The competent judicial or other authorities of the Requested State
shall have power 1o issue subpoenas, search warrants, or other orders necessary to
execute the request.

2. The Central Authority of the Requested State shall make all necessary
arrangerrients for representation of the Reguesting State in the execution of a request for
assistance in the Requested State.

3. Requests shall be executed according to the internal Jaws and procedures of the
Requested State except to the extent that this Treaty provides otherwise. Procedures
specified in the request shall be followed except to the extent that those procedures
cannot lawfully be followed in the Requested State. Where neither the Treaty nor the
request specifies a particular procedure, the request shall be executed in accordance
with the appropriate procedure under the laws applicable for criminal investigations or
proceedings in the Requested State.
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4. 1f the Central Authority of the Requested State determines that execution of a
request would interfere with an ongoing criminal investigation, prosecution, or
proceeding in that State, it may postpone execution, or make execution subject to
conditions determined to be necessary after consultations with the Central Authority of
the Requesting State. If the Requesting State accepts the assistance subject to the
conditions, it shall comply with the conditions.

5. The Requested State shall use its best efforts to keep confidential a request and
its contents if such confidentiality is requested by the Central Authority of the
Requesting State. If the request cannot be executed without breaching such
confidentiality, the Central Authority of the Requested State shall so inform the Central
Authority of the Requesting State, which shall then determine whether the request
should nevertheless be executed.

6. The Central Authority of the Requested State shall respond to reasonable
inquiries by the Central Authority of the Requesting State concerning progress toward
execution of the request.

7. The Ceniral Authority of the Requested State shall promptly inform the Central
Authority of the Requesting State of the outcome of the exccution of a request. If
execution of the request is denied, delaved, or postponed, the Central Authority of the
Requested State shall inform the Central Authority of the Requesting State of the
reasons for the denial, delay. or postponement.

Article 6
Casts

1. The Requested State shall pay all costs relating to the execution of a request,
including the costs of representation. except for the following, which shall be paid by
the Requesting State:

(a) the fees of experts;
(b) the costs of translation. interpretation, and transcription;

(c) the allowances and expenses related to travel of persons pursuant to
Articles 10 and 11; and

(d) the costs associated with establishing and servicing a video transmission
pursuant to Article 17 quater, unless otherwise agreed by the Requesting
and Requested States; other costs arising in the course of providing such
assistance (including costs associated with travel of participants in the
Requested State) shall be borae n accordance with the other provisions
of this Article.
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2. I during the execution of a request it becomes apparent that complete execution

will entail expenses of an extraordinary nature, the Central Authorities shall consult to
deternine the terms and conditions under which execution may continue.

Anticle 7
Limitations on Use

1. The Requested State may require that the Requesting State limit the use of any
evidence or information obtained from the Requested State to the following purposes:

(a) for the purpose of its criminal investigations and proceedings,
(b) for preventing an immediate and serious threat to its public security;

{¢) in its non-criminal judicial or administrative proceedings directly related 1o
investigations or proceedings:

{i) set forth in subparagraph (a); or
(ii) for which mutual legal assistance was rendered under Article 1 (1 bis) of
this Treaty;

(d) for any other purpose, if the information or evidence has been made public
within the framework of proceedings for which they were transmitted, or in.

any of the situations described in subparagraphs (a), (b) and (c}; and

{e) for any other purpose, only with the prior consent of the Requested State.

)

(a) This Article shall not prejudice the ability of the Requested State in
accerdance with this Treaty to impese additicnal conditions in a particular
case where the particular request for assistance could not be complied with
in the absence of such conditions. Where additional conditions have been
imposed in accordance with this subparagraph, the Requested State may
require the Requesting State to give information on the use made of the
evidence or information.

(b) Generic restrictions with respect to the legal standards of the Requesting
State for processing personal data may not be imposed by the Requested
State as a condition under subparagraph (a} to providing evidence or
information.

3. Where, following disclosure to the Requesting State, the Requested State
becomes aware of circumstances that may cause it to seek an additional condition in a
particular case, the Requested State may consult with the Requesting State to determine
the extent to which the evidence and information can be protected.
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4. The Central Authority of the Requested State may request that information or
evidence furnished under this Treaty be kept confidential or be used only subject to
terms and conditions it may specify. If the Requesting State accepts the information or
evidence subject to such conditions, the Requesting State shall use its best efforts to
comply with the conditions.

Article 8
Testimony or Evidence in the Requested State

1. A person in the Requested State from whom testimony or evidence is requested
shall be compelied, if necessary, to appear and testify or give statements or produce
iterns, including documents and records and articles of evidence.

2. Upon request, the Central Authority of the Requested State shall furnish
information in advance about the date and place of the taking of the testimony or
evidence pursuant to this Anticle.

3. The Requested State shall permit the presence of such persons as specified in the
request during the execution of the request and shall allow such persons to question the
person giving the testimony or evidence.

4, If the person referred 1o in paragraph | asserts a claim of immunity, incapacity.
or privilege under the laws of the Requested State, the claim shall be resolved in
accordance with the Jaws of the Requested State. If, however, the person referred to in
paragraph 1 asserts a claim of irnmunity, incupacity, ot privilege under the laws of the
Requesting State, the testimony or evidence shall nonetheless be taken and the claim
made known to the Central Authority of the Requesting State for resolution by the
authorities of that State.

5. Evidence that has been produced in the Requested State pursuant 1o this Article
or that has been the subject of testimony taken under this Article shall, upon request, be
authenticated by an attestation, including, in the case of business records, authenticaticn
in the manner indicated In Form A appended to this Treaty. The absence or
nonexistence of such records shall, upon request. be certified through the use of Form B
appended to this Treaty. Records authenticated by Form A, or Form B certifying the
absence or nonexistence of such records, shall be admissible in evidence in the
Requesting State.

Article 9
Records of Government Agencies
1. The Requested State shall provide the Requesting State with copies of publicly
available records, including documents or information in any form, in the possession of

government departments and agencies in the Requested State.

10
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2. The Requested State may provide copies of any records, including documents or
information in any form, that are in the possession of a government department or
agency in that State but that are not publicly available, to the same extent and under the
same conditions as such copies would be available to the Requested State’s own law
enforcement or judicial authorities. The Requested State may in its discretion deny a
request for records that are not publicly available entirely or in part.

3. Records produced pursuant to this Article shall, upon request, be authenticated
by an official responsible for maintaining them through the use of Form C appended to
this Treaty. The absence or nonexistence of such records shall, upon request, be
certified by an official responsible for maintaining similar records through the use of
Form D appended 1o this Treaty. No further authentication shall be necessary. Records
authenticated by Form C, or Form D certifying the absence or nonexistence of such
records, shall be admissible in evidence in the Requesting State.

Article 10
Appearance OQutside of the Requested State

1. When the Requesting State requests that a person in the Requested State appear
outside the Requested State, the Requested State shall invite the person to do so. The
Central Authority of the Requested State shall promptly inform the Central Authority of
the Requesting State of the person’s response.

2. The Requesting State shall indicate the extent to which the person’s expenses
wil] be paid. A person who agrees to appear may ask that the Requesting State advance
money to cover these expenses. This advance may be provided through the Embassy or
a consulate of the Requesting State.

3. The Central Authority of the Requesting State may, in its discretion, determine
that a person appearing in the Requesting State pursuant to this Article shall not be
subject 1o service of process, or be detained or subjected to any restriction of personal
liberty, by reason of any acts or conviciions that preceded the person’s departure from
the Requested State,

4. The safe conduct provided for by this Article shall cease seven days after the
Central Authority of the Requesting Sraie has notified the Central Authority of the
Requested State that the person’s presence 1s ne longer required, or when the person,
having left the Requesting State, voluntarily returns. The Central Authority of the
Requesting State may, in its discretion, extend this peried for up to fifieen days if it
determines that there is good cause.

Article 11
Transfer of Persons in Custody

1. A person in the custody of the Requested State whose presence outside of the
Requested State is sought for purposes of assistance under this Treaty shall be
1i
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transferred from the Requested State for that purpose if the person consents and if the
Central Authorities of both States agree.

2. A person in the custody of the Requesting State whose presence in the
Requested State is sought for purposes of assistance under this Treaty may be
transferred from the Requesting State to the Requested State for that purpose if the
person consents and if the Central Authorities of both States agree.

3. For purposes of this Article:

(a) the receiving State shall have the authority and the obligation 1o keep the
person transferred in custody unless otherwise authorized by the sending
State;

(b} the receiving State shall return the person transferred to the custedy of
the sending State as soon as circumstances permit or as otherwise agreed
by both Central Authorities;

(c) the receiving State shall not require the sending State to initiate
extradition or any other proceedings for the retum of the person

transferred; and

(d

e

the person transferred shall receive credit for service of the sentence
imposed in the sending State for time served in the custody of the
receiving State.

(e) where the receiving Stawe s a third State, the Requesting State shall make
all arrangements necessary to meet the requirements of this paragraph.

Article 12
Transit of Persons in Custody

1. The Recuested State may . subject to any constitutional limitations, authorize the
transit through its territory of a person held in custody, by the Requesting State or a
third State, whose personal appearance has been requested by the Requesting State in an
investigation, prosecution, or proceeding.

2. The Requested State shall have the autherity and the obligation to keep the
person in custody during transit.
Article 13
Location or dentification of Persons or Items

The Requested State shall use its best efforts to ascertain the location or identity in
the Requested State of persons or items specified in a request.

12
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Article 14
Service of Documents

1. The Requested State shall use its best efforts to effect service of any document
relating, in whole or in part, 10 any request for assistance made by the Requesting State
under the provisions of this Treaty.

2. The Requesting State shall transmit any request for the service of a document
requiring the appearance of a person before an authority in the Requesting State a
reasonable time before the scheduled appearance.

3. The Requested State shall return a proof of service in the manner specified in the
request.

Aricle 15
Search and Seizure

1. The Requested State shall, to the extent permitied by its law, execute a request
that it search for, seize, and transfer any item to the Requesting State if the request
includes the information justifying such action under the laws of the Requested State,

2. Upon request, every official who has custody of a seized item shall cenify,
through the use of Form E appended to this Treaty, the identity of the item, the
continuity of its custody, and any changes in condition. No further certification shall be
required. The Forms shall be admissible in evidence in the Requesting State.

3. The Central Authority of the Requested State may require that the Requesting
State agree to terms and conditions deemed 1o be necessary to protect third party
interests in the ttem to be transferred.

Article 16
Reiurn of ltems

The Central Authority of the Requested State may require that the Central Authority
of the Requesting State return, as soon as possible, any items, including documents,
records, and articles of evidence furnished to it in execution of a request under this
Treaty.

Article 17
Proceeds and Instrumentalities of Offenses

1. If the Central Authority of one Party becomes aware that proceeds or
instrumentalities of offenses that may be forfeitable or otherwise subject to seizure are
Jocated in the other Party, it may so inform the Central Authority of the other Party. 1f

13
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the Party receiving such information has jurisdiction in this regard, it may present this
information to its authorities for a determination whether any action is appropriate.
These authorities shall issue their decision in accordance with the laws of their country.
The Central Authority of the Party that received the information shall inform the
Central Authority of the Party that provided the information of the action taken.

2. The Parties shall assist each other to the extent permitted by their respective
laws in proceedings relating 1o the forfeiture of the proceeds and instrumentalities of
offenses, restitution 1o the victims of crime, and the collection of fines imposed as
sentences in criminal prosecutions. This may include action to temporarily immobilize
the proceeds or instrumentalities pending further proceedings.

3. The Party that has custody over proceeds or instrumentalities of offenses shall
dispose of them in accordance with its laws. Either Party may transfer to the other Party
all or part of such assets, or the proceeds of their sale, to the extent not prohibited by the
transferring Party’s Jaws and upon such terms as it deems appropriate.

Article 17 bis
Identification of Bank Information

1. {(a) Upon request of the Requesting State, the Requested State shall, in
accordance with the terms of this Aticle, promptly ascertain if the banks
jocated in its territory possess information on whether an identified natural or
legal person suspected of or charged with a criminal offense is the holder of a
bank account or accounts. The Requested State shall promptly communicate
the results of its enquiries to the Requesting Siate.

(b) The actions described in subparagraph (a) may also be taken for the purpose
of idemifying:

(1y information regarding natursl or legal persons convicted of or otherwise
involved in a criminal offense;

(11) information in the possession of non-bank financial institutions; or

(iii)financial transactions unrelated to accounts.

orib

2. In addition 10 the requirements of Article 4(2) of this Treaty, a request for
information described in paragraph 1 shall include

{a) the identity of the natural or legal person relevant to locating such accounts
or transactions; and

(b) sufficient information to enable the competent authority of the Requested
State to:
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(i) reasonably suspect that the natural or Jegal person concerned has
engaged in a criminal ofiense and that barks or non-bank financial
institutions in the territory of the Requested State may have the
information requested; and

(11) conclude that the information sought relates to the criminal investigation
or proceeding: and

{c) 1o the extent possible, information concerning which bank or non-bank
financial institution may be involved, and other information the availability
of which may aid in reducing the breadth of the enquiry.

3. Unless subsequently modified by exchange of diplomatic notes between the
European Union and the United States of America, requests for assistance under this
Article shall be transmitted between:

(a) for the Republic of Cyprus, its Central Authority identified under Article 2
of this Treaty, and

(b) for the United States of America, the attaché responsible for the Republic of
Cyprus of the:

(i} U.S. Department of Justice, Drug Enforcement Administration, with
respect to matters within its jurisdiction;

(31) U.8. Department of Homeland Security, Bureau of Immigration and
Customs Enforcement, with respect to matters within its jurisdiction:

respect to all other matters, R

4. The Republic of Cyprus shall provide assistance under this Article with respect
10 offenses punishable by a penalty involving deprivation of liberty or a detention order
of a maximum period of at least four vears in the Requesting State and at least two
vears in the Requested State. The United States of America shall provide assistance
under this Arnticle with respect to money laundering and terrorist activity punishable
under the laws of both the Requesting and Requested States, and with respect to such
other criminal activity as the United States of America may notify the Republic of
Cyprus.

5. The Requested State shall respond 1o a request for production of the records

concerning the accounts or transactions identified pursuant to this Article in accordance
with the provisions of this Treaty.

Article 17 ter
Joint Investigative Teams

1. Joint investigative teams may be established and operated in the respective
territories of the United States of America and the Republic of Cyprus for the purpose

18
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of facilitating criminal investigations or prosecutions involving the United States of
America and one or more Member States of the European Union where deemed
appropriate by the United States of America and the Republic of Cyprus.

2. The procedures under which the team is 1o operate, such as its composition,
duration, location, organization, functions, purpose, and terms of participation of team
members of a State in investigative activities taking place in another State’s territory
shall be as agreed between the competent authorities responsible for the investigation or
prosecution of criminal offenses, as determined by the respective States concerned.

3. The competent authorities determined by the respective States concerned shall
communicate directly for the purposes of the establishment and operation of such team
except that where the exceptional complexity, broad scope, or other circumstances
involved are deemed to require more central coordination as to some or all aspects, the
States may agree upon other appropriate channels of communications 1o that end.

4. Where the joint investigative teamn needs investigative measures 1o be taken in
one of the States serting up the team, a member of the team of that State may request iis
own competent authorities to take those measures without the other States having 10
submit a request for mutual legal assistance. The required legat standard for obtaining
the measure in that State shall be the standard applicable to its domestic investigative
activities.

Article 17 quater
Video Conferencing

1. The use of video transmission technology shall be available between the United
States of America and the Republic of Cyprus for taking testimony in a proceeding for
which mutnal legal assistance 1s available of a witness or expert located in the
Requested State. To the extent not specifically set forth in this Asticle, the modalities
governing such procedure shal] be as otherwise provided under this Treaty.

2. The Requesting and Requested States may consult in order to facilitate
resolution of legal, technical or logistical issues that may arise in the execution of the
reguest,

3. Without prejudice to any jurisdiction under the law of the Requesting State,
making an intentionally false statement or other misconduct of the witniess or expert
during the course of the video conference shali be punishable in the Requested State in
the same manner as if it bad been commitied in the course of its domestic proceedings.

4. This Article is without prejudice to the use of other means for obiaining of
testimony in the Requested State available under applicable treaty or law.
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5. The Requested State may permit the use of video conferencing technology for
purposes other than those described in paragraph 1 of this Article. including for
purposes of identification of persons or objects, or taking of investigative statements.

Article 18
Compatibility with Other Arrangements

Assistance and procedures set forth in this Treaty shall not prevent either Party
from granting assistance to the other Party through the provisions of other applicable
international agreements, or through the provisions of its national laws. The Parties may
also provide assistance pursuant to any bilateral arrangement, agreement, or practice
that may be applicable.

Article 19
Consultation and Resolution of Disputes

. The Central Authorities of the Parties shall consult, at times mutually agreed to
by them, to promote the most effective use of this Treaty. The Central Authorities may
also agree on such practical measures as may be necessary to facilitate the
implementation of this Treaty.

2. Any dispute arising out of the interpretation, application, or implementation of
this Treaty shall be resolved through diplomatic channels if the Central Authorities are
themselves unable to reach an agreement.

Article 20
Termination

Cither Party may terminate this Treaty by means of written notice to the other Party.
Termination shall take effect six months following the date of receipt of the notification.
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Form A
CERTIFICATION QOF BUSINESS RECORDS

I ____(name), attest on penalty of criminal punishment for false
statement or attestation that | am employed by/associated with

__{(name of business from which documents are sought} in the
position of (business position of title) and by reason of my
position am authorized and qualified to make this atiestation. Each of the records
attached hereto is the original or a duplicate of the original record in the custody of the
ahove-named business that:

{A) was made, at or near the time vf the occurrence of the matiers set forth, by (or
from information transmitted by} a peison with knowledge of those matters,

(B

was kept in the course of a regulariy conducted business activity,

{C

was made by the business as a regular practice; and

(D) if not an original record, is a duplicate of the original,

date of executicn

place of execution

signature
Swomn to or affirmed befare me, (name), a judicial officer, this
day of ___ L20 .
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Form B
CERTIFICATION OF ABSENCE OR NONEXISTENCE OF BUSINESS RECORDS

I, ___ {(name), attest on penalty of criminal punishment for false
statement or attestation that | am employed by/associated with

(name of business from which documents are sought) in
the position of (business position or title) and by reason of my
position am authorized and qualified to make this attestation.

As a result of my employment/association with the above-named business, I am
familiar with the business records it maintains. The business maintains records that are:

(A) made, at or near the time of the occurrence of the matters set forth, by (or
from irformation transmitted by) a person with knowledge of those matters;

(B) kept in the course of a regularly conducted business actjvity; and

{C) made bty the business as a regular practice.

Among the records so maintained are records of individuals and entities that have
accounts or otherwise transact business with the above-named business. ! have made or
caused o be made a diligen search of those records. No records have been found
reflecting any business activity between the business and the following individuals and
enttes: )

date of executicn

place of execution

signature
Sworn to or affirmed before me, (name), a judicial officer, this
. dayof__ L20_ .
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Form C
CERTIFICATION OF OFFICIAL RECORDS

I (name), attest on penalty of eriminal punishment for false
statement or attestation that:

% (name of office or agency) is a
government office or agency of (country) and is
authorized by law to maintain official records setting forth matters
avthorized by law to be reported and recorded or filed;

2. my position with the above-named public authority is

— (official title),

in my official capacity 1 have caused the production of true and accurate
copies of records maintained by that public authority; and

[}

4. those copies are described below and attached.
Description of Documents:
signature

date

Official Seal

20
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Form D

CERTIFICATION OF ABSENCE OR NONEXISTENCE OF OFFICIAL RECORDS

L

(name), attest on penalty of criminal punishment for false

statement or attestation that:

i.

[}

Ly

(name of office or agency) is a government office or
agency of (couniry) and is authorized by law to maintain
official records setting forth matters authorized by law to be reported and
recorded or filed;

records of the type described below set forth matters that are authorized
by law to be reported and recorded or filed, and such matters regularly
are recorded or filed by the above-named public authority;

my position with the above-named public authority is
(official title);

in my official capacity 1 have caused the production of true and accurate
copies of records maintained by that public authority; and

no such records have been found to exist therein.

Description of Documents:

signature

date

Official Seal

21
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CERTIFICATION WITH RESPECT TO SEIZED ITEMS

L

statermnent or attestation that:

FormE

(name), attest on penalty of criminal punishment for false

1. My position with the Government of

N

3. Irelinquished custady of the items listed below to

of person) on

{official title).

I received custody of the items listed below from

(name of person) on
(place); and

(date), at

{country) is

(date), at

(name
(place) in the

same condition as when 1 received them (or, if different, as noted below).

Description of Articles:

Changes in condition while in my custody:

date of execution

place of execution

signature

i~
e

fficial Seal
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Supplementary Treaty on Mutual Legal Assistance in Criminal Matters between
the United States of America and the Czech Republic

As contemplated by Article 3(2) of the Agreement on Mutual Legal Assistance between the
United States of America and the European Union signed in Washington on 25 June 2003
(hereafter “the Agreement between the United States of America and the European Union™), the
United States of America and the Czech Republic have agreed to amend the Treaty between the
United States of America and the Czech Republic on Mutual Legal Assistance in Criminal
Matters of 4 February 1998 (hereafter “the Mutual Legal Assistance Treaty”™) under the

following terms:

Article 1

Article 2, paragraphs 1 and 2, of the Mutual Legal Assistance Treaty shall be replaced by the

following:

“l.  Except as otherwise provided in this Treaty, the Contracting States shall séek and obtain
assistance through their Central Authorities. The Central Authority for the Czech Republic shall
be the Office of the Prosecutor General and the Ministry of Justice. The Central Authority for
the United States shall be the Attorney General or such persons in the Department of Justice as
the Attorney General designates.
—

2. The Central Authority for the Czech Republic will make requests on behalf of
prosecutors and courts. The Central Authority for the United States will make requests on
behalf of prosecutors, investigators with criminal law enforcement jurisdiction, and agencies
and entities with specific statutory or regulatory authority to refer matters .for criminal
prosecution. Requests under this paragraph from agencies or entities with specific statutory or
regulatory authority to refer matters for criminal prosecution shall be transmitted between the
Central Authorities, or between such other authorities as may be agreed by the Central

Authorities.”
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Article 2

Article 4, paragraph 1, of the Mutual Legal Assistance Treaty shall be replaced by the

following:

“1. A request for assistance shall be in writing except that the Central Authority of the
Requested State may accept a request in another form in urgent situations. In any such situation,
the request shall be confirmed in writing within ten days unless the Central Authority of the
Requested State agrees otherwise. Requests transmitted by fax or e-mail shall be considered to
be in writing. Communications related to requests for assistance may be made by expedited
means of communications, including fax or e-mail, with formal confirmation to follow where
required by the Requested State. The Requested State may respond by any such expedited
means of communication. The request, including any attachments, shall be in the language of
the Requested State unless agreed otherwise. The Requested State shall have no obligation to

translate the response, including any attachments.”

Article 3

A new sub-paragraph shall be introduced after sub-paragraph (c) of Article 6, paragraph 1, of
the Mutual Legal Assistance Treaty. It shall read as follows:

“(d) the costs associated with establishing and servicing a video transmission pursuant to
Article 20c, unless otherwise agreed by the Requesting and Requested States; other costs
arising in the course of providing such assistance (including costs associated with travel of
participants in the Requested State) shall be borne in accordance with the other provisions of

this Article.”

Article 4

Article 7 of the Mutual Legal Assistance Treaty shall be replaced by the following:
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“Article 7

Limitations on Use to Protect Personal and Other Data

1. The Requested State may require that the Requesting State limit its use of any evidence

or information obtained from the Requested State to the following purposes:
(a) for the purpose of its criminal investigations and proceedings;
(b)  for preventing an immediate and serious threat to its public security;

(©) in its non-criminal judicial or administrative proceedings directly related to

investigations or proceedings:
(i) set forth in subparagraph (a); or

(ii) for which mutual legal assistance was rendered to agencies and entities with specific
statutory or regulatory authority to refer matters for criminal prosecution_under

Article 2, paragraph 2;
(d)  for any other purpose, if the information or evidence has been made public within the
- framework of proceedings for which they were transmitted, or in any of the situations

described in subparagraphs (a), (b) and (c); and
(e) for any other purpose, only with the prior consent of the Requested State.

2. This Article shall not prejudice the ability of the Requested State in accordance with this
Treaty to impose additional conditions in a particular case where the particular request for
assistance could not be complied with in the absence of such conditions. Where additional
conditions have been imposed in accordance with this paragraph, the Requested State may
require the Requesting State to give information on the use made of the evidence or

information.

3. Generic restrictions with respect to the legal standards of the Requesting State for
processing personal data may not be imposed by the Requested State as a condition under

paragraph 2, to providing evidence or information.”
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Article 5

Article 8 of the Mutual Legal Assistance Treaty shall be replaced by the following:

“Article 8

Alteration of Conditions

Where, following disclosure to the Requesting State, the Requested State becomes aware of
circumstances that may cause it 1o seek an additional condition in a particular case, the
Requested State may consult with the Requesting State to determine the extent to which the

evidence or information can be protected.”

Article 6

A new article shall be introduced after Article 20 of the Mutual Legal Assistance Treaty. It shall

read as follows:

“Article 20a

Identification of Bank Information
1. Upon request of the Requesting State, the Requested State shall, in accordance with the
terms of this Article, promptly ascertain if the banks located in its territory possess information
on whether an 1dentified natural or legal person suspected of or charged with a criminal offense
is the holder of.a bank account or accounts. The Requested State shall promptly communicate
the results of its enquiries to the Requesting State. .

2. The actions described in paragraph | may also be taken for the purpose of identifying:

(a) information regarding natural or legal persons convicted of or otherwise involved in a

criminal offense;
(b)  information in the possession of non-bank financial institutions; or

(¢} financial transactions unrelated to accounts.
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In addition to the requirements of Article 4, paragraph 2, of this Treaty, requests for

information described in paragraphs 1 and 2 of this Article shall include:

(a)

(®)

(e)

(a

(b

the identity of the natural or legal person relevant to locating such accounts or

transactions;

sufficient information to enable the competent authority of the Requested State to:

(i) reasonably suspect that the natural or legal person concerned has engaged in a
criminal offense and that banks or non-bank financial institutions in the territory of

the Requested State may have the information requested; and

(i1) conclude that the information sought relates to the criminal investigation or

proceeding; and

o the extent possible, information concerning which bank or non-bank financial

institution may be involved, and other information the availability of which may aid in

reducing the breadth of the enquiry.

Requests for assistance under this Article shall be transmitted between:

for the Czech Republic, the Central Authority mentioned in Article 2, and

for the United States of America, the attaché responsible for the Czech Republic of the:

1) U.S. Department of Justice, Drug Enforcement Administration, with respect to

matters within its jurisdiction;

(i1) U.S. Department of Homeland Security, Bureau of Immigration and Customs

Enforcement, with respect to matters within its jurisdiction;

(i)  U.S. Department of Justice, Federal Bureau of Investigation, with respect to all

other matters.
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The United States of America or the Czech Republic may modify their respective designations
made under this paragraph by exchange of diplomatic notes between the European Union and

the United States of America.

S. The United States of America and the Czech Republic shall provide assistance under
this Article with respect to money laundering and terrorist activities punishable under the laws
of both the Requesting and Requested States, and with respect to other criminal activity for
which such assistance is available under their domestic laws upon notification by exchange of
diplomatic notes between them indicating that assistance for such activity will be provided on a

reciprocal basis.

6. The Requested State shall respond to a request for production of the records concerning
the accounts or transactions identified pursnant to this Article in accordance with the other

provisions of this Treaty.”

Article 7

A new article shall be introduced after new Article 20a of the Mutual Legal Assistance Treaty.

It shall read as follows:

“Article 20b

Joint Investigative Teams

1. Joint investigative teams may be established and operated in the respective territories of
the United States of America and the Czech Republic, for the purpose of facilitating criminal
investigatioﬁs or prosecutions involving the United States of America and one or more Member
States of the Furopean Union where deemed appropriate by the United States of America and
the Czech Republic.

2. The procedures under which the team is to operate, such as its composition, duration,
location, organization, functions, purpose, and terms of participation of team members of a
State in investigative activities taking place in the other State’s territory shall be vas agreed
between the competent authorities responsible for the investigation or prosecution of criminal

offenses, as determined by the respective States concerned in accordance with domestic law.



80

3. . The authorities determined by the respective States concerned pursuant to paragraph 2
shall communicate directly for the purposes of the establishment and operati.on of such team
except that where the exceptional complexity, broad scope, or other circumstances involved &e
deemed to require more central coordination as to some or all aspects, the States may agree

upon other appropriate channels of communications to that end.

4. Where the joint investigative team needs investigative measures to be taken in one of
the States setting up the team, a member of the team of that State may reqﬁest its own
competent authorities to take those measures without the other State(s) having to submit a
request for mutual legal assistance. The required Jegal standard for obtaining the measure in

that State shall be the standard applicable to its domestic investigative activities.”

Article 8
A new article shall be introduced after new Article 20b of the Mutual Legal Assistance Treaty.

1t shall read as follows:

“Article 20c

Video Conferencing

1. The use of video transmission technology shall be available between the United States
of America and the Czech Republic for taking testimony in a proceeding for which mutual legal
assistance is available of a witness, including an accused person, or expert, located in the
Requested State. The Requested State shall permit the persons specified in the request to ask
questions directly of such witness or expert. To the extent not specifically set forth in this
Article, the modalities governing such procedure shall be as otherwise provided under this

Treaty, including Article 5.

2. The Requesting and Requested States may consult in order to facilitate resolution of

legal, technical or logistical issues that may arise in the execution of the request.
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3. Without prejudice to any jurisdiction under the law of the Requesting State, making an
intentionally false statement or other misconduct of the witness or expert during the course of
the video conference shall be punishable in the Requested State in the same manner as if it had

been committed in the course of its domestic proceedings.

4. This Article is without prejudice 1o the use of other means for obtaining of testimony in

the Requested State available under applicable treaty or law.

5. The Requested State may permit the use of video conferencing technology for purposes
other than those described in paragraph 1 of this Article, including for purposes of identification

of persons or objects, or taking of investigative statements.”

Article 9
I. This Supplementary Treaty shall apply to offenses committed before as well as after it
enters into force.
2. This Supplementary Treaty shall not apply to requests made prior to its entry into force;

except that Articles 2, 3 and & of this Supplementary Treaty shall be applicable to requests

made prior to such entry into force.

Article 10

This Supplementary Treaty shall be interpreted consistent with the Agreement between the

United States of America and the European Union.

Article 11

1. This Supplementary Treaty shall be subject to ratification, and the instruments of
ratification shall be exchanged as soon as possible. This Supplementary Treaty shall enter into
force on the date the Agreement between the United States of America and the European Union

enters into force.
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2. This Supplementary Treaty shall terminate on the date of termination of the Agreement
between the United States of America and the European Union and the Mutual Legal
Assistance Treaty shall i)e applied, unless the United States of America and the Czech Republic
agree by exchange of diplomatic notes to continue to apply some or all of the provisions of this
Supplementary Treaty.

3. When giving or receiving notice terminating the Agreement between the United States
of America and the European Union, the United States of America shall at the same time

inform the Czech Republic of such notice.

IN WITNESS WHEREOF, the undersigned, being duly authorized for this purpose, have
signed this Supplementary Treaty.

DONE at Prague, this sixteenth day of May, 2006 in duplicate, in the English and Czech

languages, both texts being equally authentic.

STATES OF AMERICA: FOR THE CZECH REPUBLIC:

FOR THE UNITED /\
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Instrument between the Kingdom of Denmark and the United States of America,

as contemplated by Article 3(3) of the Agreement on Mutual Legal Assistance between the

i.

United States of America and the European Union signed 25 June 2003

As contemplated by Article 3(3) of the Agreement on Mutual Legal Assistance

between the United States of America and the European Union signed 25 June 2003 (bereafter
"the U.S.-EU Mutual Legal Assistance Agreement”), the Governments of the Kingdom of
Denmark and the United States of America acknowledge that, in accordance with the provisions
of this Instrument, the U.S.-EU Mutual Legal Assistance Agreement is applied between them
under the following terms:

@

®

©

@

)

(g)

)

2.

Article 4 of the U.S.-EU Mutual Legal Assistance Agreement.as set forth in Article 1 of

“the Amnex to this Instrument shall govern the identification of financial accounts and

transactions;

Article 5 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in Article 2 of
the Annex to this Instrament shall govern the formation and activities of joint investigative
teams; .

Article 6 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in Article 3 of
the Annex to this Instrument shall govern the taking of testimony of a person located in the
requested State by use of video transmission technology between the requesting and
requested States;

Article 7 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in Article 4 of
the Annex to this Instrument shall govem the use of expedited means of communication;

Article 8 of the U.S.-EU Mutual Legal Assistance Agreemém as set forth in Article 5 of
the Annex to this Instrument shall govern the providing of mutual legal assistance to the
administrative authorities concerned;

Article 9 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in Article 6 of
the Annex to this Instrument shall govern the limitation on use of information or evidence
provided to the requesting State, and the conditioning or refusal of assistance on data
protection grounds;

Article 10 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in Article 7 of
the Annex to this Instrument shall govern the circumstances under which a requestmo State
may seek the confidentiality of its request;

Article 13 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in Article 8 of
the Annex to this Instrument shall govern the invocation by the requested State of grounds
for refusal.

The Annex reflects the provisions of the U.S.-EU Mutual Legal Assistance

Agreement that shall apply between the United States of America and the Kingdom of Denmark
upon entry into force of this Instrament.
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3 This Instrument and its Annex shall not apply to Greenland and the Faroe Islands
unless the United States of America and the European Union, by exchange of diplomatic notes,
duly confirmed by the Kingdom of Denmark in accordance with Article 16(1)(b) of the U.S.-EU
Mutual Legal Assistance Agreement, agree otherwise.

4, - In accordance with Article 12 of the U.S.-EU Mutual Legal Assistance Agreement,
this Instrument shall apply to offenses committed before as well as after it enters into force.

5. This Instrument shall apply to requests made after its entry into force; nevertheless, Articles 3
and 4 of the Annex shall in accordance with Article 12 of the U.S.-EU Mutual Legal Assistance
Agreement, be applicable to requests pending in the requested State at the time this Instrument
enters into force. :

6.(a) This Instrument shall be subject to completion by the United States of America and the
Kingdom of Denmark of their respective applicable internal procedures for entry into
force. The Governments of the United States of America and the Kingdom of Denmark
shall thereupon exchange instruments indicating that such measures have been
completed. This Instrument shall enter into force on the date of entry into force of the
U.S.-EU Mutual Legal Assistance Agreement.

(b) In the event of termination of the U.S.-EU Mutual Legal Assistance Agreement, this
Instrument -shall be terminated. The Governments of the United States of America and
the Kingdom of Denmark nevertheless may agree to continue to apply some or all of the
provisions of this Instrument.

IN WITNESS WHEREOF, the undersigned, being duly authorized by their respective
Governments, have signed this Instrument.

DONE at Copenhagen, in duplicate, this Thursday of 23 June 2005, in the English
and Danish languages, both texts being equally authentic.

FOR THE GOVERNMENT OF THE FOR THE GOVERNMENT OF THE
UNITED STATES OF AMERICA: KINGDOM OF DENMARK:

e
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ANNEX

Article 1
Identification of bank information

Upon request of the requesting State, the requested State shall, in accordance with the
terms of this Article, promptly ascertain if the banks located in its territory possess
information on whether an identified natural or legal person suspected of or charged with
a criminal offense is the holder of a bank account or accounts. The requested State shall
promptly communicate the results of its enquiries to the requesting State.

The actions described in subparagraph (a) may also be taken for the purpose of
identifying:

0] information regarding natural or legal persons convicted of or otherwise involved
in a criminal offense; )

(ii) information in the possession of non-bank financial institutions; or

(i1i) financial transactions unrelated to accounts.

A request for information described in paragraph 1 of this Article shall include:

the identity of the natural or legal person relevant to locating such accounts or
transactions;

sufficient information to enable the competent authority of the requested State to:

(i) . reasonably suspect that the natural or legal person concerned has engaged in a
criminal offense and that banks or non-bank financial institutions in the territory
of the requested State may have the information reqﬁested; and

(ii)  conclude that the information sought relates to the criminal investigation or
proceeding; and

to the extent possible, information conceming which bank or nonm-bank financial
institution may be involved, and other information the availability of which may aid in
reducing the breadth of the enquiry.

- Unless subsequently modified by exchange of diplomatic notes between the European

Union and the United States of America, requests for assistance under this Article shall
be transmitted between: .

The Danish Ministry of Justice, and
for the United States of America, the attaché responsible for Denmark of the:

(i) U.S. Department of Justice, Drug Enforcement Administration, with respect to
matters within its jurisdiction;
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(it) U.S. Department of Homeland Security, Bureau of Immigration and Customs
Enforcement, with respect to matters within its jurisdiction;

(i1)U.S. Department of Justice, Federal Burean of Investigation, with respect to
all other matters.

The Kingdom of Denmark shall provide assistance under this Article with respect to
offenses punishable by a penalty involving deprivation of liberty or a detention order of a
maximum period of at least four years in the requesting State and at least two years in the
requested State. The United States of America shall provide assistance under this Article
with respect to money laundering and terrorist activity punishable under the Jaws of both
the requesting and requested States, and such other criminal activity as to which the
United States of America may notify the Kingdom of Denmark.

Assistance may not be refused under this Article on grounds of bank secrecy.

The requested State shall respond to a request for production of the records concerning
the accounts or transactions jdentified pursuant to this Article in accordance with the
requirements of its domestic law.

Article 2
Joint investigative teams

Joint investigative teams may be established and operated in the respective territories of
the United States of America and the Kingdom of Denmark for the purpose of facilitating
criminal investigations or prosecutions involving the United States of America and one or
more Member States of the European Union where deemed appropriate by the United
States of America and the Kingdom of Denmark.

The procedures under which the team is to operate, such as its composition, duration,
location, organization, functions, purpose, and terms of participation of team members of
a State in investigative activities taking place in another State’s territory shall be as
agreed between the competent authorities responsible for the investigation or prosecution
of criminal offenses, as determined by the respective States concerned.

The competent authorities determined by the respective States concerned shall
communicate directly for the purposes of the establishment and operation of such team
except that where the exceptional complexity, broad scope, or other circumstances
involved are deemed to require more central coordination as to some or all aspects, the
States may agree upon other appropriate channels of communications to that end.

Where the joint investigative team needs investigative measures to be taken in one of the
States setting up the team, a member of the team of that State may request its own
competent authorities to take those measures without the other States having to submit a
request for mutual legal assistance. The required legal standard for obtaining the measure
in that State shall be the standard applicable to its domestic investigative activities.
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Article 3
Video conferencing

1.+ The use of video transmission technology shall be available between the United States of
America and the Kingdom of Denmark for taking testimony in a proceeding for which
mutual legal assistance is available of a witness or expert located in the requested State.
To the extent not specifically set forth in this Article, the modalities governing such
procedure shall be as otherwise provided under the lJaw of the requested State.

2. Unless otherwise agreed by the requesting and requested States, the requesting State shall
bear the costs associated with establishing and servicing the video transmission. Other
costs arising in the course of providing assistance (including costs associated with travel
of participants in the requested State) shall be borne as agreed upon by the requesting and
requested States.

3. The requesting and requested States may consult in order to facilitate resolution of legal,
technical or logistical issues that may arise in the execution of the request.

4. Without prejudice to any jurisdiction under the law of the requesting State, making an
intentionally false statement or other misconduct of the witness or expert during the
course of the video conference shall be punishable in the requested State.in the same
manner as if it had been committed in the course of its domestic proceedings.

5. This Article is without prejudice to the use of other means for obtaining of testimony in
the requested State available under applicable treaty or law.

6. The requested State may permit the use of video conferencing technology for purposes
other than those described in paragraph'1 of this Article, including for purposes of
identification of persons or objects, or taking of investigative statements.

Article 4
Expedited transmission of requests

Requests for mutual legal assistance, and communications related thereto, may be made by
expedited means of communications, including fax or e-mail, with formal confirmation to follow
where required by the requested State. The requested State may respond to the request by any
such expedited means of communication. .

Article 5
Mutual legal assistance to administrative authorities

1. Mutual legal assistance shall also be afforded to a national administrative authority,
investigating conduct with a view to a criminal prosecution of the conduct, or referral of
the conduct to criminal investigation or prosecution authorities, pursuant to its specific
administrative. or regulatory authority to undertake such investigation. Mutual legal
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assistance may also be afforded to other administrative authorities under such
circumnstances. Assistance shall not be available for matters in which the administrative
authority anticipates that no prosecution or referral, as applicable, will take place.

Requests for assistance under this article shall be transmitted between the United States
Department of Justice and the Danish Ministry of Justice, or between such other
authorities as may be agreed by the Department of Justice and Ministry of Justice.

-Article 6

Limitations on use to protect personal and other data

1. The requesting State may use any evidence or information obtained from the requested State:

()
®
©

@

O
2 (a)

®

for the purpose of its criminal investigations and proceedings;

for preventing an immediate anid serious threat to its public security;
in its non-criminal judicial or administrative proceedings directly related to investigations
or proceedings: ‘
(i)  set forth in subparagraph (a); or
(i1)  for which mutual legal assistance was rendered under Article 5 of this Annex;
for any other purpose, if the information or evidence has been made public within the
framework of proceedings for which they were transmitted, or in any of the situations
described in subparagraphs (a), (b) and (c); and

for any other purpose, only with the prior consent of the requested State.

This Article shall not prejudice the ability of the requested State to impose additional
conditions in a particular case where the particular request for assistance could not be
complied with in the absence of such conditions. Where additional conditions have been
imposed in accordance with this subparagraph, the requested State may require the
requesting State to give information on the use made of the evidence or information.

Generic Testrictions with respect to the legal standards of the requesting State for
processing personal data may not be imposed by the requested State as a condition under
subparagraph (a) to providing evidence or information. )

Where, following disclosure to the requesting State, the requested State becomes aware
of circumstances that may cause it to seek an additional condition in a particular case, the
requested State may consult with the requesting State to determine the extent to which
the evidence and information can be protected.

Article 7
Requesting State’s request for confidentiality

The requested State shall use its best efforts to keep confidential a request and its contents if such
confidentiality is requested by the requesting State. If the request cannot be executed without
breaching the requested confidentiality, the Department or Ministry of Justice of the requested



89

State shall so inform the requesting State, which shall then determine whether the request should
nevertheless be executed. :

Article 8
Refusal of assistance

Subject to Article 1(5) and 6(2)(b) of this Annex, the provisions of this Annex are without
prejudice to the invocation by the requested State of grounds for refusal of assistance available
pursuant to its applicable legal principles, including where execution of the request would
prejudice its sovereignty, security, ordre public or other essential interests.
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Instrument as contemplated by Article 3(2) of the Agreement on Mutual Legal
Assistance between the United States of America and the European Union signed
25 June 2003, as to the Application of the Treaty between the Government of the

United States of America and the Goverbment of the Republic of Estonia on Mutual
‘Legal Assistance in Criminal Matters signed 2 April 1998

1. As contemplated by Article 3(2) of the Agreement on Mutual Legal Assistance

- between the United States of America and the European Union signed 25 June 2003
(hereafter "the U.S.-EU Mutual Legal Assistance Agreement”), the Governments of the
United States of America and the Republic of Estonia acknowledge that, in accordance
with the provisions of this Instrument, the U.S.-EU Mutual Legal Assistance Agreement
is applied in relation to the bilateral Treaty between the Government of the United States
of America and the Government of the Republic of Estonia on Mutual Legal Assistance
in Criminal Matters, signed 2 April 1998 (hereafter “the 1998 Mutual Legal Assistance
Treaty™) under the following terms: ,

{a) Article 4 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in Article
17 bis of the Annex to this Instrument shall govern the identification of financial
accounts and transactions, in addition to any authority already provided under the
1998 Mutual Legal Assistance Treaty;

(by  Article 5 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in Article
17 ter of the Annex to this Instrument shall govern the formation and activities of
Joint investigative teams, in addition 1o any authority already provided under the
1998 Mutual Legal Assistance Treaty;

(c) Article 6 of the U.S.-EU Mutual Legal Assistance Agreement as set forthin
Articles 6 and 17 quater of the Annex to this Instrument shall govern the taking of
testimony of a person located in the Requested State by use of video transmission
technology between the Requesting and Requested States, in addition 1o any
authority already provided under the 1998 Mutual Legal Assistance Treaty;

(d) Article 7 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in Article
4(1) of the Annex to this Instrument shall govern the use of expedited means of
" communication, in addition to any authority already provided under the 1998
Mutual Legal Assistance Treaty;

(e) Article 8 of the U.S-EU Mutual Legal Assistance Agreement as set forth in Article
1 (1 bis) of the Annex to this Instrument shall govern the providing of mutual legal
assistance to the administrative authorities concerned, in addition 1o any authority
already provided under the 1998 Mutual Legal Assistance Treaty; and

()  Article 9 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in Article
7 of the Annex to this Instrument shall govern the limitation on use of information
or evidence provided to the Requesting State, and the conditioning or refusal of
assistance on data protection grounds.
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2. The Annex reflects the imégraied text of the provisions of the 1998 Mutual Legal
Assistance Treaty and the U.S.-EU Mutual Legal Assistance Agreement that shall apply
upon entry into force of this Instrument.

3 In accordance with Article 12 of the U.S.-EU Mutual Legal Assistance
Agreement, this Instrument shall apply to offenses committed before as well as after it
enters into force.

4. This Instrument shall not apply to requests made prior to its entry into force;
except that, in accordance with Article 12 of the U.S.-EU Mutual Legal Assistance
Agreement, Articles 4(1), 6 and 17 quater of the Annex shall be applicable to requests
made prior to such eniry into force.

5.(a) This Instrument shall be subject to the completion by the United States of
America and the Republic of Estonia of their respective applicable internal
procedures for entry into force. The Governments of the United States of
America and the Republic of Estonia shall thereupon exchange instruments
indicating that such measures have been completed. This Instrument shall enter
into foree on the date of entry into force of the U.S.-EU Mutual Legal Assistance
Agreement.

(b) 1nthe event of termination of the U.S.-EU Mutual Legal Assistance Agreement,
this Instrument shall be terminated and the 1998 Mutual Legal Assistance Treaty
shall be applied. The Governments of the United States of America and the
Republic of Estonia nevertheless may agree to continte to apply some or all of
the provisions of this Instrument.

IN WITNESS WHEREOF, the undersigned, being duly authorized by their respective
Governments, have signed this Instrument.

DONE at Tallinn, in duplicate, this&‘ﬁ day of February, 2006, in the English and
Estonian languages, both texts being equally authentic.

~ FOR THE GOVERNMENT OF THE FOR THE GOVERNMENT OF THE
UNITED STATES OF AMERICA: REPUBLIC OF ESTONIA:
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TREATY BETWEEN THE GOVERNMENT OF THE UNITED STATES OF
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‘Article 1
Scope of Assistance

1. The Parties shiall provide mutual assistance, in accordance with the provisions of this
Treaty, in conmection with the investigation, prosecution, and prevention of offenses, and
in proceedings related 1o criminal matters.

1. bis (a) Mutual legal assistance shall also be afforded to a national administrative
authority, investigating conduct with a view to a criminal prosecution of the conduct, or
referral of the conduct to criminal investigation or prosecution authorities, pursuant to its
specific administrative or regulatory authority to undertake such investigation. Mutual
legal assistance may also be afforded to other administrative authorities under such
circumstances. Assistance shall not be available for matters in which the administrative
authority anticipates that no prosecution or referral, as applicable, will take place.

(b) Requests for assistance under this paragraph shall be transmitted between the
Central Authorities designated pursuant to Article 2 of this Treaty, or between such other
authorities as may be agreed by the Central Authorities,

2. Assistance shall include:

(a) taking the testimony or statements of persons;

(b) providing documents, records, and other items;

(c) locating or identifying persons or items;

(d) setving documents;

(e) transferring persons in custody for testimony or other purposes;

(f) executing searches and seizures;

(g) assisting in proceedings related to immobilization and forfeiture of assets; restitution;
collection of fines; and

(h) any other form of assistance not prohibited by the laws of the Requested State,

3. Assistance shall be provided without regard to whether the conduct that is the subject
of the investigation, prosecution, or proceeding in the Requesting State would constitute
an offense under the faws of the Requested State.

4. This Treaty is intended solely for mutual legal assistance between the Parties. The
provisions of this Treaty shall not give rise to a right on the part of any private person to
obtain, suppress, or exclude any evidence, or to impede the execution of a request.
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Article 2
Central Authorities

1. Each Party shall designate a Central Authority to make and receive requests pursuant
to this Treaty.

2. For the United States of America, the Central Authority shall be the Atforney General
or a person designated by the Attorney General. For the Republic of Estonia, the Central
Authority shall be the Ministry of Justice or a person designated by the Minister of
Justice,

3. The Central Authorities shall communicate directly with one another for the purposes
of thds Treaty.

Article 3
Limitations on Assistance
1. The Central Authority of the Requested State may deny assistance if:

(a) the request relates to an offense urider military law that would not be an offense under
ordinary criminal law;

(b) the request relates to a political offense;

(c) the execution of the request would prejudice the security or similar essential interests
of the Requested State; or . .

(d) the request does not conform to the requirernents of the Treaty.

2. Before denying assistance pursuant to this Article, the Central Authority of the
Requested State shall consult with the Central Authority of the Requesting State to
consider whether assistance can be given subject to such conditions as it deems
necessary. If the Requesting State accepts assistance subject to these conditions, it shall
comply with the conditions.

3. If the Central Authority of the Requested State denies assistance, it shall inform the_
Central Authority of the Requesting State of the reasons for the denial.

Article 4
Form and Contents of Requests
1.(a) Requests for mutual Jegal assistance and communications relatéd thereto may be

made and responded to by expedited means of communications, inchuding fax or e-mail,
with formal confirmation to follow where required by the Requested State.
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(b) In urgent situations, requests for mutual Jegal assistance may be made orally but
shall be confirmed in writing within ten days unless the Central Authority of the
Requested State agrees otherwise.

(¢) The request shall be in the Janguage of the Requested State unless otherwise
agreed.

2. The request shall include the following:

(2) the name of the authority conducting the investigation, prosecution, or proceeding to
which the request relates;

(b) a description of the subject matter and nature of the investigation, prosecution, or
proceeding, including the specific criminal offenses that relate to the matter;

(c) a description of the evidence, information, or other assistance sought; and

(d) a statement of the purpose for which the evidence, information, or other assistance is
sought.

3. To the extent necessary and possible, a request shall also include:

(2) information on the identity and location of any person from whom evidence is sought;
(b) information on the identity and location of a person to be served, that person’s
relationship to the proceeding, and the manner in which service is to be made;

(c) information on the identity and suspected location of a person or item to be located;
(d) a precise description of the place or person to be searched and of the item to be
seized;

(&) d deseription of the manner in which any testimony or statement is fo be taken and
recorded;

(f) a description of the testimony or statement sought, which may mclude a list of
questions to be asked of a person;

(g) a description of any particular procedure to be followed in executing the request;
(h) information as to the allowances and expenses to which a person asked to appear in
the Requesting State will be entitled; and

(i) any other information that may be brought to the attention of the Requested State to
facilitate its execution of the request.

Article 5
Execution of Requests .

1. The Central Authority of the Requested State shall promptly execute the request or,
when appropriate, shall transmit it to the authority having jurisdiction to do so, The
competent authorities of the Requested State shall do everything in their power to execute
the request. The Courts or other competent authorities of the Requested State shall have
authority 1o issue subpoenas, search wartants, or other orders necessary to execute the
request.
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2. The Central Authority of the Requested State shall make all necessary anéngements
for representation of the Requesting State in the execution of a request for assistance in
the Requested State.

3. Requests shall be executed in accordance with the laws of the Requested State except
1o the extent that this Treaty provides otherwise. Procedures specified in the request shall
be followed except to the extent that those procedures cannot Jawfully be followed in the
Requested State. Where neither the Treaty nor the request specifies a particular
procedure, the request shall be executed in accordance with the appropriate procedure
under the laws applicable for criminal investigations or proceedings in the Requested -
State.

4. 1f the Central Authority of the Requested State determines that execution of a request
would interfere with an ongoing criminal investigation, prosecution, or proceeding in that
State, it may postpone execution, or make execution subject to conditions determined to
be necessary after consultations with the Central Authority of the Requesting State. If the

. Requesting State accepts the assistance subject to the conditions, it shall comply with the
conditions.

5. The Requested State shall use its best efforts to keep confidential a request and its
contents if such confidentiality is requested by the Central Authority of the Requesting
State. If the request cannot be executed without breaching such confidentiality, the
Central Authority of the Requested State shall so inform the Central Authority of the
Requesting State, which shall then determine whether the request should nevertheless be
executed.

6. The Central Authority of the Requested State shall respond to reasonable requests by
the Central Authority of the Requesting State concerning progress toward execution of
the request.

7. The Central Authority of the Reguested State shall promptly inform the Central
Authority of the Requesting State of the outcome of the execution of a request. If
execution of the request is denied, delayed, or postponed, the Central Authority of the
Requested State shall inform the Central Authority of the Requesting State of the reasons
for the denial, delay, or postponement.

Article 6
Costs

1. The Requested State shall pay all costs relating to the execution of a request, including
the costs of representation, except for the following:

() the fees of experts;
(b) the costs of translation, interpretation, and transcription;
(c) the allowances and expenses related to travel of persons traveling either in the
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Requested State for the convenience of the Requesting State or pursuant to Articles 10 -
and 11; and

d) the costs associated with establishing and servicing a video transmission pursuant to
Article 17 guater, unless otherwise agreed by the Requesting and Requested States; other
costs arising in the course of providing such assistance (including costs associated with
travel of participants in the Requested State) shall be borne in accordance with the other
provisions of this Arficle.

2. 1f during the execution of a request it becomes apparent that complete execution will
entail expenses of an extraordinary nature, the Central Authorities shall consult to
determine the terms and conditions under which execution may continue. ’

Article 7

Limitations on Use

1. The Requested State may require that the Requesting State limit the use of any
evidence or information obtained from the Requested State to the following purpeses:

{(a) for the purpose of its criminal investigations and proceedings;
(b)  for preventing an immediate and serious threat to its public security;
(c) in its non-criminal judicial or administrative proceedings directly related to
investigations or proceedings:
3] set forth in subparagraph (a); or
(i)  for which mutual Jegal assistance was rendered under Article 1 (1 bis) of
this Treaty; )
(d) for any other purpose, if the evidence or information has been made public within
the framework of proceedings for which they were transmitted, or in any of the situations
described in subparagraphs (a), (b) and {(¢); and
(e} for any other purpose, only with the prior consent of the Requested State.

2. .
(a) This Article shall not prejudice the ability of the Requested State in accordance
with this Treaty to impose additional conditions in a particular case where the particular
request for assistance could not be complied with in the absence of such conditions.
Where additional conditions have been impesed in accordance with this subparagraph,
the Requested State may require the Requesting State 1o give information on the use
made of the evidence or information. ‘

b) Generic restrictions with respect to the legal standards of the Requesting State for
processing personal data may not be imposed by the Requested State as a condition under
subparagraph (a) to providing evidence or information.




98

3. Where, following disclosure to the Requesting State, the Requested State becomes
aware of circumstances that may cause it to seek an additional condition in a particular
case, the Requested State may consult with the Requesting State to determine the extent
to which the evidence or information can be protected.

4. The Central Authority of the Requested State may request that information or
evidence furnished under this Treaty be kept confidential or be used only subject to terms
and conditions that it may specify. If the Requesting State accepts the information or
evidence subject 10 such conditions, the Requesting State shall use its best efforts to
comply with the conditions.

Aurticle 8
Testimony or Evidence in the Requested State

1. A person in the Requested State from whom evidence is requested pursuant to this
Treaty shall be compelled, if necessary, o appear and testify or produce items, including
documents and records. A person who gives false testimony, either orally or in writing, in
execution of a request shall be subject to prosecution in the Requested State in
accordance with the criminal laws of that State. :

2. Upon request, the Central Authority of the Requested State shall furnish informationin -
advance about the date and place of the taking of the testimony or evidence pursuant to
this Article. .

3. The Requested State shall permit the presence of such persons as specified in the
request during the execution of the request and shall allow such persons to guestion the
person giving the testimony or evidence.

4. If the person referred to in paragraph 1 assens a claim of inununity, incapacity, or
privilege under the laws of the Requesting State, the testimony or evidence shall
nonetheless be taken and the claim made known to the Central Authority of the
Requesting State for resolution by the authorities of that State.

5. Evidence produced in the Requested State pursuant to this Article or that is the subject
of testimony taken under this Article shall, upon request, be authenticated, by an
attestation, including, with respect to business records, authentication in the manner
indicated in Form A appended to this Treaty. The absence or nonexistence of such
records shall, upon request, be certified through the use of Form B appended to this
Treaty. Records authenticated by Form A, or Form B certifying the absence or
nonexistence of such records, shall be admissible in evidence in the Requesting State as
proof of the truth of the matters set forth therein.
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Article 9
Records of Government Agencies

1. The Requested State shall provide the Requesting State with copies of publicly
available records, including documents or information in any form, in the possession of
an executive, legislative, or judicial authority in the Requested State.

2. The Requested State may provide copies of any records, including documents or
information in any form, that are in the possession of an executive, legislative, or judicial
zuthority in that State, but that are not publicly available, to the sanie extent and under the
same conditions as such copies would be available to its own Jaw enforcement or judicial
authorities. The Requested State may in its discretion deny a request for records that are
not publicly available entirely or in part.

3. Records produced pursuant to this Article shall, upon request, be authenticated by an
official responsible for maintaining them through the use of Form C appended to this®
Treaty. The absence or nonexistence of such records shall, upon request, be certified by
an official responsible for maintaining similar records through the use of Form D
appended to this Treaty. No further authentication shall be necessary, Records
authenticated by Form C, or Form D certifying the absence or nonexistence of snch
records, shall be admissible in evidence in the Requesting State as proof of the truth of
the matters set forth therein.

Article 10
Testimony in the Requesting State

1. When the Requesting State requests the appearance of a person in that State, the
Requested State shall invite the person to appear before the appropriate authority in the
Requesting State. The Central Authority of the Requested State shall promptly inform the
Central Authority of the Requesting State of the person's response. )

2. The Requesting State shall indicate the extent to which the person’s expenses will be
paid. A person who agrees to appear may ask that the Requesting State advance money to
cover these expenses. This advance may be provided through the Embassy or a consulate
of the Requesting State.

3. The Central Authority of the Requesting State may, in its discretion, determine that a
person appeating in the Requesting State pursuant to this Article shall not be subjectto
service of process, or be detained or subjected to any restriction of personal liberty, by
reason of any acts or convictions that preceded the person's departure from the Requested
State.

4, The safe conduct provided for by this Article shall cease seven days after the Central
Authority of the Requesting State has notified the Central Authority of the Requested

10
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State that the person's presence is no longer required, or when the person, having left the
Requesting State, voluntarily returns. The Central Authority of the Requested State may,
in its discretion, extend this period for up to fifteen days if it determines that there is good
cause to do so.

Article 11
Transfer of Persons in Custody

1. A person in the custody of the Requested State whose presence outside the Requested
State is sought for purposes of assistance under this Treaty shall be transferred from the
Requested State for that purpose if the person consents and if the Central Authorities of
the Requesting and the Requested States agree.

2. A person in the custody of the Requesting State whose presence in the Requested State
is sought for purposes of assistance under this Treaty may be transferred from the
Requesting State to the Requested State if the person consents and if the Central
Authorities of both States agree.

3. For purposes of this Article:

(a) the receiving State shall have the authority and the obligation to keep the person
transferred in custody unless otherwise authorized by the sending State;

(b) the receiving State shall retwmn the person transferred to the custody of the sending
State as soon as circumstances permit or as otherwise agreed by both Central Authorities;
(c) the receiving State shall not require the sending State to initiate extradition or any
other proceedings for the return of the person transferred;

(d) the person transferred shall receive credit for service of the sentence imposed in the

. sending State for time served in the custody of the receiving State; and

(e) where the receiving State is a third State, the Requesting State shall make all
arrangements necessary to meet the requirements of this paragraph.

4. Safe conduct shall be provided in accordance with Article 10, paragraphs 3 and 4,
except that the person shall be kept in custody for the offense for which the person is
incarcerated in the sending State.

Article 12

Transit of Persons in Custody

1. The Requested State may authorize the transit through its territory of a person held in
custody by the Requesting State or a third State, whose personal appearance has been

requested by the Requesting State in an investigation, prosecution, or proceeding.

2. The Requested State shall have the authority and the obligation to keep the person in
custody during transit,

11
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Article 13
Location or Identification of Persons or lterns

If the Requesting State seeks the location or identity of persons or items in the Requested
State, the Requested State shall use its best efforts to ascertain the Jocation or identity.

Article 14
Service of Documents

1. The Requested State shall use its best efforts to effect service of any document
relating, in whole or in part, to any request for assistance made by the Requesting State
under the provisions of this Treaty.

2. The Requesting State shall transmit any request for the service of a document requiring
the appearance of a person before an authority in the Requesting State a reasonable time
before the scheduled appearance.

3. The Requested State shall return a proof of service to the Requesting State in the
manner specified in the request.

Article 15
Search and Seizure

1. The Requested State shall execute a request for the search, seizure, and transfer of any
item to the Requesting State if the request includes the information justifying such action
under the laws of the Requested State.

2. Upon request, every official who has had custody of a seized item shall certify, through
the use of Form E appended to this Treaty, the identity of the item, the continuity of
custody, and any changes in condition. No further certification shall be required. The
certificates shall be admissible in evidence in the Requesting State.

3. The Central Authority of the Requested State may require that the Requesting State
agree to the terms and conditions deemed to be necessary to protect third party interests
in the item to be transferred.

Article 16 '
Return of Jtems

The Central Authority of the Requested State may require that the Central Authority of
the Requesting State return, as soon as possible, any items, including documents, records,

or articles of evidence, furnished to it in execution of a request under this Treaty.

12
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Article 17
Assistance in Forfeiture Proceedings

1. The Central Authority of either Party may notify the Central Authority of the other
Party when it becomes aware of proceeds or instrumentalities of offenses that are located
in the other Party and may be forfeitable or otherwise subject to seizure under the laws of
that Party. If the Party receiving such information bas jurisdiction in this regard, it may
present this information to its authorities for a determination whether any action is
appropriate. These authorities shall issue their decision in accordance with the laws of
their country. The Central Authority of the Party that received the information shall
inform the Central Authority of the Party that provided the information of the action
taken.

2. The Parties shall assist each other to the exieit permitted by their respective laws in
proceedings relating to the forfeiture of the proceeds and instrumentalities of offenses,
yestitution to the victims of crime, and the collection of fines imposed as sentences in
criminal prosecutions. This may include action to temporarily immobilize the proceeds or
instrumentalities pending further proceedings.

3. The Party that has custody over proceeds or instrumentalities of offenses shall dispose
of them in accordance with its laws. Either Party may transfer all or part of such assets, or
the proceeds of their sale, to the other Party, to the extent permitted by the transferring
Party's laws and upon such terms as it deems appropriate.

Article 17 bis

1dentification of Bank Informhation

1. .
()  Upon request of the Requesting State, the Requested State shall, in accordance
with the terms of this Article, promptly ascertain if the banks Jocated in its territory
possess information on whether an identified natural or legal person suspected of or
charged with a criminal offense is the holder of a bank account or accounts. The
Requested State shall promptly communicate the results of its enquiries to the Requesting
State.

(b)  The actions described in subparagraph (a) may also be taken for the purpose of
identifying:

€8] information regarding natural or legal persons convicted of or otherwise
involved in a criminal offense;

(i)  information in the possession of non-bank financial institutions; or

(iiiy  financial transactions unrelated to accounts.
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2. In addition to the requirements of Article 4(2) of this Treaty, a request for
information described in paragraph 1 shall include:

(a)  the identity of the natural or legal person relevant to Jocating such accounts or
transactions;
(b)  sufficient information to enable the competent authority of the Requested State to:

o reasonably suspect that the natural or legal person concerned has engaged
in a criminal offense and that banks or non-bank financial institutions in the
territory of the Requested State may have the information requested; and

(i) conclude that the information sought relates to the criminal investigation
or proceeding; and

(¢} to the extent possible, information concerning which bank or non-bank financial
institution may be involved, and other information the availability of which may aid in
reducing the breadth of the enquiry: '

3. Unless subsequently modified by exchange of diplomatic notes between the
European Union and the United States of America, requests for assistance under this
Article shall be transmitted between:

(a) for the Republic of Estonia, its Ministry of Justice, and

(b)  for the United States of America, the attaché responsible for the Republic of
Estonia of the:

(i) U.S. Department of Justice, Drug Enforcement Administration, with
respect to matters within its jurisdiction;

(if) U.S. Department of Homeland Security, Bureau of Immigration and
Customs Enforcement, with respect to matters within its jurisdiction;

(1i)U.S. Department of Justice, Federal Burean of Investigation, with
respect to all other matters.

4. The Republic of Estonia shall provide assistance under this Article with respect to
offenses punishable under the laws of both the Requesting and Requested States. The
United States of America shall provide assistance under this Article with respect to
money laundering and terrorist activity punishable under the laws of both the Requesting
and Requested States, and with regpect 1o such other criminal activity as the United States
of America may notify the Republic of Estonia.

5! The Requested State shall respond to a request for production of the records -,

concerning the accounts or transactions identified pursuant to this Article in actordance
with the provisions of this Treaty.

14
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Article 17 ter
Joint Investigative Teams

1. Joint investigative teams may be established and operated in the respective
territories of the United States of America and the Republic of Estonia for the purpose of
facilitating criminal investigations or prosecutions involving the United States of
America and one or more Member States of the European Union where deemed
appropriate by the United States of America and the Republic of Estonia.

2. The procedures under which the team is to operate, such as its composition,
duration, location, organization, functions, purpose, and terms of participation of team
members of a State in investigative activities taking place in another State’s territory shall
be as agreed between the competent authorities responsible for the investigation or
prosecution of criminal offenses, as determined by the respective States concerned.

3. The competent authorities detetmined by the respective States concerned shall
communicate directly for the purposes of the establishment and operation of such team
except that where the exceptional complexity, broad scope, or other circumstances
involved are deemed 1o require mote central coordination as to some or all aspects, the
States may agree upon other appropriate channels of communications to that end.

4. Where the joint investigative team needs investigative measures to be taken in one
of the States setting up the team, a member of the team of that State may request its own
competent authorities to take those measures without the other States having to submita
request for mutual legal assistance. The required legal standard for obtaining the measure
in that State shall be the standard applicable to its domestic investigative activities.

Article 17 quater
Video Corferencing

1. The use of video transmission technology shall be available between the United
States of America and the Republic of Estonia for taking testimony in a proceeding for
which mutual legal assistance is available of a witness or expert located in the Requested
State. To the extent not specifically set forth in this Article, the modalities governing
such procedure shall be as otherwise provided under this Treaty.

2. The Requesting and Requested States may consult in order to facilitate resolution
of legal, technical or logistical issues that may arise in the execution of the request.

3. Without prejudice to any jurisdiction under the law of the Requesting State,
making an intentionally false statement or other misconduct of the witness or expert
during the course of the video conference shall be punishable in the Requested State in
the same manner as if it had been committed in the course of its domestic proceedings.
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4. This Article is without prejudice to the use of other means for obtaining of
testimony in the Requested Stdte available under applicable treaty or law.

5. The Requested State may permit the use of video conferencing technology for
purposes other than those described in paragraph 1 of this Article, including for purposes
of identification of persons or objects, or taking of investigative statements.

Article 18

Compatibility with Other Treaties

Assistance and procedures set forth in this Treaty shall not prevent either of the Parties
from granting assistance to the other Party through the provisions of other applicable
international agreements, or through the provisions of its national laws. The Parties may
also provide assistance pursuant to any bilateral arrangement, agreement, or practice that
may be applicable.

Article 19

Consultation

The Central Authorities of the Parties shall consult, at times mutually agreed to by them, .
to promote the most effective use of this Treaty. The Central Authorities may also agree
on such practical measures as may be necessary to facilitate the implementation of this
Treaty.

Article 20

Termination

Either Party may terminate this Treaty by means of written notice to the other Party.
* Termination shall take effect six months following the date of notification.

16
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Form A
CERTIFICATION OF BUSINESS RECORDS

-1, [pame], attest on penalty of criminal punishment for false statement or attestation
that I am employed by/associated with ___ [name of business from which doctuments are
sought] in the position of ___[business position or title] and by reason of my position am
authorized and qualified to make this attestation. Each of the records attached hereto is a
record in the custody of the above-named business that:

(A) was made, at or near the time of the occurrence of the matters set forth, by (or from
information transmitted by) a person with knowledge of those matters;

(B) was kept in the course of a regularly conducted business activity;

(C) was made by the business as a regular practice; and

(D) if not an original record, is a duplicate of the original.

____ [date of execution]}

___ Iplace of execution]

___ [signature]
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Form B
CERTIFICATION OF ABSENCE OR NONEXISTENCE OF BUSINESS RECORDS

1, ___ [name], attest on penalty of criminal punishment for false statement or attestation
that I am employed by/associated with ___ [name of business from which documents are
sought] in the position of ___ [business position or title] and by reason of my position am
authorized and qualified to make this attestation. As a result of my
employment/association with the above-named business, ] am familiar with the business
records it maintains. The business maintains records that are:

{A) made, at or near the time of the occurrence of the matters set forth, by (or from
information transmitted by) a person with knowledge of those matters;

(B) kept in the course of a regularly conducted business activity; and

{C) made by the business as a regular practice.

Among the records so maintained are records of individuals and entities that have
accounts or otherwise transact business with the above-named business. I have made or
caused to be made a diligent search of those records. No records have been found
reflecting any business activity between the business and the following individuals and
entities: . ’

____ [date of execution]

___ [place of execution]

___ [signature]
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Form C
CERTIFICATION OF OFFICIAL RECORDS

I, ___ [name], attest on penalty of crirninal punishment for false statement o attestation
that:

1. __ [name of office or ageéncy] is a government office or agency of ___{country] and
is authorized by law to maintain official records setting forth matters authorized by law to
be reported and recorded or filed;

2. my position with the above-named public authority is ___ {official titie];

3. in my official capacity I have caused the production of true and accurate copies of

records maintained by that public authority; and
4. those copies are described below and attached.

Description of Documenits:
___ [signature]
__[date]

Official Seal

19
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Form D
CERTIFICATION OF ABSENCE OR NONEXISTENCE OF OFFICIAL RECORDS

1, [name], attest on pénalty of criminal punishment for false statement or attestation
that:

1. [name of office or agency] is a government office or agency of ____ [country] and
is authorized by law to maintain official records setting forth matters authorized by law to
be reported and recorded or filed;

2. records of the type described below set forth matters that are authorized by Jaw to be
reported and recorded or filed, and such matters regularly are recorded or filed by the
above-named public authority;

3. my position with the above-named public authority is ____[official title];

4. in my official capacity I have caused the production of true and accurate copies of
records maintained by that public authority; and '

5. no such records have been found to exist therein.

Description of Documents:
___ [signature]
. [date]

Official Seal

20
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Form E
CERTIFICATION WITH RESPECT TO SEIZED ITEMS

I, ___[name], attest on penalty of criminal punishment for false statement or attestation
that:

1. My position with the Government of ___[country]is ___ [official title];

2. Ireceived custody of the iteras listed below from ___ [name of person] on _~__[date],
at__ [place]; and

3. Irelinquished custody of the items listed below to ____ [name of person] on___{date],
at ____{place} in the same condition as when I received them (or, if different, as noted
below). -

Description of Asticles:

Changes in condition while in my custody:

___[date of execu{ion]

__ [place of execution]

___ [signature]

Official Seal

21
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Treaty on Certain Aspects of Mutual Legal Assistance in Criminal Matters between the

1.

United States of America and the Republic of Fintand

As contemplated by Article 3(3) of the Agreement on Mutual Legal Assistance

between the United States of America and the European Union signed 25 June 2003
(hereafier "the U.S.-EU Mutual Legal Assistance Agreement™), the Governments of the
United States of America and the Republic of Finland acknowledge that, in accordance
with the provisions of this Treaty, the U.S.-EU Mutual Legal Assistance Agreement is
applied between them under the following terms:

@

®)

©

(@

©

(@)

®

The aim of this Treaty is to facilitate mutual legal assistance between the
United States of America and the Republic of Finland in accordance with the
terms of the U.S.-EU Mutual Legal Assistance Agreement;

Article 4 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 1 of the Annex to this Treaty shall govern the identification of financial
accounts and iransactions;

Article 5 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 2 of the Annex to this Treaty shall govern the formation and activities of
joint investigative teams;

Article 6 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 3 of the Annex to this Treaty shall govern the taking of testimony of a
person located in the refuested State by use of video transmission technology
between the requesting and requested States;

Article 7 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Amticle 4 of the Annex to this Treaty shall govern the use of expedited means of
communication;

Article 8 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 5 of the Annex to this Treaty shall govern the providing of mutual legal
assistance to the administrative authorities concerned;

Article § of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 6 of the Annex to this Treaty shall govern the limitation on use of
information or evidence provided to the requesting State, and governing the
conditioning or refusal of assistance on data protection grounds;

Article 10 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 7 of the Annex to this Treaty shall govern the circumstances under which
arequesting State may seek the confidentiality of its request;

Article 13 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 8 of the Annex to this Treaty shall govern the invocation by the requested
State of grounds for refusal.

2. The Annex reflects the provisions on mutual legal assistance applicable between the
United States of America and the Republic of Finland upon entry into force of this
Treaty.
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3. In accordance with Article 12 of the U.S.-EU Mutual Legal Assistance Agreement,
this Treaty shall apply to offenses committed before as well as after it enters into force.

4. This Treaty shall not apply to requests made prior to its entry into force; except that,
in accordance with Article 12 of the U.S.-EU Mutual Legal Assistance Agreement,
Articles 3 and 4 of the Annex shall be applicable to requests made prior to such entry
into force.

5. (a) This Treaty shall be subject to the completion by the United States of
America and the Républic of Finland of their respective applicable internal
procedures for entry into force. The Governments of the United States of
America and the Republic of Finland shall thereupon exchange notifications
indicating that such measures have been completed. This Treaty shall enter into
force on the date of entry into force of the U.S.-EU Mutual Legal Assistance
Agreement.

(b) In the event of termination of the U.S.-EU Mutual Legal Assistance
Agreement, this Treaty shall be terminated. The Govermments of the United
States of America and the Republic of Finland nevertheless may agree to
continue to apply some or all of the provisions of this Treaty.

IN WITNESS WHEREOF, the undersigned, being duly authorized by their respective
Governments, have signed this Treaty.

DONE at Brussels, in duplicate, this May of December 2004, in the English and
Finnish languages, both texts being equally authentic.

FOR THE GOVERNMENT OF FOR THE GOVERNMENT OF
THE UNITED STATES OF AMERICA:  THE REPUBLIC FINLAND:
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1{a)

()

ANNEX

Article 1:
Identification of bank information

Upon request of the requesting State, the requested State shall, in accordance
with the terms of this Article, promptly ascertain if the barks located in its
territory possess information on whether an identified natural or Jegal person
suspected of or charged with a criminal offense is the holder of a bank account
or accounts, The requested State shall promptly communicate the results of its
enquiries to the requesting State.

The actions described in subparagraph (a) may also be taken for the purpose of

identifying:

@

®)

to:

(©

()

(i)  information regarding natural or legal persons convicted of or otherwise
involved in a criminal offense;

(ii) information in the possession of non-bank financial institutions; or

(iti) financial transactions unrelated to accounts.

A request for information described in paragraph 1 of this Asticle shall include:

the identity of the natural or legal person relevant to locating such accounts or
transactions;

sufficient information to enable the competent authority of the requested State

@ reasonably suspect that the natural or legal person concerned has
engaged in a criminal offense and that banks or non-bank financial
institutions in the territory of the requested State may have the
information requested; and

(i) conclude that the information sought relates to the criminal investigation
or proceeding; and

to the extent possible, information concefning which bank or non-bank financial
institution may be involved, and other information the availability of which may
aid in reducing the breadth of the enquiry.

Unless subsequently modified by exchange of diplomatic notes between the
European Union and the United States of America, requests for assistance under
this Article shall be transmitted between:

the Ministry of Justice of Finland; and

for the United States of America, the attaché responsible for Finland of the:

(i)  U.S. Department of Justice, Drug Enforcement Administration, with
respect to matters within its jurisdiction;
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(ii) U.S. Department of Homeland Security, Bureau of Immigration and
Customs Enforcement, with respect to matters within its jurisdiction;

(iii) U.S. Department of Justice, Federal Bureau of Investigation, with respect’
to all other matters.

Assistance shall be provided under this Article with respect to money laundering
and terrorist activity punishable under the laws of both the requested and
requesting States. Assistance also shall be provided with respect to such other
criminal activity as the Government of the Republic of Finland and the
Government of the United States of America may notify each other.

Assistance may not be refused under this Article on grounds of bank secrecy.

The requested State shall respond to a request for production of the records
concerning the accounts or transactions identified pursuant to this Article in
-accordance with the requirements of its domestic law.

Article 2:
Joint investigative teams

Joint investigative teams may be established and operated in the respective
territories of the United States of America and the Republic of Finland for the
purpose of facilitating criminal investigations or prosecutions involving the
United States of America and one or more Member States of the European
Union where deemned appropriate by the United States of America and the
Republic of Finland.

The procedures under which the team is to operate, such as its composition,
duration, location, organization, functions, purpose, and terms of participation of
teamn members of a State in investigative activities taking place in another

State’s territory shall be as agreed between the competent authorities responsible
for the investigation or prosecution of criminal offenses, as determined by the
respective States concerned.

The competent authorities determined by the respective States concerned shall
communicate directly for the purposes of the establishment and operation of
such team except that where the exceptional complexity, broad scope, or other
circumstances involved are deemed to require more central coordination as to
sormie or all aspects, the States may agree upon other appropriate channels of
communications to that end. .
Where the joint investigative team needs investigative measures to be taken in
one of the States setting up the team, a member of the team of that State may
request its own competent authorities to take those measures without the other
State(s) having to submit a request for mutual legal assistance. The required
lega) standard for obtaining the measure in that State shall be the standard
applicable to its domestic investigative activities.




115

Article 3:
Video conferencing

The use of video transmission technology shall be available between the United
States of America and the Republic of Finland for taking testimony in a
proceeding for which mutual legal assistance is available of a witness or expert
located in the requested State. To the extent not specifically set forth in this
Article, the modalities governing such procedure shall be as otherwise provided
under the law of the requested State.

Unless otherwise agreed by the requesting and requested States, the requesting
State shall bear the costs associated with establishing and servicing the video
transmission. Other costs arising in the course of providing assistance {including
costs associated with travel of participants in thevequested State) shall be borne
as agreed upon by the requesting and requested States.

The requesting and requested States may consult in order to facilitate resolution
of legal, technical or logistical issues that may arise in the execution of the
request.

Without prejudice to any jurisdiction under the law of the requesting State,
making an intentionally false statement or other misconduct of the witness or
expert during the course of the video conference shall be punishable in the
requested State in the same manner as if it had been committed in the course of
its domestic proceedings.

This Article is without prejudice 1o the use of other means for obtaining of
testimony in the requested State available under applicable treaty or law.

The requested State may permit the use of video conferencing technology for
purposes other than those described in paragraph 1 of this Article, iricluding for
purposes of identification of persons or objects, or taking of investigative
staternents.

Article 4:
Expedited transmission of requests -

Requests for mutual legal assistance, and communications related thereto, may

be made by expedited means of communications, including fax or e-mail, with format
confirmation to follow where required by the requested State. The requested State may
respond to the request by any such expedited means of communication.

Article 5:
Mutual legal assistance to administrative authorities

Mutual legal assistance shall also be afforded to a pational administrative
authority, investigating conduct with a view to a criminal prosecution of the
conduct, or referral of the conduct to criminal investigation or prosecution
authorities, pursuant to its specific administrative or regulatory authority to
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undertake such investigation. Mutual legal assistance may also be afforded to
other administrative authorities under such circumstances. Assistance shall not
be available for matters in which the administrative authority anticipates that no
prosecution or referral, as applicable, will take place.

Requests for assistance under this article shall be transmitted between the United
States Department of Justice and the Finnish Ministry of Justice, or between
such other authorities as may be agreed by the Department of Justice and
Ministry of Justice.

Article 6:
Limitations on use to protect personal and other data

1. The requesting State may use any evidence or information obtained from the
requested State:

@
()
©

(@

()
2 (a)

®)

for the purpose of its criminal investigations and proceedings;

for preventing an immediate and serious threat 1o its public security;

in its non-criminal judicial or administrative proceedings directly related to
investigations or proceedings:

(i)  set forth ip subparagraph (a); or

(i) for which mutual legal assistance was renidered under Article 5 of this
Annex;

for any other puwrpose, if the information or evidence has been made public
within the framework of proceedings for which they were transmitted, or in any
of the situations described in subparagraphs (a), (b) and (c); and

for any other purpose, only with the prior consent of the requested State.

This Article shall not prejudice the ability of the requested State to impose
additional conditions in a particular case where the particular request for
assistance could not be complied with in the absence of such conditions. Where
additional conditions have been imposed in accordance with this subparagraph,
the requested State may require the requesting State to give information on the
use made of the evidence or information.

Generic restrictions with respect to the legal standards of the requesting State for
processing personal data may not be imposed by the requested State as a
condition under subparagraph () to providing evidence or information.

3. Where, following disclosure to the requesting State, the requested State becomes
aware of circumstances that may cause it to seek an additional condition in a particular
case, the requested State may consult with the requesting State to determine the extent
to which the evidence and information can be protected.

ARTICLE 7:
Requesting State’s request for confidentiality

The requested State shall use its best efforts to keep confidential a request and

_ its contents if such confidentiality is requested by the requesting State. If the request
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canmot be executed without breaching the requested confidentiality, the Department or
Ministry of Justice of the requested State shall so inform the requesting State, which
shall then determine whether the request should nevertheless be executed.

ARTICLE &
Refusal of assistance

Subject to Article 1(5) and 6(2)(b) of this Annex, the provisions of this Annex are
without prejudice to the invocation by the requested State of grounds for refusal of
assistance available pursuant to its applicable legal principles, including where
execution of the request would prejudice ifs sovereignty, security, ordre public or other
essential interests.
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Instrument as contemplated by Article 3, paragraph 2, of the Agreement on
Mutual Legal Assistance between the United States of America and the
European Union signed 25 June 2003, as to the application of the Treaty on
Mutual Legal Assistance in Criminal Matters Between United States of
Anxnerica and France signed 10 December 1998

As contemplated by Article 3, paragraph 2, of the Agreement on Mutual Legal Assistance
between the United States of America and the European Union signed 25 June 2003
(hercafter "the U.S.-EU Mutual Legal Assistance Agreement”), the Governments of the
United States of America and the French Republic acknowledge that, in accordance with
the provisions of this Instrument, the U.S.-EU Mutual Legal Assistance Agreement is
applied in relation to the bilateral Treaty on Mutual Legal Assistance in Criminal Matters
Between the United States of America and France signed 10 December 1998 (hereafter
“the 1998 Mutual Legal Assistance Treaty”) under the following terms:

1

A Article 4, paragraphs 1 through 6, of the U.S ~-EU Mutual Legal Assistance
Agreement provides:

“Identification of Bank Information

1. (a) Uponrequest of the requesting State, the requested State shall, in accordance
with the terms of this Article, promptly ascertain if the banks located in its
territory possess information on whether an identified natural or legal person
suspected of or charged with a criminal offence is the holder of a bank account
or accounts. The requested State shall promptly communicate the results of its
enquiries to the requesting State;

(b)  The actions described in subparagraph (a) may also be taken for the purpose of
identifying:

@) information regarding natural or legal persons convicted of or otherwise
involved in a criminal offence;

(i) information in the possession of non-bank financial institutions; or
(iif)  financial transactions unrelated to accounts.
2. A request for information described in paragraph 1 shall include:

(a) the identity of the natural or legal person relevant to locating such accounts
or transactions; and

o) sufficient information to enable the corapetent authority of the requested
State to:

@ reasonably suspect that the natural or legal person concerned has
engaged in a criminal offence and that banks or nou-bank financial
institutions in the territory of the requested State may have the
information requested; and

(i}  conclude that the information sought relates to the criminal
investigation or proceeding;

(¢) 1o the extent possible, information concerning which bank or non-bank
financial institution may be involved, and other information the availability of
which may aid in reducing the breadth of the enquiry.

1
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3. - Requests for assistance under this Article shall be transmitted between:

a) central authorities responsible for mutnal legal assistance in Member States, or
national authorities of Member States responsible for investigation or
prosecution of criminal offences as designated pursuant to Article 15(2), and

b) national authorities of the United States responsible for investigation or
prosecution of eriminal offences, as designated pursuant to Article 15(2).

The Contracting Parties may, following the entry into force of this Agreement, agree by
exchange of diplomatic note to modify the channels through which requests under this
Article ave made.

4. (a) Subject to subparagraph (b), a State may, pursuant to Article 15, limitits |
obligation to provide assistance under this Article to:

(i)  offences punishable under the laws of both the requested and requesting
States;

(i) offences punishable by a penalty involving deprivation of liberty or a
detention order of a maximum period of at least four years in the
requesting State and at least two years in the requested State; or

(iii) designated serious offences punishable under the laws of both the
requested and requesting States;

(b) A State which limits its obligation pursuant to subparagraph (a)(ii) or (iii) shall,
at a minimum, enable identification of accounts associated with terrorist
activity and the laundering of proceeds generated from a comprehensive range
of serious criminal activities, punishable under the Jaws of both the requesting
and requested States.

5 Assistance may not be refused under this Article on grounds of bank secrecy.

6. The requested State shall respond to a request for production of the records
concerning the accounts or transactions identified pursuant to this Article, in accordance
with the provisions of the applicable mutual legal assistance treaty in force between the
States concemed, or in the absence thereof, in accordance with the requirements of its
domestic law.”

B. Article 4, paragraphs 1 through 6, of the U.S.-EU Mutual Legal Assistance
Agreement shall govern the identification of financial accounts and transactions, in
addition to any authority alréady provided for under the 1998 Mutual Legal Assistance
Treaty, and shall supplernent the terms of that Treaty. For purposes of applying its terms,
and for the purposes of Article 15, paragraphs 2 and 3, of the U.S.-EU Mutual Legal
Assistance Agreement:

1. Requests for assistance shall contain the information required by Article 4,
paragraph 1 (a) - (d), of the 1998 Mutual Legal Assistance Treaty, in
addition to the information set forth in Article 4, paragraph 2, of the U.S.-
EU Mutual Legal Assistance Agreement.

2. Notwithstanding Article 5 of the 1998 Mutual Legal Assistance Treaty, the
designated authorities between whom requests for assistance shall be
transmitied pursnant to Article 4, paragraph 3, of the U.S.-EU Mutual Legal
Assistance Agreement unless subsequently modified, are:

- for Frapce, the Ministry of Justice of France, as the Central Authority
responsible for mutual legal assistance designated pursuant to Article 2,
paragraph 1, of the 1998 Mutual Legal Assistance Treaty. A
) 2
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- for the United States of America, the attaché responsible for France of the

(a) U.S. Department of Justice, Drug Enforcement Administration, with
respect to matters within its jurisdiction; :

(b) U.S. Department of Homeland Security, Bureau of Iimigration and
Customs Enforcement, with respect to matters within its jurisdiction;

{c) U.S. Department of Justice, Federal Bureau of Investigation, with
respect to all other matters.

3. a) Pursuant to Article 4, paragraph 4, of the US.-EU Mutual Legal
Assistance Agreement, the United States of America shall limit assistance
to money laundering and terrorist activity punishable under the laws of both
the Reguesting and Requested States, and with respect to such other
criminal activity as the United States of America may notify France.

b} France shall ot invoke Article 4, paragraph 4, of the U.S.-EU Mutoal
Legal Assistance Agreement to limit the extent of its obligation to provide
assistance.

4. Article 4, paragraph 5, has the same effect as the more general provisions of
Article 6 of the 1998 Mutual Legal Assistance Treaty, under which bank
secrecy is not a permissible ground for refusal. )

1
A, Aticle 5 of the U.S.-EU Mumal Legal Assistance Agreement provides:
“Joint Investigative Teams

1. The Contracting Parties shall, to the extent they have not already done so, take such
mpeasures as may be necessary to enable joint investigative teams to be established and
operated in the respective tervitories of the United States of America and each Member
State for the purpose of facilitating criminal investigations or prosecutions involving the
United States of America and one or more Member States where deemed appropriate by
the United States of America and the Member Stae concerned.

2. The procedures under which the team is to operate, such as its composition,
duration, location, organization, functions, purpose, and terms of participation of team
members of a State in investigative activities taking place in another State's territory shall
be as agreed between the competent authorities responsible for the investigation or
prosecution of criminal offences, as determined by the respective States concerned.

3. The cornpetent authorities determined by the respective States concerned shall
communicate directly for the purposes of the establishment and operation of such team
except that where the exceptional complexity, broad scope, or other circumstances
involved are deemed to require more central coordination as to some or all aspects, the
States may agree upon other appropriate channels of communjcations to that end.

4, ‘Where the joint investigative team needs investigative measures to be taken in one
of the States setting up the team, a member of the team of that State may request its own
compelent authorities to take those measures without the other States having to submit a
request for mutual legal assistance. The required legal standard for obtaining the measure
in that State shall be the standard applicable to its domestic investigative activities.”

B. Article 5 of the U.S.-EU Mutual Legal Assistance Agreement shall govern the
formation and activities of joint investigative teams in addition to any authority already

3
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provided for under the 1998 Mutual Legal Assistance Treaty, and shall supplement the
terms of that Treaty. For purposes of applying its terms:

1. Requests relating to the establishment of, operation of, and taking of
investigative measures by, joint investigative tearmns shall be carried out as
specified in Article 5 of the U.S.-EU Mutual Legal Assistance Agreement,
rather than under Article 5 of the 1998 Mutual Legal Assistance Treaty.

2. The “competent authorities” referred to in this Article are those determined in
accordance with its terms, and may include authorities not within the meaning
of Article 3 of the 1998 Mutual Legal Assistance Treaty.

s
A Article 6 of the U.S.-EU Mutual Legal Assistance Agreement provides:
“Video Conferencing

1. The Contracting Parties shall take such measures as may be necessary to enable the
use of video transmission technology between the United States of America and each
Member State for taking testimony in a proceeding for which mutual legal assistance is
available of a witness or expert located in a requested State, to the extent such assistance is
not currently available. To the extent not specifically set forth in this Article, the
modalities governing such procedure shall be as provided under the applicable mutual legal
assistance treaty in force between the States concerned, or the law of the requested State,

as applicable.

2. Unless otherwise agreed by the requesting and requested States, the requesting

State shall bear the costs associated with establishing and servicing the video transmission. -
Other costs arising in the course of providing assistance (including costs associated with
travel of participants in the requested State) shall be borpe in accordance with the
applicable provisions of the mutual legal assistance treaty in force between the States
concerned, or where there is no such treaty, as agreed upon by the requesting and requested
States.

3. The requesting and requested States may consult in order to facilitate resolution of
legal, techmical or Jogistical issues that may arise in the execution of the request.

4. ‘Without prejudice to any jurisdiction under the law of the requesting State, making
an intentionally false statement or other misconduct of the witness or expert during the
course of the video conference shall be punishable in the requested State in the same
manner as if it had been committed in the course of its domestic proceedings.

S, This Article is without prejudice to the use of other means for obtaining of
testimony in the requested State available under applicable treaty or law.

6. This Article is without prejudice to application of provisions of bilateral mutual
legal assistance agreements between the United States of America and Member States that
require or permit the use of video conferencing technology for purposes other than those
described in paragraph 1, including for purposes of identification of persons or objects, or
taking of investigative statements. Where not already provided for under applicable treaty
or law, a State may permit the use of video conferencing technology in such instances.”

B. Article 6 of the U.S.-EU Mutual Legal Assistance Agreement shall govern the
taking of testimony of a person Jocated in the Requested State by use of video transmission
technology between the Requesting and Requested States, in addition to any authority
already provided for under the 1998 Mutual Legal Assistance Treaty, and shall supplement
the terms of that Treaty. For purposes of applying its terms, costs other than those
associated with establishing and servicing the video transmission shall be borne In
accordance with Article 23 of the 1998 Mutunal Legal Assistance Treaty.
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v
A, Atticle 7 of the U.S.-EU Mutual Legal Assistance Agreement provides:
“Expedited Transmission of Requests

Requests for mutual legal assistance, and communications related thereto, may be made by
expedited means of cormunications, including fax or e-mail, with formal confirmation to
follow where required by the requested State. The requested State may respond to the
request by any such expedited means of communieation.”

B. Article 7 of the U.S -EU Mutual Legal Assistance Agreement shall govern the use
of expedited means of cominunication, in addition to any authority already provided for
under the 1998 Mutual Legal Assistance Treaty, and shall supplement the terms of that
Treaty. For purposes of applying its terms:

1. With respect to Article 4 of the 1998 Mutual Legal Assistance Treaty, requests and
conimunications related thereto transmitted by fax, or attached to an e-mail, shall be
accepted by the Requested State. Formal confirmation shall follow where required by
the Requested State.

2. The use of expedited means of communications shall not be limited to urgent

circumstances.
¥
‘A, Article 8, parégraphs 1 and 2(2), of the U.S.-EU Mutual Legal Assistance
Agreement provides:

“Mutual Legal Assistance 1o Administrative Authorities

1. Mutual legal assistance shall also be afforded 1o a national administrative authority,
investigating conduct with a view to a criminal prosecution of the conduct, or referral of
the conduet o criminal investigation or prosecution anthorities, pursuant to its specific
administrative or regulatory authority to undertake such investigation. Mutual legal
assistance may also be afforded to other administrative authorities under such
circumstances. Assistance shall not be available for matters in which the administrative
authority anticipates that no prosecution or referral, as applicable, will take place.

2. (2) Requests for assistance under this Article shall be transmitted between the
central authorities designated pursnant to the bilateral mutual legal assistance
treaty in force between the States concemed, or between such other authorities
as may be agreed by the central anthorities;”

B. Atticle 8, paragraphs 1 and 2(a), of the U.S.-EU Mutual Legal Assistance
Agreement shall govern the providing of mutual assistance to the administrative authorities
concermned, in addition to the authority provided under Article 3 of the 1998 Mutual Legal
Assistance Treaty, and shall supplement the terms of that Treaty. For purposes of Article
8, paragraph 2(a), of the U.S~EU Mutual Legal Assistance Agreement, requests for mutual
legal assistance shall be transmitted between the Central Authorities referred to in Article
2(1) of the 1998 Mutual Legal Assistance Treaty, unless the Governments of the United
States of America and the French Republic agree to designate an alternate channel of
transnigsion. :

VI

A Article S, paragraphs 1 through 4, of the U.S.-EU Mutual Legal Assistance’
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Agreement provides:

1.

®
)
©

@

©

3.

4.

B.

4:

“Limitations on Use o Protect Personal and Other Data

The requesting State may use any evidence or information obtained from the
requested State:

for the purpose of its criminal investigations and proceedings;

for preventing an immediate and serious threat to its public security;

in Its non-criminal judicial or administrative procesdings directly related to
investigations or proceedings:

®
i)

set forth in suﬁpa:agraph (a); or

for which mutual legal assistance was rendered under Article 8;

for any other purpose, if the information or evidence has been made public within the
framework of proceedings for which they were transmitted, or in any of the
situations described in subparagraphs (), (b) and (c); and

for any other purpose, only with the prior consent of the requested State.

@

)

This Article shall not prejudice the ability of the requested State to impose
additional conditions in a particular case where the particular request for
assistance could not be complied with in the absence of such conditions.
‘Where additional conditions have been imposed in accordance with this
subparagraph, the requested State may require the requesting State to give
information on the use made of the evidence or information;

Generic restrictions with respect to the legal standards of the requesting State
for processing personal data may pot be imposed by the requested State as a
condition under subparagraph (a) to providing evidence or information.

Where, following disclosure to the requesting State, the requested State becomes
aware of circumstances that may cause it to seek an additional condition in a particular
case, the requested State may consult with the requesting State to determine the extent to
which the evidence and information can be protected.

A requested State may applly the use limitation provision of the applicable bilateral
mutual legal assistance treaty in Heu of this Article, where doing so will result in less
restriction on the use of information and evidence than provided for in this Article.”

Article 9, paragraphs 1 through 4, of the U.S.-EU Mutual Legal Assistance
Agresment shall govern the limitation on use of information or evidence provided to the
Requesting State, and the conditioning or refusal of assistance on data protection grounds |
and shall be applied in place of Article 14, paragraphs 3, 4 and §, of the 1998 Mutual Legal
Assistance Treaty. For purposes of applying the terms of Article 9, paragraphs 1 through

The reference to "‘Article 87 in Article 9, paragraﬁh 1(c) (i), of the U.S.-EU
Mutual Legal Assistance Agreement relates to Part V of this Instrument.

The “additiona) conditions” referred to in Article 9, paragraph 2(a), of the
U.S.-EU Mutua] Legal Assistance Agreement are other conditions that may
be imposed in accordance with the 1998 Mutnal Legal Assistance Treaty.

Pursuant to Article 9, paragraph 4, of the U.S.-EU Mutual Legal Assistance
Agreement, the requested State may apply Article 14, paragraphs 3, 4 and 5,

6
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of the 1998 Mutual Legal Assistance Treaty where doing so would result in
less restriction on use.

NI

Pursuant to Article 12, paragraph 1, of the U.S.-EU Mutual Legal Assistance Agreement,
this Instrurnent shall apply to offenses committed before as well as after it enters into
force.

Pursuant to Article 12, paragraph 2, of the U.S.-EU Mutual Legal Assistance Agreement,
this Instrument shall apply to requests for mutual legal assistance made afier its entry into
force, except that Parts IIT and IV shall apply to requests pending in the requested State at
the time this Instrament enters into force.

v

‘This instrument shall be subject 1o the completion by the United States of America and
France of any necessary applicable internal procedures for entry into force. The
Governments of the United States of America and the French Republic shall thereupon
exchange instruments indicating that any such measures have been completed. This
instrument shall enter into force on the date of entry into force of the U.S.-EU Mutual
Legal Assistance Agreement.

In the event of termination of the U.S.-EU Mutual Legal Assistance Agreement, this
Instroment shall be termivated and the 1998 Mutual Legal Assistance Treaty shall be
applied.

N WITNESS WHEREOF, the undersigned, being duly authorized by their respective
Governments, have signed this Instrument. :

DONE at The Hague, in duplicate, this 30 day of §£M»ﬁ;,2w,%g the English

and French languages, both texts being equally authentic. -

FOR THE GOVERNMENT OF FOR THE GOVERNMENT OF
THE UNITED STATES OF AMERICA: THE FRENCH REPUBLIC:

&v@w | jg
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Supplementary Treaty

to

the Treaty between the United States of America

and

the Federal Republic of Germany

on Mutual Legal Assistance in Criminal Matters
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The Government of the United States of America
and

the Government of the Federal Republic of Germany,

As contemplated by Article 3, paragraph (2) of the Agreement on Mutual Legal
Assistance between the United States of America and the European Union signed 25

June 2003 (hereafter “the U.S.- EU Mutual Legal Assistance Agreement™),

Acknowledging that in accordance with the provisions of this Supplementary Treaty,
the bilateral Treaty between the United States of America and the Federal Republic of
Germany on Mutual Legal Assistance in Criminal Matters signed 14 October 2003
(hereafter “the bilateral Mutual Legal Assistance Treaty™), is applied in the manner set
forth in Article 3 of the U.S.-EU Mutual Legal Assistance Agreement,

Have agreed as follows:

Article 1

Pursuant to Article 8 of the U.S.-EU Mutual Legal Assistance Agreement, Article 1,
paragraph (1) of the bilateral Mutual Legal Assistance Treaty is amended to read as

follows:

“(1) The Parties undertake to afford each other, through their competent authorities, the
widest measure of mutual assistance in criminal investigations and proceedings,

including those relating to customs, duties and taxes, in accordance with the provisions
of this Treaty. Criminal investigations and proceedings for purposes of this Treaty also

include:
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1. investigations and proceedings relating to regulatory offenses

(Ordnungswidrigkeiten) under German antitrust law;

2. investigations and proceedings relating to regulatory offenses to the extent
that they may lead 10 court proceedings or be referred for criminal
prosecution in the Requesting State and would constitute criminal offenses in

the Requested State;

[

. investigations and proceedings of a national administrative authority,
investigating conduct with a view to a criminal prosecution of the conduct, or
referral of the conduct to criminal investigation or prosecution authorities,
pursuant to its specific administrative or regulatory authority to undertake
such investigation. Mutual legal assistance may also be afforded to other
administrative authorities under such circumstances. Assistance under this
subparagraph shall not be available for matters in which the administrative
authority anticipates that no prosecution or referral, as applicable, will take

place.”

Article 2

Pursuant to Article 8 of the U.S.-EU Mutual Legal Assistance Agreement, the following
new paragraph (5) is added to Article 2 of the bilateral Mutual Legal Assistance Treaty:

*(5) Requests for assistance under Article 1, paragraph (1), subparagraph 3, shall be
transmitted between the authorities designated pursuant to the present Article, or

between such other authorities as may be agreed by the Central Authorities,”
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Article 3

Pursuant to Article 4 of the U.S.- EU Mutua! Legal Assistance Agreement, the
following text is inserted into the bilateral Mutual Legal Assistance Treaty as Article 9
bis:

“Article 9 bis:

Identification of bank information

(1) 1. Upon request of the Requesting State, the Requested State shall, in accordance
with the terms of this Article, promptly ascertain if the banks located in its territory
possess information on whether an identified natural or legal person suspected of or
charged with a criminal offense is the holder of a bank account or accounts. The
Requested State shall promptly communicate the results of its enquiries to the

Requesting State.

2. The actions described in subparagraph 1 may also be taken for the purpose of

identifying:

a) information regarding natural or legal persons convicted of or otherwise
involved in a criminal offense;
by information in the possession of non-bank financial institutions, or

¢) financial transactions unrelated to accounts,

(2) In addition to the requirements of Article 17, paragraph (1), a request for

information described in paragraph (1) above shall include:

1. the identity of the natural or legal person relevant to locating such accounts or

transactions;
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2. sufficient information to enable the competent authority of the Requested State

a) reasonably suspect that the natural or legal person concerned has engaged in
a criminal offense and that banks or non-bank financial institutions in the
territory of the Requested State may have the information requested; and
b) conclude that the information sought relates to the criminal investigation or
proceeding; and
3. to the extent possible, information concerning which bank or non-bank financial
institution may be involved, and other information the availability of which may

aid in reducing the breadth of the enquiry.

(3) Unless subsequently modified by exchange of diplomatic notes between the
European Union and the United States of America, requests for assistance under this

Article shall be transmitted between:
1. For the Federal Republic of Germany, the Federal Ministry of Justice; and

2. For the United States of America, the attaché responsible for the Federal

Republic of Germany of the:

a) U.S. Department of Justice, Drug Enforcement Administration, with respect
to matters within its jurisdiction;

b) U.S. Department of Homeland Security, Bureau of immigration and
Customs Enforcement, with respect to matters within its jurisdiction;

¢) U.S. Department of Justice, Federal Bureau of Investigation, with respect to

all other matters.

(4) The United States of America and the Federal Republic of Germany shall provide

assistance under this Article with respect to money laundering and terrorist activity
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punishable under the laws of both the Requesting and Requested States, and with

respect to such other criminal activity as they may notify each other..

(5) The Requested State shall respond to a request for production of the records
concerning the accounts or transactions identified pursuant to this Article in accordance
with

the other provisions of this Treaty.”
Article 4

Pursuant to Article 6 of the U.S.- EU Mutual Legal Assistance Agreement, the
following text is inserted into the bilateral Mutual Legal Assistance Treaty as Article 10
bis:

“Article 10 bis

Video conferencing

(1) The United States of America and the Federal Republic of Germany shall take such
measures as may be necessary to enable the use of video transmission technology for
taking testimony of a witness or expert located in the Requested State. To the extent not
specifically set forth in this Article, the modalities governing such procedure shall be as
otherwise provided under this Treaty. Article 10, paragraph (4) shall apply to the use of’
video transmission techno]ogy‘ in taking of testimony frrespective of whether or not the

testimony taken is recorded.

(2) The Requesting and Requested States may consult in order to facilitate resolution of

legal, technical or logistical issues that may arise in the execution of the request.

(3) Without prejudice to any jurisdiction under the laws of the Requesting State,

making an intentionally false statement or other misconduct of the witness or expert
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during the course of the video conference shall be punishable in the Requested State in-

the same manner as if it had been committed in the course of its domestic proceedings.

(4) This Article is without prejudice to the use of other means for obtaining of
testimony in the Requested State available under applicable international treaty or under

internal law.

{5) The Requested State may permit the use of video conferencing technology for
purposes other than those described in paragraph (1) of this Article, including for

purposes of identification of persons or objects, or taking of investigative statements.™

Article S

Pursuant to Article 5 of the U.S.- EU Mutual Legal Assistance Agreement, the
following text is inserted into the bilatéral Mutual Legal Assistance Treaty as Article 12
bis:

“Article 12 bis:

Joint investigative teams

{1y The United States of America and the Federal Republic of Germany shall take such
measures as may be necessary to enable joint investigative teams to be established and
operated in the respective territories of the United States of America and the Federal
Republic of Germany, for the purpose of facilitating criminal investigations or
prosecutions involving the United States of America and one or more Member States of
the European Union, where deemed appropriate by the United States of America and

the Federal Republic of Germany.

(2) The procedures under which the team is to operate, such as its composition,

duration, location, organization, functions, purpose, and terms of participation of team
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members of a State in investigative activities taking place in another State’s territory
shall be as agreed between the authorities responsible for the investigation or

prosecution of criminal offenses, as determined by the respective States concerned.

(3) The authorities determined by the respective States concerned shall communicate
directly for the purposes of the establishment and operation of such team. A request by |
a United States police authority for the establishment of a joint investigative 1eam shall
be addressed to the Federal Criminal Police Office of the Federal Republic of Germany.
Where the exceptional complexity, broad scope, or other circumstances involved are
deemed to require more central coordination as to some or all aspects, the States

nonethless may agree upon other appropriate channels of communications to that end.

{4) Where the joint investigative team nceds investigative measures to be taken in one
of the States setting up the team, a member of the team of that State may request its own
authorities o take those measures without the other State having to submit a request for
mutual legal assistance. The required legal standard for obtaining the measure in that

State shall be the standard applicable to its domestic investigative activities.”

Article 6

Pursuant to Article 9 of the U.S.-EU Mutual Legal Assistance Agreement, Article 15 of

the bilateral Mutual Legal Assistance Treaty is amended to read as follows:

“Article 15

Conditions and Jimitations on use 10 protect personal and other data

(1) Where assistance could be refused under Article 3, the Central Authority of the
Requested State shall consult with the Central Authority of the Requesting State to
consider whether assistance can be given subject to such conditions as it deems
necessary. If the Requesting State accepts assistance subject to these conditions, it shall

comply with the conditions. Generic restrictions with respect to the legal standards of
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the Requesting State for processing personal data may not be imposed by the Requested

State as a condition under this paragraph 1o providing evidence or information.
(2) The Requesting State shall not use any evidence or information obtained under this
Treaty for any other purpose than that described in the request without the prior consent

of the Central Authority of the Requested State, except as specified in paragraph (3).

(3) The Requesting State may use any evidence or information obtained under this

Treaty without prior consent of the Central Authority of the Requested State:

1. for the purpose of its criminal investigations and proceedings;

[

for preventing an immediate and serious threat 1o its public security, which, for
the purposes of this Treaty, includes preventing the commission of serious

criminal offenses;

95}

in its non-criminal judicial or administrative proceedings directly related to a

purpose set forth in subparagraph I;

4. for any other purpose, if the information or evidence has been made public
within the framework of proceedings for which they were transmitted, or in any

of the situations described in subparagraphs 1, 2 and 3 of this paragraph.

{(4) Where, following disclosure to the Requesting State, the Requested State becomes
aware of circumstances that may cause it to seck an additional condition in a particular
case. the Requested State may consult with the Requesting State to determine the extent

to which the evidence and information can be protected.

(5) A State that furnishes evidence or information subject to a condition referred to in
this Article may require the other State to explain, in relation to that condition, the use

made of such evidence or information ™
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Article 7

Pursuant to Article 9 of the U.S.-EU Mutual Legal Assistance Agreement, Article 16 of

the bilateral Mutual Legal Assistance Treaty is amended to read as follows:

“Article 16
Evidence and Information in Antitrust

Proceedings and Investigations

Information or evidence received by the Requesting State in connection with an
investigation or proceeding under antitrust laws. assistance as to which may be provided
under this Treaty, shall be treated as confidential in the same way as information or
evidence obtained under its domestic law and only may be disclosed to persons or
authorities, including courts or administrative authorities, competent for the prosecution
of antitrust offenses. Such persons or authorities shall use the information or evidence
only for these purposes. They may disclose the information or evidence in public court
proceedings or in judicial decisions. unless the competent authority of the Requested
State supplying the information or evidence raises an objection. Such objections shal
be raised only in exceptional cases. They may also disclose the information or evidence
tor the purposes set forth in Article 15, paragraph (3), subparagraphs 1 and 2.
Information or evidence disclosed pursuant to the present Article shall not be used for

other purposes without prior consent of the Requested State.”

Article 8

Pursuant to Article 7 of the U.S.-EU Mutuai Legal Assistance Agreement, Article 17,
paragraph (3) of the bilateral Mutual Legal Assistance Treaty is amended to read as

follows:

“(3) Reguests for mutual legal assistance, and communications related thereto, may be
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made by expedited means of communications, including fax or e-mail, with formal
confirmation to follow where required by the Requested State. The Requested State
may respond by any such expedited means of communication. In urgent cases, requests
may be made orally but shall be confirmed in writing within ten days unless the Central

Authority of the Requested State agrees otherwise.”

Article 9
Pursuant to Article 6, paragraph (2}, of the U.S.- EU Mutual Legal Assistance
Agreement, Article 21, paragraph (1) of the bilateral Mutual Legal Assistance Treaty is

amended to read as follows:

“(1) The Requested State shall pay all expenses, fees and disbursements arising from

the execution of a request in that State except for those related to:

1. the services of an expert;

2. translation, inlerpretation, and transcription;

tad

the travel and appearance of a witness or expert outside the Requested State
pursuant to Article 5 or inside the Requested State for the convenience of the

Requesting State pursuant to Article 10:

4. the transfer of a person in custody outside the Requested State pursuant to
Article 7; and

5. the costs associated with establishing and servicing the video transmission in
case of requests under Article 10 bis, unless otherwise agreed by the Requesting
and Requested States; other costs arising in the course of providing such

assistance (including costs associated with travel of participants in the
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Requested State) shall be borne in accordance with the other provisions of this

Article.”

Article 10

(1) This Supplementary Treaty shall apply to offenses committed before as well as after

it enters into force.

(2) This Supplementary Treaty shall not apply to requests made prior to its entry into
force; except that, in accordance with Article 12, paragraph (2), of the U.S.-EU Mutual
Legal Assistance Agreement, Articles 4, 8 and 9 of this Supplementary Treaty shall be

applicable to requests made prior to such entry into force.

Article 11

(1} This Supplementary Treaty shall form an integral part of the bilateral Mutual Legal

Assistance Treaty.

(2) This Supplementary Treaty shall be subject 1o the completion by the United States
of America and the Federal Republic of Germany of their respective applicable internal
procedures for entry into force. The Parties shall thereupon notify each other that such

imernal procedures have been completed.

(3) This Supplementary Treaty shall enter into force on the date of entry into force of

the bilateral Mutual Legal Assistance Treaty.

(4) In the event of termination of the bilateral Mutual Legal Assistance Treaty, the
United States of America and the Federal Republic of Germany, in view of the

responsibilities under Article 3, paragraph (3) of the U.S.-EU Mutual Legal Assistance




Agreement, shall consult for the purpose of determining the manner in which the

provisions of this Supplementary Treaty shall continue to apply.
(3) In the event of termination of the U.S.-EU Mutual Legal Assistance Agréement,
this Supplementary Treaty shall be terminated.
‘ g . e .
DONE at Washington, this ﬁ day of Apri} 2006, in duplicate, in the English and

German languages, both texts being equally authentic.

For the Government of For the Government of

the United States of America: the Federal Republic of Germany:

Pragte bk
A’M@%@%
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Protocol to the Treaty between the Government of the United States of America
and the Government of the Hellenic Republic on Mutual Legal Assistance in
Criminal Matters, signed 26 May 1999, as contemplated by Article 3(2) of the
Agreement on Mutual Legal Assistance between the United States of America
and the European Union, signed 25 June 2003

As contemplated by Article 3(2) of the Agreement on Mutual Legal Assistance
between the United States of America and the European Union signed 25 June 2003
(hereafter “the U.S.-EU Mutual Legal Assistance Agreement”), the Governments of
the United States of America and the Hellenic Republic acknowledge that, in
accordance with the provisions of this Instrument, the U.S.-EU Mutual Legal
Assistance Agreement is applied in relation to the bilateral Treaty between the
Government of the United States of America and the Government of the Hellenic
Republic on Mutual Legal Assistance in Criminal Matters, signed 26 May 1999
(hereafter “the Mutual Legal Assistance Treaty”) under the following terms:

Article 1

Pursuant to Article 4 of the U.S-EU Mutual Legal Assistance Agreement, the

following shall be applied to supplement the terms of the Mutual Legal Assistance
Treaty:

. “Identification of bank information
1. (a) Upon request of the Requesting State, the Requested State shall, in
accordance with the terms of this Article, promptly ascertain if the banks
located in its territory possess information on whether an identified natural
or legal person suspected of or charged with 2 criminal offense is the
holder of a bank account or accounts. The Requested State shall promptly
communicate the results of its enquiries to the Requesting State.
(b) The actions described in subparagraph (a) may also be taken for the
purpose of identifying:
(i) information regarding natural or legal persons convicted of or
otherwise involved in a criminal offense;
(ii)  information in the possession of non-bank financial institutions; or
(iif) financial transactions unrelated to accounts.

2. In addition to the requirements of Article 4(2) of the Mutua! Legal Assistance
Treaty, a request for information described in paragraph 1 shall include:

(a)  the identity of the natural or legal person relevant to locating such accounts or
transactions; and

(b) sufficient information to enable the competent autherity of the Requested State
10:

(i) reasonably suspect that the natural or legal person concerned has engaged in
a criminal offense and that banks or non-bank financial institutions in the
territory of the Requested State may have the information requested; and

(it) conclude that the information sought relates to the criminal investigation or
proceeding;

(¢) to the extent possible, information concerning which bank or non-bank financial
institution may be involved, and other information the availability of which may
aid in reducing the breadth of the enquiry.

3. Requests for assistance under this Article shall be transmitted between:
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(a)  for the Hellenic Republic, the Ministry of Justice, and
(b) for the United States of America, the attaché responsible for the Hellenic
Republic of the:
(1) U.S. Department of Justice, Drug Enforcement Administration,
with respect to matters within its jurisdiction;
(i1) U.S. Department of Homeland Security, Bureau of Immigration and
Customs Enforcement, with respect to matters within its
jurisdiction;
(ii)U.S. Department of Justice, Federal Bureau of Investigation, with
respect to all other matters.
The United States of America and the European Union may, following the
entry into force of this Protocol, agree by exchange of diplomatic notes to
modify the channels through which requests under this Article are made.
4. The United States of America and the Hellenic Republic shall provide assistance
under this Article with respect to money laundering and terrorist activities punishable
under the laws of both the Requesting and the Requested States, and with respect to
such other criminal activity as'they may notify each other.
5. The Requested State shall respond to a request for production of the records
concerning the accounts or transactions identified pursuamt to this Article, in
accordance with the other provisions of the Mutual Legal Assistance Treaty.”

Article 2

Pursuant to Article 5 of the U.S-EU Mutual Legal Assistance Agreement, the

following shall be applied to supplement the terms of the Mutual Legal Assistance
Treaty:

“Joint investigative teams

1. Joint investigative teams may be established and operated in the respective
territories of the United States of America and the Hellenic Republic for the purpose
of facilitating criminal investigations or prosecutions involving one or more Member
States of the European Union and the United States of America where deemed
appropriate by the United States of America and the Hellenic Republic.

2. The procedures under which the team is to operate, such as its composition,
duration, location, organization, Tunctions, purpose, and terms of participation of team
members of a State in investigative activities taking place in another State's territory
shall be as agreed between the competent authorities responsible for the investigation
or prosecution of criminal offenses, as determined by the respective States concerned.

3. The competent authorities determined by the respective States concerned shall
communicate directly for the purposes of the establishment and operation of such
teamn except that where the exceptional complexity, broad scope, or other
circumstances involved are deemed to require more central coordination as to some or

all aspects, the States may agree upon other appropriate channels of communications
to that end.

4, Where the joint investigative team needs investigative measures to be taken in one
of the States setting up the team, a member of the team of that State may request its
own competent authorities to take those measures without the other States having to
submit a request for mutual legal assistance. The required legal standard for obtaining
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the measure in that State shall be the standard applicable to its domestic investigative
activities.”

Article 3

Pursuant to Article 6 of the U.S.-EU Mutual Legal Assistance Agreement, the

following shall be applied to supplement the terms of the Mutual Legal Assistance
Treaty:

“Video conferencing

1. The use of video transmission technology shall be available between the United
States of America and the Hellenic Republic for taking testimony in a proceeding for
which mutual legal assistance is available of a witness or expert located in the
Requested State. To the extent not specifically set forth in this Article, the modalities

governing such procedure shall be as otherwise provided in the Mutual Legal
Assistance Treaty.

2. Unless otherwise agreed by the Requesting and Requested States, the Requesting
State shall bear the costs associated with establishing and servicing the video
transmission.  Other costs arising in the course of providing assistance (including
costs associated with travel of participants in the Requested State) shall be borne in

accordance with the applicable provisions of Article 6 of the Mutual Legal Assistance
Treaty.

3. The Requesting and Requested States may consult in order to facilitate resolution
of Jegal, technical or logistical issues that may arise in the execution of the request.

4. Without prejudice 10 any jurisdiction under the law of the Requesting State,
making an intentionally false statement or other misconduct of the witness or expert
during the course of the video conference shall be punishable in the Requested State
in the same manner as if it had been committed in the course of its domestic
proceedings.

5. This Article is withowt prejudice to the use of other means for obtaining of
testimony in the Requested State available under applicable treaty or law.

6. The Requested State may permit the use of video conferencing technology for
purposes other than those described in paragraph 1, including for purposes of
identification of persons or objects, or taking of investigative statements.”

Article 4

Pursuant to Article 7 of the U.S.-EU Mutual Legal Assistance Agreement, the
following shall be applied to supplement Article 4, paragraph 1 of the Mutual Legal
Assistance Treaty:

“For purposes of Article 4(1) of the Mutual Legal Assistance Treaty, requests
transmitted by fax or e-mail shall be considered to be in writing.

Communications related to requests for assistance may be made by expedited means
of communications, including fax or e-mail, with formal confirmation to follow where
required by the Requested State.

The Requested State may respond by any such expedited means of communication.”
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Article 5

Pursuant to Article 8 of the U.S.EU Mutual Legal Assistance Agreement, the
following shall be applied to supplement the terms of the Mutual Legal Assistance
Treaty:

“Mutual legal assistance to administrative authorities

1. Mutual legal assistance shall also be afforded to a national administrative authority,
investigating conduct with a view to a criminal prosecution of the conduct, or referral
of the conduct to criminal investigation or prosecution authorities, pursuant to its
specific administrative or regulatory authority to undertake such investigation.
Mutual legal assistance may also be afforded to other administrative authorities under
such circumstances. Assisiance shall not be available for inatters in which the
administrative authority anticipates that no prosecution or referral, as applicable, will
take place.

2. Requests for assistance under this Article shall be transmitied between the Central
Authorities designated pursuant to Article 2 of the Mutual Legal Assistance Treaty or
between such other authorities as may be agreed by the Central Authorities.”

Article 6

Pursuant to Article 9 of the US.-EU Mutual Legal Assistance Agreement, the
following shall be applied in place of Article 7, paragraphs 1, 3, and 4, of the Mutual
Legal Assistance Treaty:

“Limitations on use to protect personal and other data

1. The Requested State may require that the Requesting State use any evidence

or information obtained from the Requested State for the following purposes:

(a) for the purpose of its criminal investigations and proceedings;

(b)  for preventing an immediate and serious threat to its public security;

(¢} in its non-criminal judicial or administrative proceedings directly related to
investigations or proceedings:

(i) set forth in subparagraph (a); or
(i) for which mutual legal assistance was rendered under Article § of this

Protocol;

(d) for any other purpose, if the information or evidence has been made public
within the framework of proceedings for which they were transmitted, or in any
of the situations described in subparagraphs (2), (b) and (c); and

(e)  for any other purpose, only with the prior consent of the Requested State.

3. {(a) This Article shall not prejudice the ability of the Requested State in
accordance with the Mutual Legal Assistance Treaty to impose additional
conditions in a particular case where the particular request for assistance
could not be complied with in the absence of such conditions. Where
additional conditions have been imposed in accordance with this
subparagraph, the Requested State may require the Requesting State to
give information on the use made of the evidence or information;

(b)  Generic restrictions with respect to the legal standards of the Requesting
State for processing personal data may not be imposed by the Requested
State as a condition under subparagraph (a) to providing evidence or
information.
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4. Where, following disclosure 1o the Requesting State, the Requested State becomes
aware of circumstances that may cause it to seek an additional condition in a
particular case, the Requested State may consult with the Requesting State to
determine the extent to which the evidence and information can be protected.”

Article 7

1. The provisions of the Mutual Legal Assistance Treaty not addressed in this
Protocol, including the grounds for refusal of assistance, are unaffected by this
Protocol and shall remain in force,

2. This Protocol shall be interpreted consistent with the U.S.-EU Mutual Legal
Assistance Agreement.

Article 8

This Protocol shall be subject to the completion by the Parties of their respective
applicable internal procedures for entry into force. The Governments of the United
States of America and the Hellenic Republic shall thereupon exchange instruments
indicating that such procedures have been completed.

Article 9

1. This Protocol shall enter into force on the date of entry into force of the U.8.-EU
Mutual Legal Assistance Agreement. Article 12 of the U.S-EU Mutal Legal
Assistance Agreement concerning temporal application shall apply.

2. In the event of termination of the U.S.-EU Mutual Legal Assistance Agreement,
this Protocol shall be ierminated and the Mutual Legal Assistance Treaty shall be
applied. The Governments of the United States of America and the Hellenic Republic
nevertheless may agree to continue 1o apply some or all of the provisions of this
Protocol.

IN WITNESS WHEREOF, the undersigned, duly authorized by their respective
Governments, have signed this Protocol.

Done at Washingion, in duplicate, this ' 8 day of January 2006 in the English and
Greek Janguages, both texts being equally authentic.

FOR THE GOVERNMENT OF THE FOR THE GOVERNMENT OF THE
UNITED STATES OF AMERICA: HELLENIC, .

el G
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Protocol to the Treaty between the Government of the United States of America
and the Government of the Republic of Hungary
on Mutual Legal Assistance in Criminal Matters signed 1 December 1994; as
contemplated by Article 3(2) of
- the Agreement on Mutual Legal Assistance between the United States of
America and the European Union signed 25 June 2003

As contemplated by Article 3(2) of the Agreement on Mutual Legal Assistance between
the United States of America and the European Union signed 25 June 2003 (hereafter
“the U.8.-EU Mutual Legal Assistance Agreement”), the Governments of the United
States of America and the Republic of Hungary acknowledge that, in accordance with
the provisions of this Protocol, the provisions of the U.S.-EU Mutual Legal Assistance
Agreement are applied in relation to the bilateral Treaty between the Government of the
Republic of Hungary and the Government of the United States of America on Mutual
Legal Assistance in Criminal Matters signed 1 December 1994 (hereafter “the 1994
Mutual Legal Assistance Treaty™) under the following terms:

Article 1: Assistance to administrative authorities

Pursuant to Article 8 of the U.S.-EU Mutual Legal Assistance Agreement, the following
shall be applied as Article 1(1A) of the 1994 Mutval Legal Assistance Treaty:

“1A (a) Mutual legal assistance shall also be afforded to a national
administrative authority, investigating conduct with a view to a criminal prosecution of
the conduct, or referral of the conduct to criminal investigation or prosecution
authorities, pursuant to its specific administrative or regulatory authority to undertake
such investigation. Mutual legal assistance may also be afforded 10 tther administrative
authorities under such circumstances. Assistance shall not be availablé for matters in
which the administrative authority anticipates that no prosecution or referral, as
applicable, will take place.

(b) Requests for assistance under this paragraph shall be transmitted between the
Central Authorities, or between such other authorities as may be agreed by the Central
Authorities.”

Article 2: Expedited transmission of requests

Pursuant to Article 7 of the U.S.-EU Mutual Legal Assistance Agreement, the following
shall be applied in place of Article 4(1) of the 1994 Mutual Legal Assistance Treaty:

“1(a).Requests for assistance and communications related thereto may be made
and responded to by expedited means of communications, including fax or e-mail, with
formal confirmation to follow where required by the Requested State.

(b) In urgent situations, requests for mutual legal assistance may be made orally
but shall be confirmed in writing within ten days unless the Central Authority of the
Requested State agrees otherwise.

(¢) The request shall be in the language of the Requested State unless agreed
otherwise.”
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Article 3: Cost of Video-Conference

Pursuant to Article 6(2) of the U.5.-EU Mutual Legal Assistance Agreement, the
following shall be applied as Article 6 of the 1994 Mutual Legal Assistance Treaty:

“Article 6
Costs

1. The Requested State shall pay all costs relating to the execution of the
request except for the fees of expert witnesses, the costs of translation, interpretation,
and transcription, and the allowances and expenses related to travel of persons pursuant -
to Articles 10 and 11, which fees, costs, allowances, and expenses shall be paid by the
Requesting State.

2. In addition, unless otherwise agreed by the Requesting and Requested
States, the Requesting State shall bear the costs associated with establishing and
servicing a video transmission pursuant to Article 17C. Other costs arising in the
course of providing such assistance (including costs associated with travel of
participants in the Requested State) shall be borne in accordance with paragraph 1.”

Article 4: Limitations on use to protect personal and other data

Pursuant to Article 9 of the U.S.-EU Mutual Legal Assistance Agreement, the following
shall be applied in place of Article 7 of the 1994 Mutual Legal Assistance Treaty:

“Article 7:
Limitations On Use To Protect Personal And Other Data

1. The Requested State may require that the Requesting State limit its use of any
evidence or information obtained from the Requested State to the following purposes:

a) for the purpose of its criminal investigations and proceedings;
b) for preventing an immediate and serious threat to its public security;
) in its non-criminal judicial or administrative proceedings directly related to

investigations or proceedings:
63} set forth in subparagraph (a); or
(i)  for which mutual legal assistance was rendered under Article 1 (1A};
d) for any other purpose, if the information or evidence has been made public
within the framework of proceedings for which they were transmitted, or in any of the

situations described in subparagraphs (a), (b) and (c); and

e) for any other purpose, only with the prior consent of the Requested State.
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2.

2) This Article shall not prejudice the ability of the Requested State in accordance
with this Treaty to impose additional conditions in a particular case where the particular
request for assistance could not be complied with in the absence of such conditions.
‘Where additional conditions have been imposed in accordance with this subparagraph,
the Requested State may require the Requesting State to give information on the use
made of the evidence or information.

b) Generic restrictions with respect to the legal standards of the Requesting State
for processing personal data may not be imposed by the Requested State as a condition
under subparagraph (a) to providing evidence or information.

3. Where, following disclosure fo the Requesting State, the Requested State
becomes aware of circumstances that may cause it to seek an additional condition in a
"particular case, the Requested State may consult with the Requesting State to determine
the extent to which the evidence or information can be protected.

4. The Central Authority of the Requested State may request that information
or evidence furnished under this Treaty be kept confidential or be used in accordance
with conditions which its Central Authority shall specify. In that case, the Requesting
State shall use its best efforts to comply with the conditions specified,“

Article 5: Requesting State’s request for confidentialit

Pursuant to Article 10 of the U.S.-EU Mutual Legal Assistance Agreement, the
following shall be applied as Article 7A of the 1994 Mutual Legal Assistance Treaty:

“Article 7A:
Regquesting State’s Request For Confidentiality

The Requested State shall use its best efforts to keep confidential a request and
its contents if such confidentiality is requested by the Requesting State. If the request
cannot be executed without breaching the requested confidentiality, the Central
Authority of the Requested State shall so inform the Requesting State, which shall then
determine whether the request should nevertheless be executed.”

Article 6: Identification of bank information

Pursuant to Article 4 of the U.S.-EU Mutual Legal Assistance Agreement, the following
shall be applied as Article 17A of the 1994 Mutual Legal Assistance Treaty:

“Article 17A:
Identification Of Bank Information

1.

a) Upon request of the Requesting State, the Requested State shall, in
accordance with the terms of this Article, promptly ascertain if the banks
located in its territory possess information on whether an identified
natural or legal person suspected of or charged with a criminal offense is
the holder of a bank account or accounts. The Requested State shall

3
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promptly communicate the results of its enquiries to the Requesting
State.

b) The actions described in subparagraph (a) may also be taken for the
purpose of identifying:

(i) information regarding natural or legal persons convicted of or otherwise
involved in a criminal offense;

(ii) information in the possession of non-bank financial institutions; or

(iii)financial transactions unrelated to accounts.

2. In addition to the requirements of Article 4(2) of this Treaty, a request
for information described in paragraph 1 of this Article shall include:

a) the identity of the natural or legal person relevant to locating such
accounts or transactions;

b) sufficient information to enable the competent authority of the Requested
State to:

=
fatl

reasonably suspect that the natural or legal person concerned has
engaged in a criminal offense and that banks or non-bank financial
institutions " in the ferritory of the Requested State may have the
information requested; and

(i) conelude that the information sought relates to the criminal investigation
or proceeding; and

¢} to the extent possible, information concerning which bank or non-bank
financial institution may be involved, and other information the
availability of which may aid in reducing the breadth of the enquiry.

3. Requests for assistance under this Article shall be transmitted between:

a) for the Republic of Hungary, the Prosecutor General, provided however
that a request from Hungary concerning a matter in which trial has
commenced shall be transmitted by the Ministry of Justice; and

by for the United States of America, the attaché responsible for the Republic
of Hungary of the:

() U.S. Department of Justice, Drug Enforcement Administration,
with respect to matters within its jurisdiction;

() U.S. Department of Homeland Security, Bureau of Immigration
and Customs Enforcement, with respect to matters within its
jurisdiction;

(1) U.S. Department of Justice, Federal Bureau of Investigation, with
respect to all other matters,

The United States of America or the Republic of Hungary may modify
their respective designations made under this paragraph by exchange of
diplomatic notes between the European Union and the United States of
America.

4
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4. The Republic of Hungary shall provide assistance under this Article with
respect to criminal activity punishable under the laws of both the Requested and
Requesting States. The United States of America shall provide assistance under this
Article with respect to money laundering and terrorist activity punishable under the
laws of both States, and with respect to such other criminal activity as it may notify the
Republic of Hungary.

5. The Requested State shall respond to a request for production of the
records concerning the accounts or transactions identified pursuant to this Article in
accordance with the other provisions of this Treaty.”

Article 7; Joint investigative teams

Pursuant 1o Article 5 of the U.S.-EU Mutual Legal Assistance Agreement, the following
shall be applied as Article 17B of the 1994 Mutual Legal Assistance Treaty:

“Article 17B:
Joint Investigative Teams

1. Joint investigative teams may be established and operated in the
respective territories of the United States of America and the Republic of Hungary for
the purpose of facilitating criminal investigations or prosecutions involving the United
States of America and one or more Member States of the Furopean Union where
deemed appropriate by the United States of America and the Republic of Hungary.

2. The procedures under which the team is to operate, such as its
composition, duration, location, organization, functions, purpose, and terms of
participation of team members of a State in investigative activities taking place in
another State’s territory shall be as agreed between the competent authorities
responsible for the investigation or prosecution of criminal offenses, as determined by
the respective States concerned.

3. The competent authorities determined by the respective States concerned
shall communicate directly for the purposes of the establishment and operation of such
team except that where the exceptional complexity, broad scope, or other circumstances
involved are deemed to require more central coordination as to some or all aspects, the,
States may agree upon other appropriate channels of communications to that end.

4. Where the joint investigative team needs investigative measures to be
taken in one of the States setting up the team, a member of the team of that State may
request its own competent authorities to take those measures without the other State(s)
having to submit a request for mutual legal assistance. The required legal standard for

obtaining the measure in that State shall be the standard applicable to its domestic
investigative activities.”
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Article 8: Video conferencing

Pursuant to Article 6(1), 6(3) through (6) of the U.S.-EU Mutual Legal Assistance
Agreement, the following shall be applied as Article 17C of the 1994 Mutual Legal
Assistance Treaty:

“Article 17C:
Video Conferencing

1. The use of video transmission technology shall be available between the
United States of America and the Republic of Hungary for taking testimony in a
proceeding for which mutual legal assistance is available of a witness or expert located
in the Requested State. To the extent not specifically set forth in this Article, the
modalities governing such procedure shall be as otherwise provided under this Treaty.

2. The Requesting and Requested States may consult in order to facilitate
resolution of legal, technical or logistical issues that may arise in the execution of the
request.

3. Without prejudice to any jurisdiction under the law of the Requesting
State, making an intentionally false statement or other misconduct of the witness or
expert during the course of the video conference shall be punishable in the Requested
State in the same manner as if it had been committed in the course of its domestic
proceedings.

4. This Article is without prejudice to the use of other means for obtaining
of testimony in the Requested State available under other articles of this Treaty.

5. The Requested State may permit the use of video conferencing
technology for purposes other than' those described in paragraph 1 of this Article,
including for purposes of identification of persons or objects, or taking of investigative
statements,”

Article 9: Temporal application

This Protocol shall apply to offenses committed before as well as after it enters into
force.

This Protocol shall not apply to requests made prior to its entry into force; except that
Articles 2, 3 and § of this Protocol shall be applicable to requests made prior to such
entry into force.

Article 10; Entry into force and termination

L This Protocol shall be subject to the completion by the United States of America
and the Republic of Hungary of their respective applicable internal procedures for entry
into force and instruments indicating that such measures have been completed shall be
exchanged as soon as possible. This Protocol shall enter into force on the date of entry
into force of the U.S.-EU Extradition Agreement, as provided for in Article 18 thereof.
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2. In the event of termination of the Agreement on Mutual Legal Assistance
between the United States of America and the European Union signed 25 June 2003,
this Protocol shall be terminated and the bilateral Treaty between the Government of the
United States of America and the Government of the Republic of Hungary on Mutual
Legal Assistance in Criminal Matters signed 1 December 1994 shall be applied. The
Governments of the United States of America and the Republic of Hungary nevertheless
may agree 1o continue to apply some or all of the provisions of this Protocol.

IN WITNESS WHEREOF, the undersigned, being duly authorized by their respective
Governments, have signed this Protocol.

DONE at Budapest, in duplicate, this fifteenth day of November, 2005, in the English

and Hungarian languages, both texts being equally authentic.

FOR THE GOVERNMENT OF THE FOR THE GOVERNMENT OF THE
UNITED STATES OF AMERICA: REPUBLIC OF HUNGARY:

7&,7,4 - C{/LL[L/'U/"

~1
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1.

Instrument as contemplated by Article 3(2) of
the Agreement on Mutual Legal Assistance between

the Umted States of America and the European Union signed 25 June 2003,

as to the application of the Treaty between the Government of
the United States of America and the Government of Ireland

on Mutual Legal Assistance in Criminal Matters signed 18 January 2001

As contemplated by Article 3(2) of the Agreement on Mutual Legal Assistance

between the United States of America and the European Union signed 25 June 2003
(hereafter "the U.S.-EU Mutual Legal Assistance Agreement"), the Govemnments of the
United States of America and Ireland acknowledge that, in accordance with the
provisions of this Instrument, the U.S.-EU Mutual Legal Assistance Agreement is
applied in relation to the bilateral Treaty between the Government of the United States
of America and the Government of Ireland on Mutual Legal Assistance in Criminal
Matters signed 18 January 2001 (hereafter “the 2001 Mutual Legal Assistance Treaty”)
under the following terms:

®

®

©)

@
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2.

Article 4 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 16 bis of the Annex to this Instrument shall govern the identification of
financial accounts and transactions, in addition to any authority already provided
under the 2001 Mutual Legal Assistance Treaty;

Article 5 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 16 fer of the Annex to this Instrument shall govern the formation and
activities of joint investigative teams, in addition to any authority already
provided under the 2001 Mutual Legal Assistance Treaty;

Atticle 6 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Atticles 6 and 16 guater of the Annex to this Instrument shall govern the taking
of testimony of a person located in the requested Party by use of video
transmission technology between the Requesting and Requested Parties, in
addition to any authority already provided under the 2001 Mutual Legal
Assistance Treaty;

Article 7 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 4 (1) of the Annex to this Instrument shall govern the use of expedited
means of cormunication, in addition to any authority already provided under
the 2001 Mhrtual Legal Assistance Treaty;

Article 8 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 1 (1 bis) of the Annex o this Instrument shall govern the provxdmg of
mutual Jegal assistance to the administrative authorities concerned, in addition to
any authority already provided under the 2001 Mutual Legal Assistance Treaty;

Article 9 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 7 of the Annex to this Instrument shall govern the limitation on use of
information or evidence provided to the Requesting Party, and the conditioning
or refusal of assistance on data protection grounds.

The Annex reflects the integrated text of the provisions of the 2001 Mutual

Legal Assistance Treaty and the U.S.-EU Mutual Legal Assistance Agreement that shall
apply upon entry into force of this Instrument.

1
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3. Inaccordance with Article 12 of thé U.S.-EU Mutual Legal Assistance
Agreement, this Instrument shall apply to offences committed before as well as after it
enters into force.

4. This Instrument shall not apply to requests made prior to its entry into force;
except that, in accordance with Article 12 of the U.S.-EU Mutual Legal Assistance
Agreement, Articles 4(1), 6 and 16 guater of the Annex shall be applicable to requests
made prior to such entry into force.

5(a) This Instrument shall be subject to the completion by the United States of
America and Ireland of their respective applicable internal procedures for entry
into force. The Governments of the United States of America and Ireland shall
thereupon exchange instruments indicating that such measures have been
completed. This Instrument shall enter into force on the date of entry into force
of the U.S.-EU Mutual Legal Assistance Agreement.

(v} In'the event of termination of the U.S.-EU Mutual Legal Assistance Agreément,
this Instrument shall be terminated and the 2001 Mutual Legal Assistance
Treaty shall be applied. The Governments of the United States of America and
Ireland nevertheless may agree to continue to apply some or all of the
provisions of this Instrument.

IN WITNESS WHEREOF, the undersigned, being duly authorised by their respective
Governments, have signed this Instrament.

DONE at Dublin, in duplicate, this _[EL day of July, 2005.

FOR THE GOVERNMENT OF THE FOR THE GOVERNMENT OF
UNITED STATES OF AMERICA: IRELAND:
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ANNEX

TREATY BETWEEN THE GOVERNMENT OF THE UNITED STATES OF
AMERICA AND THE GOVERNMENT OF IRELAND ON MUTUAL LEGAL
ASSISTANCE IN CRIMINAL MATTERS

TABLE OF CONTENTS
Article 1 Scope of Assistance
Article 2 Central Authorities
Article 3 : Limitations on Assistance
Article 4 Form and Contents of Requests
Article § Execution of Requests
Article 6 Costs
Article 7 Limitations on Use
Article 8 Testimony or Evidence in the Territory
of the Requested Party
Article 9 Records of Government Agencies
Article 10 Testimony in the Territory
of the Requesting Party
Article 11 Transfer of Persons in Custody
Article 12 Location or Identification of
Persons or Items
Article 13 Service of Documents
Article 14 Search and Seizure
Article 15 Retwrn of Items
Article 16 Assistance in Forfeiture Proceedings
Article 16 bis Identification of bank information
Article 16 ter Joint investigative teams
Article 16 quater Video conferencing
Article 17 Compatibility with Other Arrangements
Article 18 Consultation

Article 19 Termination
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Article 1
Scope of Assistance

1. The Parties shall provide mutual assistance, in accordance with the provisions of
this Treaty, in connection with the investigation, prosecution, and prevention of
offences, and in proceedings related to criminal matters.

Ibis. (a) Mutual legal assistance shall also be afforded to a national administrative
authority, investigating conduct with a view to a criminal prosecution of the conduct, or
referral of the conduct to criminal investigation or prosecution authorities, pursuant to
its specific administrative or regulatory authority to undertake such investigation.
Mutual legal assistance may also be afforded to other administrative authorities under
such circumstances. Assistance shall not be available for matters in which the
administrative authority anticipates that no prosecution or referral, as applicable, will
take place.

(b) Requests for assistance under this paragraph shall be transmitted between the
Central Authorities designated pursuant to Article 2 of this Treaty, or between such
other authorities as may be agreed by the Central Authorities.

2. Assistance shall include:

(a) taking the testimony or statements of persons;

(b) providing documents, records, and articles of evidence;
(¢) locating or identifying persons;

(d) serving documents;

(e} transferring persons in custody for testimony or other purposes;

(f) executing requests for searches and seizures;

il

(g) identifying, tracing, freezing, seizing, and forfeiting the proceeds
and instrumentalities of crime and assistance

in related proceedings;

&

=

such other assistance as may be agreed between Central
Authorities.

3. Except when required by the laws of the Requested Party, assistance shall be
provided without regard to whether the conduct that is the subject of the investigation,
prosecution, or proceeding in the territory of the Requesting Party would constitute an
offence under the laws of the Requested Party.

4. This Treaty is intended solely for mutual legal assistance between the Parties.
The provisions of this Treaty shall not give rise to a right on the part of any private

person to obtain, suppress, or exclude any evidence, or to impede the execution of a
request.
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Article 2
Central Authorities

1. Each Party shall designate a Central Authority to make and receive requests
pursuant to this Treaty.

2. For the Government of the United States of America, the Central Authority
shall be the Attorney General or a person designated by the Attorney General. For the
Government of Ireland, the Central Authority shall be the Minister for Justice, Equality
and Law Reform or a person designated by the Minister.

3. The Central Authorities shall communicate directly with one another for the
purposes of this Treaty,

Article 3
Limitations on Assistance

1. The Central Authority of the Requested Party may deny assistance if:
(a) the Requested Party is of the opinion that the request, if granted, would
impair its sovereignty, security, or other esséntial interests, or would be

contrary to important public policy;

b

2

the request relates to an offender who, if proceeded against under the law
of the Requested Party for the offence for which assistance is requested,
would be entitled to be discharged on the grounds of a previous acquittal
or conviction;

(c) the request relates to an offence that is regarded by the Central Authority
of the Requested Party as:

[0} an offence of a political character; or

i) an offence under military law of the Requested Party which is not
also an offence under the ordinary criminal law of the Requested Party;
or

{d) the request is not made in conformity with the Treaty.

2. ‘Before denying assistance pursuant to this Article, the Central Authority of the
Requested Party shall consult with the Central Authority of the Requesting Party to
consider whether assistance can be given subject to such conditions as it deems

necessary. If the Requesting Party accepts assistance subject to these conditions, it shall
comply with the conditions.

Article 4
Form and Contents of Requests

1. (a) Requests for mutual legal assistance and communications related thereto may
be made and responded to by expedited means of communications, inchuding fax

5
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or e-mail, with formal confirmation of requests to follow where required by the
Requested Party.

(b) Inurgent cases, requests for mutual legal assistance may be made orally but
shall be confirmed in writing within ten days.

(c) The Requested Party may respond by any such exbedhed means of
communication.

(d)The request shall be in an official language of the Requested Party unless
otherwise agreed.

2. The request shall include the following:

() the name of the authority conducting the investigation,
prosecution, or proceeding to which the request relates;
(b) a description of the subject matter and nature of the

investigation, prosecution, or proceeding, including the
specific criminal offences which relate to the matter;

(c) a description of the evidence, information, or other
assistance sought; and
(@) a statement of the purpose for which the evidence,

information, or other assistance is sought.

3. Tothe extent necessary and possible, a request shall also include:

(a) information on the identity and location of any person
from whom evidence is sought;

®) information on the identity and location of a person to
be served, that person’s relationship to the proceedings,
and the manner in which service is to be made;

(©) information on the identity and whereabouts of a
person to be located;

(& a precise description of the place or person to be
searched and of the articles to be seized;

() a description of the manner in which any testimony or
statement is to be taken and recorded;

® a list of questions to be asked of a witnéss;

() a description of any particiﬂar procedure to be
followed in executing the request;

1)) information as to the allowances and expenses to which a~pérson

asked to appear in the territory of the Requesting Party will be
entitled; and
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6] any other information which may be brought to the
attention of the Requested Party to facilitate #ts
execution of the request.

4. The Requested Party may ask the Requesting Party to provide any further
information which appears to the Requested Party to be necessary for the purpose of
executing the request.

Article §
Execution of Requests

1. Asempowered by this Treaty or by national law, or in accordance with its
national practice, the Central Authority of the Requested Party shall take whatever steps
it deerns necessary to execute promptly requests received from the Requesting Party.
The Courts of the Requested Party shall have authority to issue subpoenas, search
warrants, or other orders necessary to execute the request.

2. The Central Authority of the Requested Party shall make all necessary
arrangements for representation in the territory of the Requested Party of the Requesting
Party in any proceedings arising out of a request for assistance.

3. The method of execution specified in the request shall be followed except to
the extent that it is incompatible with the laws and practices of the Requested Party.

4. 1f the Central Authority of the Requested Party determines that execution of a
request would interfere with an ongoing criminal investigation, prosecution, or )
proceeding under the Jaws of that Party, or prejudice the safety of any person, it may
postpone execution, or make execution subject to conditions determined to be necessary
after consultations with the Central Authority of the Requesting Party. If the
Requesting Party accepts the assistance subject to the conditions, it shall comply with
the conditions. :

5. The Central Authority of the Requested Party shall, in accordance with its
national law and practice, facilitate the presence in the execution of the request of such
persons as are specified in the request.

6. The Requested Party shall, upon request, keep confidential any information”
which might indicate that a request has been made or responded to. If the request
cannot be executed without breaching confidentiality, the Requested Party shall so
inform the Requesting Party, which shall then determine the extent to which it wishes
the request to be executed.

7. - The Central Authority of the Requested Party shall respond to reasonable
inquiries by the Central Anthority of the Requesting Party concerning progress toward
execution of the request.

8. The Central Authority of the Requested Party may ask the Central Authority of
the Requesting Party to provide information in such form as may be necessary to enable
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it to execute the request or to undertake any steps which may be necessary under the
laws and practices of the Requested Party in order to give effect to the request received
from the Requesting Party.

9. The Central Authority of the Requesting Party shall promptly inform the
Central Authority of the Requested Party of any circumstances which make it
inappropriate 1o proceed with the execution of the request or which require modification
of the action requested.

10. The Central Authority of the Requested Party shall promptly inform the
Central Authority of the Requesting Party of any circumstances which are likely to
cause a significant delay in responding to the request.

11. The Central Authority of the Requested Party shall promptly inform the Central -
Authority of the Requesting Party of the outcome of the execution of the request. If the
request is denied, the Central Authority of the Requested Party shall inform the Central
Authority of the Requesting Party of the reasons for the denial.

Article 6
Costs

1. The Requested Party shall pay all costs relating to the execution of the request,
including the costs of representation, except for:

(a) the fees of expert witnesses, the costs of translation, interpretation, and
transcription, and the allowances and expenses related to travel of persons pursuant to
Articles 10 and 11, which costs, fees, allowances, and expenses shall be paid by the
Requesting Party;

(b) the costs associated with establishing and servicing a video transmission, to the
extent set forth in Article 16 guater.

2. I, during the execution of a request, it becomes apparent that complete
execution will entail expenses of an extraordinary nature, the Central Authorities shall
consult to determine the terms and conditions under which execution may continue.

© Article 7
Limitations on Use,
1 The Requesting Party may use any evidence or information obtained
from the Requested Party:

(@) for the purpose of its ¢riminal investigations and proceedings;
(b)  for preventing an immediate and serious threat to its public security;

(¢} inits non-criminal judicial or administrative proceedings directly related
to investigations or proceedings:

@) set forth in subparagraph (a); or
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(i) for which mutual legal assistance was rendered under Article 1 (1 bis)(a)
of this Treaty;

(@ forany other purpose, if the evidence or information has been made
public within the framework of proceedings for which they were transmitted, or
in any of the situations described in subparagraphs (a), (b) and (c); and

{e) for any other purpose only with the prior consent of the Requested Party.

2(a) This Article shall not prejudice the ability of the Requested Party in accordance
with this Treaty to impose additional conditions in a particular case where the
particular request for assistance could not be complied with in the absence of
such conditions. Where additional conditions have been imposed in accordance

* with this subparagraph, the Requested Party may require the Requesting Party to
give information on the use made of the evidence or information.

(®)  Generic restrictions with respect to the legal standards of the Requesting Party
for processing personal data may not be imposed by the Requested Party as a
condition under subparagraph (a) to providing evidence or information.

3. Where, following disclosure to the Requesting Party, the Requested Party
becomes aware of circumstances that may cause it fo seck an additional condition in a
particular case, the Requested Party may consult with the Requesting Party to determine
the extent to which the evidence and information can be protected.

Article §
Testimony or Evidence in the Territory of the Requested Party

1. A person in the territory of the Requested Party from whom testimony or
evidence is requested pursuant to this Treaty may be compelled, if necessary, to appear
and testify or produce items, including documents, records, and articles of evidence.

2. Upon request, the Central Authority of the Requested Party shall furnish
information in advance about the date and place of the taking of the testimony or
evidence pursuant to this Article. :

3. In accordance with its laws and practice, the Requested Party shall permit the
presence of such persons as specified in the request during the execution of the request,
and shall allow such persons to ask questions directly of the person whose testimony or
evidence is being taken or indirectly through a legal representative qualified to appear
before the courts of the Requested Party.

4. If the person referred to in paragraph 1 asserts a claim of immunity, incapacity,
or privilege under the laws of the Requesting Party, the testimony or evidence shall
nonetheless be taken and the claim made known to the Central Authority of the
Requesting Party for resolution by the authorities of that Party.

5. Evidence produced in the territory of the Requested Party pursuant to this
Article or which is the subject of testimony taken under this Article may be
authenticated by an attestation, including, in the case of business records, authentication

9
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in the manner indicated in Forms Al or A2, as applicable, appended to this Treaty. The
absence or nonexistence of such records may, upon request, be certified through the use
of Forms B1 or B2, as applicable, appended to this Treaty. Records authenticated by
Forms Al or A2, or Forms Bl or B2 certifying the absence or nonexistence of such
records, shall be admissible in evidence in the Requesting Party. Documentary
information produced pursuant to this Article may also be authenticated pursuant to
such other form or manner as may be prescribed from time to time by either Central
Authority.

Article 9
Records of Government Agencies

. 1. The Requested Party shall provide the Requesting Party with copies of
publicly available records, including documents or information in any form, in the
possession of government departments and agencies in the Requested Party.

2. The Requested Party may provide copies of any documents, records, or
information which are in the possession of a government department or agency of that
Party, but which are not publicly available, to the same extent and under the same
conditions as such copies would be available to its own law enforcement or judicial
authorities. The Requested Party may in its discretion deny & request pursuant to this
paragraph entirely or in part.

3. Records produced pursuant to this Article shall, upon request, be authenticated
under the provisions of the Convention Abolishing the Requirement of Legalisation for
Foreign Public Documents, dated October 5, 1961, or by an official competent to do so
through the use of Forms C1 or €2, as applicable, appended to this Treaty. The absence
or nonexistence of such records may, upon request, be certified through the use of
Forms D1 or D2, as applicable, appended to this Treaty. No further authentication shall
be pecessary. Records authenticated by Forms C1 or C2, or Forms D1 or D2 certifying
the absence or nonexistence of such records, shall be admissible in evidence in the
Requesting Party. Documentary information produced pursuant to this Article may also
be authenticated pursuant to such other form or manner as may be prescribed from time
to time by either Central Authority.

Article 10
Testimony in the Territory of the Requesting Party

1. When the Requesting Party requests the appearance of a person in the territory
of that Party, the Requested Party shall invite the person to appear voluntarily before the’
appropriate authority in the territory of the Requesting Party. The Requesting Party
shall indicate the extent to which the expenses will be paid. The Central Authority of
the Requested Party shall promptly inform the Central Authority of the Requesting
Party of the response of the person. ’

2. The Central Authority of the Requesting Party may, in its discretion, determine
that a person appearing in the territory of the Requesting Party pursuant fo this article
shall not be subject to service of process, or be detained or subjected to any restriction
of personal liberty, by reason of any acts or convictions which preceded that person’s
departure from the territory of the Requested Party.

10
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3. The safe conduct provided for by this Article shall cease seven days after the
Central Authority of the Requesting Party has notified the Central Authority of the
Requested Party that the person’s presence is no longer required, or when the person,
having left the territory of the Requesting Party, voluntarily returns. The Central
Authority of the Requesting Party may, in its discretion, extend this period for up to
fifteen days if it determines that there is good cause to do so.

Article 11
Transfer of Persons In Custody

1. Arperson in the custody of one Party whose presence in the territory of the
otber Party is sought for purposes of assistance under this Treaty shall be transferred for
those purposes if the person and the Central Authorities of both Parties consent. -

2. For purposes of this Article:

(a) the receiving Party shall have the authority and the obligation to keep
the person transferred in custody unless otherwise authorised by the
sending Party;

®

=

the receiving Party shall return the person transferred to the custody
of the sending Party as soon as circumstances permit and in any event
no later than the date upon which the person would have been
released from custody in the territory of the sending Party, unless
otherwise agreed by both Central Authorities and the person
transferred;

(c) the receiving Party shall not require the sending Party to initiate
extradition proceedings for the return of the person transferred; and

(d) the person transferred shall receive credit for service of the sentence
imposed in the sending Party for time served in the custody of the
receiving Party.

Article 12
Location or Identification of Persons or Items

The Requested Party shall use its best efforts to ascertain the location or identity of
persons or items specified in the request.

Article 13
Service of Documents

1. The Requested Party shall use its best efforts to effect service of any document
relating, in whole or in part, to any request for assistance made by the Requesting Party
under the provisions of this Treaty.
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2. Service of any document by virtue of paragraph (1) of this Article shall not
impose any obligation under the law of the Requested Party to comply with it.

3. The Requesting Party shall transmit any request for the service of a document
requiring the appearance of a person before an authority in the Requesting Party a
reasonable time before the scheduled appearance.

4. The Requested Party shall return a proof of service in the manner specified in
the Request.

Article 14
Search and Seizure

1. The Requested Party shall execute a request for the search, seizure, and
delivery of any item to the Requesting Party if the request includes the information
justifying such action under the laws of the Requested Party and it is carried out in
accordance with the laws of that Party.

2. The Requested Party may refuse a request if it relates to conduct in respect of
which powers of search and seizure would not be exercisable in the territory of the
Requested Party in similar circumstances. :

3. Upon request, every official who has custody of a seized item shall certify,
through the use of Forms E1 or E2, as applicable, appended to this Treaty, the
continuity of custody, the identity of the item, and the integrity of its condition. No
further certification shall be required. The certificates shall be admissible in evidence in
the Requesting Party. Certification under this Article may also be provided in any other
form or manner as may be prescribed from time to time by either Central Authority.

4. The Central Authority of the Requested Party may require that the Requesting
Party agree to the terms and conditions deemed to be necessary to protect third party
interests in the item to be transferred.

Aticle 15
Return of Ttems

The Ceniral Authority of the Requesting Party shall return any items, including
documents, records, or articles of evidence furnished to it in execution of a request
under this Treaty as soon as possible unless the Central Authority of the Requested
Party waives their return.

Article 16
Assistance in Forfeiture Proceedings

1. H the Central Authority of one Party becomes aware of proceeds or
instrumentalities of offences which are located in the territory of the other Party and
may be forfeitable or otherwise subject to seizure under the laws of that Party, it may so
inform the Central Authority of the other Party. If that other Party has Jjurisdiction in
this regard, it may present this information to its authorities for a determination whether

12
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any action is appropriate. These authorities shall issue their decision in accordance with
the laws of their country, and the Central Authority shall report to the Central Authority
of the other Party on the action taken.

2. The Parties shall assist each other to the extent permitted by their respective
laws in proceedings relating to the forfeiture of the proceeds and instrumentalities of
offences. This may include action to temporarily freeze the proceeds or
instrumentalities pending further proceedings.

3. . The Party that has custody over proceeds or instrumentalities of offences shall
dispose of them in accordance with its laws. Either Party mey transfer all or part of such
assets, or the proceeds of their sale, to the other Party, to the extent permitted by the
transferring Party’s laws and upon such terms as it deems appropriate.

Article 16 bis:
Identification of bank information

1(a) Upon request of the Requesting Party, the Requested Party shall, in
accordance with the terms of this Article, promptly ascertain if the barks located in its
territory possess information on whether an identified natural or legal person suspected
of or charged with a criminal offence is the holder of a bank account or accounts, The
Requested Party shall promptly communicate the results of its enquiries to the
Requesting Party.

()] The actions described in subparagraph (a) may also be taken for the
purpose of identifying:

6] information regarding natural or legal persons convicted of or otherwise
involved in a criminal offence;

(i)  information in the possession of non-bank financial institutions, or

(i)  financial transactions unrelated to accounts.

2. In addition 1o the requirements of Article 4(2) of this Treaty, a request
for information described in paragraph 1 shall include:

(2)  the identity of the natural or legal person relevant to Jocating such
accounts or transactions;

(b)  sufficient information to enable the competent authority of the Requested
Party to:

i) reasonably suspect that the natural or legal person concerned has
engaged in a criminal offence and that banks or non-bank financial
institutions in the territory of the Requested Party may have the
information requested; and

i) conclude that the information sought relates to the criminal investigation
or proceeding; and

() to the extent possible, information concerning which bank or non-bank
financial institution may be involved, and other information the availability of
which may aid in reducing the breadth of the enquiry.

13




163

3. Unless subsequently modified by exchange of diplomatic note between
the European Union and the Unifed States of America, requests for assistance under this
Article shall be transmitted between:

(@) for Ireland, its Central Authority set forth in Article 2(2) of this Treaty, and
(b)  for the United States of America, the attaché responsible for Ireland of the:
() U.S. Department of Justice, Drug Enforcement Administration, with
respect to matters within its jurisdiction;
(i) U.S. Department of Homeland Security, Bureau of Immigration and
Customs Enforcement, with respect to matters within its jurisdiction;
({i)U.S. Department of Justice, Federal Bureau of Investigation, with
respect to all other matters.

4. Ireland shall provide assistance under this Article with respect to money
laundering and terrorist activity punishable under the laws of both the Requesting and
Requested Parties, and with respect to other criminal activity punishable under the law
of Ireland by a maximum sentence of at least five years imprisonment or more serious
penalty and which are punishable under applicable United States laws. The United"
States of America shall provide assistance under this Article with respect to money
Jaundering and terrorist activity punishable under the laws of both the Requesting and
Requested Parties.

3. The Requested Party shall respond to a request for production of records
concerning the accounts or transactions identified pursuant to this Article in accordance
with the other provisions of this Treaty.

Article 16 rer:
Joint investigative teams

1. Joint investigative teams may be established and operated in the
respective territories of the United States of America and Ireland for the purpose of
facilitating criminal investigations or prosecutions involving the United Staies of
America and one or more Member States of the European Union including Ireland,
where deemed appropriate by the United States of America and Ireland.

2. The procedures under which the team is to operate, such as its
composition, duration, location, organisation, functions, purpose, and terms of
participation of team members of a State in investigative activities taking place in
another State’s territory shall-be as agreed between the competent authorities
responsible for the investigation or prosecution of criminal offences, as determined by
the respective States concerned.

3. The competent authorities determined by the respective States concerned
shall communicate directly for the purposes of the establishment and operation of such
team except that where the exceptional complexity, broad scope, or other circumstances
involved are deemed to require more central coordination as to some or all aspects, the
States may agree upon other appropriate chammels of communications to that end.

4. Where the joint investigative team needs investigative measures to be
taken in one of the States setting up the team, a member of the team of that State may

14
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request its own competent authorities to take those measures without the other States
having to submit a request for mutual Jegal assistance. The required legal standard for
obtaining the measure in that State shall be the standard applicable to its domestic
investigative activities.

Article 16 quater:
Video conferencing -

1. The use of video transmission technology shall be available between the
United States of America and Ireland for taking testimony in & proceeding for which
mutual legal assistance is available of a witness or expert located in the Requested
Party. To the extent not specifically set forth in this Article, the modalities governing
such procedure shall be as otherwise provided under this Treaty.

2. Unless otherwise agreed by the Requesting and Requested Parties, the
Requesting Party shall bear the costs associated with establishing and servicing the
video transmission. Other costs arising in the course of providing assistance (including
costs associated with travel of participants in the Requested Party) shall be borne in
accordance with Article 6 of this Treaty.

3. The Requesting and Requested Parties may consult in order to facilitate
resolution of legal, technical or Jogistical jssues that may arise in the execution of the
request.

4, Without prejudice to any jurisdiction under the law of the Requesting
Party, making an intentionally false staternent or other misconduct of the witness or
. expert during the course of the video conference shall be punishable in the Requested
Party in the same manner as if it had been committed in the course of its domestic
proceedings.

5. This Article is without prejudice to the use of other means for obtaining
of testimony in the Requested Party available under applicable treaty or law.

8. The Requested Party may permit the use of video transmission
technology for purposes other than those described in paragraph 1 of this Article,
including for purposes of identification of persons or objects, or taking of investigative
statements.

Article 17
Compatibility with Other Arrangements

Assistance and.procedures set forth in this Treaty shall not prevent either Party from
granting assistance to the other Party through the provisions of other applicable
international agreements, or through the provisions of its national laws. The Parties may
also provide assistance pursuant to any bilateral arrangement, agreement, or practice
which may be applicable.

135
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Article 18
Consultation

The Central Authorities of the Parties shall consult, at times mutually agreed to by
them, to promote the most effective use of this Treaty. The Central Authorities may
also agree on such practical measures as may be necessary to facilitate the
implementation of this Treaty.

Article 19
Termination

Either Party may terminate this Treaty by means of written notice to the other
Party. Termination shall take effect six months following the date of notification.
Ongoing proceedings at the time of termination shall nonetheless be completed in
accordance with the provisions of this Treaty.

16
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FORM Al

(for use when Ireland is the Requesting Party, pursuant to Article §)

L

CERTIFICATE OF AUTHENTICITY OF
BUSINESS RECORDS

, attest on penalty of criminal punishment

(Name)

for false statement or false attestation that I am employed by

(Name of Business from which documents are sought)

and that my official title is

(Official Titley

1 further state that each of the records attached hereto is the original ora
duplicate of the original records in the custody of

(MName of Business from which docutnents are sought). 1 further state

that:

(A) such records were made, at or near the time of the
oceurrence of the matters set forth, by (or from information
transmitted by) a person with knowledge of those matters;

(B) such records were kept in the course of a regularly
conducted business activity;

{(C) the business activity made such records as a regular practice;

(D) if such record is not the original, such record is a duplicate
of the original.

Signature Date
Sworn to or affirmed before me, ,a

this____day of , 20
(notary public, judicial officer, etc.)
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FORM A2
(for use when the United States is the Requesting Party, pursuant to Article 8)

CERTIFICATE OF AUTHENTICITY OF BUSINESS RECORDS

I , the undersiéned, aged 18 years and older, with the

{Name)
understanding that I am subject to criminal penalty under the laws of Ireland for an
Intentjonally false declaration, make this solemn declaration conscientiously believing
the statements set forth in this declaration to be true.

1 déc]are that T am employed by/associated with the
in the position of

{Name of Business from which documents are sought) {Official Title)

and by reason of my position am authorised and qualified to make this declaration.

1 further declare that the documents attached hereto are originals or true copies of

records in the custody of
{Name of Business from which documents are sought)

which:

1. were made at or near the time of the occurrence of the matters set forth therein,
by (or from information transmitted by) a person with knowledge of those
matters,

2. were kept in the course of regularly conducted business activity;

3. were made by the said business activity as a regular practice; and

4. if not the original records, are duplicates of original records.

All by virtue of the Statutory Declarations Act, 1938.

The originals or duplicates of these records are maintained in the country of

Date of execution:
Place of execution:
Signature:
Declared before me at , this day of

Signed
Judge of the
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FORM B1 (for use when:Ireland is the Requestihy Party, pursuant to Article-8)

CERTIFICATE OF ABSENCE OR NONVEXISTENCE OF BUSINESS RECORDS

1, . attest on penalty of criminal punishment for
(Name)
false statement or false attestation that I am employed by
: and that my official title

(Name of Business from whick documents are sbught)

is

(Official Tide)

As a result of my employment with the above-named business, I am familiar with
the business records it maintains. Thé business maintains business records that:

(A) are made, at or near the time of the occurrence of the matters set forth, by
{or from information transmitted by) a person with knowledge of those
matiers;

(B) are kept in the course of a regularly-conducted business activity;
(C) are made by the business as a regular practice.

Among the records so maintained are records of individuals and entities that have
accounts or‘otherwise transact bugsiness with the above-named business. I have made or
caused to be made & diligent search of those records. No records have been found
reflecting any business activity between the business and the following individuals and
entities: :

If the business had maintained an écpoum on behalf of or had participated ina
transaction with any of the foregoing individuals or entities, its business fecords would
reflect that fact.

Signature Date
Sworn to or affirmed before me, o a
(Name)
this _ day of 20

(Notary public, judicial officer, etc.)
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FORM B2 .
(for use when the United States is the Requesting Party, pursuant to Article 8)

CERTIFICATE OF ABSENCE OR NON-EXISTENCE OF BUSINESS RECORDS

1, . the undersigned, aged 18 years and older, with
the

(Name)
understanding that I am subject to criminal penalty under the laws of Ireland for an
intentionally false declaration, make this solemn declaration conscientiously believing
the statements set forth in this declaration to be true.
I declare that T am employed by/éssociated with the

in the position of

(Name of Business from which documents are sought) {Official Title)

and by reason of my position am authorised and qualified to make this declaration.

I farther declare that as a result of my employment with the above-named business, I am
familiar with the business records it maintains. The business maintains business records
that:

1. are made, ai or near the time of the occurrence of the matters set forth, by (or
from information transmitied by) a person with knowledge of those matters;

2. - are kept in the course of a regularly-conducted business activity;
3. are made by the business as a regular practice.

Among the records so maintained are records of individuals and entities that have
accounts orlotherwise transact business with the above-named business, | have made or
caused to be made a diligent search of those records. No records have been found
reflecting any business activity between the business and the following individuals and
entities: .

If the business had maintained an account on behalf of or had participated in a
transaction with any of the foregoing individuals or entities, its business records would
reflect that fact.

All by virtue of the Statutory Declarations Act, 1938.

Date of execution:
Place of execution:
Signature: .
Declared before me at , this day of
Signed
Judge of the
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FORM C1 (for use when Ireland is the Requesting Party, pursuant to Article 9)

ATTESTATION OF AUTHENTICITY OF FOREIGN PUBLIC RECORDS

1 : , attest on penalty of criminal
(Name)
punishment for false statement or attestation that my position with the Government of
is and that in that
(Country) (Official Title)

position I am duly authorised to attest that the documents attached and described below
are true and accurate copies of original official records which are recorded or filed in
, which is a government office or agency of

(Name of Office or A.gency) {Country)

Description of Documents:

(Signature)

(Title)

tDate)
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} ) FORM C2
(for use when the United States js the Requesting Party, pursuant to Article 9)

ATTESTATION OF AUTHENTICITY OF FOREIGN PUBLIC RECORDS

I i " the undersigned, aged 18 years and older, with the
(Namne)

understanding that I am subject to criminal penalty under the laws of Ireland for an

intentionally false declaration, make this solemn declaration conscientiously believing

the statements set forth in this declaration to be true.

1 declare that my position with the Government of

is
(Country) {Official Title)

and that by reason of my position ] am authorised and qualified to make this

declaration.

I further declare that the documents attached and described below are true and accurate
copies of original official records which are recorded or filed in s
{Name of Office or Agency)

which is a government office or agency of
{Country)

Description of Documents:

All by virtue of the Statutory Declarations Act, 1938.

Date of execution:
Place of execution:
Signature:

Declared before me at , this day of
Signed
Judge of the
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f‘ORM D1 (for use when Ireland is the Requesting Party, pursuant to Article 9)

ATTESTATION REGARDING ABSENCE
OR NON-EXISTENCE OF FOREIGN PUBLIC RECORDS

1, . attest on penalty of criminal punishment
(Name)
for false statement or attestation that my position with the Government of
(Country)
is , and that in that position I am duly authorised to make

(Official Title)

- this attestation,

1 do hereby certify that I am the custodian of records of
, and that T have made a diligent

(Name of Public Office or Agency)

search of the said records for the

, and that
- {Description of Records for Which a Search was Done) )

no such records are found to exist therein. I further certify that the records for which a
search was condusted set forth matters which are required by the laws of the

Government of to be recorded or filed and reported, and
(Country)

such matters regularly are recorded or filed and reported by

(Name of Public Agency or Office)

Signature

Date
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FORM D2 (for use when the United States is the Requesting Party, pursuant to Article 9)

ATTESTATION REGARDING ABSENCE
OR NON-EXISTENCE OF FOREIGN PUBLIC RECORDS

1, ) , the undersigned, aged 18 years and older, with
the v

(Name)
understanding that I am subject to criminal penalty under the laws of Ireland for an

intentionally false declaration, make this solemn declaration conscientiously believing
the statements set forth in this declaration to be true.

1 declare that my position with the Government of

18
{Country) {Official Title)

and that by reason of my position I am authorised and qualified to make this
declaration.

I further declare that I am the custodian of records of
, and that I have made a diligent

(Name of Public Office or Ageéncy}

search of the said records for the

, and that

{Description of Records for Which a Search was Done)

no such records are found to exist therein. I firther declare that the records for which a

search was conducted set forth matters which are required by the laws of the

Government of to be recorded or filed and reported, and
(Country)

such matters regularly are recorded or filed and reported by .

" (Name of Public Agency or Office)

All by virtue of the Statutory Declarations Act, 1938,

Date of execution:
Place of execution;
Signature:

Declared before me at this day of
Signed
Judge of the
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FORM EI (for use when Ireland is the Requesting Party, pursuant to Article 14)

ATTESTATION WITH RESPECT TO SEIZED ARTICLES

1, , attest on penalty of criminal punishment for
(Name)
false statements or attestation that my position with the Government of
(Country)
is . Ireceived the articles listed below from
(Official Title)
on
(Name of Person) (Date)
at in the following condition:
(Place)
Description of Article:

Changes in Condition while in my custody:

Official Seal or Stamp

(Signature)

(Title)

(Date)
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FORM E2 (for use when the United States is the Requesting Party, pursuant to Article 14)
ATTESTATION WITH RESPECT TO SEIZED ARTICLES

I , the undersigned, aged 18 years and older, with
the

(Name)
understanding that I am subject to .criminal penalty under the laws of Ireland for an
intentionally false declaration, make this solemn declaration conscientiously believing
the statements set forth in this declaration to be true.

T'declare that that my position with the Government of
is
{Country) {Official title)

and that by reason of my position am authorised and qualified to make this declaration.

1 further declare that I received the articles listed belov; from

on s
{Name of Person) {Datey -

at in the following condition:
(Place) .

Description of Article:

Changes in Condition while in my custody:

All by virtue of the Statutory Declarations Act, 1938,

Date of execution:
Place of execution:

Signature: Official Seal or
stamp,
Declared before me at this day of
Signed .

Judge of the
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a)

b)

°)

3]

Instrument as contemplated by Article 3(2) of the Agreement on Mutual
Legal Assistance between the United States of America and the European
Union signed 25 June 2003, as to the application of the Treaty between the
United States of America and the Italian Republic on Mutual Assistance in

Criminal Matters signed 9 November 1982

As contemplated by Article 3(2) of the Agreement on Mutnal Legal
Assistance between the United States of America and the European Union
signed 25 June 2003 (hereafter "the U.S.-EU Mutual Legal Assistance
Agreement"), the Governments of the United States of America and the
Italian Republic acknowledge that, in accordance with the provisions of
this Instrument, the U.S.-EU Mutual Legal Assistance Agreement is
applied in relation to the bilateral Treaty between the United States of
America and the Italian Republic on Mutual Assistance in Criminal
Matters signed 9 November 1982 (hereafter “the 1982 Mutual Assistance
Treaty”) under the following terms:

Article 4 of the U.S.-EU Mutual Legal Assistance Agreement as set forth
in Article 18 bis of the Annex to this Instrument shall govern the
identification of financial accounts and transactions, in addition to any
authority already provided under the 1982 Mutual Assistance Treaty;

Article 5 of the U.S.-EU Mutual Legal Assistance Agreement as set forth
in Article 18 ter of the Annex to this Instrument shall govern the
formation and activities of joint investigative teams, in addition to any
authority already provided under the 1982 Mutual Assistance Treaty;

Article 6 of the U.S.-EU Mutual Legal Assistance Agreement as set forth
in Articles 7 and 18 quater of the Annex to this Instrument shall govern
the taking of testimony of a person located in the Requested State by use
of video transmission technology between the Requesting and Requested
States, in addition to any authority already provided under the 1982
Mutual Assistance Treaty;

Article 7 of the U.S.-EU Mutual Legal Assistance Agreement as set forth
in Article 2(3) of the Annex to this Instrument shall govern the use of
expedited means of communication, in addition to any authority already
provided under the 1982 Mutual Assistance Treaty;
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)

Article 8 of the U.S.-EU Mutual Legal Assistance Agreement as set forth
in Article 1 (1 bis) of the Annex to this Instrument shall govern the
providing of mutual assistance to the administrative authorities concerned,
in addition to any authority already provided under the 1982 Mutual
Assistance Treaty;

Article 9 of the U.S.-EU Mutual Legal Assistance Agreement as set forth
in Article 8(3)-(5) of the Annex to this Instrument shall govern the
limitation on use of information or evidence provided to the Requesting
State, and the conditioning or refusal of assistance on data protection
grounds.

The Annex reflects the integrated text of the provisions of the 1982
Mutual Assistance Treaty and the U.S.-EU Mutual Legal Assistance
Agreement that shall apply upon entry into force of this Instrument.

In accordance with Article 12 of the U.S.-EU Mutual Legal Assistance
Agreement, this Instrament shall apply to offenses committed before as
well as after it enters into force.

This Instrument shall not apply to requests made prior to its entry into
force; except that, in accordance with Article 12 of the U.S.-EU Mutual
Legal Assistance Agreement, Articles 2(3), 7(e) and 18 quater of the
Annex shall be applicable to requests made prior to such entry into force.

Article 18 of the Annex shall be applied in lieu of Article 18 of the 1982
Mutual Assistance Treaty, and the related exchange of diplomatic notes
between the United States and Italy of 13 November 1985.

6.a) This Instrument shall be subject to the completion by the United States of

b)

America and the ltalian Republic of their respective applicable internal
procedures for entry into force. The Governments of the United States of
America and the Halian Republic shall thereupon exchange instruments
indicating that such measures have been completed. This Instrument shall
enter into force on the date of entry into force of the U.S.-EU Mutual
Legal Assistance Agreement.

In the event of termination of the U.S.-EU Mutual Legal Assistance
Agreement, this Instrument shall be terminated and the 1982 Mutual
Assistance Treaty shall be applied. The Governments of the United States
of America and the Italian Republic nevertheless may agree to contimie to
apply some or all of the provisions of this Instrument.
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IN WITNESS WHEREOF, the undersigned, being duly authorized by their
respective Governments, have signed this Instrument.

DONE at Rome, in duplicate, this third day of May 2006, in the English and

Italian languages, both texts being equally authentic.

FOR THE GOVERNMENT OF THE FOR THE GOVERNMENT OF THE
UNITED STATES OF AMERICA: ITALIAN REPUBLIC:

V2
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ANNEX

TREATY BETWEEN THE UNITED STATES OF AMERICA AND
THE ITALIAN REPUBLIC ON MUTUAL ASSISTANCE IN
CRIMINAL MATTERS

ARTICLE 1
Obligation to Render Assistance

1. The Contracting Parties undertake to afford each other, upon request
and in accordance with the provisions of this Treaty, mutual assistance in
criminal investigations and proceedings.

1bis. a. Mutual assistance shall also be afforded to a national
administrative authority, investigating conduct with a view to a criminal
prosecution of the conduct, or referral of the conduct to criminal
investigation or prosecution authorities, pursuant to its specific
administrative or regulatory authority to undertake such investigation.
Mutual assistance may also be afforded to other administrative authorities
under such circumstances. Assistance shall not be available for matters in
which the administrative authority anticipates that no prosecution or
referral, as applicable, will take place.

b. Requests for assistance under this paragraph shall be transmitted
between the Central Authorities designated pursuant to Article 2 of this
Treaty, or between such other authorities as the Central Authorities agree
instead to designate as an alternate channel for transmission.

2. Such assistance shall include:
a. locating persons;
b. serving documents;
¢. producing documents and records;
d. executing requests for search and seizure;
e. taking testimony;
f. transferring persons for testimonial purposes; and

g. immobilizing and forfeiting assets.
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Other types of assistance shall also be granted to the extent such
assistance is not inconsistent with the laws of the Requested State.

3. Assistance shall be rendered even when the acts under investigation
are not offenses in the Requested State and without regard to whether the
Requested State would have jurisdiction in similar circumstances.

4. This Treaty is intended solely for mutual assistance in criminal matters
between authorities of the Contracting Parties.

ARTICLE 2
Central Authority

1. A request under this Treaty shall be made by a Central Authority for
each Contracting Party. The Central Authorities shall communicate
directly with each other to implement the provisions of this Treaty.

2. For the United States the Ceniral Authority shall be the Attorney
General. For the Italian Republic the Central Authority shall be the
Minister of Justice.

3. Requests for mutual assistance made by authorities under this Treaty,
and communications related thereto, may be made by expedited means of
communications, including fax or e-mail, with formal confirmation to
follow where required by the Requested State. The Requested State may
respond to the request by any such expedited means of communication.

ARTICLE 3
Contents of a Request

1. A request for assistance shall indicate:

a. the name' of the authority conducting the investigation or
proceeding to which the request relates;

b. the subject matter and nature of the investigation or proceeding;

c. a description of the evidence or information sought or the acts to
be performed; and

d. the purpose for which the evidence, information or action is
sought.
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2. To the extent necessary and possible, a request shall include:

a. available information on the identity and whereabouts of a
person to be located;

b. the identity and location of a person to be served, that person's
relationship to the proceeding, and the manner in which service is to be
made;

c. the identity and location of a person from whom evidence is
sought;

d. a precise description of the place to be searched and the objects
to be seized;

e. a description of the manner in which any testimony is to be taken
- and recorded;

f."a list of questions to be answered; and

g. a description of any particular procedure to be followed in
executing the request.

3. A request shall indicate the allowances and expenses to which a person
appearing in the Requesting State will be entitled.

4. A request and accompanying documents shall be in both English and
Italian.

ARTICLE 4
Execution of a Request

1. The Central Authority of the Requested State shall promptly comply
with a request or, when appropriate, transmit it to the authority having
jurisdiction to do so. The competent officials of the Requested State shall
do everything in their power to execute a request. The courts of the
Requested State shall issue subpoenas, search warrants, or any other
process necessary in the execution of a request.

2. A request shall be executed in conformity with the provisions of this
Treaty and according to the laws of the Requested State. Procedures

specified in the request shall be followed unless prohibited by the laws of
the Requested State.
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ARTICLE 5
Limitations on Compliance

1. The Requested State may deny assistance to the extent that:

a. execution of a request would prejudice the security or other
essential public interests of the Requested State;

b. a request relates to a purely military offense or a matter
considered a political offense by the Requested State; or

c. a request does not comply with the provisions of this Treaty.

2. Before refusing to execute a request, the Requested State shall
determine whether assistance can be given subject to such conditions as it
deems necessary.

3. The Requested State may postpone execution of a request or grant it
subject to conditions if execution would interfere with an ongoing
investigation or proceeding in the Requested State.

4. The Requested State shall immediately inform the Requesting State of
the reason for partial or total denial or postponement of assistance.

ARTICLE 6
Return of a Completed Request

1. Upon completion of a request the Requested State shall, unless
otherwise agreed, retumn to the Requesting State the original request
together with all information and evidence obtained, indicating place and
time of execution.

2. To the extent possible, all documents and records to be furnished
pursuant to a request shall be complete and in unedited form. Upon
application of the Requesting State, the Requested State shall make every
effort to furnish original documents and records.
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ARTICLE 7
Costs and Translations

The Requested State shall render assistance without cost to the Requesting
State except for:

a. expenses incurred in the translation of documents accompanying
a request or which result from a request;

b. fees of private experts specified in a request;
c. all expenses related to travel of witnesses pursuant to Article 15;

d. all expenses related to the transfer of witnesses in custody
pursuant to Article 16; and

¢. the costs associated with establishing and servicing a video
transmission pursuant to Article 18 quater, unless otherwise agreed by the
Requesting and Requested States; other costs arising in the course of
providing assistance (including costs associated with travel of participants
in the Requested State) shall be borne in accordance with the other
provisions of this Article.

ARTICLE 8
Protecting Confidentiality and Restricting Use of Evidence
and Information

1. When necessary, the Requested State may require that evidence and
information provided, and information derived therefrom, be kept
confidential in accordance with stated conditions. Nevertheless, disclosure
may be made where necessary as evidence in a public proceeding.

2. If deemed necessary, the Requesting State may request that the
application for assistance, the contents of the request and its supporting
documents, and the granting of such assistance be kept confidential.

3. The Requesting State may use any evidence or information obtained
from the Requested State:

a. for the purpose of its criminal investigations and proceedings;

b. for preventing an immediate and serious threat to its public
security;
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¢. in its non-criminal judicial or administrative proceedings directly
related to investigations or proceedings:

i. set forth in subparagraph (a); or

ii. for which mutual assistance was rendered under Article
1(1 bis) of this Treaty;

d. for any other purpose, if the information or evidence has been
made public within the framework of proceedings for which they were
transmitted, or in any of the situations described in subparagraphs (a), (b)
and (c); and

e. for any other purpose, only with the prior consent of the
Regquested State.

4. a. This Article shall not prejudice the ability of the Requested State
in accordance with this Treaty to impose additional conditions in a
particular case where the particular request for assistance could not be
complied with in the absence of such conditions. Where additional
conditions have been imposed in accordance with this subparagraph, the
Requested State may require the Requesting State to give information on
the use made of the evidence or information.

b. Generic restrictions with respect to the legal standards of the
Requesting State for processing personal data may not be imposed by the
Requested State as a condition under subparagraph (a) to providing
evidence or information.

5. Where, following disclosure to the Requesting State, the Requested
State becomes aware of circumstances that may cause it to seek an
additional condition in a particular case, the Requested State may consult
with the Requesting State to determine the extent to which the evidence
and information can be protected.

ARTICLE 9
Return of Documents, Records, and Articles of Evidence

The Requesting State shall return upon request any documents, records, or
articles of evidence furnished in execution of a request as soon as
possible.
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ARTICLE 10
Locating Persons

The Requested State, consistent with the provisions of this Treaty, shall
make thorough efforts to ascertain the location of persons specified in the
request and believed to be in the Requested State.

ARTICLE 11
Serving Documents

1. The Requested State shall cause service of any document transmitted
for that purpose by the Requesting State.

2. A request for service of a document requiring the appearance of a
person before an authority in the Requesting State shall be transmitted a
reasonable time before the scheduled appearance.

3. A document requiring such an appearance shall be served thirty days
prior to the scheduled appearance or as otherwise agreed.

4. The Requested State shall return a proof of service executed according
to its laws.

ARTICLE 12
Providing Documents and Records of Government Offices or Agencies

1. The Requested State shall provide a copy of a publicly available
document or record of a government office or agency.

2. The Requested State may provide any document or record in the
possession of a government office or agency, but not publicly available, to
the same extent and under the same conditions as it would be available 1o
its own law enforcement or judicial authorities. The Requested State in its
discretion may deny the request entirely or in part.

3. Any document or record provided pursuant to this Article in
accordance with procedures specified in the request and certified authentic
by the Central Authority of the Requested State shall require no further
certification or authentication to be admissible into evidence in the
Requesting State.

10
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ARTICLE 13
Producing Other Documents and Records

1. The Requested State, if necessary, shall compel a person to produce a
document, record or article to the same extent as would be required for
criminal investigations or proceedings in that State. When search and
seizure is required, the request shall c ontain such information as would
justify such action in criminal investigations or proceedings under the
laws of the Requested State.

2. With respect to paragraph 1 of this Article, every official of the
Requested State who has custody of a seized document, record or article
shall certify to the Central Authority of that State the identity of the thing
seized, the continuity of the custody thereof, and the integrity of its
condition. The Central Authority of the Requested State shall certify that
the procedures specified in the request have been followed to the extent
possible pursuant to the laws and practices of that State. A document,
record or article so certified shall require no further foundation to be
admissible into evidence in the Requesting State,

ARTICLE 14
Taking Testimony in the Requested State

1. A person from whom evidence is sought shall, if necessary, be
compelled to appear and testify to the same extent as would be required in
criminal investigations or proceedings in the Requested State.

2. Upon request, the Requested State shall specify the date and place of
the taking of testimony.

3. The Requested State shall permit the presence of an accused, counsel
for the accused, and persons charged with the enforcement of the criminal
laws to which the request relates.

4. The executing authority shall provide persons permitted to be present
the opportunity to question the person whose testimony is sought in
accordance with the laws of the Requested State.

5. The executing authority shall provide persons permitted to be present
the opportunity to propose additional questions and other investigative
measures. )

11
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6. Testimonial privileges under the laws of the Requesting State shall not
apply in the execution of a request, but such questions of privilege shall be
preserved for the Requesting State.

ARTICLE 15
Taking Testimony in the Requesting State

1. The Requested State, upon request that a person in that State appear
and testify in connection with a criminal investigation or proceeding in the
Requesting State, shall compel that person to appear and testify in the
Requesting State by means of the procedures for compelling the
appearance and testimony of witnesses in the Requested State if:

a. the Requested State has no reasonable basis to deny the request;

b. the person could be compelled to appear and testify in similar
circumstances in the Requested State; and

c. the Central Authority of the Requesting State certifies that the
person's testimony is relevant and material.

2. A person who fails to appear as directed shall be subject to sanctions
under the laws of the Requested State as if that person had failed to appear
in similar circumstances in that State. Such sanctions shall not include
removal of the person to the Requesting State.

ARTICLE 16
Transferring Persons in Custody for Testimonial Purposes

1. A person in custody needed as a witness in the Requesting State for
criminal investigations or proceedings shall be transported to that State
pursuant to conditions proposed by Article 15(1).

2. A defendant in custody in one State who seeks for purposes of
confrontation to be present at a judicial proceeding in the other State shall
be transported to that State unless the State in which the defendant is in
custody has a reasonable basis to deny the request.
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3. For purposes of this Article:

a. the receiving State shall have the authority and obligation to keep
in custody a person transferred unless otherwise authorized by the sending
State;

b. the receiving State shall return the person transferred to the
custody of the sending State as soon as circumstances permit or as
otherwise agreed;

c. the receiving State shall not decline to return a person transferred
on the basis of nationality nor require the sending State to initiate
extradition proceedings; and

d. the person transferred shall receive credit for service of the
sentence imposed in the sending State while in the custody of the
receiving State.

ARTICLE 17
Safe Conduct

1. A person appearing before an authority in the Requesting State
pursuant o a request:

a. shall not be subject to suit, or be detained or subjected to any
other restriction of personal liberty, with respect to any act or conviction
which preceded departure; and

b. shall not be subject to prosecution based on testimony provided
pursuant to the request to the extent that such testimony is required to
honor the request and is true.

2. Safe conduct provided in this Article shall cease if, ten days after the
person appearing has been notified that his or her presence is no longer

required, that person, being free to leave, has not left the Requesting State
or, having left, has returned.
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ARTICLE 18
Seizure, Immobilization and Forfeiture of Assets

1. The Contracting Parties shall assist each other to the extent permitted
by their respective laws in the seizure, i mmobilization and forfeiture of
the fruits and instrumentalities of offenses.

2. Proceeds or property forfeited to a Contracting Party pursuant to this
Article shall be disposed of by that Party according to its domestic law

. and administrative procedures. Either State may transfer all or part of
such proceeds or property, or the proceeds of its sale, to the other State, to
the extent permitted by their respective laws, upon such terms as they may
agree.

ARTICLE 18 bis
Identification of bank information

1. a. Upon request of the Requesting State, the Requested State shall,
in accordance with the terms of this Article, promptly ascertain if the
banks located in its territory possess information on whether an identified
natural or egal person suspected of or charged with a criminal offense is
the holder of a bank account or accounts. The Requested State shall
promptly communicate the results of its enquiries to the Requesting State.

b. The actions described in subparagraph (a) may also be taken for
the purpose of identifying:

i. information regarding natural or legal persons convicted
of or otherwise involved in a criminal offense;

ii. information in the possession of non-bank financial
institutions; or

iii. financial transactions unrelated to accounts.

2. In addition to the requirements of Article 3(1) of this Treaty, a request
for information described in paragraph 1 shall include:

a. the identity of the natural or legal person relevant o locating
such accounts or transactions;

14
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b. sufficient information to enable the competent authority of the
Requested State to:

1. reasonably suspect that the natural or legal person
concerned has engaged in a criminal offense and that
banks or non-bank financial institutions in the territory
of the Requested State may have the information
requested; and

il. conclude that the information sought relates to the
criminal investigation or proceeding; and

c. to the extent possible, information concerning which bank or
non-bank financial institution may be involved, and other information the
gvailability of which may aid in reducing the breadth of the enquiry.

3. Unless subsequently modified by exchange of diplomatic notes
between the European Union and the United States, requests for assistance
under this Article shall be transmitted between:

a. the Minister of Justice of aly, and

b. for the United States, in lieu of the channel described in Article
2(1) of this Treaty, the attaché responsible for Italy of the:

1. U.S. Department of Justice, Drug Enforcement
Administration, with respect to matters within its
Jurisdiction;

. U.S. Department of Homeland Security, Bureau of
Immigration and Customs Enforcement, with respect to

matters within its jurisdiction;

i, U.S. Department of Justice, Federal Bureau of
Investigation, with respect to all other matters.

15
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4. The Contracting Parties shall provide assistance under this Article with
respect to terrorist activity punishable under the laws of both the
Requesting and Requested States. The Contracting Parties also shall
provide assistance under this Article with respect to money laundering
activity punishable under the laws of both the Requesting and Requested
States, including where the activity is punishable as money laundering
under United States law while punishable as a predicate offense to the
money laundering under Italian law. The C ontracting P arties also shall
provide assistance with respect to such other criminal activity as they may
notify each other.

5. The Requested State shall respond to a request for production of the
records concerning the accounts or transactions identified pursuant to this
Article in accordance with the other provisions of this Treaty.

ARTICLE 18 ter
Joint investigative teams

1. Joint investigative teams may be established and operated in the
respective territories of the United States and the Ttalian Republic for the
purpose of facilitating criminal investigations or prosecutions involving
the United States and one or more Member States of the European Union
where deemed appropriate by the United States and the Jtalian Republic.

2. The procedures under which the team is to operate, such as its
composition, duration, location, organization, functions, purpose, and
terms of participation of team members of a State in investigative
activities taking place in another State’s territory shall be as agreed
between the competent authorities responsible for the investigation or

prosecution of criminal offenses, as determined by the respective States
concerned.

3. The competent authorities determined by the respective States
concerned shall communicate directly for the purposes of the
establishment and operation of such team except that where the
exceptional complexity, broad scope, or other circumstances involved are
deemed to require more central coordination as to some or all aspects, the

States may agree upon other appropriate channels of communications to
that end.

16
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4. Where the joint investigative team needs investigative measures to be
taken in one of the States setting up the team, a member of the team of
that State may request its own competent authorities to take those
measures without the other States having to submit a request for mutual
assistance. The required legal standard for obtaining the measure in that
State shall be the standard applicable to its domestic investigative
activities.

ARTICLE 18 quater
Video conferencing

1. The use of video transmission technology shall be available between
the United States and the Italian Republic for taking testimony in a
“proceeding for which mutual assistance is available of a witness or expert
located in the Requested State. To the extent not specifically set forth in
this Article, the modalities governing such procedure shall be as otherwise
provided under this Treaty.

2. The Requesting and Requested States may consult in order to facilitate
resolution of legal, technical or logistical issues that may arise in the
execution of the request.

3. Without prejudice to any jurisdiction under the law of the Requesting
State, making an intentionally false statement or other misconduct of the
witness or expert during the course of the video conference shall be
punishable in the Requested State in the same manner as if it had been
committed in the course of its domestic proceedings.

4. This Article is without prejudice to the use of other means for
obtaining of testimony in the Requested State available under applicable
treaty or law,

5. The Requested State may permit the use of video conferencing
technology for purposes other than those described in paragraph 1 of this
Article, including for purposes of identification of persons or objects, or
taking of investigative statements.

17
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ARTICLE 19
Other Treaties and Domestic Laws

1. Assistance and procedures provided by this Treaty shall not prevent or
restrict any assistance or procedure available under other international
conventions or arrangements or under the laws of the Contracting Parties.

+ 2. The activities of the International Criminal Police Organization
(INTERPOL) are not affected by this Treaty.

ARTICLE 20
Denunciation

Either Contracting Party may terminate this Treaty at any time by giving
notice to the other Party and the termination shall be effective six months
after the date of receipt of such notice.
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Protocol to the Treaty between the Government of the United States of America
and the Government of the Republic of Latvia on Mutual Legal Assistance in
Criminal Matters

As contemplated by Article 3(2) of the Agreement on Mutual Legal Assistance between
the United States of America and the European Union signed 25 June 2003 (hereafter
“the U.S.-EU Mutual Legal Assistance Agreement”), the Governments of the United
States of America and the Republic of Latvia acknowledge that, in accordance with the
provisions of this Protocol, the U.S.-EU Mutual Legal Assistance Agreement is applied
in relation to the bilateral Treaty between the Government of the United States of
America and the Government of the Republic of Latvia signed 13 June 1997 (hereafter
“the 1997 Mutual Legal Assistance Treaty”) under the following terms:

Article 1: Assistance to administrative authorities

Pursuant to Article 8 of the U.8.-EU Mutual Legal Assistance Agreement, Article 1(1)
shall be renumbered as Article 1(1)(a), and the following shall be applied as Article 1
(1)(b) and (1)(c) of the 1997 Mutual Legal Assistance Treaty:

“(b) Mutual legal assistance shall also be afforded to a national administrative
authority, investigating conduct with a view to a criminal prosecution of the conduct, or
referral of the conduct to criminal investigation or prosecution authorities, pursuant to
its specific adrministrative or regulatory autherity to undertake such investigation.
Mutual legal assistance may also be afforded to other administrative authorities under
such circumstances. Assistance shall not be available for matters in which the
administrative authority anticipates that no prosecution or referral, as applicable, will
take place.

(c) Requests for assistance under paragraph (1)(b) shall be transmitted between
the Central Authorities designated pursuant to Article 2 of this Treaty, or between such
other authorities as may be agreed by the Central Authorities.”

Article 2: Expedited transmission of requests

Pursuant to Article 7 of the U.S.-EU Mutual Legal Assistance Agreement, the following
shall be applied in place of Asticle 4(1) of the 1997 Mutual Legal Assistance Treaty:

“1.(a) Requests for assistance and communications related thereto may be made
and responded to by expedited means of communications, including fax or e-mail, with
formal confirmation to follow where required by the Requested State.

(b) In urgent situations, requests for mutual legal assistance may be made orally
but shall be confirmed in writing within ten days unless the Central Authority of the
Requested State agrees otherwise.
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(¢) The request shall be in the language of the Requested State unless agreed
otherwise.”

Article 3: Cost of Video-Conference

Pursuant to Article 6(2) of the U.S -EU Mutual Legal Assistance Agreement, the
following shall be applied as Article 6(d) of the 1997 Mutual Legal Assistance Treaty:

“(d) the costs associated with establishing and servicing a video transmission
pursuant to Article 17¢, unless otherwise agreed by the Requesting and Requested

States; other costs arising in the course of providing such assistance shall be borne in
accordance with the other provisions of this Article.”

Article 4; Limitations on use to protect personal and other data

Pursuant to Article 9 of the U.S.-EU Mutual Legal Assistance Agreement, the following
shall be applied in place of Article 7 of the 1997 Mutual Legal Assistance Treaty:

“Article 7
Limitations On Use To Protect Personal And Other Data

1. The Requested State may require that the Requesting State limit its use of any
evidence or information obtained from the Requested State to the following purposes:

{a) for the purpose of its criminal investigations and proceedings;
()] for preventing an immediate and serious threat to its public security;

(O] in its non-criminal judicial or administrative proceedings directly related to
investigations or proceedings:

) set forth in subparagraph (a); or

(i) for which mutual legal assistance was rendered under Article 1(1)(b);

(@ for any other purpose, if the information or evidence has been made public
within the framework of proceedings for which they were transmitted, or in any of the

situations described in subparagraphs (2), (b) and (c); and

(e} for any other purpose, only with the prior consent of the Requested State.”
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2. (a) This Article shall not prejudice the ability of the Requested State in accordance
with this Treaty to impose additional conditions in a particular case where the particular
request for assistance could not be complied with in the absence of such conditions.
Where additional conditions have been imposed in accordance with this subparagraph,
the Requested State may require the Requesting State to give information on the use
made of the evidence or information.

(b) Generic restrictions with respect to the legal standards of the Requesting State for
processing personal data may not be imposed by the Requested State as 2 condition
under subparagraph (a) to providing evidence or information.

3. Where, following disclosure to the Requesting State, the Requested State becomes

. aware of circumstances that may cause it to seek an additional condition in a particular
case, the Requested State may consult with the Requesting State to determine the extent
to which the evidence or information can be protected.

4. The Central Authority of the Requested State may request that information or
evidence furnished under this Treaty be kept confidential or be used subject to terms
and conditions that it may specify. If the Requesting State accepts the evidence or
information subject to such conditions, the Requesting State shall use its best efforts to
comply with the conditions.”

Article 5; Identification of bank information

Pursuant to Article 4 of the U.S.-EU Mutual Legal Assistance Agreement, the following
shall be applied as Article 17a of the 1997 Mutual Legal Assistance Treaty:

“Article 17a
Identification of Bank Information

1. (a) Upon request of the Requesting State, the Requested State shall, in accordance
with the terms of this Article, promptly ascertain if the banks located in its
territory possess information on whether an identified natural or legal person
suspected of or charged with a criminal offense is the holder of a bank account:
or accounts. The Requested State shall promptly communicate the results of its
enquiries to the Requesting State.

(b) The actions described in subparagraph (a) may also be taken for the purpose of
identifying:

(i) information regarding natural or legal persons convicted of or otherwise
involved in a criminal offense;

(i) information in the possession of non-bank financial institutions; or

(iii)financial transactions unrelated to accounts.

[
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2. - In addition to the requirements of Article 4(2) of this Treaty, a request for
information described in paragraph 1 of this Article shall include:

(a) the identity of the natural or legal person relevant to locating such accounts or
transactions;

(b} sufficient information to enable the competent authority of the Requested
State to:

(i) reasonably suspect that the natural or legal person concerned has
engaged in a criminal offense and that banks or non-bank financial
institutions in the territory of the Requested State may have the
information requested; and

(it} conclude that the information sought relates 1o the criminal investigation
or proceeding; and

(c) to the extent possible, information concerning which bank or non-bank
financial institution may be involved, and other information the
availability of which may aid in reducing the breadth of the enquiry.

3. Unless subsequently modified by the United States of America and the Republic of
Latvia through an exchange of diplomatic notes between the European Union and the
United States of America, requests for assistance under this Article shall be transmitted
between:

(a) for the Republic of Latvia:

) the Office of the Prosecutor General, during pre-trial
investigation until the case is submitted to court; and
(i)  the Ministry of Justice, during trial.

(b) for the United States of America, the attaché responsible for the Republic
of Latvia of the:

(i)  U.S. Department of Justice, Drug Enforcement Administration,
with respect to matters within its jurisdiction;

(i) U.S. Department of Homeland Security, Bureau of Immigration
and Customs Enforcement, with respect to matters within its
jurisdiction;

(i) U.S. Department of Justice, Federal Bureau of Investigation, with
respect to all other matters.

4. The Republic of Latvia shall provide assistance under this Article with respect to
any criminal activity. The United States of America shall provide assistance under this
| Article with respect to money laundering and terrorist activity punishable under the

4
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laws of both States, and with respect to such other criminal activity as it may notify the
Republic of Latvia.

5. The Requested State shall respond to a request for production of the records
concerning the accounts or transactions identified pursuant to this Article in accordance
with the other provisions of this Treaty.”

Article 6; Joint Investigative teams

Pursuant to Article 5 of the U.S,-EU Mutual Legal Assistance Agreement, the following
shall be applied as Article 17b of the 1997 Mutual Legal Assistance Treaty:

“Article 17b
Joint Investigative Teams

1. Joint investigative teams may be established and operated in the respective
territories of the United States of America and the Republic of Latvia for the purpose of
facilitating criminal investigations or prosecutions involving the United States of
America and one or more Member States of the European Union where deemed
appropriate by the United States of America and the Republic of Latvia.

2. The procedures under which the team is to operate, such as its composition,
dufation, location, organization, functions, purpose, and terms of participation of team
members of a State in investigative activities taking place in another State’s territory
shall be as agreed between the competent authorities responsible for the investigation or
prosecution of criminal offenses, as determined by the respective States concerned.

3. The competent authorities determined by the respective States concerned shall
communicate directly for the purposes of the establishment and operation of such team
except that where the exceptional complexity, broad scope, or other circumstances
involved are deemed to require more central coordination as to some or all aspects, the
States may agree upon other appropriate channels of communications to that end:

4. Where the joint investigative team needs investigative measures to be taken in one
of the States setting up the team, a member of the team of that State may request its own
competent authorities to take those measures without the other State(s) having 1o submit
a request for mutual legal assistance. The required legal standard for obtaining the
measure in that State shall be the standard applicable to its domestic investigative
activities.”

w
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Article 7: Video conferencing

Pursuant to Article 6(1), 6(3) through (6) of the U:S.—EU Mutual Legal Assistance
Agreement, the following shall be applied as Article 17¢ of the 1997 Mutual Legal
Assistance Treaty:

“Article 17¢
Video Conferencing

1. The use of video transmission technology shall be available between the United
States of America and the Republic of Latvia for taking testimony in a proceeding for
which mutual legal assistance is available of a witness or expert located in the
Requested State. To the extent not specifically set forth in this Article, the modalities
governing such procedure shall be as otherwise provided under this Treaty.

2. The Requesting and Requested States may consult in order to facilitate resolution of
legal, technical or logistical issues that may arise in the execution of the request.

3. Without prejudice to any jurisdiction under the law of the Requesting State, making
an intentionally false statement or other misconduct of the witness or expert during the
course of the video conference shall be punishable in the Requested State in the same
manner as if it had been committed in the course of its domestic proceedings.

4. This Article is without prejudice to the use of other means for obtaining of
testimony in the Requested State available under applicable treaty or law.

5. The Requested State may permit the use of video conferencing technology for

purposes other than those described in paragraph 1 of this Article, including for
purposes of identification of persons or objects, or taking of investigative statements.”

Atticle 8: Temporal application

This Protocol shall apply to offenses committed before as well as after it enters info
force,

This Protocol shall not apply to requests made prior to its entry into force; except that
Articles 2, 3 and 7 of this Protocol shall be applicable to requests made prior to such
entry into force.

Article 9: Entry into force and termination

1. This Protocol shall be subject to the completion by the United States of America and
the Republic of Latvia of their respective applicable internal procedures for entry into
force. The Governments of the United States of America and the Republic of Latvia

6
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shall thereupon notify each other through an exchange of diplomatic notes indicating
that such measures have been completed. This Protocol shall enter into force on the
date of entry into force of the U.S.-EU Mutual Legal Assistance Agreement,

2. In the event of termination of the U.S.-EU Mutual Legal Assistance Agreement, this
Protocol shall be terminated and the 1997 Mutual Legal Assistance Treaty shall be
applied. The Governments of the United States of America and the Republic of Latvia
nevertheless may agree to continue to apply some or all of the provisions of this
Protocol.

IN WITNESS WHEREOF, the undersigned, being duly authorized by their respective
Governments, have signed this Protocol.

DONE at Riga, in duplicate, this day of December 2005, in the English and

Latvian languages, both texts being equally authentic.

FOR THE GOVERNMENT OF THE FOR THE GOVERNMENT OF THE
UNITED STATES OF AMERICA : REPBULIC OF LATVIA:

bapprsitor (bl S

et
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Protocol on the application of the Agreement on Mutual Legal Assistance between
the United States of America and the European Union to the Treaty between the
Government of the United States of America and the Government of the
Republic of Lithuania on Mutual Legal Assistance in Criminal Matters

1. As contemplated by Article 3(2) of the Agreement on Mutual Legal Assistance
between the United States of America and the European Union signed 25 June 2003
(hereafter "the U.S.-EU Mutual Legal Assistance Agreement"), the Governments of the
United States of America and the Republic of Lithuania acknowledge that, in
accordance with the provisions of this Protocol, the U.S.- EU Mutual Legal Assistance
Agreement is applied in relation to the bilateral Treaty between the Government of the
United States of America and the Government of the Republic of Lithuania on Mutual
Legal Assistance in Criminal Matters, signed 16 January 1998 (hereafter “the 1998
Mutual Legal Assistance Treaty”) under the following terms:

{a) Article 4 of the U.S.-EU Mutual Lepal Assistance Agreement as set forth in
Article 16 bis of the Annex to this Protocol shall govern the identification of
financial accounts and transactions, in addition to any authority already provided
under the 1998 Mutual Legal Assistance Treaty;

(b)  Article 5 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 16 ter of the Annex to this Protocol shall govern the formation and
activities of joint investigative teams, in addition to any authority already
provided under the 1998 Mutual Legal Assistance Treaty;

(c)  Article 6 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Articles 6 and 16 guater of the Annex to this Protocol shall govern the taking of
testimony of a person located in the Requested State by use of video transmission
technology between the Requesting and Requested States, in addition to any
authority already provided under the 1998 Mutual Legal Assistance Treaty;

(d) Article 7 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 4(1) of the Annex to this Protocol shall govern the use of expedited means
of communication, in addition to any authority already provided under the 1998
Mutual Legal Assistance Treaty;

(e) Article 8(2) of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 2(2) of the Annex 1o this Protocol shall govern the transmission of
requests for mutual legal assistance to administrative authorities, in addition to

any authority already provided under the 1998 Mutual Legal Assistance Treaty;
and

() Article 9 of the U.S.-EU Mutual Legal Assistance Agreement as set forth in
Article 7 of the Annex to this Protocol shall govern the limitation on use of
information or evidence provided to the Requesting State, and the conditioning or
refusal of assistance on data protection grounds.

2. The Annex reflects the integrated text of the provisions of the 1998 Mutual
Legal Assistance Treaty and the U.S.-EU Mutual Legal Assisiance Agreement that shall
apply upon entry into force of this Protocol.
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3. In accordance with Article 12 of the U.S.-EU Mutual Legal Assistance
Agreement, this Protocol shall apply to offenses committed before as well as after it
enters into force.

4. This Protocol shall not apply to requests made prior to its entry into force;
except that, in accordance with Article 12 of the U.S.-EU Mutual Legal Assistance
Agreement, Articles 4(1), 6 and 16 quater of the Annex shall be applicable to requests
made prior to such entry into force.

5.(a) This Protoco} shall be subject to the completion by the United States of America
and the Republic of Lithuania of their respective applicable internal procedures
for entry into force. The Governments of the United States of America and the
Republic of Lithuania shall thereupon exchange instruments indicating that such
measures have been completed. This Protocol shall enter into force on the date
of entry into force of the U.S.-EU Mutual Legal Assistance Agreement.

(b) Inthe event of termination of the U.S.-EU Mutual Legal Assistance Agreement,
this Protocol shall be terminated and the 1998 Mutual Legal Assistance Treaty
shall be applied. The Governments of the United States of America and the
Republic of Lithuania nevertheless may agree to continue to apply some or all

, of the provisions of this Protocol.

IN WITNESS WHEREOF, the undersigned, being duly authorized by their respective
Governments, have signed this Protocol.

. L oapEn
DONE at Brussels, in duplicate, this 15 _day of June, 2003, in the English and
Lithuanian languages, both texts being equally authentic.

FOR THE GOVERNMENT OF THE FOR THE GOVERNMENT OF THE
UNITED STATES OF AMERICA: REPUBLIC OF LITHUANIA:
-y ;

gl Sl e
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ANNEX

TREATY BETWEEN THE GOVERNMENT OF THE UNTED STATES OF
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Article 1
Scope of Assistance

1. The Contracting Parties shall provide mutual assistance, in accordance with the
provisions of this Treaty, in connection with the investigation, prosecution, and
prevention of offenses, and in proceedings related to criminal matters.

2. Assistance shall include:

(a) taking the testimony or statements of persons;

(b

<

providing documents, records, and other articles of evidence;
{c) locating or identifying persons or items;
(d) serving documents;

{e

e

transferring persons in custody for testimony or other purposes;
(f) executing requests for searches and seizures;

(g) assisting in proceedings related to immobilization and forfeiture of assets;
: restitution; collection of fines; and

(b

Rl

any other form of assistance not prohibited by the laws of the Requested
State.

3. Assistance shal] be provided without regard to whether the conduct that is the
subject of the investigation, prosecution, or proceeding in the Requesting State would
constitute an offense under the laws of the Requested State.

4. This Treaty is intended solely for mutual legal assistance between the Parties.
The provisions of this Treaty shall not give rise to a right on the part of any private
person 1o obtain, suppress, or exclude any evidence, or to impede the execution of a
request.

Article 2
Central Authorities

1. Except as otherwise provided in this Treaty, the authorities of the Contracting
Parties shall seek and obtain assistance through their respective Central Authorities.
The Central Authority for the United States shall be the Attorney General or such
persons in the Department of Justice as the Attorney General designates. The Central
Authority for the Republic of Lithuania shall be the Office of the Prosecutor General
and the Ministry of Justice.

2. (a) The Central Authority for the United States will make requests on behalf of
prosecutors, investigators with criminal law enforcement jurisdiction, and agencies and
entities with specific statutory or regulatory authority to refer matters for criminal
prosecution. The Central Authority for the Republic of Lithuania will make requests on
behalf of prosecutors and courts.

4
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(b Requests under subparagraph (a) from agencies and entities with specific
statutory or regulatory authority to refer matters for criminal prosecution shall be
transmitted between the Central Authorities or between such other authorities as may be
agreed by the Central Authorities.

3. The Central Authority for the Requesting State shall use its best efforts to
ensure that a request is not made where, in its view:

(a) the offense on which the request is based does not have serious
consequences; or

(b) the extent of the assistance 1o be requested is unreasonable in view of the
sentence expected upon conviction.

4. The Central Authorities shall communicate with one another directly for the
purposes of this Treaty.

Article 3
Limitations on Assistance

1. The Central Authority of the Requested State may deny assistance if:

(a) the request relates to an offense under military criminal law that would not
be an offense under ordinary criminal law;

(b) the request relates to a political offense;

(c) the execution of the request would prejudice the sovereignty, security, or
similar essential interests of the Requested State: or

(d) the request is not made in substantial compliance with the requirements set
forth in Article 4.

2. Before denying assistance pursuant to this Article, the Central Authority of the
Requested State shall consult with the Central Authority of the Requesting State to
consider whether assistance can be given subject to such conditions as it deems
necessary. If the Requesting State accepts assistance subject to these conditions, it shall
comply with the conditions.

3. I the Central Authority of the Requested State denies assistance, it shall inform
the Central Authority of the Requesting State of the grounds for the denial.

Article 4
Form and Contents of Requests

1. (2) A request for assistance shall be in writing except that the Central Authority
of the Requested State may accept a request in another form in urgent situations. If the
request is not in writing, it shall be confirmed in writing within ten days unless the
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Central Authority of the Requested State agrees otherwise. For purposes of this
* paragraph, requests transmitted by fax or e-mail shall be considered to be in writing.

(b) Communications related to requests for assistance may be made by
expedited means of communications, including fax or e-mail, with formal confirmation
to follow where required by the Requested State. The Requested State may respond by
expedited means of communications.

(c) The request shall be in the Janguage or translated into the language of the
Requested State unless otherwise agreed.

2. The request shall include the following:

(a) the name of the authority conducting the investigation, prosecution, or
proceeding to which the request relates;

(b) information describing the facts of the offenses and the procedural history
of the case;

(c) the text of the laws describing the offenses for which assistance is
requested;

(d) = description of the evidence, information, or other assistance sought;
and

{e) a statement of the purpose for which the evidence, information, or
other assistance is sought.

3. To the extent necessary and possible, a request shall also include:

(a) information on the identity, citizenship, and location of any person from
whom evidence is sought;

(b) information on the identity and location of a person 1o be served, that
person’s relationship to the investigation, prosecution, or proceeding, and

the manner in which service is to be made;

(¢} information on the identity and suspected Jocation of the person or item to
be located;

@

e

a precise description of the place or person to be searched and of the item to
be seized;

(e

~

a description of the manner in which any testimony or statement is to be
taken and recorded;

(f) adescription of the testimony or statement sought, which may include a list
of questions to be asked;

~

(g) adescription of any particular procedure to be followed in executing the

request;
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(h) information as to the allowances and expenses to which a person asked to
appear in the Requesting State will be entitled; and

(i) any other information that may be brought to the attention of the Requested
State to facilitate its execution of the request.

Article 5
Execution of Requests

1., The Central Authority of the Requested State shall promptly execute the request
or, when appropriate, shall transmit it to the authority having jurisdiction to do so. The
competent authorities of the Requested State shall do everything in their power to
execute the request. The Courts of the Requested State shall have authority to issue
subpoenas, search warrants, or other orders necessary to execute the request.

2. The Central Authority of the Requested State shall represent or make
arrangements for representation of the Requesting State in the execution in the
Requested State of a request for assistance.

3. Requests shall be executed in accordance with the laws of the Requested State
except to the extent that this Treaty provides otherwise. However, the method of
execution specified in the request shall be followed except insofar as it contradicts or is
prohibited by the laws of the Requested State.

4. 1f the Central Authority of the Requested State determines that execution of a
request would interfere with an ongoing criminal investigation, prosecution, or
proceeding in that State, it may postpone execution, or make execution subject to
conditions determined to be necessary afier consultations with the Central Authority of
the Requesting State. If the Requesting State accepts the assistance subject to the
conditions, it shall comply with the conditions.

5. The Requested State shall use its best efforts 1o keep confidential a request and
its contents if such confidentiality is requested by the Central Authority of the
Requesting State. If the request cannot be executed without breaching such
confidentiality, the Central Authority of the Requested State shall so inform the Central
Authority of the Requesting State, which shall then determine whether the request
should nevertheless be executed.

6. The Central Authority of the Requested State shall respond 1o reasonable
inquiries by the Central Authority of the Requesting State concerning progress toward
execution of the request.

7. The Central Authority of the Requested State shall promptly inform the Central
Authority of the Requesting State of the outcome of the execution of the request. If the
execution of the request is delayed or postponed, the Central Authority of the Requested
State shall promptly inform the Central Authority of the Requesting State of the reasons
for the delay or postponement.
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Article 6
Costs

1. The Requested State shall pay all costs relating to the execution of a request
except for the following:

(a) the fees of experts;

(b) the costs of interpretation, translation and transcription;

(c) the allowances and expenses related to travel of persons traveling either in
the Requested State for the convenience of the Requesting State or pursuant

to Articles 10 and 11; and

G|

R

the costs associated with establishing and servicing a video transmission, to
the extent set forth in Article 16 guarter, unless otherwise agreed by the
Requesting and Requested States; other costs arising in the course of
providing such assistance (including costs associated with travel of
participants in the Requested State) shall be borne in accordance with the
other provisions of this Article.

2. If during the execution of a request it becomes apparent that complete execution
will entail expenses of an extraordinary nature, the Central Authorities shall consult to
determine the terms and conditions under which execution may continue.

Article 7
Limitations on Use

1. The Requested State may require that the Requesting State limit the use of any
information or evidence obtained from the Requested State to the following purposes:

(2) for the purpose of its criminal investigations and proceedings;
(b) for preventing an immediate and serious threat to its public security;

(¢) in its non-criminal judicial or administrative proceedings directly related to
investigations or proceedings:

(i) set forth in subparagraph (a); or

(i) for which mutual legal assistance was rendered to agencies or entities
with specific statutory or regulatory authority to refer matters for
criminal prosecution under Article 2(2) of this Treaty;

(d) for any other purpose, if the information or evidence has been made public
within the framework of proceedings for which they were transmitted, or in
any of the sitnations described in subparagraphs (a), (b) and (c); and

(e) for any other purpose, only with the prior consent of the Requested State.

2. (a) This Article shall not prejudice the ability of the Requested State in
accordance with this Treaty to impose additional conditions in a particular
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case where the particular request for assistance could not be complied with
in the absence of such conditions. Where additional conditions have been
imposed in accordance with this subparagraph, the Requested State may
require the Requesting State to give information on the use made of the
information or evidence,

(b) Generic restrictions with respect to the legal standards of the Requesting
State for processing personal data may not be imposed by the Requested
State as a condition under subparagraph (a) to providing information or
evidence.

3. Where, following disclosure to the Requesting State, the Requested State
becomes aware of circumstances that may cause it to seek an additional condition in
a particular case, the Requested State may consult with the Requesting State to
determine the extent to which the evidence and information can be protected.

4. The Central Authority of the Requested State may request that information or
evidence furnished under this Treaty be kept confidential or be used only subject
to terms and conditions that it may specify. If the Requesting State accepts the
information or evidence subject to such conditions, the Requesting State shail

‘ use its best efforts to comply with the conditions.

Article 8
Testimony or Evidence in the Requested State

1. A person in the Requested State from whom testimony or evidence is requested
pursuant to this Treaty shall be compelled, if necessary, to appear and testify or produce
iterns, including documents, records, and other articles of evidence. A person who
gives false testimony, either orally or in writing, in execution of a request shall be
subject to prosecution in the Requested State in accordance with the criminal laws of
that State.

2. Upon request, the Central Authority of the Requested State shall furnish
information in advance about the date and place of the taking of the testimony or
evidence pursuant to this Article.

3. The Requested State shall permit the presence of such persons as specified in
the request during the execution of the request, and shall allow such persons to question,
directly or indirectly, the person giving the testimony or evidence.

4. Ifthe person referred to in paragraph 1 asserts a claim of immunity, incapacity,
or privilege under the laws of the Requesting State, the Central Authorities shall
consult. If the Central Authority of the Requesting State so requests, the testimony or
evidence shall nonetheless be taken and the claim shall be referred to the competent
authorities of the Requesting State for resolution.

5. Evidence produced in the Requested State pursuant to this Article or that is the
subject of testimony taken under this Article shall, upon request, be authenticated by an
attestation, including, in the case of business records, authentication in the manner
indicated in Form A appended to this Treaty. The absence or nonexistence of such
records shall, upon request, be certified through the use of Form B appended to this
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Treaty. Records authenticated by Form A, or Form B certifying the absence or
nonexistence of such records, shall be admissible in evidence in the Requesting State as
proof of the truth of the matters set forth therein.

Article 9
Official Records

1. The Requested State shall provide the Requesting State with copies of publicly
available records, incl