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To the Congress of the United States:

Today | am transmitting for your immediate consideration and
enactment the “Antiterrorism Amendments Act of 1995.” This com-
prehensive Act, together with the “Omnibus Counterterrorism Act
of 1995,” which I transmitted to the Congress on February 9, 1995,
are critically important components of my Administration’s effort to
combat domestic and international terrorism.

The tragic bombing of the Murrah Federal Building in Oklahoma
City on April 19th stands as a challenge to all Americans to pre-
serve a safe society. In the wake of this cowardly attack on inno-
cent men, women, and children, following other terrorist incidents
at home and abroad over the past several years, we must ensure
that law enforcement authorities have the legal tools and resources
they need to fight terrorism. The Antiterrorism Amendments Act
of 1995 will help us to prevent terrorism through vigorous and ef-
fective investigation and prosecution. Major provisions of this Act
would:

* Permit law enforcement agencies to gain access to financial
and credit reports in antiterrorism cases, as is currently per-
mitted with bank records. This would allow such agencies to
track the source and use of funds by suspected terrorists.

« Apply the same legal standard in national security cases that
is currently used in other criminal cases for obtaining permis-
sion to track telephone traffic with “pen registers” and “trap
and trace” devices.

» Enable law enforcement agencies to utilize the national secu-
rity letter process to obtain records critical to terrorism inves-
tigations from hotels, motels, common carriers, storage facili-
ties, and vehicle rental facilities.

» Expand the authority of law enforcement agencies to conduct
electronic surveillance, within constitutional safeguards. Exam-
ples of this increased authority include additions to the list of
felonies that can be used as the basis for a surveillance order,
and enhancement of law enforcement’s ability to keep pace
with telecommunications technology by obtaining multiple
point wiretaps where it is impractical to specify the number of
the phone to be tapped (such as the use of a series of cellular
phones).

* Require the Department of the Treasury’s Bureau of Alcohol,
Tobacco, and Firearms to study the inclusion of taggants (mi-
croscopic particles) in standard explosive device raw materials
to permit tracing the source of those materials after an explo-
sion; whether common chemicals used to manufacture explo-
sives can be rendered inert; and whether controls can be im-
posed on certain basic chemicals used to manufacture other ex-
plosives.
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» Require the inclusion of taggants in standard explosive device
raw materials after the publication of implementing regula-
tions by the Secretary of the Treasury.

« Enable law enforcement agencies to call on the special exper-
tise of the Department of Defense in addressing offenses in-
volving chemical and biological weapons.

« Make mandatory at least a 10-year penalty for transferring
firearms or explosives with knowledge that they will be used
to commit a crime of violence and criminalize the possession of
stolen explosives.

* Impose enhanced penalties for terrorist attacks against current
and former Federal employees, and their families, when the
crime is committed because of the employee’s official duties.

» Provide a source of funds for the digital telephony bill, which
I signed into law last year, ensuring court-authorized law en-
forcement access to electronic surveillance of digitized commu-
nications.

These proposals are described in more detail in the enclosed sec-

tion-by-section analysis.

The Administration is prepared to work immediately with the
Congress to enact antiterrorism legislation. My legislation will pro-
vide an effective and comprehensive response to the threat of ter-
rorism, while also protecting our precious civil liberties. 1 urge the
prompt and favorable consideration of the Administration’s legisla-
tive proposals by the Congress.

WiLLIAM J. CLINTON.

THE WHITE Housg, May 3, 1995.



SECTION-3Y-SECTION AMALYSIS

SEC. 101. PEM REGISTERS AND TRAP AND TRACE DEVICRS IM FORRIGN
GENCRE AMD COUNTRRTERRORISM INVESTIGATIONS

Section 101 permits the FBI to use pen register and trap and
trace device statutes - already available in routine criminal cases
-in foreign counterintelligence investigations. Pen registers are
devices which record signals pulsed or toned - simply put, the
nunber dialed, while trap and trace devices record the number from
which a call originates, simply put, Caller ID. Neither device
permits the monitoring of the actual conversation taking place.

SBC. 102. DISCLOSURE OF INFORMATION AMD CONSUMER REPORTS TO ¥FBI
FOR FOREIGN COUNTERINTELLIGEMCE PURPOSES

Section 102 permits the FBI to obtain access to consumer
credit reports in foreign counterintelligence matters. These are
the same reports available on request to car salesmen and real
estate agents and to the FBI, by grand jury subpoena, in routine
criminal cases. Without the inforsation in these reports, the FBI
cannot determine wvhere terrorists hold their assets and accordingly
a major part of investigations is lost. The grand jury subpoena
process is not available in foreign counterintelligence matters
because these are not necessarily criminal in nature.

SEC. 103. STUDY AMD REQUIREMENTS FOR YAGGING OF XEXPLOSIVE
MATERIALS, AMD STUDY AMD RECOMMEMDATIONS FOR RENDERING RXPLOSIVE
CONPONENTS INERT AND IMPOSING CONTROLS O PRECURSORS OF EXPLOSIVES

Section 103 requires The Department of the Treasury to study
the addition of taggants - microscopic particles which will survive
combustion and which are unigue by manufacture and date and which
therefore will serve to identity the source of an explosive - as
vwell as wvhethar it is possible to render certain chemicals inert
and vhether certain axplosives precursors can bs controlled. The
study must be completed vithin one year of enactaent.

The provision also requires Treasury to promulgate regulations
roqu-dinzn:hn addition of these taggants by private manufacturers
and criminalizes possession, transfer and other conduct respecting
explosives not containing taggants. The criminal provision does
not becows effective until 90 days after the promulgation of the
regulation requiring the taggant addition.

©)
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83C. 104. ACCESS TO RBOORDS OF OOMMON CARRIERS, PUBLIC
AOCCOMMODATION FACILITIES, PEYSICAL STORAGE FACILITIRS AND VEEICLE
RENTAL PACILITIRS b ¢ | FJORRIGN COUNTERINTELLIGENCE AND
COUNTERTERRORISN CASES

Saection 104 permits the FBI access to the same records already
available to ths DEA by administrative subpoena in routine
narcotics investigations and wvhich are available to the FBI and all
other law enforcement agencies in criminal cases wvhere a grand jury
subpoena may properly be abtained.

Hotels and motels, storage facilities, lirnm, trains and
vehicle rental cospanies all provide services and maintain records
wvhich are often of extraordinary valus to lav enforcement - no less
in foreign counterintelligence and counterterrorism cases.

Records would bs produced pursuant to a special written
request which would be signed by a person with a title no lower
than Assistant Special Agent In Charge. Such an individual is
generally a senior person considered middle-management within the
FBI structure.

SEC. 105. LIMITATION OF STATUTORY EXCLUZIOMARY RULE.

Section 105 would simply extend to wvarrants issued to conduct
electronic surveillance, the same “good faith" standard which
already exists by Supreme Court decision as to routine search
wvarrants. There is no policy basis to apply a different standard
to electronic surveillance warrants than is applied to other
warrants.

SEC. 106, AUTHORITY FOR WIRETAPS IN m m:u—nmm Ol
EBXPLOSIVES FELONY

Section 106 would expand the circumstances under which
electronic surveillance orders for oral and/or wire intercepts
could ba issued by a court, to include any felony when an
appropriate high-ranking Department of Justice official certifies
that the "felony involves or may involve domestic or international
terrorisn.® While wost such felonies are already covered in the
Electronic Communications Privacy Act of 1986 (mm), 18 U.8.cC.
§2510, st _geg., there are ocoasions when those engaged in terrorism
may have violated statutes which are not enumerated. In such
instances, although the statute may not ordinarily merit status as
a predicate under ECPA, the specific actions of tho target(s) may
raise the seriousness of the statute to a level where an ECPA order
is appropriate.
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Ssction 106 would aiso axpand the list of predicate crimes to
include falony explosives violations. Such violations are key to
terrorisa and violent orime prosecutions and acoordingly a Xkey
predicate to ECPA orders which may be required in such cases.

SEC. 107. TEMFORARY EMERGENCY VWIRETAP AUTHORITY INVOLVING
TERRORISTIC CRIMNES

Section 107 would simply permit the issuance of emergency
wviretap orders - already available in organized crime cases - to
situations involving domestic or international terrorism. Such
orders are only valid for 48 hours but are essential becauss this
psriod of time is sufficient to permit the FBI to obtain s court-
orderad warrant, a process which may take as long as the 48 hours
parmitted.

SEC. 108. RXPANDED AUTEORITY FOR ROVING WIRBTAPS

Section 108 remcves a needless impediment to the issuance of
roving wiretaps ~ wiretaps which protect individual rights because
the “tap™ follows the target from phone to phone rather than
remaining on one phone which others may use ~ by deleting the
requirement that the governmant, which must show that the target is
using multiple phones lines, is doing so in order to avoid routine
surveillance.

This is a hard standard to mest and bears no direct relevance
to whether the roving wiretap ought to be authorized by a court.
Although roving wiretaps have besn authorized since at least 1986,
the additional requirement of proof of motive has foiled several
major investigations. :

SEC. 109. ENHAMCED ACCESS T0 TELEPHONE BILLING RECORDS

Section 109 would allow the FBI to obtain telephone billing
information already available in routine cases by way of grand jury
subpoana. Although toll records ars alrsady available,
information such as address, langth of service and local calling
information is essential in many investigations and the very saxe
information is used by many telephone companies for routine
marketing and sales promotion progranms. )

SEC. 110. uounuxn TO PRESERVE RVIDENCE

Section 110 would reguire telephone companies to preserve
their records on demand, for at least 90 days, possibly more, until
a court order to preserve racords can be obtained. Although most
mainstrean phone companies already preserve their records for more



than this period of time, the growth of small companies in the
industry has resulted in services which discard records after very
short iods of time. Such information is of critical importance:
in a wide variety of investigations.

SEC. 111. PERMISSION TO REQURST MILITARY ASSISTANCE WITH RESPECT TO
OFFENSES INVOLVING CEEMICAL AND BIOLOGICAL WEAPONS

Section 111 would permit the Attorney General to request
military assistance in cases involving chemical and biological

wveapons. New subsectiocns enacted by section 111 and codified at
§§175(c) and 2332b(c) would provide a limitead ion to the
Posse Comitatus Aot to permit the mill to prov. technical

assistance to fedaral lav enforcemant officials in enforcing these
subsections. Tachnical assistance could include assistance in
investigations, in conducting searches, in evidence collection, and
in disarming and disabling {ndividuals but would not include
authority to arrest. PFurther, these subsections do not authorize
any intelligence agency to engage in any activity that is not
otherwise authorized by law or executive order.

Section 111 would also amend current lav concerning chemical
wveapons to include all chemical weapons, vhctbu in gaseous form or
not. Under existing law, chamical wvea mu-od, only if in
gaseous form. Accordingly, an individual m poisoned a city’s
water supply with a pellet of dioxin would not be chargeable under
current lav bacause the pellet was not in gaseocus fora until it wvas
dropped into the water.

SEC. 112. GEXERAL REWARD AUTHORITY OF THEE ATTORMEY GENERAL

Section 112 wvould remove the existing $3500,000 cap on the
Attorney General‘s rewvard authority and would also permit the
Attorney General to receive funds from other agencies so as to
perait ®"pooled" awards when multiple agencies are involved. The
Muinistration intends to submit oouplucntnry appropriations
language on this subject.

TITLE IXI =« SUBSTANTIVE PROSECUTIVE ENHAMCEMEMNTS
§5C. 201. POSSESSION OF STOLEN EXPLOSIVES
Section 201 would expand federal statutes which already

criminalize the knowing possession of ltolcn firearms to include
stolen explosive materials.



SEC. 202. PROTECTION OF FEDERAL ENPLOYERS OM ACCOUNT OF TRE
PERFORMANCE OF TEEIR OFFICIAL DUTIES.

Section 202 would expand federal oriminal msurder and assault
jurisdiction to include all federal employess and their immediate
families. The provision would also include the uniformsed services
of the nilitary. Under existing federal lav, only ocsrtain
enuserated federal amployess ars protected undsx faderal law and as
federal employees become targsts -~ not only as the result of their
specific job titles, but merely because they are federal smployess
- the need for fedsral protection grows,

TITLE IIT - CRIMIMAL PEMALTIRS

§EC. 301. MAMDATORY PEMALTY FOR TRAMSFERRING A FPIRKARM KNOWING THAT
IT WILL B3 USED T0 COMMIT A CRIME OF VIOLEMCE

Section 301 would increase from a maximum to a minimum of 10
years, the sentence of imprisonment vhich must be imposed when an
individual transfers a firxeara knowing that the firearm material
will be used to commit a crime of violence or a drug trafficking
crime. Because such knowledge makes the crime more serious, there
is a greater need for punishment.

‘SEC. 302. MANDATORY PRMALTY FOR TRAMNSFERRING AN RXPLOSIVRE MATERIAL
KNOWING THAT IT WILL BB USED TO COMMNIT A CRINE OF
VIOLEMCE

Section 302 would create a parallel offanse to that involving
firearms when an individual transfers explosives material knowing
that the material will be used to oonit crime of violence or a
drug trafficking crime.

SEC. 303. INCREASED PERIOD OF LINITATIONS FOR MATIONAL
FIREARMS ACT

" 8Section 303 would extend the current thres-year statute of
linitations vhich applies to certain sericus weapons offenses, to
five years, the same statute of limitations as applies to virtually
all other felony offenses under federal criminal lav. Some of the
offenses covered include the possession of machinequns, sawved-off
shotguns, silencers and explosive devices.
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S5C. 401. CIVIL NONSTARY PENALTY SUACHARGE AND TRLROOMNUNICATIONS
CARRIER COOMPLIANCE PAYMENTS

ucemuxcum-mumzummo:
implementing digital telephony programs. Subject to
action, a uaomumum vnmtaty

penalty at the ¢ uuum-awmwmmmum
agency thereof. The Administration intends to submit complementary
appropriations language on this subject.
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A BILL

To combat dosestic and international terrorism.

Be it enacted by the Senate and Nouse of Representatives orf
the United States of America in Congress assembled,

SICTION 1.

8EC.
SEC.
SEC.

SEC.

SEC.
8EC.

SEC.
SEC.
SEC.
SEC.
SEC.

SEC.

SEC.
SEC.

This Act may be cited as the "Antiterrorism Amendments Act of
1995%.

The following is the table of contents for this Act:

1.
2.

101.
102,
103.

104.

105.
106.

107.

-108.

109,
110.
111.

1iz2.

201.
202.

SHORT TITLE
TABLE OF CONTENTS

TITLE I ~ SUBSTANTIVE INVESTIGATIVE ENHANCEMENTS

PEN REGISTERS AND TRAP AND TRACE DEVICES IN FOREIGN
COUNTERINTELLIGENCE AND COUNTERTERRORISN INVESTIGATIONS
DISCLOSURE OF INFORMATION AND CONSUMER REPORTS TO FBI FOR
FOREIGN COUNTERINTELLIGENCE PURPOSES

STUDY AND REQUIREMENTS FOR TAGGING OF EXPLOSIVE
MATERIALS, ARD STUDY AND RECOMMENDATIONS FOR RENDERING
EXPLOSIVE COMPONENTS INERT AND INMPOSING CONTROLS ON
PRECURSORS OF EXPLOSIVES

ACCESS TO RECORDS OF COMMON CARRIERS, PUBLIC
ACCOMMODATION FACILITIES, PHYSICAL STORAGE FACILITIES AND
VEHICLE RENTAL FACILITIES IN FOREIGN COUNTERINTELLIGENCE
AND COUNTERTERRORISK CASES

LIMITATION OF STATUTORY EXCLUSIONARY RULE

AUTHORITY FOR WIRETAPS 1IN ANY TERRORISM-RELATED OR
EXPLOSIVES FELONY

TEMPORARY EMERGENCY WIRETAP  AUTHORITY INVOLVING
TERRORISTIC CRIMES

EXPANDED AUTHORITY FOR ROVING WIRETAPS

ENHANCED ACCESS TO TELEPHONE BILLING RECORDS
REQUIRENENT TO PRESERVE EVIDENCE

PERNISSION TO REQUEST MILITARY ASSISTANCE WITH RESPECT TO
OFFENSES INVOLVING CHEMICAL AND BIOLOGICAL WEAPONS
GENERAL REWARD AUTHORITY OF THE ATTORNEY GENERAL

TITLE IX -~ SUBSTANTIVE PROSECUTIVE ENHANCEMENTS

POSSESSION OF STOLEN EXPIOBIVES
PROTECTION OF FEDERAL EMPLOYEES ON ACCOUNT OF THE
PERFORMANCE OF THEIR OFFICIAL DUTIES
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TITLE III -~ CRINIMAL PEMALTIES

SEC. 301. MANDATORY PENALTY FOR TRANSFERRING A FIREARM KNOWIMG THAT
IT WILL BE USED TO COMMNIT A CRINE OF VIOLENCE

SEC. 302. MANDATORY PEMALTY FOR TRANSFERRING AN EXPLOSIVE NMATERIAL
ENOWING THAT XIT WILL BE USED 70 COMMNIT A CRIME OF
VIOLENCE

SEC. 303. INCREASE PIIIOD OF LIMITATIONS FOR NATIONAL
FIREARNS ACT

TITLE IV - FUNDING

SBEC. 401. CIVIL MONETARY PEMALTY SURCHARGE AND TELECOMNUNICATIONS
CARRIER COMPLIANCE PAYMENTS

TITLE I - SUBSTANTIVE INVESTIGATIVE EEEANCEMENTS

Seq. 103, mmzmmmmmmmumxn
COUNTRRINTELLIGENCE AND COUNTERTERRORISK INVESTIGATIONS

(a) Chapter 206, Title 18, United States Code, is amended--
(1) by redesignating section 3127 as section 3128; and
(2) by adding the following new section 3127:

Pen register or a trap and trace device in foreign
mnwinuniqom and counterterrorisa investigations

(a&) Motwithstanding any other law, the provisions
of this chapter shall be applicable to foreign
counterintelligence and international terrorisa
investigations conducted by the PFedersl Bureau of
Investigation.

(b) An application under this ucuon for an
order or an extension of an ordar under saction
3123 of this title shall include--
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(1) the idantity of the attorney foxr the
Government and the fact that the investigation
is being conducted by the Pederal Bureau of
Investigation; and

{2) a ocertification by the applicant that
the information 1likely to be obtained is
relevant to an ongoing foreign
counterintelligence or intarnational terrorism
investigation being oonducted by the Federal
Bureau of Investigation.

(c) All applications and orders under this
section shall be maintained by the PFederal Bureau
of Investigation.

(b) Clerical Amendment.~--The table of sections at the
beginning of Chapter 206 is amended

(1) to renumber section 3128 as redesignated; and

2) by adding after the item relating to section 3126
the follow H

»3127. Pen register or s trap and trace device in
foreign counterintelligence and counterterrorisa investigations.®

8EC. 102, DISCLOSURE OF INFORMATION AWD CONSUMER REPORTS TO ¥FBI
FOR FOREIGN COUNTERINTELLIGENCE PURPOSES

(a) IN GERERAL.--The Pair Credit Reporting Act (15 U.S.C.
1681 et seq.) is amended by adding after ssction 623 the following
nevw section:

§ 624. Disclosures to FBI for foreign counterintelligence purposes

®(a) IDENTITY OF FINANCIAL INSTITUTIONS.--Notwithstanding
section 604 or any other provision of this title, a consumer
reporting shall furnish to the Prederal Bureau of
Invutiqation the names and addresses of all financial institutions
(as that term is defined in section 1101 of the Right to Pinancial
Privacy Act of 1978) at which the consumer maintains or has
maintained an account, to the extent that information is in the
files of the agency, vhen prounud with a written request for that
inforsmation, signed by the Diractor of the Pederal Bursau of
Investigation, or the Director’s designes (vho shall be an
individual with the rank and title of Deputy Assistant Director or
above), which certifies compliance with this section. The Director
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or the Director’s designes may make such a certification only it
mtlu.roctot or the Director’s designee has determined in writing

®(1) such information is mecessary oconduct of
suthorised foreign oount‘th\untqu\u investigation; nnd

®(2) there are specific and articulable facts giv!.nq reason to
believe that the consumer-

“(A) is a foreign power (as defined in section 101
of the Foreign Intelligence Surveillance Act (50
U.8.C. 1801) or a person who is not a United States

person (as defined im such seotion 101) lndican
ottichl of a foreign power; or

“(B) is an agent of a foreign power and is
engaging or has engaged in international terrorisa
(as that term is defined by 18 U.S8.C. §2331) or
clandestine intelligence activities that involve a
violation of criminal statutes of the Unitead
States.

% (b) IDENTIFYING xmmnon.--notwimumlnq the provisions
of section 604 or any other provision of this title, a consumer
reporting agency shall furnish identifying information respecting
a consumer, limited to name, address, former addresses, places of
employmant, or former places of employmant, to the Fedaral Bureau
of Investigation when presented vith written request, signed by
Director or the Director’s authorized designee, which certifies
compliance vwith this subsection. The Director or the Director’s
authorized designee may make such a certification only if the
Director or the Director’s authorized designee has determined in
writing that-- )

"(1) such infomtion is necessary for t'.ho conduct of an
authorized foreign counterintelligence investigation; and

% (2) there is information giving reason to believe that
the consumer has been, or is about to be, in contact with
a foreign power or an agent of a foreign power (as
defined in section 101 of the PForeign Int-luqcnc-
Surveillance Act (50 U.S8.C. 1801)).

*(c) COURT ORDER FOR DISCLOSURE OF CONSUMER REPORTS.~-
Notwithstanding section 604 or any other provision of this title,
if reguested in vriting by the Director of the Pederal Bursau of
Investigation, or authoriszed designes of the Director, a ocourt may
issue an order gx parts directing a consumer nportinq agency to
furnish a consumer raport to the Federal Bureau of Investigation,
upon a showing in camera that--
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®#(1) the consumer report is necessary for the conduct of
an authorized foreign countarintsiligence investigation;
and

#(2) there are specitic and articulable facts giving
:u-on to believe that the consumer vhose consumer report
s sought-- ’

"(A) is an agent of a foreign power; and

*(B) is engaging or has engaged in international
texrorisa (as that term is defined in 18 U.S.C.

- $§2331) or clandestine intelligance activities that
involve a violation of crisinal statutes of the
United States.

The terms of an order issued under this subsection shall not
disclose that the orxrder is issusd for purposes of a foreign
counterintelligence investigation.

*(d) CONFIDENTIALITY.--No consumer resporting agency or
officer, amployes, or agent of a consumer reporting agency shall
disclose to any parson, other than those officers, employees, or
agents of a consumer reporting agency necsessary to fulfill the
regquiremant to disclose information to the PFederal Bureau of
Investigation under this section, that the Federal Bureau of
Investigation has sought or obtained the identity of financial
institutions or a consumer report respecting any consumer under
subsection (a), (b), or (c) and no consumer reporting agency or
officer, amployee, or agent of a consumer reporting agency shall
include in any consumer report any information that would indicate
that the Federal Bureau of Investigation has sought or obtained
such information or a consumer report.

"(®) PAYMENT OF FEES.--The Federal Bureau of Invastigation
shall, subject to the availability of appropriations, pay to a
consumer reporting agency asseambling or providing reports or
information in accordance with procedures established under this
section, a fee for reisbursement for such costs as are reasonably
neces and which have been directly inocurred in searching,
r.prodm% or transporting books, papers, records, or other data
required or requested to be produced under this section.

®(f) LIMIT ON DISSENINATION.-~The PFederal Bureau of
Investigation may not disseainate inforsation obtained pursuant to
this section outside of the Federal Bureau of Investigation, except
as may be necessary for the approval or conduct of a foreign
counterintelligence investigation, or, where the information
concerns a person subject to the Uniform Code of MNilitary
Justice,to appropriate investigative authorities within the
mili departaent concerned as may bs necessary for the conduct
of a joint foreign counterintelligence investigation.
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"(g) RULES OF CONSTRUCTION.--Nothing in this section shall be
construed to prohibit information from being furnished by the
Pederal Bureau of Investigation pursuant to a subpoena or court
order, or in connection with a Jjudicial or administrative

to enforce the provisions of this Act. Nothing in this
ssotion shall bs construed to authoriss or parmit .the withholding
of information from the Congress.

®*(h) REPORTS TO CONGRESS.--On a semiannual basis, the Attorney
Genaral of the United State shall fully inform the Permanent Select
Committee on Intelligence and the Committes on Banking and
Financial Services of the Houss of Representatives, and the Select
Committes on Intelligence and thse Committee on Banking, Housing,
and Urban Affairs of the Senate concerning all requests mades
pursuant to subsactions (a), (b), and (c}.

®"(1) DANAGES.--Any agency or department of the United States
obtaini: or disclosing any oconsumer reports, records, or
information contained therein in violation of this section is
liable to the consumer to whom such consumer reports, records, or
information relate in an amount equal to the sum of--

"(1) $100, without ragard to the volums of consumer
reports, records, or information involved;

% (2) any actual damages sustained by the consumer as a
result of the disclosure;

"(3) if the violation is found to have baen willful or
intentional, such punitive damages as a court may allow; and

"(4) in the case of any successful action to enforce
1iability under this subsection, the costs of the action,
together with reasonable attornay fees, as determined by the

- ®(4) DISCIPLINARY ACTIONS FOR VIOLATIONS.--If a court
determnines that any agency or dspartment of the United States has
violated any provision of this section and the court finds that the
circumstances surrounding the violation raise questions of wvhether
or not an officer or employee of the agency or department acted
willfully or intentionally with rsspect to the violation, the
agency or department shall rrcuptly initiate a procseding to
determine whather or not disciplinary action is warranted against
the officer or employes who was responsible for the violation.

®(k) GOOD FAITH EXCEPTION.--Notwithstanding any other
provision of this title, any consumer reporting agency or agent or
employes thereof making disclosure of consumer reports or
identifying information pursuant to this subsection in good-faith
reliance upon a certification of the Pederal Bureau of
Invastigation pursuant to provisions of this section shall not be



15

liable to any person for such disclosure under this title, the
constitution of any State, or any lav or regulation of any State or
any political subdivision of any State.

{ LIMITATION OF RENEDIES.--Notwithstanding any other
provision of this title, the remsdies and sanctions set forth in
this section shall be the only judicial remedies and sanctions for
violation of this section.

®"(m) INMJUNCTIVE RELIRF.--In addition to any other resedy
contained in this section, injunctive relief shall be available to
require compliance with the procedures of this section. 1In the
svent of any succaessful action under this subsection, oosts
together vith reasonable attornsy fees, as deterained by the court,
may be recovered.”

(b) CLERICAL AMENDMENT.--The table of sections at the

beginning of the PFair Credit Reporting Act (15 U.S.C. 168la st

noq.) is amended by adding after the item relating to section 623
the following:

§624. Disclosures to PRI for foreign ocunteriatelligence purposes.*

SBC. 103. STUDY AND RBQUIREBMENTS FOR TAGGING OF EXPLOSIVE
MATERIALS, AND STUDY AND RECOMMEMNDATIONS FOR RENDERING EXPLOSIVE
COMPONENTS IMNERT AND IMPOSING CONTROLS OM PRECURSORS OF EXPLOSIVES

(a) The Secretary of the Treasury shall conduct a study and lak-
recommendations concerning -~

(1) the tagging of explosive materials for purposes of
detection and identification;

(2) whether common chemicals used to manufacture explosive
materials can be rendered inert and vhcthur it is feasible to
require it; and

(3) wvhether controls can bs imposed on certain precursor
chemicals used to manufacture explosive materials and whether it is
feasible to require it.

In conducting the study, the Secretary shall consult with
other Federal,; stats and local e:uem- with expertise in this
area and such other individuals as shall be deemed necessary. Such
study shall be complete within 12 months after the snactment of
this Act and shall be submitted to the Congress and made available
to the public. Such study say include, if appropriate,
recommendations for legislation.
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(b) Thers are authorized to be appropriated for the study and
recommendations contained in paragraph (a) such sums as may be
necessary.

(c) BSection 842, of title 18, United States Code, is amended
by inserting after subsection (k), a mew subsection (1) which
reads as follows:

*{1) it shall be unlawful for any person to manufacture,

. ship, transport, receive, possess, transfer, or
distribute any explosive material that does not contain
& tracer elenent as prescribed by the Secretary pursuant
to regulation, knowing or having resasonable cause to
belisve that the explosive material does not contain the
required tracer element.*

(d) Section 844, of title 18, United States Code, is amended
by inserting after ¥(a) through (i)* the phrase "and
(1)".

(e) Section 846, of title 18, United States Code, is amended
by designating ths present section as "(a)," and by
adding a nev subsection (b) reading as follows: "(b) to
facilitate the enforcement of this chapter, the Secretary
may provide by regulation for the addition of tracer
elements to explosive materials manufactured in or
imported into the United States. Tracer elements to be
added to explosive materials under provisions of this
subsection shall be of such character and in such
quantity as the Secretary may authorize or ire, and
such as will not substantially impair the guality of the
explosive materials for their intended lawful use, be
unreasonably unsafe, or have a substantially adverse
effact on the environment.®

(f£) The penalties provided for herein, shall not take sffect

- until the later of one year from the date of enactment of

this act or 90 days from the date of promulgation of the
regulations provided for herein.

SEC. 104. ACCESS TO RECORDS OF COMMOM CARRIERS, PUBLIC
ACCOMMODATION YACILITIES, FEYSICAL STORAGR FACILITIRS AND VEEICLE
RENTAL FPACILITIES p e | FOREIGH COUNTERINTRLLIGENCE AXD
COUNTERTERRORISM CASES

Title 18, United States Code, is amended by inserting after
chapter 121 the following new chapter:

"CHAPTER 122 -~ ACCESS TO CERTAIN RECORDS
“Sec. 2720. Access to records of common carriers, public
accommodation facilities, physical storage facilities and



17

vahicle rental facilities in oounterintelligence and
countertsrrorisa cases.

. %(a) Any common carrier, public accommodation facility,
physical storage facility or vehicle rental facility shall
comply with a request for records in its possession made
pursuant to this section by the Pederal Bursau of
Investigation vhen tha Director or designee (vhose rank shall
be no lower than Assistant Special Agent in Charge) certifies
in writing to the common ecarrier, public acoommodation
facility, physiocal storage facility or vehicle rental facility
that such records are sought for foreign counterinteslligence
purposes and that thers are specific and articulable facts
giving reason to believe that the person to wvhom the records
sought pertain, is a foreign power or an agent of a foresign
pover as defined in section 101 of the PForsign Intelligence
Surveillance Act (50 U.S.C. 1801).

®(b) No common carrier, public sccommodation facility,
physical storage facility or vshicle rental facility or any
officer, employee or agent of such common ocarrier, public
aocommodation facility, physical storage facility or vehicle
rental facility shall disclose to any person, other than those
officers, agents or smployees of the common carrier, public
accosmodation facility, physical storage facility or vshicle
rental facility necessary to fulfill the requirament to
disclose the information to the Federal Bureau of
Investigation under this section, that the Federal Bursau of
Investigation has sought or obtained the records reguested.

"(c) As used in this chapter--

%(1) the term ‘common carrier’ means a locomotive, a
rail carrier, a bus carrying passengers, a wvater common
carrier, an air common ocarrier, or a private cosmercial
hl;'.u'-tato carrier for the delivery of packages and other
objacts;

w(2) the term ‘public accommodation facility’ means any
inn, hotel, motel or other éestablishment which provides
“lodging to transient guests;

®(3) the term "physical storage facility” assans any
business or entity which provides space for the storage of
goods or materials, or services related to the storage of
goods or materials to the public or any segment thereof; and

"(4) the term "vehicle rental facility" means any person
or entity which provides vehicles for rent, lease, loan or
other similar use, to the public or any segment thereof.".
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SBC. 265, LIMNITATION OF STATUTORY EXCLUSICMARY RULE.

Section 2515 of title 18, United States Code, is amended by
ad.u.:z.:t the end the following: “This section shall not apply to
the losure by the United States in a oriminal trial or hearing
or before a grand jury of ths contents of & wire or oral
comsunication, or evidence derived therefrom, unless the violation
of this chapter involved bad faith by law enforcemsnt.®

SBC. 106. AUTEORIYY FOR WIRETAPS IN ANY TERRORISM-RELATED OR
saction 3516(1) of title 18, United States Code, is amended -~
{1) by inserting after the words %“section 224 (bribery in
sporting contests)”, the wvords "section 842 (relating to sxplosives
violations)".

(2) by striking "and“ at the end of paragraph (n);

(3) by striking the psriod at the end of paragraph (o} and
inserting *; and®; and
{4) by adding a nev paragraph (p) as follows:

"(p) any other felony under the laws of the United States
if the Attorney Gensral, the Deputy Attornsy Ganaral, or the
Assistant Attorney Gensral for the Criminal Division (or an
official acting in any such capacity) certifies to the court under
sesal that there is reason to belisve the felony involves or may

involve domestic terrorisa or international terrorism (as those
terms are defined in 18 U.8.C. $2331)."

SBection 2510(12) of title 18, United States Code, is
amended --

(1) by striking ®"or" at the end of subparagraph (B);
{2) by inserting "or" at the end of subparagraph (C); and
(3) by adding a nev subparagraph (D), as follows:

(D) information stored in a communications systea used
for the eslectronic storage and transfer of funds;*®

Section 2510(16) of title 18, United 3States Code, is

(1) by inserting "or" at the end of subparagraph (D);
(2) by striking “or" at the end of subparagraph (E); and
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(3) by strixing subparagraph (F).

EBC. 107. TENPORARY EMERGEECY WIRETAP AUTEORITY INVOLVING
TERRORISTIC CRINES

(1) Section 2518(7) (lz (114) of title 18, Unitad States Code,
is amended ing Yor domestic terrorisa or
international terrorism (as those terms are defined in 18
U.8.C. $2331)" after "organizad crime®.

(2) BSection 2331 of title 18, United States Code, is amended
by inserting the following words after subsection (4)--

#(3) the term ‘domastic terrorism’ means any activities
that involve vioclent acts or acts dangerous to
human life that are a viclation of the criminal
lawvs of the United States or of any State and which
-gpourtohhtwuiuthmuotmn
civilian population or to influence the policy of a
government by intimidation or ocoercion; or to
affect the conduct of a government by assassination
or kidnapping.®

SEC. 108. EXPANDED AUTEORITY FOR ROVING WIRETAPS

Section 2518(11) of title 18, United States Code, is amesnded
to read as follows:

*(11) The requirements of subsections (1) (b) (i) and (3) (4) of
this section toht:lnq to the specitication of facilities from which
or the place vhere the ocommunication is to be intercepted do not
apply if in the oase of an application with respsct to the
interception of vire, oral or electronic communications -

(a) the application is by a federal investigative or law
enforcement officer, and is approved by the Attorney General, the
Deputy Attorney General, the Associate Attorney Gomrnl, or an
mh{m; Attorney Ganeral (or an official acting in any such
capacity);

(b) the application contains a full and complets statament as

to why such itication is not practical and identifies the
pholrm comnitt the offense and vhose communications are to be

(c) the judge £inds that such specification is not practical.

SEC. 109. EMEANCED ACCRSS TO TELRFEONE BILLING RECORDS
(a) 8ection 2709(b) of title 18, United States Code, is
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(1) 4in subparagraph 1(A), by inserting %local and long
distance® bafore "toll billing records®; and

(2) by adding at ths end a nev paragraph (3), as tonm;

®(3) request the name, address, length of service, and
local and long distancs toll bnu.nq rooordl of a parson or entity
if the Director (or dssignee tuit:lon not lower than Deputy
Assistant Director) oornuu 1- wE to the wire or slectronic
communication service provider to ma the request is made that
the information sought is rxelevant to an authorized domestic
terrorisa (as that term is dnthud in section 107 of this Act)
investigation.®.

(b) Section 2703(c)(1)(C) of title 18, United States
Code, is amended by inserting "local and long distance® before
"telephona toll billing records®.

SEC. 110. REQUIRENENT TO PRESERVE EVIDENCE

Section 2703 of title 18, United States Code, is amended by
adding a nev subsection (f), as follows:

"(f) Requirement to preserve evidence. -~ A provider of
wvire or electronic communication services or a remote computing
service, upon the request of a governmental entity, shall take all
necessary steps to preserve records and other evidence in its
possession pending the issuancs of a court order or other process.
Such records shall be retained for a period of 90 days, which
period shall be extended for an additional 90-day period upon a
reneved reguest by the governmantal entity."

SEC. 111. PERNISSION TO REQUEST MILITARY ASSISTANCE WITH RESPECT
TO OFFEMSES INVOLVING CHEMNICAL AND BIOLOGICAL WEAPONS .

(a) Section 175 of title 18, United States Code, is
amended by adding a nev subsection (c), as follows:

"(c) (1) Military assistance. -- Notwithstanding any other
provision of law, the Attorney General may request that the
s.aotu'y of Defense provide technical assistance in support of
Dej t of Justice activities relating to the enforcement of
this section in situations involving biological weapon emergencies.
Departsent of Defense resources, including civilian personnel and
members of the uniformed sexrvices, may be used to provide such
technical assistance if:

*{A) The Secretary ot Defense and the Attoimy
Genaral dateraine that an emergency situation involving biological
wveapons of mass destruction exists; and
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%(B) The Secrstary of Defense determines that the
provision of such assistance will not adversely affect the military
preparedness of the United States.

"{2) As uod in this section, ‘emsrgency situation’
means a circumstance

%(A) that poses a serious threat to tha interests
of the United States; and

*"(B) in which-~

*(i) enforcement of the law would be seriously
hpck-.d if the assistance were not provided;

neii) military technical assistance amd
expertise is needed to counter the threat posed by the bhioclogical
agent involved; and

®"(1i1) ecivilian lav enforcasant expartise is
not available to provide the required technical assistance.

the pcvision of equirmant et ochnioel g:u?'“m Tav
neans provision of squipmen ca se av
enforcement officials in the Lumug-uea of violations of this
section, such as tschnical assistance in conducting searches that
seek svidence or mtrmnuntiu of violations of this section,
technical assistance in taking and collecting evidence related to
violations of this section, and technical assistance in disarming
and disadbling individuals in possession of contraband under this
section. It does not include authority to appreshend or arrest.

"(4) The Sscretary of Defense may require reimbursement
as a oondition of assistance under this section.

"(S) The Attorney General delegate the Attorney
General’s function under this ea only to a Deputy,
Associate, or Assistant Attorney General.®.

(b) m 1138 of title 18, United States Code, is
amended by adding after section 2332a the following new section:

®*$2332b. Use of chamical weapons

®(a) Offense.--A person who without lavful authority uses, or
attempts or oconspires to use, a chemical weapon--

(1) ainst a national of the United States while such
national is outside of thé United States;

*(2) against any parson within the United States; or
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%(3) against any property that is owned, leased or used
by the United States or by any department or agency of the United
States, vhether the property is within or outside of the United
States,

shall be imprisoned for any term of years or for life, and if death
results, shall be punished by death or imprisoned for any teram of
years or for life.

*(b) Definitions.--For purposes of this section-~-

*(1) the term "natiocnal ¢f the United States” has the
given in section 101(a)(32) of the Immigration and
Nationality Act (8 U.5.C. 1101(a)(22))7 and .

¥"(2) the term "chemical weapon" means any weapon that is
designed to cause death or seriocus bodily injury through the
release, dissemination, or impact of toxic or poisonous chemicals
or thair precursors.

"Ic) (1) Military assistance. -~ Motwithstanding any other
provision of law, the Attorney General may request that the
Secretary of Defense provide technical assistance in support of
m:mt of Justice activities relat. to the enforcesent of

section in situations involving cal veapon emergencies.
Department of Defenss resources, including civilian personnel and
nembers of the uniformed services, may be used to provide such
technical assistance if:

®(A) The Secretary of Defense and the Attorney
Gsneral deterains that an smergency situation involving chemical
wveapons of mass destruction exists; and

"(B) The Secretary of Defense determines that the
provision of such assistance vill not adversely affect the military
preparednass of the United States.

*(2) As used in this section, ’emergency situation’
means a circumstance--

"(A) that poses a serious threat to the interests
of the United States; and

*(B) in which--

"(1) enforcement of the law would ba sericusly
impaired if the assistance vere not provided;

"(ii) military technical assistance and
sxpartise is needed to counter the threat posed by the chemical

agent involved; and
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#(ii{i) civilian lav enforcement expertise is
not available to provide the regquired technical assistance.

"(3) As used in this section, ’‘technical assistance’
means the provision of equipment and technical expertise to law
anforcement officials in the investigation of violations of this
section, such as technical assistance in conducting searches that
seek evidence or instrumentalities of violations of this section,
technical assistance in taking and collecting evidence related to
violations of this section, and tachnical assistance in disarming
and disabling individuals in possession of contraband under this
section. It does not include authority to apprehend or arrest.

“(4) The Becretary of Defense may reguire reimbursement
as a condition of assistance under this section.

"(s) The Attorney General may delegate the Attorney
Genaral’s function under this subsection only to a Deputy,
Associate, or Assistant Attorney General.®.

(c) CLERICAL AMENDMENT.--The chapter analysis for
chapter 113B of title 18, United States Code, is amended by adding
after the item relating to section 2332a the following:

*§2332b. Use of chemical weapons®.

(d) 8Section 2332a of title 18, United States Code, is
amended by inserting between the words "A person who" and "uses, or
attempts”, the words “without lawful authority", at the beginning
of subsection (a).

S8XC. 1l12. GENERAL REWARD AUTHORITY OF THE ATTORNEY GENERAL

Section 3059B of title 18, United States Code, is hereby
amended by adding the following section:

- {(a) Notwithstanding any other provision of law, the Attorney
Genaral may pay rewards and receive from any department or agency,
funds for the pa t of rewards under this section, to any
éndivid\ul who assists the Department of Justice in performing its

unctions.

(b) If the reward exceeds $100,000, the Attorney General,
vithin thirty (30) days of having authorized the payment of such a
revard, shall give notice to the respective Chairmen. of the
Committees on Appropriations and the Committees on the Judiciary of
the Senate and the House of Representatives.

(c) A determination made by the Attorney General as to
vhether to authorize an award under this saction and as to the
amount of any reward authorized shall be final and conclusive, and
no court shall have power or jurisdaiction to review it.
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TITLE IXI = SUBSTANTIVE PROSECUTIVE ENEANCEMENT

SEC. 301. POSSESSION OF STOLEN EXPLOSIVES

section 842(h) of title 18, United States Code, is amended to
read as follows:

®(h) It shall be unlavful for any person to receive,
possess, transport, ship, conceal, store, barter, sell, dispose of,
or pledge or accept as security for a loan, any stolen explosive
materials vhich are moving as, vhich are part of, vhich constitute,
or vhich have been shipped or transported in, interstate or foreign
commercs, either befors or after such materials wers stolen,
knoving or having reasonable cause to believe that the explosive
materials wvere stolen.®

SEC. 302. PROTECTION OF FEDERAL RMPLOYRES ACCOUXT OF TEE
PERFORMANCE OF TEEIR OFFICIAL DUTIRS.

(a) Section 1114 of title 18, United States Code, is amended
to read as follows:

“§$1114. Protection of officers and employees of the United
States.

"(a) Whoever kills or attempts to kill any United States
official, United sStates judge, PFederal law enforcement
officer, or member of ths uniforsed sarvices, or any other
officer or employse of the United States or any agency of the
axscutive, legislative, or judicial branch thereof, while such
officer or employes is engaged in or on account of the
performance of official duties, or any person assisting such
an official, judge, officer, or employee in, or on account of
the person’s assistance in, the performance of such duties

- shall be punished, in the case of murder, as provided under
section 1111, or in the case of manslaughter, as provided
under section 1112, except that any such son who is found
guilty of attempted murder shall be imprisoned for not more
than twenty years.

"(b) As used in this section, the terms "United States
official®, *"United States judge”, and "Federal lav enforcenmant
e{tieot' have the meanings prescribed in section 115 of this
title.".

{(c) Section 115(a)(2) of title 18, United States Code, is
amended by inserting ", or threatens to assault, kidnap, or
murdar, any person vho formerly served as a person designated
in paragraph (1), or" after "assaults, kidnaps, or murders, or
atteapts to kidnap or murder®.
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TITLE III - CRIMIMAL PRMALTIRS

SEC. 303. MANDATORY PEMALTY FOR TRAMEFERRING A FIREARM KNOWING
TEAT IT WILL BE USED T0 COMMIT A CRIME OF VIOLENCR

Section 924(h) of title 18, United States Code, is amended by--
(1) inserting Yor having reasonable cause to baliava™ after
and

(2) striking "not more than® and inserting "not less than".

SEC. 302. MANDATORY PEMALTY FOR TRANSFERRING AN EXVLOSIVE
MATERIAL KNOWING THAT IT WILL BE USED TO COMMIT A CRIME OF VIOLENCE

Section 844 of title 18, United States Code, is amended by adding
at the end, the following--

#(n) Whosver knovingly transfers an explosive material,
knowing or having reasonable cause to believe that such explosive
material will be used to commit a crime of violence (as defined in
section 924(c)(3) of this title) or drug trafficking crime (as
defined in section 924(c) (2) of this title) shall be imprisoned for
not less than 10 years, fined in accordance with this title, or
both.

8EC. 303. INCREASED PERIOD OF LIMITATIONS FOR NATIONAL
T AcT

(a) Section 6531 of the Internal Revenue Code of 1986 (26
U.5.C. §6531) is amended by amending the matter preceding paragraph
(1) to read as follows:

"No person shall be prosacuted, tried, or punishad for any of
the various offenses arising under the internal revenue lawvs unless
the indictment is found or the information instituted within 3
years next after the commission of the offense, except that the
period of limitation--

(a) shall be 5 years for offenses dascribed in section 58612
(relating to firearms and other devices); and

(b) shall be 6 ysars-~."
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TITLE IV - FUMDING

88C. 461. CIVIL MONETARY PEEALTY SURCEARGE AND
TELECONNUNICATIONS CARRIBR COMPLIANCE PAYMENTS

Pub. L. 103-414, Octobar 25, 1994, 108 Stat. 4279, is amended
by inserting at its conclusion s new title IV, as follows:

“TITLE IV == CIVIL MONETARY PENALTY SURCHARGE AND
TELECOMNMUNICATIONS CARRIER COMPLIANCE  PAYMENTS

“SEC. 401, OIVIL MONNTARY PENALTY SURCEARGE.

®"{a) Imposition.-- lmtthlnndm other provision of
law, and subject to section 402(c) of s title, a surcharge of

40 psrcent of the principal amount of a civil monetary pemalt
shall be added to each civil monstary penalty at the time it is
assessed by the United sStates or an agency thereof.

“(b) application of Paymeants.-- rcx:-uu relating to a
civil monetary penalty shall be applied the following order:
(1) to costs; (2) to principal; (3) to surcharges required by
subsection (a) of this section; and (4) to interest.

"{c) BEffective Dates.~- (1) A surcharge under subsection
(a) of this section shall be added to all civil
penalties assessad on or after Octobar 1, 1995, or tha date of
snactment of this title, vhichever is later.

"(2) The authority to add a surcharge under this
section shall terminate on October 1, 1998.

®{d) timitation. -- The provisions of this section shall
not apply to any civil wonstary penalty assessed under title 26,
United States Code.

"SEC. 402, DPEPARTMENT OF JUSTICE TELECOMNUNICATIONS CARRIER
CONPLIANCE FUND.

"(a) BEstablishment of Fund. -- There is hereby established
in the United States Treasury a fund to be known as the
Department of Justice Telecommunications Carrier Compliance Fund
(hereinafter referred to as ’‘the Fund’), which ahall be available
to the Attorney General to the axtent and in the amounts
authorized by subsection (c) of this section to make payments to
telecommunications carriers, as authorized by section 109 of the
Communications Assistance for Lav Enforcemant Act.

*{b) Offsetting Colleoctions. -- Notwithstanding 31 U.B.C.
$ 3302, the Attorney General may credit surcharges added pursuant
to section 401 of this title to the Fund as offsetting
collections.
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'(c) uquu-nu for Appropriatioas Offset. —- (1)
added pursuant to section 401 of this title are
nntmuod only to the extant and in the amounts provided for in
advancs in appropriations acts.

®(2) (A) Collections credited to the Fund are authorized

be appropriated in such amounts as may be nscessary, but

not to exceed $100,000,000 in fiscal I:“ 1996, $305,000,000
in fiscal year 1997, and $80,000,000 fiscal year 1998,

*"(B) Amounts described in subparagraph (A) of
this paragraph are authoriszed to be appropriated
without fiscal year limitation.

"(d) Termination.-- (1) The Attorney Gensral may terminate
the Fund at such time as the Attornsy General detearmines that the
rund is no longer necessary.

#(2) Any balance in the Fund at the time of its
termination shall be deposited in the general fund of the
Treasury.

®(3) A decision of the Attorney General to terminate
the Fund shall not be subjact to judicial review.

"SEC. 403. DEFPINITIONS.

“pPor purposes of this title, the terms ‘agency’ and ‘civil
monetary penalty’ have the meanings given to them by section 3 of
the PFederal Civil Penalties Inflation Adjustment Act of 1990,
Pub. L. 101-410, Oct.5, 1990, 104 Stat. 890 (28 U.8.C. § 2461
note) .".

O
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