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119TH CONGRESS 
1ST SESSION S. 418 

To prohibit contracts between certain foreign entities and institutions of 

higher education conducting Department of Defense-funded research and 

to impose post-employment restrictions for participants in certain re-

search funded by the Department, and for other purposes. 

IN THE SENATE OF THE UNITED STATES 

FEBRUARY 5, 2025 

Mr. BANKS introduced the following bill; which was read twice and referred 

to the Committee on Armed Services 

A BILL 
To prohibit contracts between certain foreign entities and 

institutions of higher education conducting Department 

of Defense-funded research and to impose post-employ-

ment restrictions for participants in certain research 

funded by the Department, and for other purposes. 

Be it enacted by the Senate and House of Representa-1

tives of the United States of America in Congress assembled, 2

SECTION 1. SHORT TITLE. 3

This Act may be cited as the ‘‘Defending Defense Re-4

search from Chinese Communist Party Espionage Act of 5

2025’’. 6
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SEC. 2. PROHIBITION ON CONTRACTS BETWEEN CERTAIN 1

FOREIGN ENTITIES AND INSTITUTIONS OF 2

HIGHER EDUCATION CONDUCTING DEPART-3

MENT OF DEFENSE-FUNDED RESEARCH. 4

(a) IN GENERAL.—None of the funds authorized to 5

be appropriated or otherwise made available for any fiscal 6

year for the Department of Defense may be provided to 7

a covered institution of higher education that— 8

(1) fails to comply with the prohibition set forth 9

in subsection (b); and 10

(2) has not received a waiver under subsection 11

(c). 12

(b) PROHIBITION.—Beginning on January 1, 2027, 13

a covered institution of higher education may not enter 14

into a contract with a covered nation or a foreign entity 15

of concern. 16

(c) WAIVERS.— 17

(1) AUTHORITY.—Subject to the provisions of 18

this subsection and subsection (d), the Secretary of 19

Defense may, pursuant to a request submitted under 20

paragraph (2) of this subsection, issue a waiver of 21

the prohibition set forth in subsection (b). 22

(2) SUBMISSION.— 23

(A) FIRST WAIVER REQUESTS.— 24

(i) IN GENERAL.—A covered institu-25

tion of higher education that desires to 26
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enter into a contract with a foreign entity 1

of concern or a covered nation may submit 2

to the Secretary of Defense, not later than 3

120 days before the institution enters into 4

such a contract, a request to waive the 5

prohibition set forth in subsection (b) with 6

respect to such contract. 7

(ii) CONTENTS OF WAIVER RE-8

QUEST.—A waiver request submitted by a 9

covered institution of higher education 10

under clause (i) shall include— 11

(I) the complete and unredacted 12

text of the proposed contract for 13

which the waiver is being requested, 14

and if such original contract is not in 15

English, a translated copy of the text 16

into English (in a manner that com-17

plies with subsection (f)); and 18

(II) a statement that— 19

(aa) is signed by the Presi-20

dent or compliance officer of the 21

institution designated in accord-22

ance with subsection (g); and 23

(bb) includes information 24

that demonstrates that such con-25
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tract is for the benefit of the in-1

stitution’s mission and students 2

and will promote the security, 3

stability, and economic vitality of 4

the United States. 5

(B) RENEWAL WAIVER REQUESTS.— 6

(i) IN GENERAL.—A covered institu-7

tion of higher education that has entered 8

into a contract pursuant to a waiver issued 9

under this section, the term of which is 10

longer than the 1-year waiver period and 11

the terms and conditions of which remain 12

the same as the proposed contract sub-13

mitted as part of the request for such 14

waiver, may submit, not later than 120 15

days before the expiration of such waiver 16

period, a request for a renewal of such 17

waiver for an additional 1-year period 18

(which shall include any information re-19

quested by the Secretary). 20

(ii) TERMINATION.—If a covered in-21

stitution of higher education fails to sub-22

mit a request under clause (i) or is not 23

granted a renewal under such clause, such 24

institution shall terminate such contract on 25
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the last day of the original 1-year waiver 1

period. 2

(3) WAIVER ISSUANCE.—The Secretary of De-3

fense— 4

(A) not later than 60 days before a covered 5

institution of higher education enters into a 6

contract pursuant to a waiver request under 7

paragraph (2)(A), or before a contract de-8

scribed in paragraph (2)(B)(i) is renewed pur-9

suant to a renewal request under such para-10

graph, shall notify the institution— 11

(i) if the waiver or renewal will be 12

issued by the Secretary; and 13

(ii) in a case in which the waiver or 14

renewal will be issued, the date on which 15

the 1-year waiver period starts; 16

(B) may only issue a waiver under this 17

subsection to an institution if the Secretary of 18

Defense determines, in consultation with the 19

Secretary of Education, that the contract for 20

which the waiver is being requested will both— 21

(i) benefit of the institution’s mission 22

and students; and 23
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(ii) promote the security, stability, 1

and economic vitality of the United States; 2

and 3

(C) shall, when making the determination 4

described in subparagraph (B)(ii), base such 5

determination on the following factors: 6

(i) The economic situation of the 7

United States. 8

(ii) The economic situation of the for-9

eign entity of concern or covered nation 10

with which a contract is sought. 11

(iii) The reasons for which the foreign 12

entity of concern or covered nation has 13

been so designated, and why those reasons 14

do not apply to the contract for which 15

waiver is being sought. 16

(iv) The foreign entity of concern or 17

covered nation’s interest in being involved 18

with covered institutions of higher edu-19

cation. 20

(v) The foreign entity of concern or 21

covered nation’s history of involvement 22

with covered institutions of higher edu-23

cation. 24
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(vi) The degree to which such a con-1

tract could provide access to information 2

or technology which could materially ben-3

efit the national security of a covered na-4

tion or harm the national security of the 5

United States. 6

(4) NOTIFICATION TO CONGRESS.—Not later 7

than 2 weeks prior to issuing a waiver under this 8

subsection, the Secretary of Defense shall submit to 9

the Committee on Armed Services of the Senate and 10

the Committee on Armed Services of the House of 11

Representatives written notice of the intent of the 12

Secretary to issue such waiver together with a jus-13

tification for such waiver. 14

(5) APPLICATION OF WAIVERS.—A waiver 15

issued under this subsection to a covered institution 16

of higher education with respect to a contract shall 17

only— 18

(A) waive the prohibition under subsection 19

(b) for a 1-year period; and 20

(B) apply to the terms and conditions of 21

the proposed contract submitted as part of the 22

request for such waiver. 23

(d) CONTRACTS PRIOR TO DATE OF ENACTMENT.— 24
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(1) IN GENERAL.—In the case of a covered in-1

stitution of higher education that entered into con-2

tract with a covered nation or foreign entity of con-3

cern prior to January 1, 2026, and which contract 4

remains in effect on such date— 5

(A) the institution shall, not later than 6

120 days before such date, submit to the Sec-7

retary a waiver request in accordance with sub-8

section (c)(2)(A)(ii); and 9

(B) the Secretary shall, upon receipt of the 10

request submitted under subparagraph (A), im-11

mediately issue a waiver under subsection (c) to 12

the institution for a period beginning on the 13

date on which the waiver is issued and ending 14

on the sooner of— 15

(i) January 1, 2028; or 16

(ii) the date on which the contract 17

terminates. 18

(2) RENEWAL.—A covered institution of higher 19

education that has entered into a contract described 20

in paragraph (1), the term of which is longer than 21

the waiver period described in subparagraph (B) of 22

such paragraph and the terms and conditions of 23

which remain the same as the contract submitted as 24

part of the request required under subparagraph (A) 25
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of such paragraph, may submit a request for re-1

newal of the waiver issued under such paragraph in 2

accordance with subsection (c)(2)(B). 3

(e) DESIGNATION DURING CONTRACT TERM.—In the 4

case of a covered institution of higher education that en-5

ters into a contract with a foreign source that is not a 6

covered nation or a foreign entity of concern but which, 7

during the term of such contract, is designated as a cov-8

ered nation or foreign entity of concern, such institution 9

shall terminate such contract not later than 120 days after 10

the Secretary notifies the institution of such designation. 11

(f) TRANSLATION REQUIREMENT.—Any information 12

required to be disclosed under this section with respect 13

to a contract that is not in English shall be translated, 14

for purposes of such disclosure, by a person that is not 15

an affiliated entity or agent of the covered nation or for-16

eign entity of concern involved with such contract. 17

(g) COMPLIANCE OFFICER.—Each covered institu-18

tion of higher education applying for a waiver under sub-19

section (c), shall identify a compliance officer, who shall— 20

(1) be a current employee or legally authorized 21

agent of such institution; and 22

(2) be responsible, on behalf of such institution, 23

for personally certifying— 24
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(A) compliance with the prohibition under 1

this section; and 2

(B) the truth and accuracy of any informa-3

tion contained in such a waiver request. 4

(h) PUBLIC DATABASE.—Not later than 90 days 5

after issuing a waiver under subsection (c), the Secretary 6

of Defense shall publish a copy of the order granting the 7

waiver and the contents of the waiver request on a publicly 8

available website of the Department of Defense. Such in-9

formation shall be made available on such website in the 10

form of a searchable database that includes links to the 11

text of all contracts to which the waiver pertains. 12

(i) ANNUAL REPORTS.—Not later than June 1, 2027, 13

and on an annual basis thereafter, the Secretary of De-14

fense shall submit to the Committee on Armed Services 15

of the Senate and the Committee on Armed Services of 16

the House of Representatives a report that includes a de-17

scription of— 18

(1) the terms and contents of any waivers 19

issued under this section in the period covered by 20

the report; 21

(2) any trends in— 22

(A) the number of waivers issued under 23

this section over time; and 24
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(B) the types of contracts to which such 1

waivers pertain; and 2

(3) the processes used by the Secretary to 3

verify that covered institutions of higher education 4

are in compliance with the requirements of this sec-5

tion. 6

(j) DEFINITIONS.—In this section: 7

(1) The term ‘‘contract’’ means— 8

(A) any agreement or memorandum of un-9

derstanding for the acquisition, by purchase, 10

lease, or barter, of property or services by or 11

from a covered nation or foreign entity of con-12

cern; or 13

(B) any affiliation, agreement, or similar 14

transaction with a covered nation or foreign en-15

tity of concern that involves the use or ex-16

change of the name, likeness, time, services, or 17

resources of a covered institution of higher edu-18

cation. 19

(2) The term ‘‘covered institution of higher 20

education’’ means an institution of higher education 21

that conducts research funded by the Department of 22

Defense. 23

(3) The term ‘‘foreign entity of concern’’ has 24

the meaning given that term in section 10612(a) of 25
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the Research and Development, Competition, and 1

Innovation Act (42 U.S.C. 19221(a)) and includes a 2

foreign entity that is identified on the list published 3

under section 1286(c)(9)(A) of the John S. McCain 4

National Defense Authorization Act for Fiscal Year 5

2019 (Public Law 115–232; 10 U.S.C. 4001 note). 6

(4) The term ‘‘covered nation’’ has the meaning 7

given that term in section 4872(d) of title 10, 8

United States Code. 9

(5) The term ‘‘institution of higher education’’ 10

has the meaning given that term in section 102 of 11

the Higher Education Act of 1965 (20 U.S.C. 12

1002). 13

SEC. 3. POST-EMPLOYMENT RESTRICTIONS FOR PARTICI-14

PANTS IN CERTAIN RESEARCH FUNDED BY 15

THE DEPARTMENT OF DEFENSE. 16

(a) IN GENERAL.—Except as provided under sub-17

section (c), as a condition of becoming or remaining a 18

principal investigator of a covered defense research 19

project, a person shall agree that during the 10-year pe-20

riod beginning on the last day the person is a principal 21

investigator of such research, such person may not seek 22

or accept employment, or conduct any activity, for which 23

a foreign entity of concern provides financial compensation 24

or in-kind benefits. 25
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(b) CRITICAL OR EMERGING TECHNOLOGY.—For 1

purposes of subsection (a), a critical or emerging tech-2

nology is a technology that the Secretary of Defense deter-3

mines to be critical or emerging. Not later than 270 days 4

after the date of the enactment of this Act, and annually 5

thereafter, the Secretary shall determine which tech-6

nologies are critical or emerging from among the tech-7

nologies for which the Department of Defense funds re-8

search, and shall make the results of such determination 9

publicly available. 10

(c) WAIVER AUTHORITY.—The Secretary may waive 11

the restriction under subsection (a) with respect to a 12

United States person if, not later than 30 days before 13

issuing the waiver, the Secretary submits to the congres-14

sional defense committees a notice of the waiver that in-15

cludes— 16

(1) an unclassified justification for the waiver; 17

and 18

(2) a description of any Department of Defense 19

funds provided to the person for which the waiver is 20

issued or to the research in which the person partici-21

pated. 22

(d) APPLICABILITY.—This section shall apply with 23

respect to research that begins on or after the date that 24

is one year after the date of the enactment of this Act. 25
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(e) DEFINITIONS.— 1

(1) FOREIGN ENTITY OF CONCERN.—In this 2

section, the term ‘‘foreign entity of concern’’ has the 3

meaning given that term in section 10612(a) of the 4

Research and Development, Competition, and Inno-5

vation Act (42 U.S.C. 19221(a)) and includes a for-6

eign entity that is identified on the list published 7

under section 1286(c)(9)(A) of the John S. McCain 8

National Defense Authorization Act for Fiscal Year 9

2019 (Public Law 115–232; 10 U.S.C. 4001 note). 10

(2) COVERED DEFENSE RESEARCH PROJECT.— 11

The term ‘‘covered defense research project’’ means 12

a research project that is— 13

(A) operated by an institution of higher 14

education or a subsidiary of an institution of 15

higher education; 16

(B) funded, in whole or in part, by the De-17

partment of Defense; and 18

(C) which involves a critical or emerging 19

technology, as defined in subsection (b) of this 20

section. 21

(3) INSTITUTION OF HIGHER EDUCATION.—The 22

term ‘‘institution of higher education’’ has the 23
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meaning given that term in section 102 of the High-1

er Education Act of 1965 (20 U.S.C. 1002). 2

Æ 

VerDate Sep 11 2014 23:41 Mar 04, 2025 Jkt 059200 PO 00000 Frm 00015 Fmt 6652 Sfmt 6301 E:\BILLS\S418.IS S418kj
oh

ns
on

 o
n 

D
S

K
7Z

C
Z

B
W

3P
R

O
D

 w
ith

 $
$_

JO
B



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2025-03-06T23:07:08-0500
	Government Publishing Office, Washington, DC 20401
	Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




